CONG TY TNHH TU VAN VA DJCH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

”Pﬂ'f@ DC: 149/1D Ung Vin Khiém, P.25, Q.Binh Thanh, Tp Hé Chi Minh
P

DT: 08-35 124 257 | Fax: 08-35 124 314 | Email: vnpro@vnpro.org

Huwdéng dan Upgrade SCCP Firmware cho Cisco 7960 IP Phone
(Bui Quédc Ky)

* %

Voice-Gateway

192.168.1.1/2

Yéu cau
1. Cau hinh co ban trén CME.
2. Upgrade SCCP Firmware cho Cisco 7960 IP Phone.

Thuc hién
Yéu cau 1. Cau hinh co’ ban trén CME.
hostname CME
interface £0/0
description Ket noi toi switch PoE
ip address 192.168.1.1 255.255.255.0
no shutdown
exit

line vty 0 4
privilege level 15
no login
exec-timeout 0 0
exit
line console 0
logging synchronous
exec-timeout 0 0
exit
no ip domain-lookup
no service timestamps log
no service timestamps debug

ip dhcp excluded-address 192.168.1.1
ip dhcp pool Voice
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
option 150 ip 192.168.1.1
exit

exit
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clock set 12:00:00 12 Nov 2016
configure terminal

Yéu ciu 2. Upgrade SCCP Firmware cho Cisco 7960 IP Phone.

Qua trinh Upgrade SCCP hoac SIP Firmware cho cdc dong 7940G, 7960G ciing twong ty nhu qua trinh
upgrade trén 7960 IP Phone.

Céc budc Upgrade Firmware cho Cisco IP Phone 7960 bang telephony-service.
- Buwdc 1. Khdo sét ciu tric Cisco Firmware Filename.
- Budc 2. Kiém tra Firmware Version hién tai trén 7960 Phone.
- Budc 3. Tai phién ban Cisco 7960 Phone Firmware Version mdi nhat.
- Budc 4. Tién hanh Import 7960 Firmware vao bd nhé Flash ciia CME.
- Budc 5. Khai bao théng tin Firmware trén TFTP Server va CME.
- Budc 6. Tién hanh upgrade Firmware cho 7960 Phone.

Buwdc 1. Khao sat cau trac Cisco Firmware Filename.
Version trwdc day cua Cisco Phone Firmware danh cho SCCP va SIP IP phone c¢é dinh danh filename:
- SCCP firmware: P003xx..bin
O  X: major version
o I: minor version
- SIP firmware: POS3xx..bin
O X: major version
o I: minor version

Version sau nay cla Cisco Phone Firmware danh cho SCCP va SIP IP phone c6 dinh danh filename:
- SCCP firmware: PO03xxyyzzWl. bin
O X: major version
o §: major subversion
O 2Z: maintenance version
o l: maintenance subversion
- SIP firmware: P0S3-xx-y-zz.bin
O X: major version
o I: minor version
o z:subversion

Dai vdi Java-based IP Phone (Cisco IP Phone 7911, 7941, 7941GE, 7961, 796GE, 7970, 7971) ¢4 dinh
danh filename nhv sau:
- SCCP firmware: TERMnn.xx-y-2-1ill
o I: major version
o ¥: major subversion
o I: maintenance version
o l: maintenance subversion
- SCCP firmware: SCCPnn.Xx-y-22- 1l
o n:phone type
o I: major version
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o ¥: major subversion
o I: maintenance version
o I: maintenance subversion

C4u truc Cisco Phone Firmware Filename.
- SCCP firmware loads ludn bt dau véi 3 ky tw: P00
o Ky tuthk 3 1a “0” dai dién cho giao thirc SCCP Protocol
- SIP firmware loads luén bit dauvéi3 ky ty:  PO§
o Kytyth&3la I dai dién cho giao thirc . Protocol

Bwdc 2. Kiém tra Firmware Version hién tai trén 7960 Phone.

Né&u Cisco IP Phone hién dang st dung firmware 6.0(2) ho&c cli hon mudn upgrade Ién 8.x(x), ta can
phai upgrade l&én 7.0(x) truwdc khi upgrade 1én 8.x(x).
- Cisco khuyén nghi ta nén s dung Firmware 7.0(3) dé rit ngan khodng thoi gian upgrade.
- Cisco IP Phone st dung firmware 6.0(2) c6 thé upgrade tryc tiép 1&n 8.x(x) ma khéng can
phai upgrade thdng qua firmware 7.0(2) nhwng s& mat rat nhiéu thoi gian dé upgrade.
- Khiupgrade phone load version, dau tién phai upgrade phone load 8.0.4 1én 8.0.5 r6i sau d6
md&i upgrade phone load 8.0.5 1én 8.1.1. Sau d6, phone load version 8.1.1 c6 thé upgrade |én
version 8.1.2.

C6 thé kiém tra Firmware Install (Load File) bang cadch nhan Settings button > Model Information.

Buwdc 3. Tai phién ban Cisco 7960 Phone Firmware Version méi nhat.
- https://software.cisco.com/download/release.htm|?mdfid=268437898&flowid=46197&soft
wareid=282074289&release=8.1(2) SR2&relind=AVAILABLE&rellifecycle=&reltype=all
Download Software 5 Download Cart (Oems) ¢ Feedback Help

Downloads Home > Products > Collaboration Endpoints > IP Phones > Unified IP Phone 7900 Series > Unified IP Phone 7960G >
Skinny Client Control Protocol {SCCP) Software-8.1(2)_SR2

Unified IP Phone 7960G

|§| IP Phone 7900 Series Documentation My Devices
— Release 8.1(2)_SR2 For full or new installation - click here to order | g Motific ation
Expand All | Collapse All - Relenee Hotes &b Moifications
v All Releases File Information & Release Date Size
vSCCPv8
8.1(2)_SR2 Cisco IP Phone 7940 and 7960 firmware release 8.1(2)SR2 - Compatible Unified  21-JUL-2011 0.68 MB | Download |
8.1(2) SR1 CM Versions: 5.0{1), 5.0{2), 5.0{3) g I
D) cmterm-7940-7960-sccp.8-1-25R2.cop | Addtocart |
8'1':1:: Cisco IP Phone 7940 and 7960 firmware release 8.1(2) SR2 - Compatible Unified  21-JUL-2011 0.68 MB | Download |
8.0(9) CM Versions: 5.1 or later g
8.0(8) cmterm-7940-7960-sccp.8-1-25R2.cop.sgn | Addtocart |
8.0(7) 77
8.0(5) Cisco IP Phone 7940 and 7960 firmware release 8.1(2) 3R2 - Compatible Unified  21-JUL-2011 1.99 MB | Download |
8 01'4:' CMVersions: 3.3, 4.0, 41, 42and 4.3 g [
8'033{ cmterm-7940-7960-sccp.8-1-25R2.exe | Addtocart |
.0(3) _~oglocart
8.0(2) Cisco IP Phone 7940 and 7960 firmware release 8.1(2) SR2 - firmware files only -  21-JUL-2011 0.67 MB Download |
8.0(10) Compatible Unified CM Versions: 3.3, 4.0, 4.1, 42and 4.3 g —
8.0(1) cmterm-7940-7960-scep.8-1-25R2.2ip | Addtocart |
» SCCPVY

Danh séach cdc file sau khi giai nén cmterm-7940-7960-sccp.8-1-2SR2.zip
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Mame

(] POD30801SRO2.bin
|| PDD30801SROZ.Ioads
(] PDO30BOISRO2.5b2
] PDO30BO1SRO2.5bn
=| PO030BOTSROZ. bt

Date modified

7/6/2011 5:56 PM
7/6/2011 618 PM
7/6/2011 602 PM
7/6/2011 5:56 PM

772017 10:03 AM

Type Size

BIM File 128 KB
LOADS File 1KEB
SB2 File 692 KB
SEM File 128 KB
Text Document 1KE

Danh séach cac firmware file twong &rng mét sé dong IP Phone.

Device Type

Cisco IP Communicator

Cisco Unified IP
Phone7940 and 7960

Cisco Unified IP
Phone7945G and 7960G

Cisco Unified IP
Phone9971

SCCP Firmware
Filename

P00308010200.bin
P00308010200.loads*
P00308010200.sb2
P00308010200.sbn

SCCP45.9-2-1S.loads
apps45.9-2-1TH1-13.sbn
cnu45.9-2-1TH1-13.sbn
cvm45sccp.9-2-1TH1-
13.sbn
dsp45.9-2-1TH1-13.sbn
jar45sccp.9-2-1TH1-
13.sbn
term45.default.loads
term65.default.loads

SIP Firmware Filename

P003-8-12-00.bin
P003-8-12-00.sbn
P0S3-8-12-00.loads*
P0S3-8-12-00.sb2

SIP45.9-2-1S.loads
apps45.9-2-1TH1-13.sbn
cnu45.9-2-1TH1-13.sbn
cvm45sip.9-2-1TH1-13.sbn
dsp45.9-2-1TH1-13.sbn
jard5sip.9-2-1TH1-13.sbn
term45.default.loads
term65.default.loads

dkern9971.100609R2-9-2-2SR1-
9.sebn
kern9971.9-2-2SR1-9.sebn
rootfs9971.9-2-2SR1-9.sebn
sboot9971.031610R1-9-2-2SR1-
9.sebn
Sip9971.9-2-2SR1-9.loads
skern9971.022809R2-9-2-2SR1-
9.sebn

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucme/requirements/guide/cme90spc.htm

- Danh sach cac firmware file twong &rng véi cac dong IP Phone.
- S6 lwgng SCCP & SIP IP Phones hé tro trén cac dong ISR.

Bwdc 4. Tién hanh Import 7960 Firmware vao bd nhé Flash cia CME.

Tién hanh copy cac file trén vao bd nhd Flash cia CME.

CME# copy tftp: flash:

Hodc c6 thé sir dung phan mém ArcConvert dé chuyén cmterm-7940-7960-sccp.8-1-2SR2.zip thanh

dinh dang .tar roi gidi nén két hop véi copy céc file déng thoi téi Flash.

- Tai phan mém ArcConvert: https://sourceforge.net/projects/archivconvert/files/
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Chuyén d&i cmterm-7940-7960-sccp.8-1-2SR2.zip thanh .tar.
Giai nén arc_convert069.zip.

—— S . B
mv| .. v Computer » Data (D:) » Software (update) » ziptotar »
Organize = = Open Include in library = Share with = Burn MNew folder
Y% Favorites Marne Date modified Type Size
B Desktop | | arc_convertDE9 11/11/2016 7:49 PM  File folder
4 Downloads 2P arc_convert69.zip 11/11/2016 7:48 PM  ZIP File 5,080 KB

:
=1 Recent Places

Khéi dong chuwong trinh ArcConvert bang cach mé file arc_convert.exe

e ————

.,
@uvl\, » Computer » Data (D:) » Software (update) » ziptotar » arc_convertDG9 »

Organize = Open Burn Mew folder

<& Favorites Mame Date modified Type Size
Bl Desktop . locale 12/19/2005 5:20 PM  File folder
& Downloads ] 7z.dll 1/3/2015 6:33 PM Application extens... 418 KB
=] Recent Places [ 7z.exe 1/3/2015 6:24 PM Application 113 KB
B= Arc.exe 12/21/2009 7:06 PM  Application 10 KB
o Libraries | 1] arc_convert.exe 1/8/2015 4:15 PM Application 569 KB
@ Documents [ arj.exe 6/23/20053:39 PM  Application 124 KB

Thuyce hién qua trinh chuyén déi .ZIP thanh .TAR.
- Click Open Archiv > cmterm-7940-7960-sccp.8-1-2SR2.zip

E ArcConvert 0.69 (c) by Dirk Paehl Freeware

[T Change filedate / time to current (Conwvert TO archive)
I-#'I]I-T‘J&D L L S RN crnterm - 7940- 7960-sccp. 8- 1-25R2 zip{iRe U Ty |

Close | About | Check it |

Set priority  |NORMAL PRIORTY  »| |

—Convert to
[= 5

Password for extract (if autodectect not run)

Update check

File .TAR sau khi chuyén déi.
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g cmterm-7940-T960-sccp.8-1-25R2 tar 12/5/2016 2219 PM WinRAR archive 052 KB
g crnterm-7940-T960-sccp 8- 1-25R2.zip 2/5/2016 219 PM WinRAR ZIP archive 636 KB

Giai nén cmterm-7940-7960-sccp.8-1-2SR2.tar vao thu muc 7960_Firmware trén bd nhé Flash cla
CME.

CME (config)# ip ftp username cisco
CME (config)# ip ftp password cisco

CME# archive tar /xtract ftp://192.168.1.3/cmterm-7940-7960-sccp.8-1-
2SR2.tar flash:7960 Firmware
CME#

CME#

Loading cmterm-7940-7960-sccp.8-1-2SR2. tar
extracting P0030801SR02.bin (130552 bytes)'!
extracting P0030801SR02.1loads (458 bytes)
extracting P0030801SR02.sb2 (708460 bytes)!!!
extracting P0030801SR02.sbn (130956 bytes)
extracting P0030801SR02.txt (174 bytes)

[OK - 974848/4096 bytes]

CME#

CME# show flash: | include 7960 Firmware

185 0 Nov 12 2016 12:34:54 +00:00 7960_Firmware
186 130552 Nov 12 2016 12:34:56 +00:00 7960 Firmware/P0030801SR02.bin
187 458 Nov 12 2016 12:34:56 +00:00 7960 Firmware/P0030801SR02.1loads

188 708460 Nov 12 2016 12:35:00 +00:00 7960 Firmware/P0030801SR02.sb2
189 130956 Nov 12 2016 12:35:02 +00:00 7960 Firmware/P0030801SR02.sbn
190 174 Nov 12 2016 12:35:02 +00:00 7960_Firmware/P0030801SR02.txt
CME#

ﬁ Home Ftp Server

Username Password Home directary Address Las

Mew account Anonymous - -
Cisco Cisco D:\7960 Firmware 192, 168.6.2: 19420 g
Modify account \ 12

Delete account

Settings
Start Server
Stop Server

SystemLog Ftp Server Active Clients  File Monitoring  File Transfers  About..

Running ||N|:| Clients ||- Server started (Port 21)
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Budc 5. Khai bao théng tin Firmware trén TFTP Server va CME.

C4u hinh TFTP Server trén CME.

CME (config)# tftp-server flash:/7960 Firmware/P0030801SR02.bin
CME (config)# tftp-server flash:/7960 Firmware/P0030801SR02.loads
CME (config)# tftp-server flash:/7960_Firmware/P00308015R02.sb2
CME (config)# tftp-server flash:/7960 Firmware/P0030801SR02.sbn
CME (config)# tftp-server flash:/7960_Firmware/P00308018R02.txt

tftp-server flash:/7960 Firmware/P0030801SR02.bin alias P0030801SR02.bin
tftp-server flash:/7960 Firmware/P0030801SR02.loads alias P0030801SR02.loads
tftp-server flash:/7960 Firmware/P0030801SR02.sb2 alias P0030801SR02.sb2
tftp-server flash:/7960_Firmware/P00308018R02.sbn alias P0030801SR02.sbn
tftp-server flash:/7960_Firmware/P00308018R02.txt alias P0030801SR02.txt

Cau hinh DHCP Option 150 tro vé IP ctia TFTP Server.
ip dhcp excluded-address 192.168.1.1
ip dhcp pool Voice
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
option 150 ip 192.168.1.1
exit

Khai bao théng tin 7960 Phone Firmware trén CME dé& hudng dan IP Phone tai vé.
- load command:
o Daivai Cisco CME 7.0 va cac version trudc do, ta khéng can phai khai bao thém.sbin
hoac .loads file suffix.
o D6ivai Cisco CME 7.0(1) va céc version sau nay, ta can khai bdo filename kém vai
file suffix d6i vdi phone firmware version sau version 8-2-2 vdi tat ca cac phone type
ngoai trir 69xx, 89xx, 99xx phone.

telephony-service
ip source-address 192.168.1.1 port 2000
max-dn 144
max-ephones 30
no auto-reg-ephone
load 7945 SCCP45.9-4-2SR2-2S
load 7965 SCCP45.9-4-2SR2-2S
load 7960-7940 P0030801SR02
cnf-file perphone
create cnf-files
exit

Khéi tao cac file SEP<MAC>.cnf.xml chita théng tin Firmware Load ma Phone sé tai vé.

ephone-dn 1 dual-line
number 1001
exit

ephone 1
mac-address 0017.957b.ba59
type 7960
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button 1:1
codec g71llulaw
restart

exit

telephony-service
no create cnf-files
create cnf-files
exit

CME# debug tftp events

Phone c6 dia chi MAC 0017.957b.ba59 s& lién hé t&i TFTP Server théng qua Option 150 dé xin file
cau hinh SEP0017957bba59.cnf.xml vé, trong config file s& chira thdong tin vé Firmware Version hién
c6 trén TFTP Server ma CME da khai bao.

CME# show telephony-service tftp-bindings

tftp-server system:/its/united states/7960-tones.xml alias
United States/7960-tones.xml

tftp-server system:/its/united states/7960-font.xml alias
English United States/7960-font.xml

tftp-server system:/its/united states/7960-font.xml alias
English United States/7920-font.xml

tftp-server system:/its/united states/7960-dictionary.xml alias
English United States/7960-dictionary.xml

tftp-server system:/its/united states/7960-kate.xml alias
English United States/7960-kate.xml

tftp-server system:/its/united states/7960-kate.xml alias
English United States/7920-kate.xml

tftp-server system:/its/united states/SCCP-dictionary.xml alias
English United States/SCCP-dictionary.xml

tftp-server system:/its/vrfl/SEP0017957BBA59.cnf.xml alias
SEP0017957BBA59.cnf.xml

tftp-server system:/its/SEPDEFAULT.cnf alias SEPDefault.cnf
tftp-server system:/its/vrfl/XMLDefault.cnf.xml alias XMLDefault.cnf.xml
CME#

CME# more system:/its/vrfl/SEP0017957BBA59.cnf.xml
<device>

<versionStamp>{7960 Nov 12 2016 12:46:51}</versionStamp>
<devicePool>

<callManagerGroup>

<members>

<member priority="0">

<callManager>

<ports>
<ethernetPhonePort>2000</ethernetPhonePort>
</ports>
<processNodeName>192.168.1.1</processNodeName>
</callManager>

</member>

</members>

</callManagerGroup>

</devicePool>

<commonProfile>
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<calllLogBlfEnabled>2</callLogBlfEnabled>
</commonProfile>
<loadInformation>P0030801SR02</loadInformation>
<userlocale>
<name>English United States</name>
<langCode>en</langCode>

</userLocale>

<networkLocale>United States</networkLocale>
<networkLocaleInfo>

<name>United States</name>

</networkLocaleInfo>
<idleTimeout>0</idleTimeout>
<authenticationURL></authenticationURL>
<directoryURL>http://192.168.1.1:80/localdirectory</directoryURL>
<idleURL></idleURL>
<informationURL></informationURL>
<messagesURL></messagesURL>
<proxyServerURL></proxyServerURL>
<servicesURL>http://192.168.1.1:80/CMEserverForPhone/serviceurl</servicesUR
L>
<dscpForSCCPPhoneServices>0</dscpForSCCPPhoneServices>
<dscpForCm2Dvce>96</dscpForCm2Dvce>
<capfAuthMode>0</capfAuthMode>

<capflist>

<capf>

<phonePort>3804</phonePort>
<processNodeName></processNodeName>

</capf>

</capflist>
<deviceSecurityMode>1</deviceSecurityMode>
</device>

CME#

Buéc 6. Tién hanh upgrade Firmware cho 7960 Phone.
Khi 7960 Phone kh&i dong, bootloader sé tién hanh xin IP va Option 150 (ho&c Option 66) tir DHCP.
Tuy vao Model ma Phone s& tai vé file P0030801SR02.loads phu hop.

"loads" file chira théng tin tat ca cac file can thiét ma IP Phone sé& phai tai vé tir TFTP Server dé hinh
thanh device firmware cuda thiét bj. IP Phone s& |13y “loads” file vé trudc roi sau d6 lan luot tai tirng
file khdc sau d4. Khi hoan tat IP Phone s& ti€n hanh cai dat install cac file rdi sau d6 la khéi dong
reboot lai thiét bj.

CME#

TFTP: Looking for CTLSEP0017957BBA59.tlv

TFTP: Looking for SEP0017957BBA59.cnf.xml

TFTP: Opened system:/its/vrfl/SEP0017957BBA59.cnf.xml, f£d 10, size 1250 for
process 401

TFTP: Finished system:/its/vrfl/SEP0017957BBA59.cnf.xml, time 00:00:00 for
process 401

TFTP: Looking for P0030801SR02.loads
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TFTP: Opened flash:/7960_ Firmware/P0030801SR02.loads, fd 10, size 458 for
process 401
TFTP: Finished flash:/7960_ Firmware/P0030801SR02.loads, time 00:00:00 for
process 401

TFTP: Looking for CTLSEP0017957BBA59.tlv

TFTP: Looking for SEP0017957BBA59.cnf.xml

TFTP: Opened system:/its/vrfl/SEP0017957BBA59.cnf.xml, £d 10, size 1250 for
process 401

TFTP: Finished system:/its/vrfl/SEP0017957BBA59.cnf.xml, time 00:00:00 for
process 401

%IPPHONE—G—REG_ALARM: 25: Name=SEP0017957BBA59 Load=8.1(SR.2)
Last=Initialized

$IPPHONE-6-REGISTER: ephone-1:SEP0017957BBA59 IP:192.168.1.2 Socket:1
DeviceType:Phone has registered.

TFTP: Looking for SEP0017957BBA59.cnf.xml

TFTP: Opened system:/its/vrfl/SEP0017957BBA59.cnf.xml, £d 10, size 1250 for
process 401

TFTP: Looking for RINGLIST.XML

TFTP: Looking for DISTINCTIVERINGLIST.XML

TFTP: Finished system:/its/vrfl/SEP0017957BBA59.cnf.xml, time 00:00:00 for
process 401

CME#

Kiém tra firmware hién tai trén trwdc khi upgrade firmware 7960 Phone, Settings button > Model
Information > App Load ID > PO030801SR02.

CME# show ephone phone-load

DeviceName CurrentPhoneload PreviousPhoneload LastReset
SEP0017957BBA59 8.1(SR.2) 8.1(SR.2) Initialized
CME#

DE ép cac 7960 Phone tién hanh load firmware mdi, ta cé thé thyc hién Factory Reset trén Cisco
7945, 7960, 7975 IP Phone.
Tién trinh Factory Reset s& xda cac thong tin sau trén IP Phone.

- CTL File (Certificate Trust List)

- LSCFile (Locally Significant Certificate)

- IP Phone Call History (Calls Received, Placed, Missed, ..)

- Phone application

- User configuration settings (ring tone, screen brightness, sound levels, ..)

- Network configuration settings

DE& 7960 Phone tién hanh Load Firmware vira cau hinh vé, ta c6 thé ti€n hanh Factory Reset 7960
nhu sau.
- Thao tac 1. Unplug cap ngudn power cable trén 7960 Phone rdi sau d6 cadm lai plug in.
- Thao tac 2. Trong khi Phone dang kh&i dong powering up, trudce khi dén Speaker button
nhap nhay (flashes on & off) ta nhan gitt (press & hold) # key.
- Thao tac 3. Tiép tuc nhan gitt hold # cho dén khi mbi line button (phia bén phai LCD screen)
sang lan luot tir trén xuéng dudi (flashes on & off) theo thi tw mau cam (orange colour).
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- Thao tac 4. Tha phim # key va nhan lan luvgt 123456789*0#
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