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SSL WebVPN la mét ky thuat VPN cho phép ngudi dung
“mobile” c6 thé két ndi vé hé théng mang ndi bd cua
doanh nghiép, truy cap cac tai nguyén dat tai server noi
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30/09/2013 sé két thic ky thi CCNA 640-802 va dugc
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Cdng nghé bao méat Cisco Identity Services
Engine (ISE)

C}ucanimFuad
mumupum

Cisco PrFrru
Hmm.mmu

MOM Server
i . Davice s-nunr
Kentity Services Engine
Al n-cine Enterpeiee Policy Comrel

lﬁm

&mmmmmm
Cinca Catalys! & Moo Switches, Wirsless Conbrollers, A5,

ESH. mnd ASR infrastructre
NAC Agent ]
m-mm m“

=F4-

Network
Enforcement

Device
Enforcement

Hé thdng mang doanh nghiép gid day khéng con gidi han
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BYOD Assets IT Assels

phia sau cac firewall dat tai doanh nghiép nta ma ngay
cang ¢6 xu huéng md réng sang moi trudng dién toan dém
may. Cung vdi xu huéng BYOD cho phép cac nhan vién st
dung céc thiét bi s6 hoé trg ca nhan nhu laptop, mdy tinh
bang tablet cling nhu cac dong san pham smartphone hé
trg cho céng viéc khién cho viéc cap quyén va kiém soat bao
mat dat ra nhiéu ganh ndng quan tri hon.

Viéc duy tri ha tdng mang bao mét va hiéu qua nhung van

phai dap g dugc yéu cau clia cac cong nghé mdéi nhu:

- Nhén dién chinh xéc ngudi sir dung hoac thiét bi hgp 1é
6 thé truy xuat vao hé théng mang doanh nghiép.

- Dé dang trién khai, nang cap va dam béo “secure” cho
tat ca cac thiét bi.

- Ho6 trg quén ly tap trung, diéu khién chinh sach theo
ng(f cdnh qua trinh truy xuat cia nguai dung.

Khéng nam ngoai muc dich dap Ung cac nhu cau trén,
Cisco da cho ra doi thé hé cong nghé mdi Identity Services
Engine (ISE) giup cho d6i nga IT c6 mét céng cu hiu hiéu
dé quan tri cac thiét bi mobile, dap ting dugc su phat trién
khéng ngling cla cac cong nghé mang hién tai cling nhu
tuong lai.

Cisco ISE cung cdp mét diém kiém soat tap trung gilp
quan ly toan dién cac chinh sach va cé kha ndang phéi hgp
véi may chl xac thyc RADIUS cling nam trong dong san
pham ctia Cisco. Cisco ISE con cho phép néng cdp dé nhan
dién cac dong thiét bj smartphone, tablet, laptop méi nhat
va cac thiét bj cé kha nang truy xuét vao hé théng mang.
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Giam sat ha tang mang véi Cisco Network
Control System (NCS)
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NCS la nén tang san pham giup quan ly va kiém toan toan
dién tat ca cac két ndi truy xuat cla user vao hé théng, kiém
toan dinh danh ting két néi bat chap d6 la thiét bi nao, vi tri
két néi clia ngudi dung trén hé théng. Cac thong tin kiém
toan dugc st dung lam co s& dé khac phuc cac su c6 phat
sinh, hé trg ndng cap hé théng. Bén canh d6, Cisco Prime
NCS con giup giam sét cac chinh sach bao méat dau cudi
dugc trién khai két hgp véi Cisco Identity Services Engine.
Cac théng tin giam sat dugc thu thap theo thdi gian thuc
tly theo nglr canh ngudi dung, ha tdng mang, céc thiét bi
dugc sir dung két ndi tGi hé théng bat chap thiét bi d6 dugc
két ndi thong qua ha ting mang cé day hoac khéng day.

Cisco gidi thiéu bé chuyén phat toc dé
100G

Trong Quy mét vira qua, Cisco
da gidi thiéu thém mét cong
nghé mang tinh dét pha, cho
phép doanh nghiép truyén tai
lén dén toc d6 100G. Céng
nghé nay cho phép doanh
nghiép giam thiéu khéng gian lap dat thiét bi va cho phép
tiét kiém nang lugng lén dén 70% so vdi viéc st dung nhiéu
dudng két néi co toc dd thap han gbp lai nhu CFP. Hién nay,
cong nghé nay dugc biét dén véi tén goi “Cisco CPAK
technology” va hién chi dugc hé trg trén dong san pham
Cisco ONS 15454 MSTP 100 G coherent transponder. Tuy
nhién, trong tuong lai, né sé dugc tich hgp trén cac “routing
and switching line card”.

Cisco CPAK will be available on the Cisco ONS 15454 MSTP
100 G coherent transponder.

Poc thém: www.vnpro.vn

[Ngudi dich: Bii Quéc Ky]
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Cai thién ky nang

Khi phai d6i dau vdéi rat nhiéu (ng cl vién nang ky thi quan
trong nhét la ban phai lam thé nao dé gay an tugng tot
nhat trong cudc phdng van. Néu da chuan bj ky thi ban sé
biét tra |&i nhimng cau héi tir Nha tuyén dung nhu thé nao.
Di nhién diéu quan trong la hé so cta ban phai dép ung
ddy dl céc tiéu chi tuyén dung, con viéc tra |6i cac cau hoi
phdéng van cing chi 1a xody vao chuyén mén cla ban,
thanh tich lién quan.

Nhung yéu té quyét dinh trong qué trinh chuéan bj dé la lam
thé nao dé nghe t6t. Nghe t6t thi ban méi hiéu dugc ban
chat that su ctia méi cau héi. Trd thanh mét ngudi nghe t6t
thi khéng chi la chia khda thanh cdng trong cuéc phong
van ma né con gitp ban trd thanh nhén vién gidi khi nhan
viéc. Khi Nha tuyén dung thay rang Ung ctr vién khéng tra
& rd rang cac chi tiét hodc ho phai théng béo rang phai tép
trung vao trong tam cau hoi thi hé so dé sé bi danh dau do.
Vi diéu d6 cho thay tng cl vién nay cé thé khéng lam theo
huéng dan, khéng hiéu yéu cdu cta khach hang hoac
khéng quan tam c6 nhan dugc viéc lam hay khéng.

Ky nang lang nghe t6t sé gitp ban rén luyén trong sudt su
nghiép. Va né cang hiu ich han trong giai doan tim viéec vi
khi d6 nhu cau cai thién ban than rat Ién.

Lang nghe chi déng la mét ky ndng ma hau hét moi ngudi
déu khoéng rén luyén, va cac nghién clu cho thdy rang
chung ta chi nhé chua dugc mét nira nhiing gi da nghe.
(Va tham chi con it hon trong nhing tinh huéng cang
thang nhu la trong phéng van).

MindTools.com chi ra ndm bi quyét gitip ban khéng chi
nghe mét cdch chi déng hon ma coén hiéu nhiing gi ngudi
khdc noi.

1. Chia y: C6 gédng khéng dé bi phan tdm trong cudc
phdng van, ngay ca khi ngudi phéng van ban cé mét
cai ca vat xau xi hodc dudng nhu ho dang ban rén hoac
khoéng tép trung. Hay chac rang ban sac sao khi tiép thu
ca |&i néi va ngdbn ngir ca thé clia anh ta. Nhin vao mat
ngudi phéng van, tranh viéc chuan bi cho cac cau tra
|&6i trong khi dang néi chuyén, tap trung tat ca nang
lUgng vao qua trinh thao luan.

2. Téi dang lang nghe: Xin nhac lai mét lan nira rang ngén
ngl co thé clia ban néi 1én nhiéu diéu. Chu y dén
nhing tin hiéu phi ngén ngr giup ban trd thanh ngudi
biét 1ang nghe t6t hon. MindTools.com khuyén céo
rang thinh thodng nén gat dau, nd mét nu cudi va phan
h6i mét cach tich cuc bang biéu cam cla khudn mat,
thdi d6 c&i md, khuyén khich ngudi néi va chu y dén tu
thé (khéng ngéi khoanh tay khi phdng van), phan hoi

NGHE 6 giinn CHIEN THANG trong cong vise

ngudi néi bang 18§, chang han nhu“Vang” va“a ha"

3. Phan héi: Trong sudt cudc phdng van, yéu cau ngudi
phéng van gidi thich ré cac cdu hai la rat tot. Hay yéu
cau anh/cé ta néi lai mot diéu gi d6 va tém tat nhiing gi
ho da néi. (Ban khéng phai lam viéc nay cho tat ca cau
hoi). Néu ban thay rang minh da khéng nghe kip cau
hoi vi mat tap trung thi nén yéu cau ho néi lai ro thi tot
hon la ban tra 1&i khéng dung trong tam hoac khdng
cu thé.

4. Khoéng lam gian doan: Khéng ngat i hodc bat dau tra
|61 cau hoi khi ngudi phdng van chua néi xong.

5. Thai dé: Ching minh ban da lang nghe va cha y bang
cach trd 16 modt cach trung thuc, thdn than va tén
trong ho.

Ren luyén ky ndng nghe clia ban cang nhiéu cang tét,
trong bat cr khi nao néi chuyén, trong lic nghe radio hodc
xem ti vi, ban cé thé luyén cach tap trung nghe. Tu kiém tra
bang cach thu lai cac chuong trinh truyén hinh hodc diang
ky cac dich vu internet tivi dé c6 thé xem lai. Sau dé tap
trung nghe va xem ban ¢6 thé néi lai hodc giadi thich ddng
bao nhiéu phan tram. Néu ban quén chi tiét, hay bat dau
lai va ¢6 gang tdp trung hon. Nghe that cham va ¢ gang
nhiéu hon. Tap nghe va nhin & cac vi tri khac nhau (d6i véi
chuong trinh truyén hinh) dé€ xem kha nang tap trung. Néu
ban dang gap khé khan trong viéc tap trung thi hay co
gang lap di I3p lai nhiing gi ho néi dé ghi nhé.

Nang cao ky niang nghe cta ban sé tao ra su khac biét va
ndi bat trong dam déng. Pay ding la nhitng viéc ban can
phai lam dé néi bat trong mot maéi truding day canh tranh.

[Suu tdm]
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cauhin ANyConnect VPN

(SSL WebVPN) trén Cisco Router

Sodo

192 . 1E8.1.0/24

HHE @ mw.u 0.1

Gidi thiéu:

SSL WebVPN la moét ky thuat VPN cho phép ngudi ding
“mobile” c6 thé két néi vé hé théng mang ndi b ctia doanh
nghiép, truy cap cac tai nguyén dat tai server ndi bo trong
khi di cong tac. V&i phuong thuc VPN nay, cac nhan vién
khéng can phai cai dat trudc bat ky phan mém thiét lap VPN
nao trén mdy ma chi can xac thuc thanh céng théng qua
giao dién “web” théng thudng réi tai va cai dat mot phan
mém ho trg thiét lap VPN truc tiép théng qua giao dién
“web” sau khi xac thuc thanh cong. Biéu nay gilp giam ganh
nang quan tri doi véi dbi ngd IT van hanh ha tdng mang
doanh nghiép.

Yéu cau:

Cau hinh Anyconnect VPN trén router R1 sao cho PC1 c6 thé
giao tiép vdi cac server ndi bd phia sau R1 théng qua phién
két ndi https téi 10.0.0.1.

Cac budc cau hinh:

Budc 1: Tai file anyconnect-win-3.1.03103-k9.pkg sang b
nhdé flash cla router, day la géi phan mém ma PC1 sé tai vé
va cai dat trén PC sau khi xac thuc thanh céng

R1# copy tftp: flash:/webvpn/svc.pkg

Budc 2: Phat sinh cap khoéa Public key va Private key sé dugc
st dung dé cap ching chi s6é cho cic PC tién hanh
AnyConnect VPN td&i router R1

R1({config)# crypto key generate rsa label my-rsa-keys modulus
1024

The name for the keys will be: my-rsa-keys

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be
non-exportable...[OK]

R1{config)#

Buéc 3: Cau hinh router R1 tré thanh CA (Certificate
Authority) cap chiing chi sé cho cac client

\/ Pro @

R1(config)# crypto pki trustpoint my-trustpoint
R1(ca-trustpoint)# enrollment selfsigned
R1(ca-trustpoint)# subject-name CN=vnpro.org
R1(ca-trustpoint)# rsakeypair my-rsa-keys

R1({config)# crypto pki enroll my-trustpoint

% Include the router serial number in the subject name?
[yes/nol: yes

% Include an IP address in the subject name? [no]: no

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

R1(config)#

Budc 4: Thiét lap dai dia chi IP sé cap phat cho cac client dé
chiing giao c6 thé giao tiép véi hé théng mang néi bd

R1l(config)# ip local 192.168.1.10

192.168.1.15

pool webvpn-pool

Budc 5: Cau hinh phuong thiic xac thuc client st dung co s&
dir liéu cuc b, khai tao cac théng tin user va password
tuong ung. PC1 sé s dung théng tin xac thuc nay khi tién
hanh AnyConnect VPN tGi 10.0.0.1

R1(config)# aaa new-model
R1(config)# aaa authentication login sslvpn local
R1(config)# username cisco password cisco

Budc 6: Thiét lap théng tin webvpn gateway chi dinh dia chi
IP nao ma router R1 sé lang nghe céc phién két néi
AnyConnect VPN la 10.0.0.1

R1(config)# webvpn gateway Cisco-WebVPN-Gateway
R1(config-webvpn-gateway)# ip address 10.0.0.1 port 443
R1(config-webvpn-gateway)# ssl encryption rc4-md5
R1(config-webvpn-gateway)# ssl trustpoint my-trustpoint
R1(config-webvpn-gateway)# inservice

Budc 7: Thiét lap thong tin webvpn context khai béo client
¢6 kha nang tuong tac vdi cac IP ndi bd nao phia sau R1.
Trong trudng hdp nay, cac client dugc cap dai dia chi
192.168.1.0/24 cuing mang vdi cac server ndi bd nam phia
sau router R1 cling la 192.168.1.0/24

R1(config)# webvpn context Cisco-WebVPN
R1(config-webvpn-context)# title "VnPro WebVPN"
R1(config-webvpn-context)# acl ssl-acl

R1(config-webvpn-acl)# permit ip 192.168.1.0 255.255.255.0
192.168.1.0 255.255.255.0

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




Y dan |5

R1(config-webvpn-acl)# exit

R1(config-webvpn-context)# login-message "Cisco Secure
WebVPN"

R1(config-webvpn-context)# policy group webvpnpolicy
R1(config-webvpn-group)# functions svc-required
R1(config-webvpn-group)# functions svc-enabled
R1(config-webvpn-group)# filter tunnel ssl-acl
R1(config-webvpn-group)# svc address-pool webvpn-pool
R1(config-webvpn-group)# svc rekey method new-tunnel

R1(config-webvpn-group)# svc split include 192.168.1.0
255.255.255.0

R1(config-webvpn-group)# exit

R1(config-webvpn-context)# default-group-policy
webvpnpolicy

R1(config-webvpn-context)# aaa authentication list sslvpn
R1(config-webvpn-context)# gateway Cisco-WebVPN-Gateway
R1(config-webvpn-context)# max-users 2
R1(config-webvpn-context)# ssl authenticate verify all
R1(config-webvpn-context)# url-list "rewrite"
R1(config-webvpn-url)#exit
R1(config-webvpn-context)#inservice

Budc 8: Khai bao géi phan mém nao sé dugc st dung trong
b nhé flash dé client VPN sé tai vé may

R1(config)# webvpn install svc flash:/webvpn/svc.pkg

Budc 9: Thiét lap két ndi AnyConnect VPN tai PC1. M&
chuong trinh IE tai PC1 g6 vao thong tin https://10.0.0.1

/& Google - Windows Inte

T

{ jb} S B8] https://10.0.0.1
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Sau khi tdi phan mém vé, ta tién hanh cai dat trén PC va sau
do ta co thé truy cap dén web va email server ndi bd phia
sau R1 nhu thé PC1 dang dudc két ndi truc tiép téi R1 vay
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Chiang chi

Nhu thudng Ié cir chu ky 4 nam ching ta phadi
cdp nhdt lai kién thic c6ng nghé mét lan. Theo
Cisco thi 30/09/2013 sé két thiic ky thi CCNA

640-802 va dugc thay thé bdi ky thi CCNA
200-120 vdi néi dung duoc thém mdi khodng
40% va giam trir nhilng mét sé néi dung da
khéng con phu hop véi cdng nghé hién nay.

Pé phan anh vai trd cong viéc hién tai, ching chi CCNA
Routing & Switching phién ban 2 xac nhan kha nang cai
dat cau hinh, van hanh va khic phuc su ¢ cac mang nho
va via cho doanh nghiép. N6 xac dinh rdng mét chuyén
gia mang ¢ kién thiic va ky nang cdu hinh, quan ly va khéc
phuc su ¢d mang Lan, Wan, va céac két n6i khdng day.

Ong Eric Strause, giam déc san phan toan ciu cla Cisco tai
Cisco Global cho biét: “Tinh chinh céc ching nhan CCNA
Routing & Switch la cau trd 1&i ly tudng dé gitp cho cac
chuyén gia mang c6 dugc nhifng ky nang cong viéc cu thé
thuc té va chuyén mén can thiét dé thuc hién va quan ly
cac mang ngay cang phuc tap nhu ngay nay".

Cac ban cé thé dat duogc ching chi CCNA Routing &
Switching thi can phai vuot qua ca hai thi 100-101 ICND1
va thi 200-201 INCD2, hoac ho c6 thé Iua chon mét ky thi
tong hop CCNA 200-120.

ICND1 (v1.1) ICND1 (v2)
(640-822) (100-101)
ICND2 (v1.1) ICND2 (v2)
(640-816) (200-101)
CCNA / CCNA R&S

VnPro

CCNA Routing & Switching méi cia Cisco

Kién thd'c méi nay dugc tdng cudng thém vao cac khoa
hoc vdi cac bai tap thuc hanh va cac ndi dung dugc thiét ké
bdi cac chuyén gia c6 kinh nghiém mang trong thuc té.
Cac khoa dao tao CCNA Routing & Switching mai dap ung
cho moi déi tugng nhu nghién cru hay viéc lam mdéi. Vi du.
néu ban la ngudi ma 90% trong ban la nghién clu coéng
nghé thi day la mét Igi ich t6t nhat dé ban co thé tiép tuc
véi cac cong nghé cao hon. Tuy nhién, néu ban la 1 Ung
vién thi né la mét lua chon t6t cho ban trong cong viéc
mdi, hay nghi rang 4 thang dé chuan bi, n6 c6 thé gitp ban
c6 dugc su phat trién nhat dinh vé kién thiic cing nhu ky
nang thuc té, sau dé no ciing la loi ich t6t nhat dé minh dat
nhiing ching chi cao cap hon.

Cudi cling, t6i hy vong cac ban sé ¢6 1 lua chon t6t cho
tuang lai véi cac chitng chi clia Cisco. PE c6é dugc chiing
chi CCNA 200-120 céc ban c6 thé tdi bat ky trung tam dao
tao dugc Gy quyén cla Cisco trén toan cau.

‘ ‘ Hién nay Viet Professional
Co., Ltd cung cdp tat ca cdc
khéa dao tao cua Cisco, va
ban cé6 thé tham gia ngay
cdc lép CCNA 200-120 vao
thdng 10 ca 3 budi sdng,
chiéu va toi.

Tham khdo néi dung chuong

trinh CCNA 200-120:
www.vnpro.vn

9

Lién hé ngay dé biét thém chi tiét vé khéa hoc
TRUNG TAM TIN HOC VNPRO®

149/1D Ung Van Khiém, Phudng 25,

Qudn Binh Thanh, TP. HCM

Dién thoai: (84.8) 3512 4257
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Gidi thiéu sach
CCNA Routing
Switching LabPro

Gi6i thiéu vé néi dung

V@i cac kién thiic chuyén sau va cac bai tap thuc hanh
mang tinh thuc té, quyén séach sé gitp ban tu tin hon
khi lam viéc trong mot méi trudng doi hoi trinh do
chuyén mén cao, dat dugc ky nang can thiét cho mét
quan tri mang CCNA chuyén nghiép.

Cac bai tap thuc hanh trong cuén sach CCNA Routing &
Switching LabPro nay chua dung nhiéu van dé mang
tinh thuc té, nhitng cdng nghé dugc cp nhat méi nhat.
Pé st dung hiéu qua tap tai liéu nay cac ban can phai
c6 nén tang ly thuyét vitng chac, cac ky nang cau hinh
co ban trén router va phai thuc hanh trén thiét bi router
that dé tiép can dugc cac cong nghé va sén pham cla
Cisco ndi riéng va cua cac hang khac néi chung.

Tai liéu nay phu hgp cho cac ung vién trinh dé CCNA,
cac chuyén gia hoat dong trong linh vuc mang nham
cling c6 va nang cao kién thic chuyén mon.

Tai liéu gébm cac bai thuc hanh lién quan dén cac noi
dung:

Chuang 1: Dia chi IP, chia subnet, VLSM, summary.
Chuong 2: Cau hinh co ban trén Router.

Chuong 3: Cau hinh co ban trén Swich.

Chuong 4: Pinh tuyén trén Router.

Chuong 5: Cau hinh Switching nang cao.

Chuong 6: Cac giao thuc du phong.

Chuong 7: M6t s6 cong cu quan tri.

Chuong 8: ACL (Access Control List) va NAT.

Chuang 9: Cau hinh dau néi WAN co ban.

Chuong 10: Frame-Relay.

Chuaong 11: IPvé.

Chuong 12: C&u hinh dinh tuyén IPv6.

Chuong 13: Mét s6 co ché chuyén déi gitta mang IPv4
va IPvé.

Tai liéu tham khao.

[P. Gidng Vién VnPro]
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CCNA Routing & Switching LabPro
Bién soan: ddi nga giang vién VnPro

Nha xudt ban: NXB Théng tin va Truyén théng
Gid: 220.000d

Hdy xem trich doan cuén sdch CCNA Routing &
Switching LabPro trudc khi mua sdch tai:
WWW.vnpro.vn

Nhédn xét cua khdch hang:
Cudn oiich néy chiv: 1it nhién bir bit e 72,

Glbip mink 1 nhéu tromg orée #é Hiong foe ler

Kién iz, chp it cong nghe mor i A6 thor
trong cong orée Aiér Zar ra? nhvéa.

Coim one U0

nPro
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GOC CLB DAN CISCO

Tai sao toi can vuot qua ky thi ;’ﬁ

GCIE WRITEN R8S *

Ly do dau tién dé toi quyét dinh dén vdi ky thi CCIE Writen R&S
d6 1a diéu kién tién quyét ddu tién dé co dugc chiing chi CCIE CISCO

Routing & Switching. Trong thai gian ngan han toi c6 thé tiép CERTIFIED
tuc vdi ky thi CCIE Lab dé hoan tat ching chi nay.

V6i mét vai Iy do khac ma t6i cin phai dat dugc chiing chi nay C C I
nhula: E

+ Luong t6t hon.
+ Sy nghiép phat trién tét hon / cong viéc mdi. ROUTING AND
SWITCHING

« Pap Ung cac yéu cau tdi thiéu chia déi tac Cisco, lam cho toi
co gia tri hon cho cac kénh hgp tac thuang mai.

« Su tin nhiém cho chuyén gia tu van va cac ky su ctia khach .
hang, bao gém ca viéc sir dung cac biéu tuong CCIE cta Cisco.

Ly do I6n khéc dé c6 dugc chitng chi CCIE Writen R&S d6 la su chuyén nghiép cua t6i dugc nang lén cdp bac cao

haon, kién thic va trinh d6 vuot béc. Va téi cé thé tiép tuc chinh phuc dinh vinh quang cia minh.

Pé dat dugc ky thi CCIE Writen R&S ban phai hoi tu dl cac yéu cau vé mat ky thuat do la:

- Implement Layer 2 Technologies.

- Implement IPv4,

- Implement IPv6.

- Implement MPLS Layer 3 VPNs.

- Implement IP Multicast.

- Implement Network Security.

- Implement Network Services.

- Implement Quality of Service (QoS).

- Troubleshoot a Network.

- Optimize the Network.

- Evaluate proposed changes to a Network.

Va vuot qua bai kiém tra qudc té véi ma mén thi 350-001: tra 16i 100 cau héi trong vong 2h. Cudi ciing ban can lén

ké hoach hoc tap chi tiét cho minh trong thai gian 3 thang. Ban c6 thé tim dén trung tam dao tao Cisco gan nhat
hodc I6p hoc gan nhat dudc t6 chic tai Trung Tam Tin Hoc VnPro.

[P. Giang Vién VnPro]
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Nghe ti bay gio

Lang nghe la mét ky ndng quan trong
dé trau d6i ban than. N6 gitp ban hoc
héi dudc nhiéu diéu, phat trién cac
mdi quan hé, va déng thoi cing thé
hién dugc ky nang giao tiép cla ban
théng qua viéc danh thdi gian dé tro
chuyén mot cach chan thanh. Nhung
khéng phai ai cling nghi thé.

Tham khao cac phuong phap phat
trién ky nang ldng nghe sau day va
hay nghi vé cach ma ban sé truyén dat
cho sinh vién.Néu ban day mét I6p
hoc da sac toc, ban sé phai chon lua
nhiing phuong phap phu hgp vi y
tudng ma ban dua ra cé thé chi hiu
ich doi véi sinh vién nay nhung lai
khéng phu hgp vai sinh vién khac.

Nghe dé hoc

Nghe nhiéu nhu doc va tap trung
nghe sé tao ra ca hdi dé ban hoc dugc
nhiéu diéu. Ban phai chd y dén y chinh
va chi tiét cla néi dung dang dugc
ngudi néi chuyén tai. Khéng gidng
nhu doc, trong qua trinh nghe ban c6
thé hoi dé hiéu ré hon. Dat cau héi la
mét phan quan trong cda viéc lang
nghe. N6 thé hién cho ngudi dang néi
thdy rang ban da nam dugc nhiing gi
va can biét thém diéu gi. Va bang cach
tra 10i cac cdu hoi ma ban dat ra, dién
gid c6 thé gitp ban va nhitng ngudi
dang nghe khéc hiéu ré hon.

/
o

Nghe dé két néi

Ldng nghe la mot cach t6t dé phat
trién cac mai quan hé. Ai cing can
moét tri dm, moi ngudi déu mudn ¢ ai
d6 dé tam su, chia sé nhiing cau

chuyén vé ban than, vui dua...va qua
d6 c6 thé gan két véi nhau.

Nghe chdam cha thé hién k¥ ning
giao tiép tét

Chu y lang nghe khi ngudi khac néi la

cach thé hién su tén trong vdi ho. Vay

lam thé nao dé trd thanh ngudi biét

lang nghe? Hay bat dau véi mo ta vé

ngudi khéng biét lang nghe va ngudi

biét lang nghe:

Ngudi khéng biét Idng nghe:

+ Ngat I&i ngudi noi.

+ Chi nghi vé nhitng gi anh ta hodc cé
ta sé néi ti€p theo.

+ Khéng nhin vao nguai néi.

+ Luén pht dinh y kién ctia ngudi néi.

Ngudi biét ldng nghe:

+ Tap trung vao ngudi dang noi va
khéng ngat |¢i ho.

+ Cha y vao ngudi néi dé ho biét
ngudi nghe da san sang. Va qua dé
cing c6 thé quan sat dugc ngén
ngl co thé ctia ho dé hiéu rd hon.

+ SU dung ngdn ngil co thé dé biéu
hién su két n6i nhu gat dau, cudi
hoac chau may.

ing ngil‘\e

i o

“

—
T

+ Phén héi bang 11 n6i dé thé hién su
quan tam vi du nhu:

- “3 h4, oze” hodc “O t6i khéng biét
diéu do! (thé hién su khuyén
khich)".

- “T6i khdéng ré y ban” (yéu cau giai
thich).

- “Ban néi rang...” hoac “Néu tbi
hi€u ding nhu'y ban..."(cho thdy
ban da nam dudc nbi dung ngudi
khac noi).

Cé gdng st dung giong diéu va biéu
cdm nhu nqudi n6i dé thé hién su'thdu
hiéu va déng cdm véGi ngu'di noi.

Nghe hiéu qua

Biét lang nghe la mét ky nang quan
trong cho du ban dang trong IGp vai
30 ngudi hodc chi trao ddi véi 1 ngui.
Clng nhu moi ky nang khac, can phai
luyén tap dé hoan thién ky nang lang
nghe. Hay nhdé 4 bi quyét khi nghe
ngudi khac noi:

+ Nhin vao mat ho.

+ Khuyén khich ngudi néi bang nu
cudi, gat dau va “a ha - oze",

+ Cha y vao I&i néi, ngdn nglf co thé
cua ngudi noi.

+ Hiéu va quan tdm nhing gi ho da
noi.

[Ta Binh
Phong thi quéc té VnPro]
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Khoi phuc mét khau

Cisco Secure ID

Théng tin username/password mac dinh trén thiét bi
Solaris—based  Cisco  Secure IDS Sensor |la
"netrangr/attack” Néu théng tin username/password da
dugc thay doi va chiing ta da danh mat chiing, bai viét sau
day sé hudng dan cach thitc khéi phuc mat khau trén thiét
bi Solaris—based Cisco Secure IDS Sensor.

Ching ta cidn phai chudn bj mét sé file cin thiét cho qua
trinh khdi phuc méat khau: Dia Solaris Device Configuration
Assistant (boot disk - Solaris Intel (x86) CD—ROM). Ching
ta c6 thé tai cac file can thiét tir web site hé trg cia Sun. Két
ndi console téi mdy tram workstation.

Cac budc khdi phuc mat khau:
1. Chén dia boot disk.
2. Chén dia CD vao CD-ROM drive.

3. Tat mdy tram workstation, dgi 10 gidy sau réi bat lai. Hé
théng sé khdi déng lai tir boot disk. Sau d6 mét sb
théng tin cdu hinh sé hién thj qua man hinh hé trg cau
hinh khdi déng ban dau “Configuration Assistant”.

4. Nhan F3 dé kich hoat tién trinh quét hé théng. Khi tién
trinh quét hoan tat, mot danh sach cac thiét bi sé dugc
hién thi.

5. Make sure the CD-ROM device appears in the list of
devices, and then press F2 in order to continue.,

6. Lua chon CD-ROM drive, va sau dé nhan phim space
bar. S&t dung phim “X" dé luva chon CD-ROM tiép theo.

7. Nhan F2 dé tiép tuc. May tram workstation Itic nay sé
khéi déng tir CD-ROM.

8. Théng qua man hinh hién thj, chiing ta chon tiép tuy
chon Option 2, Jumpstart. Luc nay, hé théng sé tiép
tuc tién trinh “boot”.

9. Khi dugc héi vé ngén nglr sif dung, ta chon tuy chon
Option 0 dé si dung ngén ngir English.

10. Tai man hinh ké tiép clia tiy chon ngén ngl sirdung, ta
chon tuy chon Option 0 dé st dung tiéu chuan English
ANSI. Luc nay, hé théng sé tiép tuc tién trinh “boot” va
man hinh cai dat“Solaris Installation” sé xuét hién.

11. Tiép tuc nhan va gilt phim Control key va go ky tu C dé
ngat tién trinh cai dat va cho phép chuing ta truy cap
vao ddu nhic dagi lénh “prompt”

%P ro

Monitoring interface  Console access

Command and
control interface

Optional 4-port Fast Ethamnat interlace

12. GO mount -F ufs /dev/dsk/c0t0d0s0 /mnt.

Tur day, chung ta cé thé tuy chinh '/etc/shadow' file va xda
di root password.

13.G6 tiép cd /mnt/etc.

14. Thiét lap bién méi trudng “shell environment” dé ho tro
cho qua trinh doc d liéu mét cach ding dan.
a. GO TERM=ansi.
b. GO export TERM.

15. GO vi shadow.

Gid day, chung ta dang diing tai “shadow file” va cé thé xéa
di théng tin password tuong Ung:

root:gNyqp8ohdfxPI:10598::::::

16. Tiép tuc xéa di trudng thit hai. Chang han nhu
root:gNyqp8ohdfxPI1:10598::::::

va thay déi thay

root::10598:::::..

Thao tac nay sé tién hanh g& bd password tuong tiing vdi
tai khoan root user.

17. G0 wq! dé luu lai file cdu hinh va thoat khoi ché dé
xem “vi",

18. Ldy dia va CD-ROM ra khéi 6 dia drive.
19. Go init 6 dé khdi dong lai hé théng.
20. Go root tai dau nhac login: va sau d6 nhan Enter.

21. Nhan Enter sau khi khai bdo théng tin password.

Git day, ching ta da c6 thé dang nhap “logged in" vao
thiét bi Cisco Secure IDS Sensor.

[P. Gidng Vién VnPro]
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Khoi phuc Password cho IPS

Budc 1: Tat ngudn thiét bi. Cdm day console vao thiét bi
trén port console. Bat thiét bi.

Budc 2: Cha cho thiét bi khdi déng téi man hinh sau:
Reset Password IPS

CISCO SYSTEMS IDS-4215

Embedded BIOS Version 5.1.7 03/02/04 11:20:35.01
Compiled by dnshep

Evaluating Run Options ...

Check for Valid Disk Image

GRUB Loading stage1.5.

GRUB loading, please wait. ..

GNU GRUB version 094 (632K lower / 523264K upper
memory)

0: Cisco IPS
1: Cisco IPS Recovery
2: Cisco IPS Clear Password (cisco)

Use the A and v keys to select which entry is highlighted.
Press enter to boot the selected OS, ‘e'to edit the
commands before booting, or c’for a command-line.
Highlighted entry is 0:

Budc 3: Nhan 2 lan chir“v” dé chon muc 2
Highlighted entry is 2:

Budc 4: cho thiét bi dua téi man hinh dang nhap, gb
username;: cisco, password: cisco (day la password mac
dinh ban dau clia thiét bi IPS)

IPS login: cisco
Password:

Budc 5: Thiét bi IPS sé dodi ban chuyén déi password mai.
G6 password ci: cisco, sau dé go password mdi va go xac
nhan lai password mai.

You are required to change your password immediately
(password aged)

Changing password for cisco

(current) password:

New password:

Retype new password:

New password:

Retype new password:

FENOTICE ™

This product contains cryptographic features and is
subject to United States

and local country laws governing import, export, transfer
and use. Delivery

of Cisco cryptographic products does not imply
third-party authority to import,

export, distribute or use encryption. Importers, exporters,
distributors and

users are responsible for compliance with U.S. and local
country laws. By using

this product you agree to comply with applicable laws and
regulations. If you

are unable to comply with U.S. and local laws, return this
product immediately.

A summary of US. laws governing Cisco cryptographic
products may be found at:
http//www.cisco.com/wwl/export/crypto/tool/stqrg.html
If you require further assistance please contact us by
sending email to

export@cisco.com.

**LICENSE NOTICE™*

There is no license key installed on the IDS-4215.

The system will continue to operate with the currently
installed

signature set. A valid license must be obtained in order to

apply
signature updates. Please goto

http://www.cisco.com/go/license
to obtain a new license or install a license.

T&i day coi nhu két thic phan Reset password cho IDS/IPS
Chuy:
Vi Reset password kha dé, nén déi véi hé théng ta quan tri

thi nén tat chic ndng reset password nay bang cau lénh
password-recovery disallowed.

Khi cau hinh cau Iénh nay va save lai thi khi reset password
nhu trén cling v dung (password sé khéng phai la cisco
nifa).

IPS(config)# service host

IPS(config-hos)# password-recovery ?

allowed  Allow password recovery.

disallowed Do not allow password recovery.

Pé kiém tra xem trang thai clia password recovery ta diing
Iénh sau:

IPS(config-hos)# show settings | include password
password-recovery: allowed <defaulted>

[P. Giang Vién VnPro]
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 SAN SANG CHO MOI GO HO)

~ C6 hai ban tré, mot ngudi Anh va
. mdt ngudi Do Thai cung di xin viéc
- lam. M6t dong xu cua ai d6 dénh roi
~ trén mat dat. Anh ban tré nguoi xu
. suong mu di ngang qua tréng thay
.~ nhung phét 18, cdn anh ban tré
ngudi Do Thai thi cdi xuéng nhat,
nét mat té vé han hoan.

Nhin thdy hanh déng clia anh ban
Do Thai, anh ban tré ngudi Anh té ra
. khinh thudng, lam bam: "Mét déng
Xu ctng nhat, that chang ra lam sao
. cd". Chd cho anh ban tré ngudi Anh
di qua, anh ban tré ngudi Do Thai
. noi: "Nhin thay tién ma ngodnh mat
lam ngo, that la lang phil".

. Hai ngudi cung dén xin viéc & mot
cong ty. Doanh nghiép rat nhé, céng
. viéc thi nang nhoc ma tién luong thi
- chang duoc la bao, anh ban tré ngudi
- Anh chang néi chdng rang véi va bé
- di, con anh ban tré ngudi Do Thai thi
- tinh nguyén xin vao lam viéc.

Hai nam sau, hai ngudi tinh c& gap
nhau trén dudng phé. Anh ban tré

 BUNG SO THAT BAl

Pa bao lan ban vap nga
. ma khéng hé nha?

Lan dau tién chap chiing
budc di, ban da bi nga?
Lan dau tién tap boi, ban
. udng nudc va suyt chét
. dudi phai khéng?

. Lan dau tién choi bong ban, ban c6
~danh tring banh khong?

Khéng sao dau, vi...

. Walt Disney tiing bi mét t& bdo sa
. thai vi thiéu y tudng va khéng cé
. nhimng y tudng doc dao. Ong ciing
. ném mui pha san nhiéu lan trudc khi
. sang tao nén Disneyland.

- Luc con hoc phé théng, Louis Paster
. chi la mét hoc sinh trung binh.Vé
. modn hoa, 6ng ding hang 15 trong
. 5022 hoc sinh clia lap.

~ Lev Tolstoy, tac gid cia bo tiéu
- thuyét néi ti€éng “Chién tranh va hoa

ngudi Do Thai da tré thanh Giam
ddc cong ty, con anh ban tré ngudi
Anh van chua xin dugc viéc lam.
Khéng hiéu duoc su viéc, anh ta bén
héi: "Anh la ngudi chang xudt sac gi
|dm, sao lai phat nhanh nhu thé?"
Anh ban Do Thai dap: "T6i khéng bo
qua ting déng xu nhu anh. Mét
déng xu cting khéng quan tdm, lam
sao anh cé thé trd nén giau cd
dugc?”

Néu khong biét quy trong nhiing co
hoi dii that 1a nhd bé, thi ban sé
khéng thé nao thanh cong. Hay san
sang cho moi ca hdi, vi doi khi né chi
dén mét lan.

"DON'T FEAR FAILURE...
TN BREAT ATTEMPTS IT 1%
GLOATOUS EVEN TO FAIL."

~BRUCE

binh"” bi dinh chi hoc dai hoc vi“via

khéng cé kha nang, vira thiéu y chi

hoc tap".
Henry Ford that bai va chay tui tdi
nam lan trudc khi thanh céng.

Ban nhac The Beatles tiing bi tit choi
béi hang thu dm Decca, li do tif choi
la vi hang thu am nay khéng thich

am nhac cua The Beatles va con cho

rang ho sé khéng cé tuong lai trong
nganh giai tri.

Vay, xin ban ché lo sg that bai. Diéu
dang so hon la ban da bé qua nhiéu

minh.

co hoi chi vi khong c& géng hét |

THU GIAN

 BUC BIEN TAM BO

. Dabao gio'ban di do diéntam do dé
~ kiém tra xem tim minh hoat déng c6
~ t6t hay khéng? Hodc ban c6 dé€y
~ thdy nhing ngudi bénh ndng
~ thudng dugc do dién tam dé lién tuc
~ dé theo dbi tinh trang suc khée
~ trong tung gidy tiing phut? :

- Cau héi: Ban thich nhin thdy nhing
~ duong gdp ghénh tréi Ién ngup
~ xubng hay la mét duong thang
. bdng chay dai vé tan?

- Théng diép ctia ngay hém nay: Néu
. khéng c6 nhing dudng di lénva di
. xubng trong cudc séng, tuc la ban
.~ dachét!

- Cubc s6ng ctia méi ngudi chung ta
- cang vdy. C6 déi khi, moithdnhu'tréi
. day hoa héng: dé chiu, thodi mdi, |
. suén sé. Ma ciing déi khi, né giéng
- nhu hang ngan chiéc gai nhon hodt,
- chdu truc dé gim chdt vao chén ta
~ theo mdi buéc ta di. Khéng ai thich
 trdi qua dau dén, bdt hanh, khé
- khdan. Nhung néu khéng c¢é nhing
- luc nhu'thé, liéu ching ta c6 biét yéu
- quy, trdn trong va né luc hét minh dé
- ¢6 mét cubce séng tét hon? 5

. Vi réng, cudc séng giéng nhu mét
- bdn giao hudng. C6 nhiing nét du
- duong, vun vut, thdnh thét day mé
- hodc. Réi cing c6 trong dé nhing
 nét trdm mdc, dm dam dén ndo
~ long. C6 nhu thé, ban giao hudng
 méi hay, méi ddng nghe va dugc
~ truyén di mai. Mét cudc séng c6
. thdng c6 trdm sé la mét cudc séng
~ ddng @é trai nghiém va chia sé.

- Néu mét lic nao dé, ban thdy minh
. dang phdi chju qud nhiéu dén dau,
. védtvd. Diéu dé cé nghia la ban dang
. @ doan cubi cia dudng tam dob kia.
. Hay kién nhan, va cé thém mét chut
. nita, réi ban sé lgi vt Ién cao, ddy
. kiéu hanh va cam hung.

' Hay luén viing tin tru6c moi khé khan!
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BANG CHI BUONG

Cudc séng ludn c6 nhiing bang chi
~ dan. Va khéng phdi lic nao né

- cling khién chuing ta mét tu do...

- M6t thiéu nién di xem d&u béng
~ Vi cha s8, néi véi cha rang anh

khong thich vang phuc. Anh néi:

' "Thua cha, con rat ghét ai bao phai

thé nay, thé no. N6 lam con thdy

mat tu do”.

- Ngudi cha khéng n6i mét 16i. Lién
. sau d6, ho gép mét bién chi dudng
~ chi huéng di t6i san chai. Ong lam

nhu khéng thdy. Cau bé la lén:

~ “Chung ta di sai dudng! Cha oi, cha
. khéng thdy bang chi dudng dang
kia a!".

. Ngudi cha binh tinh tra 1gi: “Cha
- thdy chi, nhung cha nghi dudng
nay xem ra tét hon, va cha ghét bi
chi bao di dudng nay dudng kia

bdi mot bién chi duong ci ky. N6

khong cho cha tu do hanh dong”.

 Caubé nhan ra bai hoc, va ho vong
~ tr& lai di vao huéng sén choi.

" > | 'H __I | .."',
danc.ioCl

GIA TRI CUA NHUNG NOI BAU

Khi ban v6 y can vao ludi, it khi ban

coi su dau dén ay la mét diéu gi dé

hitu ich. Cing nhu vay déi véi mot

- vét rop & got chan - ¢ ai mudn mot

ban chan dau nhiic chid?

Nhung diéu gi sé xay ra néu ban
khoéng cam thay dau? Ban sé can dut
luéi ban may lan day? Ban sé bi
phéng da lung bao nhiéu lan trong
buéng tdm nudc néng?

Sy dau dén vé thé xac la mot co ché

bdo déng tuyét diéu nham ngan
nglra nhifng ton thuong Ién hon. N6
bdo vdi ching ta: "Tét hon, ban nén

thay doi nhimng gi ban dang lam".

Noi dau vé tinh than cling cho ta
mot théng diép tuong tu, chdang han
nhu: "Tét hon, ban nén thay déi cach

nghi di". E
Khi ta cdm thdy gian, ghen ti, hay
mot chat phan uét thi chuyén do
cting binh thuong. Nhung néu tam
trang do6 xay ra thudng xuyén thi cé6
thé thong diép ay la:
"Dlng c6 kiém soat ngudi khac! E
"Biing bat ngudi khac suy nghi nhu

m

ta.

"Blng trong cay ngudi khac lam cho
ta hanh phuc! ’

Néu ching ta cu gilt
mai cach suy nghi nhu
ca thi chung ta sé con
duy tri sy dau dén nhu
cd. '

(Ching ta sé kéu lén,
"Nhung ti ding mal"
Than 6i, "ding" co gitp
ich duoc gi dau). 5
Mét vét rop trén ban
chan ban la mét loi
nhan nén thay giay, du
dai giay co dep thé nao.
Poi vdi noi dau tinh
than - no cling tua nhu mot vét rop
trong bé ndo - 10i nhdn théng
thuong la: Hay thay doi cach suy
nghi ciia ban than. f
Puc két: Doi véi noi dau vé thé xac
lan tinh than, néu ching ta ci tiép
tuc lam y nhu c, ching tavan sé bi
dau dén y nhu vay. 5

€, TANs BEOI |
TAD BAD MAY i
PAY. MAY LA
Al ME LUON LD
cnd T::_ ERSE g
THEY /

Tao cd thé
an mét fin

' Béo! Tao thi
mét lin xu cd

Con tao thi
cung 1 e xu dep

6 qud trdng vit.

Trdng... cd.
| Hehehe
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GISCO MERAKI

Meraki dugc thanh Idp tir4/2006. Xudt xurtir My timg do Google dédu
tu. Nay duoc Cisco mua lai véi gia 1,2 ty USD vao cubi nam 2012,
Dén nay da c6 mat hon 145 quéc gia phé bién véi hang triéu ngudi
surdung.

Meraki phdt trién hé théng diéu khién qudn ly truc tuyén ddu tién
trén thé gidi va da dat rdt nhiéu gidi thudng vé céng nghé tai My. Hé
théng qudn ly Meraki Cloud Controller dé gidp Meraki tré thanh

:::::

cuc ky thdp, don gidn héa viéc qudn ly véi ngudi quan tri.

Kién tric ha tang mang tién tién - ¢c6 mét khong hai

«  MerakiOS: Bugc tich hgp trong tat ca cac thiét bj hoat dong
hiéu qua cta Meraki. Meraki OS gitp diéu khién chiic ndng
dinh tuyén, quan ly cap quyén theo chinh sach va tu déng
nang cap firmware qua mang trong khi van duy tri luu lugng
truyén tai ndi bd vai téc dd nhu cap mang (trong khi nang
cap). Phan ciing va phan mém déu dugc xay dung theo céng
nghé “md” dé dé dang két ndi tuong thich vdi hé théng diéu
khién truc tuyén Cloud Controller, tir cac chinh sach an ninh
khdéng day, téi uu kénh truyén séng / quan ly ngudn cho dén
viéc diéu khién dén LED tin hiéu trén AP.

. Meraki Control Tunnel cac hé théng mang trén khap thé gidi
ndi két vdi Data Center clia Meraki théng qua dudng dan s6
liéu théng ké va quan ly bado méat dugc ma hoa chuan SSL goi
la Meraki Control Tunnel . Meraki Control Tunnel thiét lap
dudng dan tin cdy va bado mat dugc ldy IP qua UDP va dan vé
hé théng cdc Data Center trén toan cau - Pay chinh 13 noi
nhan dugc théng tin cdu hinh, trao déi sé liéu thong ké vé
mang va nhan dang nhap vao céc dich vu quén ly dau cudi, vi
du nhu: co ché chiing thuc. Meraki Control Tunnel dugc thiét
|ap dé hoat ddng an toan théng qua nhiéu ldp tudng Ila va co
ché dich dia chi mang, va ty dong phuc héi hoat déng sau khi
mat két néi mang hodc do cac thay déi topo (két cau & to
chuc) manag.

. Meraki Cloud Controller™(hé théng diéu khién truc tuyén) la
gdi dich vu quan ly dau cudi van hanh theo mé hinh dam may,
dem lai kha ndng quan ly tap trung, théng ké sé liéu thoat
ddng va ho trg cac dich vu mang khac nhu: co ché ching thuc
ngudi stir dung va hé théng bao ddng su ¢d. Nhd giao quyén
quan ly dau cudi, gidam sat va cdp nhat may cha di liéu cho
mdi hé théng mang, hé théng quan ly Meraki cé thé néng cao
cdng suat mang va kha nang md rong chua tiing thay so vdi
cac hé thédng mang cé phan ciing diéu khién tai cho.

mJPJ@ 13]
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Tha hé mé réng

Kién triic mang cd mét khdéng hai ctia Meraki mang lai su hoat
déng hiéu qua va tin cdy cho hé théng mang WLAN véi kha néng
md réng thoai mai dua trén dich vu quan ly dau cudi truc tuyén.
Trong trudng hap két ndi internet trong ndi bé mang co van dé,
hé théng mang WLAN van hoat déng doc lap va binh thuéng cho
dén khi tin hiéu internet dugc phuc héi. Cac Data Center cap quéc
té trén toan cau cha Meraki luén dam bao du phong lién tuc
24/24 cho tat ca cac dt liéu va théng tin cdu hinh & cac vi tri dia ly
khac nhau.

Véi hon mudi bén ngan hé théng mang trén toan thé gidi phuc
vu cho hang triéu ngudi st dung, hé théng Meraki dugc thiét ké
nham md réng dé dang theo bat ky nhu cau trién khai nao. M6t s6
hé théng mang khéng day |6n nhat trén thé gidi, nho sirdung hé
théng diéu khién truc tuyén clia Meraki da quan ly tap trung va
thong ké dir liéu cho hang trdm ngan thiét bi khac nhau trong
ciing mét 'network’ duy nhat.

Cdng Nghé Mo ta Loiich

Kién tric ha Tich hop chat ché phan Hiéu suat cao va ha tang
tang mang cung vdi kién tric hatang | mang viing chac, 1a cng
' theo ma hinh | mang dugc trién khai theo | nghé cha tuang lai voi
“dam may” mo hinh “dam may”. téng chi phi dau tu thap,
| vaquinlydédanghon.
' Dich vu & Cung cap cac cong cu kiém | Quan ly tap trung cac van
' Quan ly tap tra va quan ly nhiéu nai phong, chi nhanh, tru so
trung cung lic trén nén tang ma khéng can cé doi ngd

IT cao cap hay cac hé
thong diéu khién phan
cung.

HO trg mang da ngudi
dung, dap ung dong thoi
truy cap cua khach, cua
nhan vién, va cac cudc goi

web.

Mang 3o riéng | Cung cap cac chinh sach
biét bao mat va truyén tai

théng tin riéng biét cho

tiing mang VLAN do.

U tién,

' Toi uu hda hé | Linh déng chuyén ddi gida | Hé théng cd kha nang dap
théng mang | cac tdn séng radio (Radio | &ng hang tram hay hang

Frequency), gitp téi uu ngan ngudi sur dung tai
‘ héa cadc mang dung chuan | cling mot thai diém.
| 802.11n.
| Kha nang dinh | HA trg giao thuc dinh Ca kha nang phi song WiFi
tuyén mang tuyén on dinh, rong khdp | & nhiing khu vue réng lan,

mesh cho viéc van hanh hé noi ma day cap khéng thé

‘ théng mang “mesh” da tan | dap ung dugc.

song radio

'Hé tro uu tién | HA tro sip xép thoaitheo | Ting cudng chat lugng

thoai va tiét tiédu chuan va quan ly thoai, tudi tho pin cho cac
kiém nang nguon dién. thiét bi nghe néi cam tay

Nuong khéng day.

San pham MR34

Cisco Meraki MR34

o cing nohe AT

hop c¢bng nghé

dau tién c6 kha

nang phat 3 séng radio. Hoat déng chuan 802.11ac cho téc d6
vuot trdi lén dén 1300Mbps. Téi uu hda hiéu suat hoat déng va co
ché quan ly, bao mat.

Su két hop gilia quan ly truc tuyén, chuan 802.11ac, kha ndng hoat
déng tang suat cao la su két hgp hai hoa mang dén cho ngui sl
dung va ngudi quan ly mét trai nghiém v cling thich tha. C6 thé
quan ly & bat ky noi dau, cung cap théng lugng cuc cao gitp cho
kha nang trién khai hé thdng Voice, Video mang lai chat lugng
tuyét vai khéng lo bi nghén.

« 3x3 802.11ac, 1.75 Gbps cung cap bdng théng cao vdi day
bang tang kép




5GHz 802.11a/n/ac,2.4GHz 802.11b/g/n

S dung bang théng réng kénh, cong nghé truyén dan hiéu qua
han, MR34 dat dugc toc do |én dén 1,75 Gbps, Cic MR34 tang gap
d6i bang théng kénh sl dung dé truyén di liéu 80 MHz. Cac kénh
rdng hon cho phép truyén nhanh hon va téng hiéu suat tong hop
trong moi truding da khéch hang day déc. con cung cap cho nguoi
quan tri kha nang hién thi day du va dé dang kiém soat.

Tang cudng diéu ché, MR34 ma hda dir liéu hiéu qua hon. Gi dir
liéu nhiéu hon khéng khi trong thdi gian it hon, MR34 c6 thé ho
trg khach hang nhiéu han cing mét ldc, va toc doé tai lén va tai cac
tap tin I&n va video.

Cisco Meraki MR34 la thiét bi Access Point ¢6 kha nang quan ly
nhanh nhat thé gidi vdi Cloud management.

Auto RF

Tu ddng RF tong hop phan tich quang phé mang ludi rong théng
qua nén tang dién toan dam may Meraki dé tu ddng xac dinh muic
nang lugng diém truy cap va kénh. Kha ndng quét toan thdi gian
cho phép MR34 tu dong diéu chinh va téi uu hdéa méi trudng RF
dé két noi vdi cho khach hang.

Cranmsl 1 Cheangl § Chraneal 11
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Giam sat hoat déng =0 - -
lién tuc, phat hien

can thiép, cau hinh
thich ing cho hiéu
suat t6i uu.

Air Marshal

MR34 cac tinh nang
mot chldc nang quét
riéng va chong gia
mao hé théng, ngan
chan AP ma khéng
gian doan traffic cla
khach hang. No
dugc xay dung trong
hé thong phong
chéng xam nhap khéng day (WIPS) quét trong méi truding khéng
day cho cac 16 hdng va vé hiéu hda cdc mdi de doa nhu cac AP gia
mao gan do. Giup cho viéc bao mat hé théng cuc ky tét va khach
hang khéng lo mat mét tai nguyén va gian doan khi str dung.

Céc quan tri vien c6
thé dugc ngay lap - oo .

tic dugc théng bao S

vé cac mdi de doa - e R
tiém ndng trén |- L. STl

mang khéng dayvéi  —— T
cac canh bao thai

gian thuc tuy bién | -~
cao. Canh bdo 6 thé e
dugc kich hoat cho | .. oI m
moét loat cdcloaiméi = o ime o onn
de doa, va duoc bao e
cao th.ﬁng qua email '..;.':E.. S stmm  cquae 2
hodc tin nhan SMS.
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Traffic Shaping e Se—

Uu tién cac dng e i
dung nhiém w ¥ I T . e
quan trong nhuVolP . ___1 Svg

va Video conference - otk — -
hodac chan cac ung - O
dung giai tri nhu
YouTube hodc chia == Lr s
séfileP2Pngaycad .. -
toc @6 nhanh hon =
802.11ac. Cac MR34 v o
bao gobm kiém tra &
tich hogp & l6p 7, AR
phan loai, va diéu

khién, cho phép ban thiét lap cac chinh sach QoS dua trén traffic
data. Kiém tra gdi tin sau vdi céc Policy traffic. Co s& dir liéu (ng
dung dua trén dam may clta Cisco Meraki dugc cap nhat lién tuc
dé xac dinh cac (ing dung mdi va cé su thay déi nao vao hé théng,
ma khong doi hdi ngudi quan tri tai vé va cai dat ban cap nhat.
Kién tric dua trén dam may cha Cisco Meraki lién tuc cap nhat tat
ca cac Uing mdi tir co s& dit liéu clia tat ca cac khach hang vdi hang
triéu ngudi dung, tang dé chinh xac cuc cao.
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Nang cdp mét mang khéng day chua bao gi¢ duoc dé dang hon
thé. MR34 ho trg cho khach hang chuan 802.11a/b/g/n dé lam
cho viéc di chuyén dan gian moi lic moi noi déu cé mang. Trién
khai MR34 dé thém kha nang 802.11ac vao mdt mang Wi-Fi hién
c6, va quan ly tat cad moi thi tir bang diéu khién truc tuyén.Vdéi 1
ngudi quan tri khéng can doi hoi kién thic cao cé thé quan ly tat
¢ cac thiét bi chi duogc trién khai trén khap thé gidi. Tham chi st
dung co s& ha tang hién c6 PoE va nang cap lén PoE + (802.3at)
ban da san sang chua dé tan dung lgi thé cta an ninh phéat thanh
ba tién ti€n va cac tién ich t6i uu mdi.
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CHUONG -TRINH CCNA & CCNA SECURITY,

AK27

1 AK29

A27

AK30

AR32

A28

ARK31

i A29

N AK34

| A30

CCNAX

(200 - 120)

03/10/2013

3-5-7

2:00 - 5:00PM

3.360.000 vnd

10/10/2013

8:30 - 11:30AM

3.360.000 vnd

6:30 - 9:30PM

6.720.000 vnd

14/10/2013

8:30 - 11:30AM

3.360.000 vnd

2:00 - 5:00PM

3.360.000 vnd

6:30 - 9:30PM

6.720.000 vnd

22/10/2013

8:30 - 11:30AM

3.360.000 vnd

6:30 - 9:30PM

6.720.000 vnd

28/10/2013

8:30 - 11:30AM

3.360.000 vnd

6:30 - 9:30PM

6.720.000 vnd

AS2

CCNA Secunity

15/10/2013

3 -

6:30 - 9:30PM

6.720.000 vnd

CHUONG TRINH

[ttt

=
CCNP. &

CCNP. SECURITY.

ROUTE
(642-902)

07/10/2013

8:30 - 11:30AM

5.880.000vnd

2:00 - 5:00PM

5.880.000vnd

15/10/2013

6:30 - 9:30PM

8.232.000vnd

SWITCH
(642-813)

16/1072013

8:30 - 11:30AM

5.880.000vnd

2:00 - 5:00PM

5.880.000vnd

6:30 - 9:30PM

8.232.000vnd

TSHOOT
(642-832)

22/10/2013

6:30 - 9:30PM

8.232.000vnd

FIREWALL

22/10/2013

6:30 - 9:30PM

8.232.000vnd
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Ban tin Dén Cisco - Pugc phét hanh b&i Céng Ty TNHH Tu'Van & Dich Vu Chuyén Viét
Chiu trach nhiém xuat ban: Pham Minh Tudn
Gidy phép xudt ban sé6: 69/QP - STTTT Ngay DK: 26/10/2011
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