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ASA Firewall va Cisco Router
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Cisco 10S cap nhat tam 16 hong hao mat ti
choi dich vu Denial of Service (uu diém:

tot, khuyet: cisco yeu)

Trong thang 9, Cisco da tién hanh cap nhat 8 16 héng bao
mat anh hudng dén tinh san sang cla cac thiét bi trén
nhiéu version clia cac |0S software khac nhau.

|OS la mét hé diéu hanh da tac vu két hap chiic nang gila
“networking” va “telecommunication” va dugc s dung

trén nhiéu thiét bi mang ctia nhiéu doanh nghiép hién nay.

Tat cd caclo hong bao s L
- r & - g li""" - s b 1-““ by y B _r
mat dugc va 16i co the .o ‘-f:'}.::;::':- = ,J‘” we
anh hudng dén tinh = -*:: ,u..:a
Lhw-®

hoat dong lién tuc cla

thiét bi néu ching ;“;:Ff,m-"
duoc khai thac bai cac “.u:;:::.*.‘.‘li-*" . -*"C I S c o

doi tugng tan cong.
Chung ta c6 thé anh o S
hudng dén qua trinh hoat déng trén Cisco 10S khi trién
khai cac cong nghé, giao thuc nhu Network Time Protocol
(NTP), Internet Key Exchange protocol, the Dynamic Host
Configuration Protocol (DHCP), Resource Reservation
Protocol(RSVP), tinh nang virtual fragmentation
reassembly (VFR) danh cho IP version 6 (IPv6), Zone-Based
Firewall (ZBFW), T1/E1 driver queue va chuc nang Network
Address Translation (NAT) danh cho DNS (Domain Name
System) va PPTP (Point-to-Point Tunneling Protocol).

Cac |6 héng bao mat ¢6 thé dugc phat hién va khai thac
bdi cac déi tuong tan céng bang cach gui di cac “crafted
packet” téi cac thiét bi mang st dung 10S dugc kich hoat
cac tinh nang nhu da dé cap trén.

Tuy thudc vao 16 hong bao mat nhat dinh duoc khai thac,
cac doéi tuong tan cong co thé khién cho cac thiét bi nay bi
treo, khdi déng lai hoac mat két néi cac phién lam viéc tai
thiét bi, cac két néi dinh tuyén hoac tao diéu kién cho cac
cudc tan cong tir chéi dich vu denial-of-service (DoS) khac
dugc thuc hién.

Pé han ché cac nguy co bao mat trén, ngudi st dung sé phai
cai dat cac ban va“patched version” cta IOS software tuong
(ing vai phién ban “version” hién tai ma ho dang st dung.
Phia doanh nghiép sé khéng nhan biét bat ky 16 héng bao
mat nao cho dén khi ho quan sat cac théng bao giam sat
hé théng mang.

Tat ca cac cap nhat bao mat c6 thé tim thay tai lién két
http://tools.cisco.com/security/center/content/CiscoSecur
ityAdvisory/cisco-sa-20130925-ntp

[Ngudi dich: Bai Quéc Ky]

Lién két tham khao:
http://blog.router-switch.com/2013/09/cisco-ios-updates-fix-
] 1l-of-service-vulnerabilities/
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Cisco TrustSec giup don gian héa viéc cung cap va quan ly
viéc truy cap mét cach an toan dén cac ung dung va dich vu
mang. So véi co ché kiém sodat truy cap dua trén network
topology, Cisco TrustSec xac dinh cac chinh sach bang cach
stf dung cac nhém chinh sach luan ly, thé nén viéc truy cap
mét cach bao mat luén luén duoc duy tri ké ca khi cac tai
nguyén mang ducc chuyén tir noi nay dén noi khac hoac di
chuyén trong méi truéng ao hoéa. Viéc cach ly quyén truy
cap gira cac dia chi IP va cac VLAN giup don gian hda cong
viéc duy tri chinh sach bao mat, giam chi phi hoat déng cua
hé théng, cho phép cac chinh sach truy cap phé bién duoc
ap dung cho cac dang truy cap nhu truy cap co day, khong
day va VPN.

Cac chuc nang chinh sach cua Cisco TrustSec dugc nhung
vao cac thiét bi ctia Cisco nhu thiét bi chuyén mach, dinh
tuyén, mang khong day va tudng IGa. Nha viéc phan loai
traffic dua vao dac trung ngif canh cua ting endpoint vai
cac dia chi IP cia chung, Cisco TrustSec cho phép viéc kiém
soat truy cap linh hoat hon trong nhiéu méi truéng mang
cung nhu cac data center.

Vé van dé truy cap mang, 1 nhém chinh sach Cisco TrustSec
duagc goi la 1 Security Group Tag(5GT), né ducc gan cho 1
endpoint dua vao user, thiét bi va vi tri ciia endpoint dé. SGT
bao ham cac quyén truy cap cua endpoint va tat ca traffic
mang théng tin SGT xuat phat tir SGT. Cac switch, router va
cac firewall dung SGT dé quyét dinh viéc forward traffic.

V&i Cisco TrustSec, ngudi quan tri mang cé thé trién khai cac
phan doan mang Ién va kiém soét truy cap ma khéng can
thay déi kién triic mang (nhu viéc thém VLAN) cling nhu cac
quy dinh vé quan tri, diéu nay giup don gidan hoa cho viéc
quan tri va van hanh mang. Cac chinh sach Cisco TrustSec
duogc quan ly tap trung bdi Cisco Identity Services Engine
(ISE) véi cac chiic nang san cé trong cac switch mang
campus, data center, tuong I(fa va cac router.

[Ngudi dich: Pham Quéc Bao]

Lién két tham khao:
http.//www.cisco.com/en/US/prod/collateral/vpndevc/ps5712
/ps11640/at_a_glance_c45-726831.pdf
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TU VAN NGHE NGHIEP

Phdt biéu trude nhiéu ngudi la viéc tuong déi khé khan doi véi hdu hét
moi ngudi, vi vdy ching ta thudng hay béi réi khéng biét xur ly tinh
huéng nay nhu thé nao. Néu ban dd c6 su chudn bi, ban sé trdnh khdi
viéc trd thanh “anh hé” trudc moi ngudi. Mét khi ban da vuot qua
nhitng ndi so hai khi néi trudc ddm ddng, ban cé thé bat ddu hoc nhing
ky ndng giup ban trd thanh mét nha hing bién. Tuy nhién, trudc do, ban
nén “thuéc long” 10 diéu cdn trdnh khi phdt biéu truéc ddm déng, va
trong bai viét nay, NLL xin chia sé véi cdc ban vé nhimg diéu dé

1. Anmicludém thuém

Cai nhin dau tién ctia moi ngudi nhin vao ban chinh la ban an mac quan
4o nhu thé nao. Mot ngudi an mac lich su ludn thé hién dugc dang cap
ctia minh trudc dam dong. Con an mac ludm thudm sé ndi lén dang cap
va dia vi thap kém cta minh. Néu ban khong biét cich an mac dung
muc¢, ban nén nho ngudi khac gidp dé

2. Tac phong, tuthé khéng dang hoang

Pay la diéu bat budc phai tranh. Du la dimg hay ngoi thi ban ciing phai
chac chan rang, chan ban diing viing trén san. Tranh toi da don hét ca
trong lugng lén mdt bén chan, hodc diing vat chéo chan. Hinh anh nay
sé tao an tugng vé mot con ngudi bap bénh va moi ngudi sé cho rang,
ban khong dugc tu tin [dm trong lan phat biéu nay.Néu ban phét biéu
trudc buc, khong nén dua ngudi vao doé, ciing diing gitr khu khu ban
bdo cdo. Hay nhd rang dudi ghé khan gia cé rat nhiéu cap mat dang doi
theo ban, hay tao cho minh mot tac phong that dinh dac

3. Phat biéu nhu doc tir van ban viét san

Viét bai phat biéu ra chua dd; ban phai néi dugc nhu dang diing truéc
moi ngudi. Néu quén nhiing diém mau chét, hay ghi chd vao to gidy
nhd va xem lai khi can thiét. Tuy nhién dién thuyét khong phai don gidn
la cdm t& gidy dugc vach san va doc to, rd rang. Néu ban chi cam gidy va
doc thi khéng khac gi dang hoc mén “Tap doc” & truéing va dam chac

moi ngudi & dudi khong ai mudn tré thanh “gido vién du gio bat dac di

4. Lan tranh tiép xtc mat véi khan gia

Anh méat 1a mét trong nhiing cach chd yéu dé thu hut su cha y cda khan
gia. Bé thu hut sutap chung ban phai lam cho moi ngudi cdm thay rang
ban dang noi véi ho chit khéng phai néi véi cdi tran nha hay cai phong
ma ho dang ngoi dé. Nhin truc tiép la mét trong nhifng cach quan
trong dé thu hut su tdp chung.Bimg nhin ra ngoai, hay nhin tat ca cac
khan gia tir tir béi vi liéc mat nhanh lam ban tréng cé vé mang tam
trang khéng tu tin. Khi ban chi y dén mét khén gia hay gilranh mat clia
ban trong vai gidy nhung khdng duoc qué ldu vi diéu nay khién khan
gia mat tu nhién va sg hai (lam ngudi nghe lo lang khong phai la quy tac
néi trudc cong chung).

5. Khong tap duot trudc nhiing gi sé phat biéu
Pay sé [a diéu hét stic nguy hiém, dac biét khi bai phat biéu cta ban

“tu huyét” chon vui
ban khi thuyét trinh
tru6c dam dong

mang tinh chat quan trong. Hay tap bai thuyét trinh & nha hodc bat cu
noi dau ban cdm thay dé chiu va thodi mai, trudc guong, gia dinh minh,
ban bé hay dong nghiép. St dung mdét may ghi am va lang nghe chinh
minh. Ngoai ra c6 thé quay phim phan trinh bay va phén tich ky luéng
dé thay dugc diém manh diém yéu ctia ban than . Co gang phat huy uu
diém trong sudt thoi gian trinh bay.

6. Dingyénnhupho tuong

Nhitng nha dién thuyét xuat ching khéng ding yén nhu linh chao vi
lam nhu vay bai phat biéu ctia ho sé trd nén nhat nhéo. Thay vao dé ho
di chuyén qua lai, st dung ct chi doi tay mot cach chiing muc, khong
lam dung, qua da giong néi va ctr chi clia ho rat linh hoat.

7. Lamdungslide

Nhitng nha dién thuyét xuat chiing luén dénh gia cao kha nang tiép thu
ctia khén gid. Ho khong doc tiig chir trén slide va hiéu slide chila cong
cu hd trg cho 161 ndi chit khong thé thay 16i néi. Biing viét qua nhiéu tir
trén slide ma chi téi da 6 hang vdi moi hang 4 tir a dd. Néu can té thém
mau dé nhan manh, phan con lai @& cho khan gia.

8. Noidongdai

Nhiing nha dién thuyét xuat ching hiéu stiic manh ctia 1 bai phét biéu
ngan gon, ro rang va c6 dong. Nhiéu nghién ctiu chi ra rang, khén gia
mat dan su tap trung khi bai néi dai qud 18 phut. Tiéc thay, nhiéu doanh
nhan ct tuéng rang, néi cang dai khan gia cang tiép thu tot. Loi khuyén
la ban khéng nén bd ra 5 pht dé noi nhitng diéu co thé néi gon trong
30s. Ngay ca n6i chuyén dién thoai, chat va email cling nén ngan gon.

9, Khdng tao ducgc khong khi phan khich

Nhitng nha dién thuyét xuat ching ludn biét cach huy dong su cha y
ctia khan gia tir lic mai budc vao clra va khan gia thudng nhd nhiing gi
ho phat biéu tir ddu dén cudi. Hay giao luu véi khan gia moi khi c6 triéu
chiing ga gat xuat hién. Day la cach cho khan gid tham gia vao bai phét
biéu ctia minh dé tao khéng khi.

10. Két thuc bai phat biéu 1 cach nhat nhéo

Nhitng nha dién thuyét xuat ching luén danh cho phan két bai phét
biéu mot y mdi thi vi chua dé cap trong bai. Nghién ctu cho thay,
khéng phai phan gitia bai phat biéu giiia bai phét biéu thuding diing dé
chuyén tai nhiing y quan trong mdi luu lai cho ngudi nghe ma chinh
phan két thic méi duoc ho luu gilr nhiéu nhat. Tinh bat ngé clia phan
két thuic chinh la ban linh cda dién gia.

Thuyét trinh truéc ddm déng la mét viéc khé khdn nhung khéng c6
nghia la ban khéng c6 thé lam dugtc. Hivong nhimg chia sé trén ciia NLL
¢ thé gitip cdc ban trdnh cdc “tir huyét” @é khéng tu chén vai hinh dnh
ctia minh khi thuyét trinh trudc ddm déng. Chuc cdc ban thanh céng !

%P‘ﬁd |
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Thiét lap Site to Site VPN
ASA Firewall va Gisco Rnuter

Trong so d6 bén dudi, site (Remote1) du'oc trang bi Cisco
ASA firewall (s& dung bdt ky model nao) va site
(Remote2) duoc trang bi Cisco Router. Thiét bi Cisco ASA
firewall theo mdéc dinh hé trg IPSEC VPN nhu trén Cisco
Router chting ta cdn kiém tra xem liéu I0S software c6
hé tro VPN tunnel duoc ma héa hay khéng.

-_HFH Tmnﬂ-lﬂ-—

192.168.1.0/24
192.168.2.0/24 192.168.4.0/24
ok, S A 3 1 3
™ — - —

Cac thiét bi duogc sir dung trong bai LAB:
= ASA 5510-Cisco Adaptive Security Appliance Software
Version 8.0(3)

* (Cisco Router 2801-C2801-ADVIPSERVICESKS-M Version
12.4(9)T4

Kich ban gia dinh:

Hé thong LAN tai Remote1 cé nhu cau két néi tdi hé thong
LAN dat tai Remote2 théng qua dudng VPN Tunnel. Ha tang
mang WAN trong truéng hop nay la hé théng Internet, vi
thé can phai thiét lap két néi an toan gitfa hai hé théng
mang LAN lai v&i nhau trén ha tang mang Internet.

Thao tac dau tién ching ta can thuc hién la dam bao cac két
ndi outside interface cia ASA va router cé thé giao tiép
dugc vdi nhau trén ha tang mang WAN. Sau d6, ching ta sé
tién hanh thiét 1ap cdu hinh IPSEC VPN nhu sau.

Cau hinh tai Cisco ASA

Pau tién, chung ta sé tién hanh dinh nghia moét Access list
chi dinh loai luu lugng nao sé dugc ma hoa. Néu luu lugng
khdp véi diéu kién IP nguén la 192.168.3.0/24 va IP dich la
192.168.4.0/24, luu lugng do sé dugc ma hoa va gui di trén
dudng tunnel.

ASA(config)# access-list vpn extended permit ip
192.168.3.0 255.255.255.0 192.168.4.0 255.255.255.0

IIKE PHASE #1

! I've created a phasel policy. This policy provides secured
process of exchanging Keys.
ASA(config)# crypto isakmp policy 1

192.168.3.0/24

! For authentication | used Pre-shared. This method is most
frequently used today.

ASA(config)# authentication pre-share

IFor encryption | used 3des.

VnPro
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ASA(config)# encryption 3des

I'Hashing md5.
ASA(config)# hash md5

I'l used second group of diffie-hellman. Groupl is used by
default. The most secured is Group5.

ASA(config)# group 2

I configure crypto key. The keys must match to each other
between peers. Otherwise Phase1 will not be completed.

ASA(config)# crypto isakmp secretsharedkey address
192.168.2.2

Luu y: Crypto key sé dugc an di trong cau hinh cia ASA. Néu
ching ta quan sat phan cau hinh, néi dung ma chung ta
quan sat dugc tuong tu nhu minh hoa bén dudi.

tunnel-group 192.168.2.2 ipsec-attributes
pre-shared-key *

! Activate policy on Qutside interface.
ASA(config)# crypto isakmp enable outside

HKE PHASE #2- VPN Tunnel is established during this phase and
the traffic between VPN Peers is encrypted according to the
security parameters of this phase.

!'l created Transform-set, by which the traffic will be encrypted
and hashed between VPN peers.

ASA(config)# crypto ipsec transform-set ts esp-3des
esp-md5-hmac

I Apply the access list created earlier for matching the
interesting traffic.

ASA(config)# crypto map vpn 10 match address vpn

!lindicated address of RemoteZ2 peer public outside interface.
ASA(config)# crypto map vpn 10 set peer 192.168.2.2

I Apply also the transform-set.
ASA(config)# crypto map vpn 10 set transform-set ts

I Attach the already created Crypto-map and VPN to outside
interface.

ASA(config)# crypto map vpn interface outside
Tiép theo, ta sé tién hanh cau hinh tai Router.
Cau hinh tai Cisco Router

ISAKMP Phase 1

I Enter crypto-isakmp policy configuration mode for
configuring crypto isakmp policy.
Router(config)# crypto isakmp policy 10

I'Turn on 3des as an encryption type.

Router(config)# encr 3des

I'lindicated MD5 as a hashing type.
Router(config)# hash md5

!'lindicated pre-share authentication.
Router(config)# authentication pre-share

I'l used second group of diffie-hellman. groupl is used by
default.

Router(config)# group 2

!l defined peer key same as ASA site.

Router(config)# crypto isakmp secretsharedkey address
192.168.1.2

Thong tin chi s6 policy number khéng can phai khdp nhau, diéu
quan trong la cac tham sé trong chinh sach policy phai giéng
nhau gilia hai bén. Néu cic tham sé nay khong khdp nhau,
phién Phase1 sé khéng bao gid dugc thiét lap thanh cong.

! Access list for matching interesting traffic.
Router(config)# ip access-list extended vpn

Router(config)# permit ip 192.168.4.0 0.0.0.255
192.168.3.0 0.0.0.255

ISAKMP PHASE 2
!

! Create IPSEC transform-set, by which the mechanism of
hashing and encryption is determined, by which the traffic will
be hashed/encrypted in VPN tunnel later.

Router(config)# crypto ipsec transform-set ts esp-3des
esp-md5-hmac

! Enter into crypto-map configuration mode.
Router(config)# crypto map vpn 10 ipsec-isakmp

!'Indicate IP address of peer.
Router(config)# set peer 192.168.1.2

!'Indicate IPsec transform-set created above.
Router(config)# set transform-set ts

I Apply access list created above.
Router(config)# match address vpn

I Apply crypto-map to interface.
Router(config)# interface FastEthernet0/0
Router(config)# crypto map vpn

V&i cau lénh trén, cac théng tin cdu hinh VPN bat dau cé
hiéu luc.

!'In the output below it is shown that ISAKMP PHASET is active,
which means that negotiation of PHASE1 is completed
successfully.

ASA# show crypto isakmp sa

Active SA: T

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during
rekey)

Total IKE SA: 1
1 IKE Peer: 192.168.2.2

adanCiSCC
Type : L2L Role : initiator

Rekey : no State : MM_ACTIVE

Router# show crypto isakmp sa
dst src state conn-id slot
192.168.1.2 192.168.2.2 MM_ACTIVE 10

I Checking ISAKMP PHASE2. Here we see that IPSec is
working and the interesting traffic flows in VPN Tunnel.

ASA# show crypto ipsec sa
interface: outside
Crypto map tag: vpn, seq num: 10, local addr: 192.168.1.2

access-list vpn permit ip 192.168.3.0 255.255.255.0 192.168.4.0
255.255.255.0

local ident (addr/mask/prot/port): (192.168.3.0/255.255.255.
0/0/0)

remote ident (addr/mask/prot/port): (192.168.4.0/255.255.
255.0/0/0)

current_peer: 192,168.2.2

#pkts encaps: 344, #pkts encrypt: 344, #pkts digest: 344
#pkts decaps: 344, #pkts decrypt: 344, #pkts verify: 344
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 344, #pkts comp failed: 0, #pkts decomp
failed: 0

#pre-frag successes: 0, #pre-frag failures: 0, #framents created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#send errors: 0, #recv errors: 0

Router# show crypto ipsec sa
interface: FastEthernet0/0
Crypto map tag: vpn, local addr 192.168.2.2

protected vrf: (none)

local ident (addr/mask/prot/port): (192.168.4.0/255.255.255.
0/0/0)

remote ident (addr/mask/prot/port): (192.168.3.0/255.255.
255.0/0/0)

current_peer 192.168.1.2 port 500
PERMIT, flags={origin_is_acl}

#pkts encaps: 344, #pkts encrypt: 344, #pkts digest: 344
#pkts decaps: 344, #pkts decrypt: 344, #pkts verify: 344

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

Vi théng tin hién thi trén, ta co thé xac nhan duong VPN
Tunnel da duoc thiét lap thanh céng

[Nguoi dich: Bui Qudc Kyl
Lién két tham khdo:

http:.//blog.router-switch.com/2013/05/site-to-site-vpn-between-
asa-firewall-cisco-router/
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TINTUCVNPRO

THAY VONG CHAN NGUYEN

dat chiing chi cao cap hang dau cua Cisco CCIE VOICE # 40970

Sang ngay 21/10/2013 VnPro han hoan chuc mung khi
nhan duoc tin vui ti Thay Vong Chan Nguyén - Giang vién
VnPro, anh da dem vinh du dén cho cong déng Networker
Viét Nam, CCIE (Cisco Certified Internetwork Expert) dau
tién cua Viét Nam vé mang Voice véi Magic Number #
40970 sau khi vuegt qua ki thi cam go vao ngay 19/10/2013
tai Hong Kong trong suét 8h déng hé.

Gio day, VnPro da c6 thém 1 CCIE Lab - nguai thir 10 trong
hon 10 nam hoat dong, diéu nay cling gép phan nang so
CCIE tai Viet Nam hién tai lén vuot nguéng 40.

CCIE Voice la mot trong nhitng ching chi mang thudc
hang danh gia nhat thé gidi, theo théng ké Cisco mdi nhat
cla Cisco live, hién tai sé lugng CCIE Voice trén toan thé
gidi vao khoang gan 2400

Pé dat dugc chiing chi Cisco cao cap nay, thisinh bat budc
phai cé kinh nghiém thuc té, tiép can vdi rat nhiéu mé hinh
|6n, thuc té bén ngoai. Mot CCIE Voice la mét chuyén gia
trong viéc xay dung, thiét ké giai phap, khac phuc su cé vé
VolP, cau hinh mét mang dién thoai nhiéu thanh phan tu
dau dén cudi (end-to-end).
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Thdy Vong Chdn Nguyén — dién gia buéi héi thdo “Gidi phdp VolP cudc phi chi véi 0 déng”

CCIE Information Worldwide
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VolIP la nganh dang cé rat nhiéu trién vong, xu hudng VolP
trong tuong lai hira hen sé phat trién rat manh mé. Hién tai
c6 rat nhiéu tap doan da va dang (ng dung cac giai phap
VoIP dé giam chi phi cudc thoai téi da cho doanh nghiép
minh. Ngoai ra, viéc chay thoai (Voice) trén nén IP sé tao ra
su hop nhat, do dé dang két hop céc (ing dung dang chay
trén nén IP tich hop thoai, sé tao lgi thé rat Ién trong viéc
trién khai cac chién lugc cham séc khach hang cho doanh
nghiép 1&n tdi doanh nghiép vira va nho.

Hy vong trong tuong lai trong tuong lai gan, VnPro sé ¢6
nhiéu hoc vién dat ching chi CCIE Voice danh gid nay.

[P. Gidng Vién VnPro]

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com

VnPro gu‘ i tri 4n sau sac
dén Thay Co nhan ngay 20/11

- Né&u héi: “Thanh céng bdt nguon tir dau?” R R R R R R R TR PR AR PR

T6i sé tra |61 rang “La Thdy — ngudi da mang

dén cho chting téi kién thurc, hanh trang buéc e o "~ 6.
vao doi" s o F
S . i . 8 e e

Anh Lé V6 Thanh Tan, hoc vién VnPro tam -.:’ = v s
su: “Sau khi té6t nghiép trung hoc phod o ' @ @
A . b ¥ * * '. e - -'
théng minh theo hoc nganh quan tri kinh ~ @ @

: : Qo9 tendicdace

doanh dugc 1 nam thi gia dinh mé& dich vu
Internet. Khi bat dau hoat déng, minh ¢6
theo 1 anh IT phu gilp cho nhanh va hQC | ua us i on on non, on s an s o s on e n s
I6m tin hoc, cing tir dé minh dam mé cong

nghé thong tin hon nén quyét dinh chuyén nganh sang network. Sau dd, c6 thé la do duyén may,
dugc su gidi thiéu ciia mét ngudi anh thudc hang gao cdi trong gidi CNTT, minh ¢6 dip tiép xuc
va theo hoc cac khoéa dao tao chuyén gia quan tri mang quéc té tai VnPro.

Hon na, tai VnPro “nhd cac thay tan tinh huéng dan va tu van, con dudng network ctia minh tro
nén ré rang hon bao gio hét, giip cho niéem dam mé vé cdng nghé trong minh cang sau sac hon
va dac biét la cong nghé mang hang dau Cisco

[...]
Va hién tai minh dang lam & vi tri chuyén gia tu vdn gidgi phdp VolP, ha tdng mang”

- Nghé gido bao ddi nay luén dugc xem la nghé cao quy, nghé “tréng ngudi”. Nguai thay, du &

dau cling la nhitng ngudi dugc kinh trong nhat. Va tai VnPro, trong han 10 nam hoat déng, VV\nPro

cang tham nhuan hai chir ay.

Bén canh niém tu hao xdy dung dugc mét hé théng dao tao mang chuyén nghiép, hién dai véi

kha nang cung cap cac khéa hoc toan dién va chdt lugng hang dau tai Viét Nam.

» VnPro con la trung tdm duy nhat khdp ca nudc phat hanh va xuat ban hon 20 dau sach
mang tiéng Viét & moi cap do

» Dao tao hon 11000 hoc vién

» La trung tam duy nhat da c6 10 CCIE Lab hang dau Viét Nam, gop phan nang sé CCIE tai
Viét Nam hién tai lén vugt ngudng 40

D6 cling chinh nhé vao su déng gop to 16n ngay dém clia hon 40 thay c6, gidang vién hién la cac

chuyén gia hang dau trong cac cong ty I6n trén toan qudc.

- Nhan ngay Nha gido Viét Nam, VnPro xin chtc tat ca cac thay c6 luén luén manh khoé, tré

trung, vui tinh, chic cho moi I&i chiic cla tat ca hoc tro danh cho céc thay cac c6é déu trd thanh

hién thuc. Va cac Thay C6 sé dao tao ra nhiéu, nhiéu han nita cac chuyén gia quan tri mang hang
dau Viét Nam.

VnPro
Tran trong!

adanCISCO
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Khailphuelmagithauliren
FIREWALL ASA 5500 Series
Adaptive Security Appliance

Thuc hién cac budc sau day:

Budéc 1 Két néi
thiét PC t6i cong
console cla thiét bi
théng qua terminal
(HyperTerminal) véi
cac tham sé 9600
baud, 8 data bits, no parity, 1 stop bit, no flow control.

Buéc 2 Tat ngudn sau dé bat nguon tré lai.
Budc 3 Trong sudt tién trinh thiét bi khéi dong, ta nhan
phim Escape dé truy cap vao ché d6 ROMMON.
Budc 4 Pé thiét lap cho thiét bi |& di file cau hinh “startup
configuration”trong tién trinh khéi déng, ta tién hanh cau
hinh cac tham sé sau:
rommon #1> confreg
Thiét bi sé hién thi gia tri “configuration register” hién tai va
hoéi xem liéu chiing ta c6 muén thay dai lai gia tri nay hay
khoéng:
Current Configuration Register: 0x00000011
Configuration Summary:

boot TFTF image, boot default image from Flash on

netboot failure
Do you wish to change this configuration? y/n [n]:

Budc 5 Vi gia tri “configuration register” hién tai, ching
ta sé phai thiét lap lai sau do.

Budc 6 Tai ché dé nhac nhd hién tai, ching ta chon tuy
chon Y dé thay déi gia tri “configuration register”. Thiét bi
sé yéu cau ching ta khai bao mét gia tri mai.

Buéc 7 Néu chap nhan cac gid tri mac dinh ngoai trirtham
s6 “disable system configuration?”, sau d6 ta tiép tuc lua
chon tuy chonY.

Budc 8 Khdi dong lai thiét bi véi cau lénh sau:

rommon #23> boot

Luc nay thiét bi sé khdi dong lai véi cau hinh mac dinh
thay vi st dung file cau hinh “startup configuration”.
Budc 9 Dé truy cap ché dd dac quyén privileged EXEC
mode ta thuc hién cau lénh sau:

hostname> enable

Buéc 10 Khi duoc héithéng tin password, ta nhan Return.

Théng tin password ltic nay sé dé tréng.

Budc 11 Tai file cau hinh “startup configuration”bang cau
lénh sau:

hostname# copy startup-config running-cconfig

Buoc1

YnPro

ruy cap vao ché dé cau hinh toan cuc “global

@ Cisco
SMARTnet Service

Cisco® SMARTnhet® Service la 1
dich vu hé trg ky thudt cho
phép nhan vién IT ¢ thé trao
truc tiép bat ky Iic nao véi cac
chuyén gia Cisco va nhing
nguon tu gitp dé truc tuyén dé
yéu cau gidi quyét nhing van
dé phat sinh vai hau hét nhiing dong san pham cla
Cisco. Véi Cisco SMARTnet Service, ban c6 thé lua
chon nhiéu géi dich vu cho cac san pham Cisco

Cac goi dich vu Cisco SMARThet Service: Cisco SMART-
net Service cung cap cac goi ho trg & cac cap do sau:

- Hé tro truc tiép théng qua phuong thiic truy cap tir
xa bat ky thdi diém nao trong nao trong ngay, 365
ngay/nam vai cac chuyén gia Trung tam ho trg ky thuat
cua Cisco (Cisco Technical Assistance Center - TAC).

- Hé trg truc tuyén théng qua phuong tién truc tuyén,
cdng dong, tai nguyén va cac céng cu cla Cisco.

- G6i ho tro théng minh gitp chuan doan tu déng
va canh bao tuc thi trén nhing thiét bi nhat dinh véi
tinh nang Cisco Smart Call Home.

- GO6i ho tro cap nhat hé diéu hanh, cap nhat phan
mém, bao gdbm ca nhing ban phat hanh nho va chinh
thiic trong tap tinh nang duoc cap phép cua ban.

- Go6i hé tro cac lua chon thay thé phan ciing véi
théi luong hé tro trong 2 gid hoac 4 gid

- Géi dich vu tuy chon tai ché: duoc hé tro truc tiép
béi 1 ky su c6 chuyén mén nhat dinh giup cai dat,
hoac thay thé cac thiét bi.

NInlr
CISCO.

[Ngudidich: Truong Xudn Quang (ung vién lop GV Al10)]

configuration”théng qua cau lénh:
hostname# configure terminal

Budc 13 Thay ddi thong tin cac password théng qua cac

cau lénh tuong Ung sau:

hostname (config)# password password

hostname (config)# enable password password
hostname (config)# username name password password

Budc 14 Thay déi gia tri “configuration register” vé gia tri

mac dinh ban dau 0x1 cho lan khdi déng tiép theo:
hostname (config)# config-register value

Budc 15 Luu théng tin cac password mai vao file “startup

configuration”bdng cau lénh sau:
hostname(config)# copy running-config startup-config

[P. Gidng Vién VnPro]

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com
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1. Dong Cisco ISR 1941 cho ha tang
mang quy mo nho

Headquarters

Pé xay dung mot van phong chi
nhanh nhg, Cisco ISR 1941W da duogc
cau hinh nhu mét router chi nhanh.
Két ndi mang chinh dugc thiét lap
thong qua mot két ndi internet céng
cong vai DMVPN (Dynamic Multi-
point Virtual Private Network) duoc
ma héa dén tru sé clia céng ty. Mot
két néi dir lieu khéng day 3G da dugc
thiét lap du phong cho chi nhanh
trong truong hop lién két WAN chinh
16i. Cisco ISR 1941W ciing da dugc cau
hinh dé hé tro cho mang khéng day
chudn 802.11n str dung séng vo tuyén
dé md rong mang ludi khéng day cua
cong ty. Tinh nang khu vuc an ninh
dua trén Firewall, Cisco IPS 10S va loc
ndi dung da duagc kich hoat. Cac dich
vu thoai dugc cung cap bdi CUCM
(Cisco Unified Communications).

2. Dong Cisco ISR 2911 cho ha tang
mang trung binh.

Eranch Office 2 CLCMTE

Khi trién khai chi nhanh quy mé
trung binh c6 thé sir dung Cisco ISR

2911. Truéing hop chi nhanh nay hé
tro khoang 25 ngudi dung, cac mang
két ndi chinh va backup dugc cung
cap bdi 2 dudng Ethernet WAN riéng
biét. Mot dia chi IP WAN cung cap két
ndi mang chinh véi moét két néi an
toan DMVPN phuc vu nhu backup vao
tru s& cong ty. Tinh nang khu vuc an
ninh dua trén Firewall, Cisco 10S IPS
dugc kich hoat. Dich vu thoai duoc
cung cap bdi CUCM véi local POTS
(Plain Old Telephone Service) truy cap
tu Cisco ISR 2911,

3. Dong Cisco ISR 2911 ciing ¢6 thé
st dung cho quy mé ha tang mang

¥

Ién

Branch Office : CUCHTE

Mot chi nhanh |6n véi 40 dén 60 users
duoc tao nén bang cach s dung
Cisco ISR 2951. Trong truéng hop nay,
2951 da duogc cau hinh dé cung cap
cho dudng truy cap chinh va backup
théng qua mot két néi noi IP WAN két
néi chinh dén tru sé& chinh va mot két
ndi Interner public an toan DMVPN dé
du phong. Trong trudng hop nay tat
ca cac chuc nang voice sé dugc thuc
hién bdi Cisco Unified Communica-
tions Manager Express (CUCME) dé
kiém soat cudc goi va cung cap dich
vu voice-email va&i Cisco Unity
Express. Truy cap local PSTN duoc
cung cap bdi dudng SIP trunk tir 2951
vdi mang dién thoai dia phuong.
Vung dua vao Firewall, Cisco 10S IPS

13 GiSco Router
hilnhanh

va Cisco WAAS cling dugc kich hoat
tai cac router.

4. Dong Cisco ISR 3945 cho quy mo
ha tang mang Ién

Branch Office

Mot van phong I6n véi 150 nhan vién
trd 1én c6 thé trién khai Cisco 3945.
Két néi chinh va backup dén tru s&
chinh dugc cung cap véi cac két ndi IP
WAN va dudng Internet du phong.
Cisco 3945 series dugc cau hinh dé ho
tro CUBE (Cisco Unified Border
Element) cung cap chuic nang diéu
khién cudc goi cing v4i moét CUCM
tai tru s& cong ty. Chiic nang SRST
cing da duoc kich hoat tai Cisco 3945
trong truong hop két néi véi trung
tam CUCM bi su c6. Truy cap local
PSTN dudc cung cap béi duéng SIP
trunk vdi mang dién thoai dia
phuong. Vung dua vao Firewall, Cisco
|OS IP va Cisco WAAS ciing duoc kich
hoat tai router.

Lién két tham khdo: http://ciscorouter-
switch.over-blog.com/article-cis-

co-branch-routers-series-platform-116
732627.html

[Ngudi dich: Nguyen Hoang Nhon (ting vién
lop GV AIT0)]
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Vay la ngay 20/11 nra lai vé, dang nghi
ngoi bang qua t6i chot nghe bai hat
"Nguai thay’, 16i bai hat nhu tiéng long
cla ai dé tir mot noi nao xa lam vong vé.
Téi da lang nghe bai hat d6 véi mét cam
xuc la, mot néi niém. Sau nhing gid
buon trai vdi cudc séng bon bé lo toan,
giai diéu bai hat va tam hon t6i nhu hoa
lam mot. Trong moét phat nao do toi
quén di thuc tai va tr¢ vé vdi nhiing
ngay xa xua ay. Cai ngay bén mai trudng
voi thay c6 ban be. Ki dc nhu mot cudn
phim quay nguoc, ki niém cling giéng
nhu nhing phim dan - khi cham tay
vao, am thanh sé ngan lén, nhung
khong phai lac nao cling tuyét voi, ma
c6 cai hay cai d&, cai mudn nhdé, cai lai
muén xéa di. Nhung du hay du d& con
tly thudc vao cdm nghi cdia moi nguoi.

Ngay ay, thay c6 bao toéi hién, ban bé
bédo t6i ngdé nhung du la gi thi téi cing
vui v&i nhifng cai tén, biét danh ma ban
bé gan cho. V@i tu céch la phé hoc tap,
tuy khéng gay bat man cho ban beé
nhung clng c6 vai tén ca biet trong l6p
khéng thich méi khi téi ghi tén vao s6
theo déi. C6 lan may tén ay canh luc toi
thuong di vé sinh da gai mot thung
nudc vdi canh ctia nha vé sinh. Nhung
khong may hém ay, thay chd nhiém gap

" HOA HONG SONG BANG Gi?

C6 giao hdm nay mac ao mdi, trén

~ nguc théu hoa hong. Thay cac hoc
sinh cham chu nhin, ¢6 gido rat vui,

hoi: Thé cdc em ¢6 biét hoa héng séng

~ bdng gi ko?

Véva tra |6i: Thua c6 bdng sta a!

. Cb gido do mat dudi Véva ra ding

hanh lang. Thay hiéu trudng di ngang
thay Vova vat va & ay, héi dau dudi su
tinh réi néi: Véva em nhdm roi, hoa
héng séng bédng phédn va nudc tiéu!

- Vova lam bam: Em ddu biét ré no dai

dén thé
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t6i ban mot so viéc hoc tap cua lép,
roi thay cung téi di vé sinh, toi
nhudng thay vao trudc va cudi
cung ca thung nudc da doé lén
ngudi thay. Téi mat chir “o", miéng
ch “a” nhin cd ngudi thay udc
nhem. Téi nghiép thay khéng biét
lam sao ma lén van phong, thay lai
la giao vién mdi ra trudng via nhan
cong tac chu nhiém Iép t6i vay ma
xay ra chuyén that kho xd. Nhin
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dé truyen thu cho ching ta. Mai
toc thay c6 da diem bac theo
thai gian. Nhu mét nghich licia
doi ngudi, tudi dgi clia thay co
ngan lai theo tiing vién phan
trang dé tri thic cua hoc tro
cang day lén thém.Thay c6 da
chap canh cho uéc mo cla
chiing ta bay cao. Thé ma, cé ai
lan vé tham I&p ch truong xua
dé tham lai nhiing nguoi da hy

mat thay ma toi thay thuong va  Céainhdchdng bao ki niém ém dém thdm duom tinh théy tro? sinh tam huyét giip ching ta

gian trd nghich ay clia ban bé. Téi

cu nghi hém sau sé co chuyén, con

dam ban sau tro ay tuy co so va that
vong vi toi khéng bi nan nhung thich
thu vi ngudi dy la thay chd nhiém. Budi
sinh hoat |Gp, mo6i nguai mot tam trang
vi hau nhu ca I6p déu biét chuyén, nir thi
liéc dam ban pha phach trach “vé y
thic’, nam thi cé ngudi thuong thay, cé
ngudi binh than, riéng nhom pha phach
kia lai t& ra nhu khéng co gi. Thay vao,
van sinh hoat binh thuong va tiét sinh
hoat qua di trong héi hép ché doi cla
moi ngudi nhung tat ca khéng nhu moi
ngudi nghi, thay van binh thudng. Sau
nay tdi mdi biét, toi dé thay da gap riéng
cac ban ay nhung t6i cing khéng biét
thay da noi gi ma trd vé sau cac ban ay
da giam va hau nhu khéng con nhiing
trd nghich pha vaéi thay ¢é va ca téi nla.
Sau nay, moi lan vé tham thay téi déu
héi nhung thay chi cuoi cuoi va nhin tam
anh tap thé I6p ma anh mat thay anh lén
mot niém vui kho ta.

Chang bu cho cudc séng ngay nay, tur

(Anh minh hoa)

nhirng chuyén ban mua ca tinh cam, tri
tué thay khong ra thay, tro khong ra tro.
T6i chgt nhé dén nhimng ngudi thay cla
minh, nhitng ngudi nghiém khac nhung
day tinh ngudi da hudng ching téi -
nhing difa hoc tro dén bén ba tri thiic.
Khoéng phai tu nhién ma ngudi ta ¢é cau
“nhat quy, nhi ma, thi ba hoc trd". Hoc
trd la Ita tudi hon nhién, trong sang
nhat va c6 thé noi pha phach nhat. Ai da
tiing di qua tudi hoc trd ma khong “ghi
dau” vai trd nghich véi thay c6, va mudn
van nhiing tro tinh quai khac ma chi cé
hoc trd mdi nghi ra dugc. Nhing tro
nghich ngom va tudi hoc tro tuoi dep sé
la mét ki niém ctia méi ngudi mang theo
trong suét cudc doi.

Thé day cac ban a. Thay c6 chung ta nhu
nhing ngudi dua do dua chung ta dén
bén b& cha tri thuc, dén dinh cao clia su
thanh dat nhung dau phai ai ciing nhd.
Thay c6 van thuc tring dém dé co dugc
nhlng trang gido an, nhiing kién thuc

thanh ngudi hiu ich? Co ai nho
chang bao ki niém ém dém
tham duom tinh thay tro?

Mac cho cudc song bon ba, thay co
van mot dai cheo do dua tling lop hoc
sinh qua bén b tri thic. Ngay lai
ngay, ngugi thay van cam cui nam
vling tay chéo, chi sg hoc sinh cua
minh lac |6i trén duéng ddi ¢ lam bao
tap, chdng gai. Anh ndng mat troi cusi
ngay roi sé tat, dong séng dén con do
roi cling sé ré sang mot hudng khac.

Nhung viéc day ngudi lam sau ré |
duac, gan bé doi ngudi bang mot 161
di chung. Cao ca thay tam long nguoi
thay, lan 16i ché ngudi qua bao tap
phong ba cap bd hanh phtic. Pén noi
ro6i mét nu cudi dong mai roi lang lé
quay vé lai tiép nhiing chuyén do sau.
Cau chuyén nam xua nhung mai dén
bay gi& téi mdi hiéu, thay oi - nguoi
dua do vidai. Con dén véicuocdoitl
su hy sinh tham lang ay trén chuyén
do clia thay ché nang yéu thuong.

[suu tam] |

[... tiép theo trang 8]

hoac dua ra mot cach tra i khéo léo:
“hinh nhu t6i khéng hop véi phong
cach nay, t6i thdy khéng thich lam.. "
S dung anh mat khi giao tiép:

- Khi ndi chuyén, hay nhin thang vao
ngudi déi dién, song dung nhin cham
cham. Thinh thoang hay dua mat nhin
pham vi xung quanh ho dé giam tai
cang thang cho ca hai.

- Khéng dao mat lién héi, nhin xéo
sang mot ngudi trong khi noi chuyén
véi ngudi khac nira.

- Khoéng da long nheo véi ngudi
khac gidi, trir khi do chi la cr chi hai

hudc ban tao ra cho moi ngudi vui ve.
- Khéng hudng mat nhin xudng
chan: ngudi bi quan, thiéu tu tin, ké
pham téi thudng cé cir chi nay, do do
nd gay ra nhirng cam gidc khong hay &
ngudi doi dién.

- Du noi chuyén véi mét ngudi I6n
tudi hay nhé tudi, ban cling dirng nén
nhin vao khuyét diém trén than thé
cla ho. DU ban khéng c6 y nhung déi
khi anh mat ca ban lai ggi lén nhiing
y nghi tiéu cuc dau ho.

- Khi nh& va ai do, trong khi ch& ho
ra quyét dinh, khéng nén nhin cham
cham vao ho. Vo tinh anh mat cta ban
lai tao ap luc bat ho phai dong y giup

d& ban. Khi an com, khéng nhin nguai
khac gap thic an vi ban sé khién ho
lung tung.

- Tranh dé cho nguoi déi dién thay
ban khoc, béi ban sé khién ho rat kho
xU, di ho cé phai la ngudi khién cho
ban khoc hay khéng.

Xem ra ddy chua phdi la tdat cd cdc
nguyén tdac giao tiép ung xu ban cdan
ndm, nhung it nhdt, ban cing sé hoc
dugc cdch giao tiép tét hon bdng viéc
tudn tha cdc nquyén tdc nay ddy. Chuc
ban thanh céng nhé!

[suu tam] |
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(Trich dan ti sach VnPro)

cruona s: ANTEN VA CAC THIET BI PHU TRO

Anten thudng duac st dung dé lam tang viing pht séng clia
mang WLAN, nhung viéc chon lua anten thich hop cang ¢6
thé lam tang tinh an toan cho mang khéng day. Chon lua
anten mét cach ding dan, cai dat anten & nhing vi tri thich
hop ¢6 thé lam giam viéc ro ri tin hiéu ra khéi viing lam viéc
va lam cho viéc ngan chan tin hiéu cing cuc ky khoé khan. Vi
thé chiing ta sé thao ludn vé dang phat séng cla cac loai
anten khac nhau va anh huéng cta vi tri anten dén muic dé
nhan tin hiéu.

Anten ¢6 3 loai chinh dugc st dung trong WLAN gém: Pang
huéng (Omni-directional), ban dinh hudng (semi-directional)
va dinh huéng cao (highly-directional). Chung ta sé thao luan
cac thudc tinh clda cac loai anten trén cing nhu nhiing
phuong thtic thich hop dé cai dat méi loai anten. Chuing ta
cling sé thao luan vé su phan cuc, hinh dang viing pht séng,
cach sirdung va chi ra nhiéu thanh phan khac nhau duoc st
dung dé két noi anten véi cac phan ciing WLAN khac.

Nguoén dién qua Ethernet PoE (Power over Ethernet) da trd
thanh mét tinh nang quan trong trong cac san pham WLAN
hién nay. Vi thé chiling ta cting sé thao ludn vé né cing nhu
nhiing kiéu thiét bi khac nhau duoc sit dung dé phan phoi
nguén dién dén cac thiét bi cé kha nang PoE.

. ANTENVOTUYEN

Anten vo tuyén la mét thiét bi duoc sir dung dé chuyén doi
tin hiéu tan sé cao (RF) trén dudng truyén dan (cap) sang
dang séng dé phat vao khéng khi. Trudng dién tir phat ra tir
anten dugc goi la chum (beams) hay bup (lobes). Cé 3 loai
anten chinh:

* Pang huéng - Omni-directional.
= Ban dinh huéng - Semi-directional.
= Pinh huéng cao - Highly-directional.

Mai loai cd nhiéu kiéu anten khac nhau, méi kiéu cé dac
diém vé séng vo tuyén va cach sif dung khac nhau. Khi dé
khuéch dai (gain) ctia anten tang lén thi viing bao pht cla
anten sé rong lén hon.

1. Anten dang huéng - Dipole

Loai anten WLAN phé bién nhat la Dipole. Cé thiét ké don
gian, anten Dipole la mét thiét bi chuan trén hau hét cac AP.
Dipole chinh la anten dang huéng bdi vi ching phat ra
nang luong moét cach déu nhau theo moi huéng xung
guanh truc cta no. Anten dinh huéng (directional) tap trung
nang lugng cua chung tao thanh moét hinh ndn dugc goi la
chum (beam). Dipole c6 thanh phan phat séng chi dai 2,54
cm thuc hién chifc nang tuong tu nhu anten tai tho ¢ TV.

\/ﬁrd B

Anten dipole dugc sir dung trong WLAN c6 kich thudc nho
hon nhiéu bdi vi pho tan sé cia WLAN la 2,4 GHz thay vi 100
MHz nhu ctia TV. Khi tan sé cao hon thi budc song va anten
tréd nén nho hon.

Hinh 5.1 cho thay nang luong phat ra cta dipole duoc tap
trung tao thanh mét viang trong nhu mét chiéc banh ran. Tin
hiéu tir anten dang huéng phat ra 360 d6 theo chiéu ngang.
Néu nhu moét anten phat ra theo moi huéng bang nhau (tao
thanh mét hinh cau) thi né duoc goi la anten buic xa dang
huéng (isotropic). Mat trdi chinh |a mét vi du dién hinh cuia
buic xa dang huéng. Chiing ta khéng thé tao ra mét anten
buic xa dang hudéng, né chi la mét ly thuyét tham khao cho
anten. Trén thuc té thi tat ca cac loai anten cé méot do khuéch
dai nao dé so véi buic xa dang hudng. D6 khuéch dai cang
|én thi hinh dang banh ran sé cang bi ép lai cho dén ltic né
giéng nhu la mot chiéc banh
dep. Bay chinh la truéng hop
clia anten ¢6 d6 khuéch dai
cuc ky cao.

Hinh 5.1: Dang buc xa hinh bdnh
ran cua anten Dipole

Dipole btic xa moét cach déng déu theo moi huéng xung
guanh truc cta nd, nhung lai khéng buic xa doc theo chiéu
dai ctia chinh né, vi thé da tao nén hinh banh ran. Néu chiing
ta nhin tr bén canh hinh dang phat séng cua dipole nhu
trong hinh 5.2 thi chiing ta sé thay mét hinh s6 8.

Hinh 5.2: Anten Dipole
nhin tirbén canh

Néu anten dipole duoc dat & trung tam clia mot tang (trong
nha c¢é nhiéu tang) thi nang lugng cia ching sé ducc phat ra
doc theo chiéu dai ctia tang dé va mét phan dang ké sé phat
lén tang & trén va tang bén dudi.

Hinh 5.3: Anten ddng hudng
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Hinh 5.4: Ving pht séng ctda anten ddng huting

i 1 i bl Hhin i indin dinh

S

Hinh 5.4: Ving phti séng clia anten ddng hudng cé dé khuéch dai cao

Hhin & trdn dish

M ar i bl

S

Anten dang hudng cé do khuéch dai cao thi sé co ving phl
séng theo chiéu ngang nhiéu hon nhung viing bao pht
theo chiéu doc thi lai bi giam. Déc diém nay co thé dugc xem
nhu la mét yéu té quan trong khi cai dat mot anten c6 do
khuéch dai cao & trong nha (trén tran nha). Néu nhu tran nha
quéa cao thi viing bao pht c6 thé khéng thé phi dén nén
nha, ngi ma ngudi dung thudng hay lam viéc.

Cdch su'dung
Hinh 5.6: Két ndi diém-da diém

i‘ 'l.-’ung bao phi déng hwéng

Anten dang hudng dugc st dung khi ¢6 nhu cdu bao phtl
xung quanh theo moi hudng cla truc ngang cua anten.
Anten dang hudng la hiéu qua nhat trong moi trudng can
vung bao phu rdng l6n xung quanh diém trung tam. Vidu, dat
mot anten dang hudng & gitta mot phong réng sé cho viing
bao pht tot nhat. Anten ddang huéng thudng dugc sif dung
trong thiét k& diém-da diém vdi md hinh mang
hub-n-spoke'", Khi sir dung ngoai trési, anten dang hudng nén
duoc dat trén dinh cia mét toa nha ndm & gilra ving bao ph.
Vi du, trong khuén vién ciia mét trudng dai hoc thi anten co
thé dugc dat & trung tam cla truong dé cé ving bao pht I6n
nhat. Khi strdung trong nha, anten nén dugc dét & gitra nha (&
tran nha) hay gita viing bao pht mong muén dé cé viing bao
pht t6i uu. Anten dang hudng phét ra mot viing bao phu
rong lon theo dang hinh tron va rat thich hop cho cac moi
trudng nhu nha kho, trung tam trién lam,... noi thudng cé
vung bao phu tir goc nay sang goc khac cua toa nha.

2. Anten ban dinh hudng

Anten ban dinh hudng c6 nhiéu kiéu va hinh dang khac
nhau. Mot s6 kiéu anten ban dinh hudng thuong duoc si
dung trong WLAN gom: Patch, Panel va Yagi. Tat ca cac loai
anten nay thuong c6 dang phang va dugc thiét ké dé treo

T o
Jaﬂh_!_b \ur
lén tueing. Mai kiéu c6 dac diém bao phl khac nhau.

Hinh 5.7: Anten ban dinh huéng

C> o™ 3

Cac kiéu anten nay tap trung nang luong ti bé phat séng
clia chung theo moét huéng nao dé thay vi phat déu theo
moi huéng nhu trong anten dang huéng. Anten ban dinh
huéng thudng cé viing bao pha hinh bén cau hay hinh tru.

Hinh 5.8: Vang phu séng cua anten ban dinh hudng

Anten ban djnh hudmg Patch Anten ban dinh hedng Yagi

Cdch strdung

Anten ban dinh huéng rat ly tuéng cho viéc két néi & khoang
cach ngan va trung binh. Vi du, hai tdéa nha nam cach nhau 1
con dudng can chia sé két ndi mang vai nhau chinh la mét
trudng hop tét dé sir dung anten ban dinh hudng. G moi
trudng trong nha cé khéng gian rong lén, néu nhu bd phat
tin hiéu phai dat & géc nha, & cudi toa nha, & hanh lang hay &
mot phong rong Ién thi anten semi-directional chinh la moét
su lua chon tét dé cung cap viung bao ph thich hop.

Nhiéu khi, trong suét qua trinh khao sat trong nha, cac ky su
thuéing nghi dén viéc lam thé nao dé xac dinh vi tri dat anten
dang huéng tét nhat. Trong mét sé trudng hop, anten ban
dinh huéng cung cap ciing mét ving bao phl nhu dang
huéng nén chiing cé thé loai bé nhu cau can phai cé nhiéu
AP trong toa nha. Vi du, & mét hanh lang dai, nhiéu AP véi
anten dang huéng co thé duoc st dung, nhung thay vao dé,
ta chi can 1 hay 2 AP véi anten ban dinh huéng duoc bo tri
thich hop sé tiét kiém duoc cho khach hang mét khoang tién
kha Ién. B6i khi anten ban dinh huéng c6 cac bup séng
(lobe) phét ra phia sau va bén canh nén néu sif dung mét
cach hiéu qua sé giam viéc phai mua thém AP mdi.

Hinh 5.9: Két néi diém-diém strdung anten bdn dinh huéng

[P. Gidng Vién VnPro]
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