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Cisco ASA CX-Thé hé Firewall méi danh
cho maoi truong mang doanh nghiép

Hau hét tat ca cac ing dung ngay nay déu cé xu hudng
dugc thuc thi bang phuaong thiic HTTP théng qua cac tng
dung truy cap web st dung port 80 von duoc mé trén hau
hét tat ca cac firewall. Chinh vi thé, dé cé thé phat hién cac
nguy cg tan cong tiém tang thi cac firewall can phai cac
kha nang nhan dién cac dau hién tan céng nam bén trong
giao thic HTTP chit khéng chi chan luu lugng thuan tay
dua trén chi co port hoac dia chi IP.

Cisco ASA CX duoc thiét ké dudi dang Security Services
Processor (SSP) module thudng dugc st dung trén dong
ASA 5585-X model. Pay la dong firewall dugc trang bi
12GB hoac 24GB bé nhé RAM, 600GB 6 dia ciing st dung
céng nghé RAID-1 va 8GB bé luu trir flash. D6i véi dong cap
thap thi thong luong “throughput” dat nguéng 2Gbps con
nhifng dong cap cao hon cé thé dat nguéng 5Gbps. Cac
thé hé firewall nay cé thé quét (scan) 1én dén 1000 loai ting
dung application va hén 75,000 “micro” application giup
nhan dién chi tiét xem liéu user dang nghe nhac tai iTunes
trén maoi truéng luu trir dam may hoac dang xem HD video
tai Youtube. ASA CX cling cé thé thu thap théng tin tir cac
thiét bi khac chang han nhu bd san pham Cisco Secure-X
portfolio. Cisco AnyConnect Secure VPN client cho phép
CX nhan dién nao khéng phai la HTTP ma cac thé hé trudc
do chua lam dugc. Thém vao do, Cisco Security Intelligence
Operation (SIO) Manager cé thé thu thap théng tin tir
nhiéu diém khac nhau trén hé théng mang gitip ngudi
quan tri cé mét cai nhin toan cdnh vé nhifng nguy co tat
cong co thé xay ra trén hé théng chang han nhu nguy co
tan cong zero-day attack hoac nguy co lay nhiém malware.

Mot trong nhiing dac
diém noi bat ctia ASA
CX la giao tiép ngudi
dung (user interface)
tuong Ung vai CX
module. Thay vi cau
hinh san pham bang
Java-based ADSM client hoac thdng qua giao dién dong
lénh CLI, Cisco quyét dinh nhiing mét ban Cisco Prime
Security Manager ho trg cho viéc quan ly CX module mét
cach dé dang hon.

Tuy nhién, thé hé CX
nay ciing c6 mot so i AR
han ché nhat dinh =0 00000
nhu trong lugng clia s
ching tuong doi

nang va gia thanh

cing kha dat dé. Cisco chdp nhan nhitng han ché nay
nham dam bao chac chan rang san pham c6 thé lam viéc
tot dudi dang mot module tinh hap trén cac thé hé ASA-X
series figgfvall cap thap.

ASA 5585 X with CX hardware module

]
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Cisco hop tac vdi Facebook dem dén cho
khach hang kha nang truy xuat nhanh cac
thong tin khuyén mai ctia cac doanh nghiép

Evergreen Brick

) Ll an EpOFTR i A
' td6 chic cung

cap mang luéi
Facebook Wi-Fi
phéi hop vdéi
cong nghé Cisco
Connected
M o b ile
Experience
(CMX) dem dén
cho khach hang
nhiéu tién ich.

Viua qua, Cisco
tuyén bd ho
dang bat tay hop tac véi Facebook nham dem dén cho
doanh nghiép tién ich kiém soat doanh sé ban hang va
cung cap cac phuong thic quang cao, quang ba théng tin
khuyén mai dén khach hang théng qua mang ludi Wi-Fi
mién phi dugc tai tro bdi Facebook. Cong nghé Cisco
Connected Mobile Experience (CMX) phéi hop véi
Facebook Wi-Fi hién dang duac trién khai thif nghiém rong
rai trén hau hét cac clra tiém ban 1é, cac khach san, nha
hang va nhing diém céong cong khac. Cong nghé CMX
trén moi trudng Facebook Wi-Fi dem dén cho khach hang
nhiéu su trai nghiém véi phuong thiic truy cap don gian va
nhanh chéng khi truy cap Facebook théng qua hé thong
Wi-Fi, diéu nay dem dén cho doanh nghiép nhiéu co héi
két ndi téi khach hang han. CMX trén nén Facebook Wi-Fi
con dem dén cho cac doanh nghiép kiém soat duoc sé lan
khach hang tién hanh dang ky va sé luong “like” theo dé
clng gia tang dang ké doi vai trang Facebook Page cua ho,
tuong tac nhiéu véi khach hang gitp cho cac doanh
nghiép nam dugc théng tin can thiét dé cung cap cac san
pham c6 chat luong tot nhat va phu hop nhat.

Giai phap cong nghé CMX duagc trién khai théng qua mot
sO dong thiét bi nhu Catalyst 3650 access switch giup toi
uu thoi gian héi tu clia hé théng mang co6 day va tuong tac
téi véi méi trudng mang khéng day véi dong san pham
Aironet 3700 802.11ac wireless access point giup quan ly
mot s6 luong I6n cac thiét bi di dong. CMX trén nén
Facebook Wi-Fi dugc xay dung trén nén kién tric Unified
Access. Pé biét thém cac dong san pham cé thé duoc su
dung cho giai phap céng nghé trén, chiing ta cé thé tham
khao tai lién két sau day

http://blogs.cisco.com/?p=127131

[Nguai dich: Bui Quéc Ky
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TU VAN NGHE NGHIEP
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KY NANG LAP KE HOACH, CHiA KHOA THANH CONG

Trong hoat déng cta :
doanh nghiép, bdt ky pe L= f":@
vi tri ndo tur gidm doc
diéu hanh dén cdc
truéng phong, qudn .
déc hay té trudng ky 5.
nang xdy dung ké / J
hoach la rat can thiét.

Mét ké hoach duoic chudn bi ki luéng va duoc cdp nhdt, chinh
stra thudng xuyén sé gitip ho cé nhitng bu'dc di cu thé va ddnh

gid duoc chédt luong cdc céng viéc ciia minh va doanh nghiép.

I. KEHOACH LA Gi?

Ké hoach la moét tap hgp nhiing hoat déng dugc sap xép
theo lich trinh, c6 thai han, nguén luc, an dinh nhirtng muc
tiéu cu thé va xac dinh bién phap tét nhat... dé thuc hién
mot muc tiéu cudi cung da dugc dé ra. Khi ban lap dugc ké
hoach thi tu duy quan ly ctia ban sé c6 hé théng hon dé cé
thé tién liéu dugc cac tinh huéng sap xay ra. Ban sé phai hap
dugc moi nguén luc cta ca nhan, t6 chic dé tao nén mot
stic manh téng hop, ¢6 thé gitr viing “mai tién cong” vao
muc tiéu cudi cung minh muén huéng dén. Bén canh dé,
ban ctng sé dé dang kiém tra, giam sat hiéu qua thuc hién
du an ctua minh.

Il. CACH VIET MOT BAN KE HOACH

Pé lap dugc mot ban ké hoach chitiét, cu thé va khoa hoc, ban

c6 thé dung phuong phap 5W1H2C bao gom cac yéu té sau:

- Xac dinh muc tiéu, yéu cau cdng viéc TW (why)

- Xac dinh ndi dung céng viéc 1TW (what)

- Xacdinh 3W (where, when, who)

- Xac dinh cach thirc thuc hién 1H (how)

- Xac dinh phuong phap kiém soéat va kiém tra 2C (control,
check)

- Xac dinh nguon luc thuc hién 5M (man, money, material,
machine va method)

1. Xac dinh muc tiéu, yéu cau (Why)

Khi phai lam mét cong viéc, diéu dau tién ma ban can phai

tu hdi minh la:

Tai sao t6i phai lam céng viéc nay?

N6 ¢6 y nghia nhu thé nao vdi té chiic, bd phén cla téi?

Hau qua gi néu toi khong thuc hién ching?

Khi ban thuc hién mét céng viéc thi diéu dau tién ban nén

xem xét doé chin la why v6i néi dung nhu trén. Khi xéc dinh

duogc yéu cau, muc tiéu thi ban sé luén huéng trong tam cac

cdng viéc vao muc tiéu va danh gia hiéu qua cudi cing.

2. Xac dinh ndi dung cong viéc (What)

-  WHAT: (cai gi?) N6i dung cong viéc do la gi?

- Hay chi ra cac budc dé thuc hién cong viéc do.

- Ban hay chéc rang, budc sau la su phat trién ctia budc trude.

3. Xacdinh 3W

- WHERE: (& dau?) c6 thé bao gom cac cau hoi sau:

+ Cbng viéc do thuc hién tai dau ?

+ Giao hang tai dia diém nao ?

+ Kiém tra tai bo phan nao ?

+ Thd nghiém nhiing cong doan nao 7 v.v...

- WHEN: (khi nao?) Cong viéc do thuc hién khi nao, khi nao
thi giao, khi nao két thuc...

+ Dé xac dinh dugc thai han phai lam céng viéc, ban can
xac dinh dugc mic dé khan cap va muic do quan trong
cua ting cong viéc.

+ C6 4 loai cdng viéc khac nhau: cong viéc quan trong va
khdn cap, cong viéc khéng quan trong nhung khan
cap, cong viéc quan trong nhung khéng khan cap,
cong viéc khéng quan trong va khong khan cap. Ban
phai thuc hién céng viéc quan trong va khan cap trudc.

- WHO: (ai?) bao goém céc khia canh sau:

+ Ailam viéc dé

+ Aikiém tra

+ Aihétro

+ Ai chiu trach nhiém,...

4, Xac dinh cach thuc thuc hién (How)

HOW: (nhu thé nao?) né bao gém céac ndi dung:

- Tai liéu huéng dan thuc hién la gi (cach thic thuc hién
tiing cong viéc)?

- Tiéu chuan la gi?

- Néu cé may mac thi cach thic van hanh nhu thé nao?

5. Xac dinh phuong phap kiém soat (Control)

Cach thurc kiém soat (CONTROL) sé lién quan dén:

- Cong viéc dé co dac tinh gi?

- Lam thé nao dé do ludng déc tinh d6?

- Do ludng bang dung cu, may maéc nhu thé nao?

- C6 bao nhiéu diém kiém soét va diém kiém soét trong yéu.

6. Xac dinh phuong phap kiém tra (Check)

Phuong phap kiém tra (CHECK) lién quan dén cac néi

dung sau:

- €0 nhiing budc cong viéc nao can phai kiém tra. Thong
thuong thi cé bao nhiéu céng viéc thi cling can so6 luong
tuong tu cac budc phai kiém tra.

- Tan suat kiém tra nhu thé nao? Viéc kiém tra dé thuc hién
1 1an hay thudng xuyén (néu vay thi bao lau moét 1an?).

- Aitién hanh kiém tra?

- Nhiing diém kiém tra nao la trong yéu?

- Trong t6 chiic ctia ban khéng thé cé day di cac nguon
luc dé tién hanh kiém tra hét tat ca cac cong doan, do vay
chiing ta chitién hanh kiém tra nhimng diém trong yéu.

- Diém kiém tra trong yéu tuan theo nguyén tac Pareto
(20/80), tifc la nhimng diém kiém tra nay chi chiém 20% s6
lugng nhung chiém dén 80% khéi lugng sai st

2 VYnPro
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Cau hinh quicv-Based Hogting (PBR) vai IP SLA
Tracking de tu dong chuyen huong luu luong

Gidi thiéu tong quan vé Policy-Based Routing

Policy-Based Routing (PBR) la mét tinh nang kha pho bién
trén cac Cisco router, né cho phép thiét lap cac chinh sach
dé diéu huéng luu luong tuy y trén dudng du phong cla ha
tang mang. Policy-Based Routing c6 thé duac st dung dé
danh dau luu luong tuy theo muc uu tién cla luu luong
trong van dé QoS roi gui téi cac dich dén tuy y khac nhau
hoac trén cac cong vat ly khac biét nhau tai router.

Viéc phan loai luu luong cé thé dugc thuc hién dua vao
Access-Control List (ACL) st dung standard, extended hoac
named access list.

Sau khi luu lugng da duoc phan loai béi ACL, router sé tién
hanh cac thao tac thiét lap ‘set’ tiy y muc dich cta ngudi
quan tri Administrator. Chiic nang ‘set’sé bao cho router biét
nén gui luu luong téi gateway nao, hoac drop bo, hoac phan
quyén uu tién cua luu lugng dé.

Policy-Based Routing két hop véi IP SLA gitp giam sat
tién trinh tu dong chuyén sang dudng du phong
(Monitoring for Automatic Fail-over)

Trong khuén khoé bai viét nay, chiing ta sé tim hiéu cach
thiic st dung Policy-Based Routing dé phan loai luu luong,
chang han nhu luu luong http, va sau d6 chuyén huéng téi
web proxy (sif dung Linux Squid) dé moi luu luong web
traffic trén hé théng sé duac tu déng loc theo chinh sach tai
proxy nay.

Trong so d6 thiét lap nay thi tat ca nqudi dung mang sé
khéng biét cé su ton tai ctia proxy vi ho khéng can phai cau
hinh théng tin proxy tai web browser tai may tinh cuc bo. Tat
ca luu luong ngudi dung sé duoc chuyén huéng téi gateway
(Cisco ASA Firewall) va sau dé dén duoc router R1.

R1

IF SLA Monltoring

.
I Ivternel Router

e

I I." |||I|_| irattic ]

I | redirectior Rz

|

©

Firewall

.
[

LAN :
MNetwork J
|_ IF

— rsﬁ 5511_ - =<

Router R1 sé duoc cau hinh Policy-Based Routing dé danh
dau luu luong http traffic réi sau dé tién hanh chiic nang ‘set’
dé chuyén huéng luu lugng téi Linux proxy tai dia chi IP
192.168.150.2.

Linux proxy sé tién hanh kiém tra luu lugng réi forward di
Internet théng qua R2 router.

%PJ 0

Pé thuc hién giai phap trén, ta tién hanh thiét lap IP SLA
tracking dé R1 van sé tiép tuc giam sat luu luong gui toi
Linux proxy va néu router R1 mat két ndi téi Linux proxy, IP
SLA & Policy-Based Routing sé két thuc tién trinh chuyén
hudng luu lugng http traffic tGi Linux proxy ma forward truc
tiép di Internet théng qua R2.

LAN 5

Network .@'

T

Giai phap cho tinh huéng nay la két hop Policy-Based
Routing véi IP SLA tracking dé dat ducc mét sd muc tiéu sau:

«  Tudoéng chuyén hudng luu luong (http) téi Linux Proxy.

. Trién khai web proxy trong suét tdi tat cd ngudi sir dung.

« Tu débng chuyén huéng sang duong du phong
(Automatic failover) trong trudng hop proxy gap su ¢o
véi thai gian “downtime” gan nhu bang khéng.

- Tién tuc gidam sat proxy sau khi bi su ¢é va tu déng

chuyén huéng lai luu lugng néu proxy khéng phuc trd lai.

Phuong thifc cau hinh IP SLA Tracking

Budc dau tién la cau hinh IP SLA tracking tai R1 router dé
giam sat két ndi téi Linux proxy, néu két ndi téi Linux proxy
gap su ¢, R1 sé két thuc qua trinh chuyén huéng luu luong
http traffic t&i proxy nay:

Ri{config)#ipsla 1

R1{config-ip-sla)# icmp-echo 192.168.150.2
R1(config-ip-sla)# frequency 4

R1(config-ip-sla)# timeout 2000

R1(config-ip-sla)# threshold 100

R1(config-ip-sla)# ip sla schedule 1 life forever start-time now

V6i cdu hinh trén, R1 sé tién hanh gui nhiing goéi tin tham do
IP SLA probe ta&i Linux proxy.

Thong diép ICMP Echo probe sé gui thong tin ICMP Echo
(ping) packet t&i IP 192.168.150.2 cit moi 4 giay mot lan
tuong Uing véi tham sé trong cau lénh frequency.

Timeout 2000 (milliseconds) chi dinh khoang thai gian (don
vi milli-giay) ma Cisco 10S IP SLA sé phai dgi trude khi nhan
dugc théng diép hoi dap “response”.

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com

Threshold thiét lap nguéng thdi gian ma thiét bi sé tuong
tac vdi su co phat sinh nhu luu trr théng tin su c6 phat sinh
trong sudt tién trinh hoat dong ctia Cisco 10S IP SLA.

Sau khi dinh nghia xong IP SLA operation, ching ta tién
hanh dinh nghia ti€p mot object dé tién hanh track cac
thong diép tham do SLA probe:

R1(config)# track 1 ip sla 1 reachability

Cau lénh trén sé tién hanh track trang thai (state) cha tién
trinh IP SLA operation. Néu R1 khéng nhan duoc bat ky
thong diép “ping response” nao tu monitored IP address
(192.168.150.2), tién trinh track sé tra vé két qua "down"va sé
trd vé trang thdi “up” trd lai néu IP SLA operation bat dau
nhan lai cac thong diép “ping response”trd lai.

Pé kiém tra trang thai ctia tién trinh track, ta co thé str dung
cau lénh “show track” command nhu minh hoa bén dudi:

R1# show track 1
Track 1
IP SLA 1 reachability
Reachability is Up
30 changes, last change 1d08h
Latest operation return code: OK
Latest RTT (millisecs) 1
Tracked by:
ROUTE-MAPQ

NoOi dung hién thi cla cau lénh trén cho thay trang thai
tracked object dang & trang théi UP va thdi gian hoi dap
(response time) 1a Tms. Néu dé y ky, ta sé thay trang thai
cua tién trinh “track” da thay d6i 30 lan va lan thay ddi cudi
cung la cach day 1 ngay va 8 gio. Thong tin nay dac biét
hru dung trong suét tién trinh khac phuc su cé hé théng
mang phat sinh.

Cau hinh Policy-Based Routing dé chuyén hudng luu
lugng chi dinh - Redirect Selected (http) Traffic

Mot khi két qué cha IP SLA dang & trang thai up ta c6 thé
trién khai cho PBR chuyén hudng (redirect) luu lugng
http traffic.

Pau tién, ching ta sé st dung Access-Control List dé lua
chon luu lugng nao ma chung ta muén chuyén huéng. PBR
khong han ché vé loai hinh ACL nao c¢6 thé duoc st dung
nén chuing ta c6 thé sit dung IP named ACL, standard ACL,
extended ACL, time-based ACL va cac loai tuong Ung.

R1(config)# ip access-list extended http-traffic
R1(config)# permit tcp 192.168.5.0 0.0.0.255 any eq www

Trong vi du trén thi tat ca luu luong tir 192.168.5.0 network
gui di Internet (any) sé duoc lua chon dé chuyén hudéng.
Tiép dén, ta sé st dung route-map két hop vdi ACL da dinh
nghia dé chuyén hudng luu luong tai R1 téi Linux proxy:

| '
| iy | |
Y " L

R1(config)# route-map linux-proxy permit 1
R1(config-route-map)# match ip address http-traffic

R1(config-route-map)# set ip next-hop verify-availability
192.168.150.2 1 track 1

Néu tracked object thanh céng (IP SLA tra vé két qua UP),
policy-based sé tién hanh chuyén hudng luu lugng. Néu
tracked object khong thanh céng (IP SLA trad vé két qua
down) thi policy-based sé két thuic tién trinh chuyén hudng
luu lugng.

Ap Policy-Based Route 1én céng giao tiép

R1(config)# interface Vlan1
R1(config-int)# ip policy route-map linux-proxy

Trong vi du nay thi cdng giao tiép VLAN1 tai R1 két néi truc
tiép téi phan doan mang 192.168.150.0/24 network.

Giam sat thong tin théong ké Route-Map & IP SLA Statistic

Giam sat thong tin Route-Map & IP SLA Statistic sé giup
ching ta kiém tra tién trinh chuyén huong luu luong da
duoc xudng sé hay chua va gitp nhan dién cac su cod phat
sinh co thé xay ra trén hé théng.

R1# show route-map
route-map linux-proxy, permit, sequence 1
Match clauses:
ip address (access-lists): http-traffic
Set clauses:
ip next-hop verify-availability 192.168.150.10 1 track 1 [up]
Policy routing matches: 3864291 packets, 511957007 bytes

Théng tin hién thi cho thay tién trinh track dang & trang thai
reachable (up) va R1 da chuyén huéng dugc 510MB luu
lurong téi Linux proxy!

Tiép theo, cau lénh show IP SLA statistics command cung
cap nhiéu théng tin hiu dung hon dé kiém tra object
tracking cé dang hoat dong diing dan hay chua va tién trinh
tracked host c6 dang & trang thai up hay khénag:

R1# show ip sla statistics
IPSLAs Latest Operation Statistics

IPSLA operationid: 1

Latest RTT: 1 milliseconds

Latest operation start time: *21:36:47.855 UTC Tue Apr 3 2012
Latest operation return code: OK

Number of successes: 16

Number of failures: 0

Operation time to live: Forever

[Nguai dich: Bui Quéc Ky]

%PJ @
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hoc, do la diéu téi quan tam nhdt khi tham o R e I R e
ngoai cu¢c soéng thay clng rat de gan gai, luén ho

tro cdc ban trong I6p khi khéng hiéu bdt cu vén dé
gi lién quan dén coéng viéc. Minh nhan thdy do la
tinh hinh chung cta cdc thay tai VnPro: Hét long vi
hoc vién, luén vui vé, luén lang nghe, luén giai ddp
cdc thdc mdc cua hoc vién. Day cing la mot diéu
hiém c6 trung tam ndo dat duoc.

gia cdc khoa hoc. i y
T — o - Anh Nguyén Vin Quy - Céng Ty TNHH
B o o ) Vi Tinh Nguyén Kim: Khi minh chudn bi
' ~ tham gia khéa hoc minh da tim hiéu kha
ky vé cdc trung tam chuyén ddo tao
mang Cisco ( théng qua ban bé, dién
dan ..) va duoc biét VnPro la mét trong
nhiing Trung Tam c6 uy tin trong viéc dao

Anh Tir Lé Khuong - Céng Ty Nén Tang:
VnPro la trung tédm dao tao vé Cisco rdt

tét, & ddy toi cam nhan duoc su tan tam
gidng day va gitp d& hoc vién nhiét tinh |
ctia cdc Thdy. Ngoai ra VnPro con cung

cdp cho t6i mot méi truong thuc hanh rdt

Anh Bdng Thanh Tang - Céng Ty Vién
Théng Lién Tinh VTN = 2: Vé chuong trinh
CCNP ctia VinPro theo sdt chuong trinh
chudn cua Cisco, ly thuyét va thuc hanh
LAB déu tét. Cdc gidng vién déu rdt nhiét

Néu co diéu kién minh sé tiép tuc theo hoc tai VnPro

tinh.C6 I& diéu tdm ddc nhét & VnPro la tao Cisco va that tinh minh da nhan thdy duoc t6t vGi trang thiét bi hién dai dat tiéu chudn s dé cung c6 thém kién thic trong kho tang kién thic
sau khi két thic khéa hoc bén canh kién thiic diéu nay khi theo hoc khodng 1 thdng nay, véi su qudc té. D6 chinh la nhing ly do khién téi chon ; cua linh vuc két noi mang.

hitu ich ma minh tiép thu dudc thi tinh doan két gidng day nhiét tinh cda thay phu trdch, tai liéu VinPro lam noi trau doi kién thiic nhdm phucvu tét Kinh chic trung tam VnPro ngdy cang phdt trién,
gita thdy tro réit tuyét voi. dugc bién soan mot cdch ky thudt, ro rang, hoc di hon niia cho céng viéc hién tai cua téi. i luén manh khée va thanh céng trong cudc séng.

doi véi hanh ( dugc tiép xic va lam viéc truc tiép voi
thiét bi that 100% Router & switch ).

Chuong trinh dao tao giang vién cta VnPro la mot
- trong nhiing chuang trinh yéu thich cda téi.

nPro
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GOC CLB DAN CISCO

Tu lam mét tdm thiép Giang sinh - nghe
thi cé vé to tat va ton nhiéu cong stic
nhiing thuc té thi day la mét cong viéc
kha don gian néu nhu cac ban van dung
dung cac meo nho ma chung toi sé dua
ra sap téi day. Vay bay gid ching ta hay
cung nhau xem xét cac budc lam thiép
Giang sinh doc dao nay nhé!!!

1. Lam thiép gidng sinh - Qua cdu 3D!!
Pon gian va phong cach, thich hop cho
moi Ia tudi: Cat 3 vong tron nhd (cho
moi qua cau) vdi nhitng dudng vién rang
cua réi gap doéi ching lai. Dinh nda vong
tron 1én tdm thiép (nhu trong hinh vé):
dinh nia bén phai cda vong tron tha 2,
dinh gdy cua vong tron thi 2 va nia bén
trdi cGia vong tron thu 3. Sir dung gidy
mau phéi hap sé khién tac pham clia ban
trd nén bat mat hon!.

I

MEERKY
ki -

2. Lam thiép néi (Pop-Up Card)

Thiép giang sinh ctia ban sé tr& nén kha
tha vi va sinh dong néu nhu ching bao
gom hai l&p. DudGi day la cac budc hudng
dan cach lam mot tam thiép noi.

Vé cac nét dut nét lién nhu trong hinh vé,
sau do dung kéo cat cac dudng nét lién,

1Pro

Gap t¢ gidy trang nhu trong hinh vé roi
dan vao tam bia cting

Chinh phén néi sao cho phti hop véi goc
canh ctia tam bia ciing

Sau dé ban 6 thé thda suic trang tri 1én
bé mat cla tam thiép.

4.Lam thiép giang sinh - Cay théng
Noel mau 1

Cay thong Noella  hinh tugng cb

dién trong ngay lé Giang sinh.
Dé lam thiép £ gidgng  sinh
hinh  cay /4% o\ thong noel,
tru6c tién, 4 L\ banségap
doi to bia [ - cling (voi
2  mau B khiac
F -
nhau - \\ trén
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Y tudng lam thiép Giang sinh cuc cool!

Ngay lé Gidng sinh dang dén gdn, ddy cling la thoi diém tuyét voi dé ban thé hién tinh cam yéu
thuong cua minh déi véi moi ngudi xung quanh. Nhirng ngudi ma ban cam thdy yéu quy sé thuc
su'cdm thdy dn tuong va cam déng trudc nhitng tém thiép tu'lam - nhirng tdm thiép ma ban phai
toén rdt nhiéu théi gian, céng stc va no luc dé ¢é duoc.

moi mat bia). Dung dao cat doc nifa bén
mat trudc ctia tam bia, réi gap ching lai,
ta sé tao dugc hiéu ung 3D dep mat
(nhu trong hinh ve).

5.Thiép gidang sinh - Cday théng Noel
mau 2

|

A

Van la vi du vé biéu tuong dién hinh cua
ngay lé Giang sinh. Xét vé cach lam, thiép
giang sinh nay tuy trong c6 vé phc tap
nhung no tréng rat an tuong va bat mat
phai khéng cac ban,

6.Lam thiép Giang sinh - trang tri trén
ddu vdn tay!!
Pay la mét mau thiét ké thiép giang sinh
rat dep va y nghia. Moi thanh vién trong
gia dinh sé in ddu van tay ctia minh lén
bia cia tam thiép. sau do ta se thém mot
sO hoa tiét trang tri cho tam thiép tré nén
sinh dong hon!!

3
<3,
r ‘o %

®»
Me ey hweisfwas

Hy vong rdng véi nhiing y tudng thiét ké
déc ddo nay, chung téi da tao duoc cam
himng tarphia cac ban. Chuc cdc ban co mot
khoang thdi gian tan hudng ki nghi vui vé
bén canh gia dinh va nguoi than. Merry
Christmas!!

[Suu tam]

KY NANG GIAI QUYET VAN BE

Rén luyén ky ndng gidi quyét vdn dé: Trong céng viéc hang ngay, khi cé6 mét
vdn dé nao dé xdy ra, chdac han ban thudng phdn vdn khéng biét giai quyét
theo huéng nao. Ciing cé khi ban thdy mét mai va bi stress vi cir phdi gdp

nhirng vdn dé lap di Idp lai, tirnhiing vu viéc don gidn dén phiic tap

Ky ndng gidi quyét van dé - Problem
Solving Skills

La moét trong nhiing ki nang rat can thiét
trong hoc tap va lam viéc bdi cudc séng
la mot chudi nhirng van dé doi hoi chiing
ta phai gidi quyét ma khéng van dé nao
giong van dé nao va cling khong cé mét
céng thuic chung nao dé giai quyét moi
van dé. Diéu quan trong la chiing ta phai
tu trang bi cho minh nhing hanh trang
can thiét dé khivan dé nay sinh thi chiing
ta c6 thé van dung nhiing ky nang san cé
dé giai quyét van dé dé moét cach hiéu
qua nhat.

Trong céng viéc hang ngay, khi c6 mét
van dé nao do6 xdy ra, chac han ban
thuong phan van khéng biét giadi quyét
theo hudng nao. Cling co khi ban thay
mét mai va bi stress vi clf phai gap nhirng
van dé lap di lap lai, t& nhimg vu viéc don
gian dén phtic tap. Néu ban da va dang
trong hoan canh vira néu, thi da dén lic
ban phai nhin lai minh va hay trang bi
cho minh ky nang giai quyét van dé can
thiét. Chuyén dé KY NANG GIAI QUYET
VAN DE - PROBLEM SOLVING SKILLS sé
giup ban gidi dugc baitoan dé bang viéc
cung cap nhiing thong tin hiu ich nhat
dé ban c6 thé trau doéi thém kha nang
gidi quyét van dé clda minh. Thdng
thuoing dé giai quyét mot van dé, vé ca
ban c6 cac budc sau:

1. Nhin nhan va phan tich:

Trudic khi ban c6 tim huéng gidi quyét van
dé, ban nén xem xét ky do co that su la
van dé dung nghia hay khéng, bang cach
tu hoi: chuyén gi sé xay ra néu...? hoac gia
st nhu viec nay khéng thuc hién duoc
thi...? Ban khéng nén lang phi thoi gian va
stic Iuc vao giai quyét néu no co6 kha nang
tu bién mat hoac khéng quan trong.

2. Xac dinh chii s& hitu ctia van dé:
Khong phai tat ca cac van dé cé anh
hudng dén ban déu do chinh ban giai
quyét. Néu ban khéng cé quyén han hay
nang luc dé giai quyét no, cach tét nhat la
chuyén van dé dé sang cho ngudi nao cé
thé giai quyét. C6 mot cau ndi nlfa dua

nia that nhung cling dang dé ban
luu y: “Nhiét tinh cong vai thiéu hiéu
biét doi khi thanh pha hoai"

3. Hiéu van dé:
Chura hiéu ré nguén goc chia van dé sé dé
dan dén cach giai quyét sailéch, hoac van
dé clap dilap lai. Néu néi theo ngdn ngir
cua y khoa, viéc “bat khéng ding bénh”
thi chi tri triéu ching, chi khong tri dugc
bénh, déi khi “tién mat, tat mang”. Ban
nén danh thai gian dé lay nhiing théng
tin can thiét lién
guan van dé can
gidi quyét, theo
gdi y sau: Mo ta
ngangon van dé;
no da gay ra anh
huéng gi?; Van
dé xay ra & dau?;
Lan dau tién nd duoc phat hién ra la khi
nao?; Co gi dac biét hay khac biét trong
van dé nay khong?
O day ta can tim hiéu van dé bang cach
dat ra nhiing cau hoi.
- Tinh chat cia van dé (khan cap, quan
trong)?
- Yéu cau chithicuta cap trén la gi?
- Nguén luc dé giai quyét van dé?
- Van dé nay cé thudc quyén giadi quyét
ctia minh hay khéng?
- Ban chat clia van dé la gi?
- Nhiing doi hoi ctia van dé?
- Muic do kho - de ctiia van dé?
4. Chon giai phap:
Sau khi da tim hiéu duoc coi ré ctia van dé,
nha quan ly sé dua ra dugc rat nhiéu giai
phap dé lua chon. Yéu t6 sang tao sé gilp
nha quan ly tim dugc giai phap doi khi
hon ca mong dgi. Can luu v la mot giai
phap téi uu phai dap ung dugc ba yéu to:
o tac dung khac phuc gidi quyét van dé
dai lau, co tinh kha thi, va cé tinh hiéu qua.
5. Thuc thi giai phap:
Khi ban tin rdng minh da hiéu dugc van
dé va biét cach giai quyét n6, ban cé thé
bét tay vao hanh déng. Pé dam béo cac
giai phap dugc thuc thi hiéu qua, nha
quan ly can phdi xac dinh ai la ngui cé
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Ky nang sdng: Rén luyén ky nang gidi quyét vdn dé

lien quan, ai la ngudi chiu trach nhiém
chinh trong viéc thuc thi gidi phap, thoi
gian dé thuc hién la bao lau, nhimng
nguon luc san co khac ..v.v...

6.Panh gia:

Sau khi da dua vao thuc hién mét giai
phap, ban can kiém tra xem cach giai
quyét dé co tot khoéng va co dua téi
nhing anh hudng khéng mong dagi nao
khéng. Nhing bai hoc rat ra dugc @ khau
dénh gia nay sé gilip ban gidm duoc rat
nhiéu “calori chat xam” va nguén luc &
nhiing van dé khac lan sau.

C6 thé ban sé cam thay hoi rudm ra néu
lam theo cac budc trén. Van su khai dau
nan. Lan dau tién ap dung mét kj nang
mdi bao gi&r ciing doi hoi su kién nhan va
quyét tam cta ban. Néu ban thutng
xuyén rén luyén, thi dan dan ky nang giai
quyét van dé sé trd thanh phan xa vo
diéu kién,

Sau khi da dua vao thuc hién mét giai
phap, ban can kiém tra xem cach giai
quyét do co toét khéng va cd dua tdi
nhing anh huéng khéng mong doi nao
khéng. Nhirng bai hoc rut ra dugc & khau
dénh gia nay sé gilip ban giam duoc rat
nhiéu “calori chat xam” va nguén luc &
nhiing van dé khac lan sau.

Cac budc trén day duodc xay dung trén mot
nguyén tac ma ngudi ta tam goi la KOALA

K :Théng tin (Knowledge)

O :Muctiéu (Objectives)

A :Phuong an ( Alternatives):

L :Panhgiava lua chon (Look ahead)
A :Hanh dong (Action)

Chtic cdc ban c6 nhing quyét dinh sdng
sudt khi gidi quyét bat ky mot vdn dé nao
trong cudc séng tur don gidn dén phdc tap
vai nhing bi quyét, bai hoc va kinh nghiém
tiép thu dugc qua chuyén dé cla chuyén
trang chung toi.

[P. Du An Bao Tao]
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TFTP Server

SU dung cdu lénh Archive Command dé luu cau hinh
Configuration

Cau hinh du phong (configuration backup) cac thiét bi Cisco
Router va Switche véi cau lénh archive command dem lai
nhiéu tién lgi trong viéc luu trit, té6 chiic va phuc héi toan bo
cau hinh nguyén thiy ban dau trong truéng hop Router gap
su ¢, dé khoéi phuc théng tin cau hinh ban dau ta co thé si
dung configure replace command néu nhu cac cau hinh
m&i khéng pht hop. Trong vi du bén dudi, chiing ta sé tién
hanh luu dung phong cdu hinh Ién ftp va tftp server trén
Cisco 10S Release 12.3(4)T tr&d vé sau. Cau lénh archive
command cho phép luu mét ban sao chép théng tin cau
hinh running configuration sang cac dudng dan path da
dang nhu: ftp, http, https, rcp, scp, tftp servers. Bén canh do,
cau lénh archive command con c6 thé st dung cho mét s6
muc dich khac nhu;

. time-period: bang cach thiét lap thai gian tu dong, cau
lénh archive sé tu dong sao luu file cau hinh running
configuration Ién vi tri chi dinh.

. write-memory: Tu dong kich hoat tién trinh sao luu cau
hinh dén vi tri m&d réong khi ching ta gé lénh
write-memory.

Cisco-Router#conft

Cisco-Router(config)#archive

Cisco-Router(config-archive)#path ?

ftp: Write archive on ftp: file system

http: Write archive on http: file system

https: Write archive on https: file system

rcp:  Write archive on rcp: file system

scp: Write archive on scp: file system

tftp: Write archive on tftp: file system

Cau hinh tu déng sao luu du phong cau hinh Ién FTP
Server trén Cisco Device

1. Cau hinh FTP server Username va Password trén Router
hoac Switch tir ché d6 cau hinh toan cuc global
configuration mode.

Cisco-Router#conft

Cisco-Router(config)#ftp username cisco
Cisco-Router(config)#ftp password cisco

2. Cau hinh FTP server path thong qua cau lénh archive
comman

®

)
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Tu dong backup thdng tin ¢au hinh cac thiét bi Cisco

voi cau lenh Archive Command

Cisco-Router(config)#archive
Cisco-Router(config-archive)#path  ftp://10.90.10.99/Backup/
Cisco-Router-Config

3. Binh nghia cach thit luu du phong: tu déng luu du phong
thu cong thdéng qua cau lénh write-memory command (suf
dung cau lénh write command méi lan chting ta luu file cau
hinh running configuration hoac tu dong luu théng qua cac
khoang thoi gian dinh ky dugc dinh nghia trong cau lénh
time-period command. Thai gian trong cau lénh time-period
command st dung la phut (minute).
Cisco-Router(config-archive)#write-memory

hodc

Cisco-Router(config-archive)#time-period 1440

Cau hinh tu déng sao luu du phong cau hinh I1én TFTP
Server trén Cisco Device

1. Cau hinh TFTP server path théng qua cau lénh archive
command.

Cisco-Router(config)#archive
Cisco-Router(config-archive)#path tftp://10.90.10.99/backup/
Cisco-Router-Config

2. Binh nghia phuong thic luu du phong: luu du phong khi
st dung cau lénh write-memory command (st dung |énh
write command moéi lan chidng ta luu cdu hinh running
configuration lén bé nhé NVRAM) hoac tu dong luu theo
dinh ky véi cau lénh time-period command. 6i véi cau lénh
time-period command chung ta sé chi dinh tham sé phut
(minute) dinh kyy.
Cisco-Router(config-archive)#write-memory

hodc

Cisco-Router(config-archive)#time-period 1440

Kiém tra trang thdi cdu lénh archive command trén Cisco
Device

Chting ta c6 thé kiém tra trang thai archive status vdi cau
lénh “show archive” bén dudi dé kiém tra s6 lan backup da
duoc thuc hién va tién trinh backup tiép theo sé thuc la gi.

Cisco-Router#sh archive
The next archive file will be named
ftp://10.90.10.99/backup/Cisco-Router-Config-14
Archive # Name
ftp//10.90.10.99/backup/Cisco-Router-Config-0
ftp//10.90.10.99/backup/Cisco-Router-Config-1
ftp://10.90.10.99/backup/Cisco-Router-Config-2
ftp://10.90.10.99/backup/Cisco-Router-Config-3
ftp//10.90.10.99/backup/Cisco-Router-Config-4
ftp://10.90.10.99/backup/Cisco-Router_Config-5
ftp://10.90.10.99/backup/Cisco_Router-Canfig-6
ftp.//10.90.10.99/backup/Cisco-Router-Config-7
ftp://10.90.10.99/backup/Cisco-Router-Config-8
ftp://10.90.10.99/backup/Cisco-Router-Config-9
10 ftp//10.90.10.99/backup/Cisco-Router-Config-10
11 ftp//10.90.10.99/backup/Cisco-Router-Config-11

O 00 SN AN - O
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ghiediapkihoiforanitufdonollihoiliony
trén Cisco Router va Switch

Néu ching ta thay déi théng tin
cau hinh trén Cisco Router hoac
Switch khién cho phién két noi dén
thiét bi ngat va khéng thé truy cap
lai thiét bi. Trong tinh huéng nay, ta
khéng thé luu lai théng tin cau hinh
va can phai khdi dong lai thiét bi.
Poi vai thiét bi ¢ “remote site” thi
ching ta cé thé st dung cau lénh
schedule reload dé thiét lap lich
trinh tu déng khai dong lai cla
thiét bi, tuy nhién, chting ta van c6
thé hay bo lich trinh tu déng khdi
dong cua cau lénh schedule
Reload.

Chung ta c6 thé cau hinh “schedule
Reload” theo hai cach. Cach dau
tién, ta co thé lap lich “schedule
Reload" xay ra tai mét thai gian cu
thé hoac tién trinh “schedule
Reload" sé duogc kich hoat sau khi
ch& hét khoang thai gian dinh thoi
“interval™:

. at: tai thdi gian time/date chi

dinh
. in: sau khoang thdi gian time
interval

Cau hinh “Schedule Reload” véi
tuy chon‘at”:

e e e e e

Tham s6 ‘at’ cho phép chting ta lap lich
khdi dong cua thiét bi tai khodng thoi
gian chi dinh. Néu chung ta khai béao
thém tham sé month va day, tién trinh
khai dong “reload” sé dugc thuc thi dua
trén tham so thai gian (time) va ca ngay
thang (date).

Vi du sau day sé khién router khdi dong
tai thoi diém ngay 6 thang 6 luc 3 gid
sang (June 06 at 3:00 a.m):
Cisco-Routeri#reload at 03:00 06 jun
Reload scheduled for 03:00:00 UTC
Mon Jun 06 2011 (in 40 hours and 40
minutes) by console

Reload reason: Reload Command
Proceed with reload? [confirm]
Cisco-Router#

Cau hinh “Schedule Reload” véi tuy
chon’in’:

Tham s6‘in’ cho phép chiing ta lap lich
khdi dong cua thiét bi sau khoang thoi
gian phut (minute) hoac gid (hour) va
pht.

Cau hinh sau day sé tién hanh lap lich

cho router sé khdi déng lai sau 90 phut:

Cisco-Routeri#treload in 1:30

Reload scheduled for 10:20:49 UTC Sat
Jun 04 2011 (in 1 hour and 30 minutes)

by console

Reload reason: Reload Command
Proceed with reload? [confirm]
Cisco-Router#

Show Router Reload Status:
Ching ta c6 thé kiém tra trang
thang lich trinh khd&i déng trén
Router bang cau lénh ‘sh reload’
command

Cisco-Router#show reload
Reload scheduled for 03:00:00 UTC
Mon Jun 06 2011 (in 40 hours and
38 minutes) by console

Reload reason: Reload Command
Cisco-Router#
Cisco-Router#show reload
Reload scheduled for 10:21:49 UTC
Sat June 04 2011 (in 1 hour and 29
minutes) by console

Reload reason: Reload Command
Cisco-Router#

e i e R e L o e e S et ot e e e e S e e Sl L e A e e e e e St Sl et et St At et e RN

Cancel Scheduled Router Reload:
Pé hay bé lich trinh khéi dong ta
thuc hién cau lénh sau:
Cisco-Router#reload cancel
Cisco-Router#

e

#*% — SHUTDOWN ABORTED —

ek

Cisco-Router#

[Nguai dich: Bui Qudc Ky]
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12 ftp//10.90.10.99/backup/Cisco-Router-Config-12
13 ftp://10.90.10.99/backup/Cisco-Router-Config-13<- Most

Recent
14
Cisco_Router#sh archive

The maximum archive configurations allowed is 14.
The next archive file will be named tftp://10.90.10.99/backup/

Cisco-Router-Config-6

Archive # Name

1 tftp//10.90.10.99/backup/Cisco-Router-Config-0
tftp.//10.90.10.99/backup/Cisco-Router-Config-1
tftp://10.90.10.99/backup/Cisco-Router-Config-2
tftp://10.90.10.99/backup/Cisco-Router-Config-3
tftp://10.90.10.99/backup/Cisco-Router-Config-4
tftp://10.90.10.99/backup/Cisco-Router-Config-5<-  Most

Lo LY, T - FU N

Recent

Tim kiém su khac biét gita cac file cau hinh du phong

(backup configuration file)

Pé tim ra su khac biét giira hai configuration file ta sif dung

cau lénh 'show archive configdifferences’; chang han, dé
kifm tra su khac biét gilra startup-configuration va

'Cisco_Router_Config-12'file, ta thuc hién cau lénh sau:

New_Cisco_Router#show

archive  config  differences

nvram:startup-config  ftp://10.90.10.99/backup/Cisco-Router

-Config-12

Loading Cisco-Router-Config-12!
[OK - 717/4096 bytes]

Contextual Config Diffs:

[Ngu6i dich: Bui Quéc Ky]

+hostname Cisco _Router
-hostname New-Cisco-Router
New-Cisco-Router#

Sau khi tim thay su khac biét gilta cac file cau hinh, ching ta

co thé khodi phuc (rollback) cau hinh ci lai bang cau lénh
configure replace command.

New_Cisco_Router#configure
backup/Cisco-Router-Config-12

replace

%PJ @

ftp://10.90.10.99/
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SINH VIEN SONG XA NHA

Tét nay

Néi nhé qué huong, néi nhé gia
dinh, bé ban khién téi chi muén tré
vé nha ngay luc nay.

-

Gita noi ddt khdch qué ngudi, toi chi
xin gié hay mang chit hoi xudn mién
Bac dén gan lai bén téi. ..

Mia xudn nam nay la mia xudn thu 22
trong cudc doi téi nhung la mia dau
tién téi an Tét xa nha. Cude séng budc
ddu cia mét sinh vién vira ra trudng vai
muén van khé khdan da khién toi réi xa
qué huong dé di tim mét mién dét hia.

T6i chuyén vao Nam séng cing cdu voi
udec mong tim kiém ducc mét cahéi tot.
Toi bdt dau voi du thi céng viée, tir
nhédn vién bdn qudn do trong cdc khu
cho dém dén qudng cdo san phdm cho
moi nhan hang. Vat vad va nhiéu dp luc
da khién t6i bat khoc. Nhimg dém xa
qué, nhin lén bdu tréi, téi lai tu héi, ba
me téi ldc nay dang lam gi, cé nhé téi
nhu'téi ldc nay hay khéng?

Téi nh¢ dén nhiang Idn tua vai vao me,
me vubt toc t6i thd thi: “Me chdng
meng gi hon, chi mong cuéc séng cla
cdc con duoc yén dm, con cdi da la cua
dé danh réi" Gio ddy, téi véi me tuy
clng nhin fén mét bdu tréi ma cdch xa
cd ngan cdy sé. Guong mat me da bédt
ddu hdn séu nhimg nép nhan. Nudc

Website: http://www.vnpro.vn; Forum:

madt téi trdo ra nai khde mi. Toi Up mat
vdo gbi, ngan nhimng tiéng ndc bat 1én.
Gitra nhang thén thuc xa qué huong,
téi tv nhd minh phdi séng cho thdt
manh mé.

Cha me t6i cé ba ngudi con déu fa con
gdi. Chi ca téi hién da la gidng vién dai
hoc, chi hai da Idy chéng va lam céng
nhdn tai mét khu céng nghiép, chicén
téi I ngudi duy nhdt chua én dinh
duge cudc séng cho riéng minh. Tét
ndam nay téi khéng vé. Me da goi dién,
ban bé cting thic giuc rdt nhiéu nhung
téi van nhdt dinh & lai béi khodng thoi
gian gdn Tét méi la dip téi ¢é co hdi
kiém thém thu nhdp. Nhirng céng viéc
nhu: bdn hoa, bdn hang Tét di ban biu
dén tdn nhimg ngdy cudi nam nhung
né sé giup téi buon chai dugc cudc
song trong nhimg ngay dai. S4 tién it 6i
t6i tiét kiém duorc trong mdy thdng vira
qua cting chi du cho téi mua mat vé
mdy bay vé nha. T6i khéng mudn cha
me va cdc chi mai lo Iding cho téi thém
ndra. Téi con tré, dn Tét xa qué cang sé I
mét trai nghiém. Di biét, do sé la mét
trdi nghiém buén.

Khi nhin nhing tam cta kinh trong
qudy hang da ddn ddy hoa mai, téi lqi
ngdn ngo nhé dén cdnh dae mién Bdc.
Hoa mai sdc vang con hoa dao sdc
héng, sdc d6. Hoa mai bdo Tét mién
Nam, hoa ddo goi Tét mién Bdc - goi Tét
cua noi téi da sinh ra va trugng thanh.
Tdm nay & nha, doc con duéng bd hé
cua qué téi da ngdp tran sdc héng cda
hea dao, hay nhing qud qudt cdng
tron, ldc liv. Nhimg b6 huong thom
chdn do, nhimg buc tranh phong canh
ddy mau sdc duge bay bdn doc via hé.

T6i nghen ngado bdm sé mdy cua me téi
réi dp chat dién thoai vao tai, nghe thdy
giong me cing rung rung xuc déng.

- Hay vé nha di con, vao khu céng

nghiép xa minh lam cho nd én dinh, me
thdy may vdt vd qud con a.

- Con con tré ma me. Me cir dé cho
con thirstic mét thai gian.

con khéng vé, me nhé!

Téi ngdm ngui. Téi biét me lo ldng cho
tdi nhiéu ldm, nhung téi khéng lam
khdc duge, cudc séng cé nhiéu khd
khdan tdt yéu phdi trdi qua.

- U may & dé nhé& giir gin siic khée
nhé con, Tét nay khéng cé may & nha,
cd nha sé budn Idm.

Téi tdt mdy, khéng ngdn dugc nhing
déng nudc mdt minh ndng hoi tuén roi,
T6i dodn chdc rdng & phia ddu day bén
kig, me cang dang khdc. Néi nhé qué
huong, ndi nhe gia dinh, bé ban khién
téi chi mudén ngay ltic nay duoc quay
tré lai bén canh ho. Khi di xa, t6i mai
hiéu thé nao la niém yéu néi nhé noi
chén nhau cdt rén cta minh, Méi cdnh
vdt mang nét qué huong thodng qua
noi ddt khdch cing khién téi nhé nha.

Cudc sdéng da ddy dua téi dén mét noi
xa x6i, noi rdt khé @& cé thé nhin thdy
nu cudi cua me, guong mat cua ba; mét
noi khéng con cé thé tu tdp ban bé dip
cudi ndm qudy qudn bén dia hat dua,
lai rai nhimg cdu chuyén phiém. Hoi dm
cla nhing dnh lira bén ndi bdnh chung
xanh, bira com tdt nién... tdt cd Ga vé,
T6i thdy long minh se sdt lai. Cdnh vt
nhat nhoa trudc mdt téi.

Giltta noi ddt khdch qué ngudi, téi chi
xin gié hdy mang chat hoi xudn mién
Bdc dén gdn lai bén tdi...

(Trinh Trdn]
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(Trich dan ti sach VnPro)

cruona s: ANTEN VA CAC THIET BI PHU TRO

3. Anten dinh hudng cao
Hinh 5.10: Anten dia parabol dinh hudng cao /

Nhu tén goi clia né da chi ra, anten dinh
huéng cao phat ra cac chum (beam) tin
hiéu hep nhat va c6 dé khuéch dai lén
nhat trong cac loai anten. Anten dinh
hudng cao la mét thiét bi thudng cé hinh
long chao hay dang dia. Nhiing anten nay
rat ly tuéng cho khodng cach xa, két ndi khéng day diém-diém.
Mot s6 model duoc goi la dia parabol bdi vi ching tich hap
mot vé tinh nhé dang dia. Mot s6 khac ducic goi la anten Ui
bdi vi chting dudc thiét ké co nhiéu 16 dé chéng lai stic gio.

Hinh 5.11: Anten ludi dinh hudng cao

—

Hinh 5.12: Dang buc xa cta anten dinh hudng cao

Cdch strdung

Anten c6 do khuéch dai cao khéng phai la loai anten c6 viing

phti séng ma thiét bi may khach cé thé sirdung. Cac anten nay

duoc st dung trong két noi diém-diém va cé thé truyén véi

khoang cach lén dén 40 km. Ban cé thé sir dung anten dinh

hudéng cao dé két néi 2 toa nha cach xa nhau hang km nhung

khong cé vat can nao & gitra chung. Hon nifa, nhiing anten nay

c6 thé hudéng truc tiép vao nhau dé cé thé xuyén qua vat can.

Cach nay sé duoc st dung dé co duoc két ndi mang & nhiing

noi ma két ndi c6 day khong thé cai dat duoc.

Anten dinh huéng cao c6 dé rong chum séng (beamwidth) rat

hep nén phai dugc hudng mot cach chinh xac vao nhau thi

mdi két noi duac.

4. Cac khai niém vé anten vo tuyén

C6 nhiéu khai niém la kién thiic co ban khi cai dat mot giai

phap can st dung dén anten vo tuyén. Cac khai niém sé duoc

thao luan bao gom:

= Phan cuc (Polarization).

»  Po khuéch dai (gain).

=  Porong chum song (Beamwidth).

» Suy hao dudng truyén trong khéng gian tu do (Free Space

Path Loss).

Cac khai niém trén la cac khai niém co ban can phai biét dé

gitip cho ngudi quan tri mang hiéu duoc cach hoat déng clia

cac thiét bi WLAN trong méi truéing khéng day.

Viéc biét duoc nén dat anten & dau, cai dat chiing nhu thé nao,

céng suat phat bao nhiéu, khodng cach phat séng tucng ting

véi cong suat dé? Va miic dd nhan dugc tin hiéu dugc phat béi
a6 1a bao nhiéu? D6 chinh 1a nhiing céng viéc phtic

tap nh#&t ma nguoi guén tri mang co thé gap phai.

nrro

Phdan cuc
Séng vé tuyén thuc chat dugc tao bai 2 truéing: dién trudng va
tu trugng. Hai trudng nay

2 3] Mt phidng H
nam trén 2 mat phang
vudng goc vai nhau. F i M3t phing £
T ,l;?.;:__:;_"*{”.
Hinh 5.13: Mdt phdng E va  amen (/7 ~ TR )
mdit phdng H —_'-TW__.-\—
..- -_‘H.. e L-,':-_r?_ - ..._._.' __."
it

Tong clia 2 truong dugc goi la truong dién ti. Mat phang song
song v&i thanh phan anten duoc goi la mat phang E (E-plane)
trong khi mat phang vuéng goéc véi thanh phan anten ducc
goi la mat phang H (H-plane). Chting ta chi quan tam chu yéu
dén dién trudng vi vi tri va huéng clia né trong méi tuong
guan dén bé mat trai dat (mat dat) sé quyét dinh su phan cuc
clia song.

Su phan cuc la hudng vat ly cda anten theo vi tri ngang hay
doc. Bién trudng la song song vdi thanh phan biic xa cla
anten (la phan kim loai cia anten cé nhiém vu phat séng hay
bufc xa) vi thé néu anten nam doc thi cuc cdia anten la doc hay
con goi la phan cuc doc (vertical).

* Phdn cuc ngang: Bién trudng song song véi mat dat.

* Phdn cuc doc: Dién trudng vudng goc véi mat dat.

Phan cuc doc thudng dugc sir dung trong mang WLAN Ila
vuéng goc véi mat phang cla trai dat. Cha y la cdc anten & AP
thuéng la hudng Ién trgi nén ching c6 phan cuc doc. Phan cuc
ngang la song song véi mat dat. Hinh 5.14 minh hoa nhiing
anh hudng cé thé cé cta su phan cuc khi anten khéng dugc bo
tri chinh xac. Cac anten cé phan cuc khéng giéong nhau thi
khéng thé giao tiép

FoE - '......’..’.‘
dugc vai nhaumét T T
cach hiéu qua. %é I l
.-"".-Ff.

Hinh 5.14: Phan cuc +

Ung dung thuc té 1

C;{g nﬂg thl:é"i ké I -
anten cho card i J i l

PCMCIA sé déi mat

vGi moét van dé thuc té. That khéng dé dang dé tao nén anten
trén mot bang mach nhé vao bén trong mét hép nhua cam
phia cudi card PCMCIA. Hiém khi anten tich hgp trong card
PCMCIA cung cap viing bao pht dl cho nguéi dung, dac biét
la khi ngudi dling chuyén vung. Su phan cuc ctia card PCMCIA
va clia AP dbéi khi khéng giong nhau, day chinh la ly do tai sao
khi ban quay laptop sang mot hudng khac thi sé nhan dugc tin
hiéu tot hon. PDA thuding c6 card PCMCIA theo hudng thang
diing nén sé nhan duoc tin hiéu tét han. Cac anten lap ngoai,
c6 thé thao rdi duoc cai dat thang diing bang mét khéa kéo
trén laptop sé luén cai thién dugc kha nang nhan tin hiéu.
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Trong vung c6 s6 luong ngudi st dung card PCMCIA cao thi
ban nén hudng AP clia ban nam ngang dé cac may khach
nhan tin hiéu tot hon.

D6 khuéch dai

Po khuéch dai clia anten duoc do theo don vi dBi, nghia la
Decibel trong btic xa dang hudng. Bé bifc xa dang huéng cé
dang hinh cau va phat ra theo moi huéng déng déu nhau.
Chiing ta khéng ¢é kha nang tao ra mét bd biic xa dang
hudng, thay vao d6, chiing ta co thé tao ra anten dang hudng
nhu dipole c6 thé phat ra nang lucng 360 doé theo chiéu ngang
nhung khéng thé 360 dé theo chiéu doc. Su btic xa tin hiéu RF
nhu vay sé tao ra hinh dang banh ran. Chung ta cang huéng
chuing theo chiéu ngang (tuc la giam theo chiéu doc) thi hinh
banh ran sé ngay cang phang hon va chiing sé ¢é dang hinh
banh da khi co dé khuéch dai rat cao. Anten c6 dé khuéch dai
bi déng (passive gain), cé nghia la chung khéng lam tang céng
suat duoc dua dén anten thay vao do, hinh dang clia truéng
buic xa sé kéo dai ra hay thu ngan lai khoang cach séng dugc
quang ba. Anten c6 d6 khuéch dai cang cao thi khodng cach
song di cang xa. Viéc tap trung céng suat phat clia chiing chat
ché hon lam cho nhiéu nang luong duoc truyén dén dich hon,
¢ khoang cach xa hon.

D6 réng chum song

Nhu ching ta da thao luan, viéc lam hep lai hay tap trung cac
chum (beam) ctia anten sé lam tang dé khuéch dai ctia anten
(do theo dBi). D6 rong chum (beamwidth) cia anten la dé rong
clia chum tin hiéu séng vo tuyén ma anten phat ra. Hinh 5.15
minh hoa khai niém nay.

Hinh 5.15: D6 réng chum séng cua anten

Anten dinh hudng A

C6 2 yéu t6 can
xem xét khi thao
luén vé do rong
chim cua anten
la db rébng chum
doc va doé rong chum ngang. B6 rong chum doc duoc do theo
dé va vudng goc vai mat dat. Do rong chum ngang cling dugc
do theo dd va song song véi mat dat. Kién thuc vé dé rong
chum la rat quan trong bdi vi maéi kiéu anten khéac nhau sé co
cac dac diém vé do rong chiim khac nhau.

Viéc chon lua anten c6 dé rong chum réng hay hep moét cach
thich hap la rat quan trong dé cé duoc hinh dang viing pht
séng mong muédn. Vi du, hay tudéng tuong mot hanh lang dai
trong bénh vién cé cac phong & ca 2 phia ctia hanh lang. Thay
vi sif dung nhiéu AP véi anten dang hudéng thi ban cé thé su
dung chi mét AP duy nhat véi mét anten ban dinh huéng nhu
anten Patch.

AP va anten Patch cé thé dugc dat & cudi hanh lang. Dé phu
sdng tang phia trén va dudi clia tang nha hién tai thi ban co thé
st dung anten Patch c6 dd rong chum doc lén khoang
600-900. Bay gi& ban xac dinh d6 réng chum ngang, do chiéu
dai cua hanh lang nén ban phai sir dung anten Patch c6 do
khuéch dai cao dé tin hiéu cé thé phut séng dén cudi hanh
lang. Viéc sit dung anten c6 do khuéch dai cao sé lam cho dé

B rgng chom doc
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rdbng chum ngang hep di dang ké, vi thé cac phong & 2 bén
hanh lang se khéng nhan dugc song. Hon nifa, né cing khong
du do rong chum doc dé phi séng Ién tang trén va dudi. bé
giai quyét thi ban cé thé strdung 2 anten Patch, moi anten nam
maoi dau cla hanh lang. Chiing phai c6 dé khuéch dai thap va
dé rong chum ngang va doc phai du I6n dé pht séng 2 bén
hanh lang ciing nhu tang trén va dudi.

Nhu ban da thay, viéc chon lua d6 réng chum thich hop dé ¢
dugc viing phti séng nhu'y mudn la rat quan trong va né cling
gitip xac dinh cac phan cling can phai trang bi cho viéc cai dat.

Bang 5.1: Do réng chum cua cdc logi anten

Loai anten B6 réong chum doc | B6 rong chum ngang
(theo d9) (theo d9)

Pang huweng | 360° Tir 7°-8°

Patch/Panel | Tir 30°- 180° T 6’—9°

Yagi Tir 30°— 78° Tir 14° — 64°

P1a Parabol Tir 4° - 25° Tird”—21"

Suy hao dudng truyén trong khéng gian tu'do

Suy hao dudng truyén (path loss) dé cap dén van dé mat mat
ma tin hiéu séng vé tuyén ganh chiu do su phan tan tin hiéu
khi quang ba song vé phia trudc. Néu séng quang ba cang xa
thi cdng suat & anten nhan sé cang thap. Khi tin hiéu di chuyén
trong khi quyén thi muic céng suat ctia né sé giam theo ty lé
nghich v&i khoang cach di dugc va ty |é thuan véi budc song
clia tin hiéu. Miic cdng suat la mot yéu té rat quan trong khi xét
dén tinh kha thi ciia mét dudng truyén.

Céng thuic tinh suy hao duéng truyén la nén tang trong viéc
tinh todn chi phi duéng truyén (link budget). Suy hao dudng
truyén chinh la nguén mat mat Ién nhat trong mang khéng
day. Duai day la cong suat tinh todn suy hao dudng truyén:
Suy hao dudng truyén(dB) = 32,45 + 20log10(d) + 20log10(f)
Trong do:

= Suy hao dudng truyén tinh theo dB

= d-khoang cach gilia tram truyén va tram nhan tinh theo Km
= f—tan s6 cla séng vo tuyén tinh theo MHz

Quy tdc6dB

Néu xem xét ky cong thiic tinh suy hao dudng di thi chiing ta
sé thay duoc méi quan hé rat hiiu ich khi tinh toan chi phi
dudng truyén. C& moi khi tang cong suat buc xa dang hudng
hiéu dung EIRP (Effective Isotropic Radiated Power) Ién 6 dB thi
tuong duong véi viéc tang gap déi khoang cach quang ba.
Ngugc lai, viéc giam EIRP 6 dB thi sé giam khoang cach di moét
nua. Bang 5.2 cho ban thdy duoc suy hao duéng di ciia mét s6
khoang cach khi truyén

Khoang cach (m) | Suy hao (dB) | tin hiéu & 2,4 GHz.

100 80,23 ;

200 —r Bang 5.2{ Suy hao theo
’ khoang cdch

500 94,21

1.000 100,23

2.000 106,25

5.000 114,21

10.000

[... con tiép]

120,23 /
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