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Puoc phdt hanh béi Céng Ty TNHH Tu Vén va Dich Vu Chuyén Vié

TONG QUAT THIET BI BAO MAT

Cisco ASA

Cisco ASA hoat dong theo co ché giam sat goi theo
trang thai (Stateful Packet Inspection), thuc hién
diéu khién trang thai két néi khi qua thiét bi bao
mat ...
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Céng nghé EtherChannel ctia Cisco cho phép két
hap céc két ndi Ethernet thanh mét bé (bundle) dé
tang bang théng. Mdi bundle cé thé bao gom tir 2
dén 8 két noi Fast Ethernet hay ...
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Thanh Phc 4.

[Trang 07]

'NGHE NGHIEP

Bdn ké hoach nghé nghiép chinh la “vii khi” gitip ban
tré thanh chd nhdn cia tuong lai chinh minh. Théng
qua viéc ddnh giad so thich, st dam mé, ky nang, tinh
cdch, diém manh, diém yéu, ban ké hoach nay sé chi
cho ban thdy ...

[Trang 08]

TIN TUC SU KIEN KHAC

09. Dich vu thi céng hé théng mang
10. Hé théng ching chi cta Cisco
11. Thugian

13. Trich dan tir sach VnPro

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




TIN TUC CONG NGHE

Cac kién truc switch ng dung vao trung tam di liéu 40/100G

Bang bdo cao IEEE Bandwidth Assessment thang
7/2012 udc tinh: bang thong mang tang gap di moi
12 thang va bang thong server tang gap ddi moi 24
thang. Cac hang nghién ctu IDC, Dell'Oro Group va
Crehan Research timg du doan so luong cac server
10G sé tang 1én 50% vao ndm 2014, va thuc té hién
nay, c6 thé thay nhiéu server 40G da dugc sti dung.

Ao hda, mét do cao, dién todn dam méy va do tré thap
la nhitng xu hudng chu dao trong trung tam dir ligu
hién nay. Mt nghién ctiu thi truding gan day cho thay,
40% server hién tai da dugc ao hoa va 90% doanh
nghiép d c6 ddng thai chuyén sang do héa. Mé hinh
két ndi cla cac ing dung cling chuyén sang chiéu
ngang (server-to-server hodc storage-to-storage) thay
vi chiéu doc truyén thong (client-server), Mot bao cdo
gan day clia Cisco du dodn, sé c6 hon 15 ty két noi
mang thuc hién vao nam 2015, doi hdi tac dd nhanh
hon va cac iing dung phai duoc toi uu hda, Trudc nhu
cau ngay cang thay doi do, xu hudng vé kién tric thiét
bi cling phai thay dai. Cac nha san xudt switch hang
dau da phat trién nhing kién trac switch mai sif dung
cong 40G va 100G. Nhiing dong switch méi nay dang
duoc thiét ké vai tinh linh hoat va mét d6 cao hon.

Kién tric 3 ting truyén thong duoc thiét k& dé ho tro
trung tam dir liéu trong nhiéu nam trudc khong con la
giai phdp Iy tudng cho su phét trién hé thong mang.
V@i cac nhu cau ngay cang cao vé do hoa, dién todn
dam may, do tré thap, Hiép hdi Cong nghiép Vien
théing (TIA) @3 phat hanh dic ta bd sung tiéu chuan
ANSI/TIA-942-A-1 vao thang 3/2013, md ta cac khuyén

nghi vé cap vien thong ho trg cac kién triic switch mai.

1/ Kiéntriic 3 tang truyén thong

Trong kién tric 3 tang, cap MPO 12/24 sgi quang va
day nhay LC thuéing duoc dung dé két ndi giira switch
core, switch aggregation va switch access. Két ndi tir
switch access va server dugc thuc hién bang cap
quang thong qua module SFP+ hoac cap dong bang
day nhay RJ45. Cac két ndi nay phuc vu cho (ing dung
10GhE.
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2/ Kiéntriic Full-Mesh
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Vi kién tric full- mesh tat ca swm:h duoc déu dugc
két ndi chéo vgi nhau. Vi cac switch nay thuding khong
duoc st dyefq trong khu vuc thiét bi (EDA) va mé hinh
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top-of-rack (TOR), kién tric full-mesh chi ting dung
trong cic trung tam dif liéu nhd va trong mang
metropolitan.

3/ Kién tric Fat-Tree

Kién tric Fat-Tree, hay con goi la kién triic nhdnh cay, la
mat trong nhiing kién tric thay thé cho kién tric
truyén thong. Kién tric fat-tree thuc hién két ndi giira
cac switch interconnection (switch xuong song) va
switch access (switch 1a) dé ho trg hé thong may tinh
cluster hiéu suat cao. D& tao ra md hinh mang phang
va dé dang md réng & lop 2, kién tric fat-tree cling sur
dung cau triic non-blocking, do tré thap. Kiéu kién tric
nay thuting dugc trién khai trong cac trung tam di
liéu lan,

Trong hinh minh hoa, switch interconnection két noi
truc tiép vdi switch access thong qua day trunk MTP
12/24 sgi quang va module chuyén doi (24 sgi quang)
hodc adapter MTP (12 sgi quang). So vdi mé hinh ba
IGp truyén thang, kién tric fat-tree st dung it switch
aggregation va dudng du phong hon dé ho trg
40GBase-SR gilfa switch access va interconnection,
nhd dé gidm da tré va it tiéu ton dién néng hon.

Cdc kién trac full-mesh, interconnected-mesh, switch tdp
trung va switch do la nhiing kién tric hé trg cho tiéu
chudn ANSI/TIA-942-A-1. Ciing nhu fat-tree, nhiing kién
triic switch maindy gidm dé tré tot hon va cung cdp bang
thong cao hon so véi mé hinh truyén théng, ké cd trén
cong ncrn-bl'ﬂcka'ng.
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4/ Kién tric interconnected-mesh

Tuong tu kién tric  full-mesh, kién  tric
interconnection-mesh ¢é tinh mé rdng cao hon, gidp
gidm chi phi va dé dang trién khai cho cac doanh
nghiép dang phdt trién. Interconnection-mesh
thuéing co ti 1 dén 3 switch interconnection (HDA
hoac EDA) va non-blocking tai moi pod.
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5/ Kién trictdp trung
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Trong kién tric tap trung, server dugc két ndi vdi tat ca
switch va dé dang quan Iy tir mot server bat ky. DU vay,

50 lugng cong han ché c6 thé can trd md rong kién tric
nay. Do do, kién triic tap trung clng chi dugc ap dung
trong cac trung tdm dir liéu nho, tuong tu nhu
full-mesh,

6/ Kién truc virtual-switch
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Kién tric virtual-switch xudt phat tir nguyén Iy ctia kién
trlic tap trung, st dung nhiéu switch két ndi vai nhau
tao thanh mot switch o, Moi server ducc két ndi vao
nhiéu switch tao dutng du phong, nhung ciing tao ra
do tré. Kién tric virtual-switch khéng hé trg khd néng
md rong tot di gilia cac switch do trién khai kién tric
fat-tree hodc full-mesh,

Nhiing kién triic mdi mang lai khd nang thiét ké linh
hoat va dé dang méd rong quy md, Cap MTP/MPO 12/24
fiber bam san 1 cong cu ho traly tuding cho cac két ni
béng théng cao trong trung tam dif liéu, ddm bao tan
dung ha tdng cap tai uu. Ngoai ra, cc sai cap nay con
c6 thé hd trg (ing dung 40G va 100G trong tuang lai
theo dac ta ANSI/TIA-942-A-1,

Nhiing cong nghé thu phét chi phi thdp duoc phét
trién dé két hop song song vdi cac soi quang
MTP/MPO, cung cap hiéu sudt cao hon va ho trg duting
cap dai hon 150 m trong trung tam dir liéu. Vi dy,
nhitng module QSFP+ mdi 6 thé ho trg 40GBase-SR4
xa han 150 m. Nhiing bd thu phat multimode nay cé
thé truyén dan khodng cach xa hon (1én dén 300 m qua
OM3 va 400 m qua OM4) trén cung soi cap. Leviton da
thuc hién mat thi nghiém vai thiét bi switch cla Cisco
va Arista cling soi quang MTP va dau ndi. Két qua cho
thdy vai toc do 10G va 40G, két ndi hoat dong tot ma
khong xdy ra l6i hay that thoat géi di liéu ndo. St dung
bé thu phéat multimode SR4 thay cho sgi singlemode
40GBase-LR4 sé gitip ngudi ding tiét kiém chi phi va
dién nang cho cac két ndi cd khoang cach trén 150 m.
Dé ho trg nhiing kién tric mdi, IEEE dang phat trién
nhiing dac ta ky thuat méi cho Idp vét Iy. Tiéu chuan
|EEE P802.3bm dang dugc phat trién dé hd tro cac cong
nghé 40/100 GbE véi chi phi thap, tiét kiém dién nang
va ting mét dé sif dung. Tiéu chudn nay du kién sé
duoc gidi thiéu vao quy | ndm 2015, Bén canh do, nhom
nghién ctu vé IEEE 802.3 400G cling da dugc thanh 1ap
tir thang 3/2013 véi muc tiéu OM3 hodc OM4 hé trg
400G, sirdung 25G trén mét kénh- tuang tu nhu chudn
P802.3bm. Tiéu chuan mdi nay du kién hoan thanh vao
nam 2017.Viéc phét trién nhimng tiéu chudn mdi la diéu
can thiét dé dap Uing nhu cau toc do truyén dan ngay
cang cao. Do dé, viéc thiét ké cling phai linh hoat dé
tuang thich vdi yéu cau md rong va phat trién,

Nam rg nhiing kién triic va tiéu chuan nay gidp trung
tam dirliéu clia ban san sang cho viéc di chuyén lén 406G,
100G hodc tham chi cao han, Quan trong hon, rdt can
nhiing chuyén gia thuc surhiéu vé méi trudng cling nhu
xu huéng phat trién kién tric trung tam diliéu dé ho trg
doanh nghiép trong viéc nang cap hé théng mang.
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FIREWALL ASA
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TONg quat thiét bi bao méat Cisco ASA

Cisco ASA hoat déng theo co ché giam
sat goi theo trang thai (Stateful Packet
Inspection), thuc hién diéu khién trang
thai két noi khi qua thiét bi bao mat(ghi
nhan trang thai cha tiing goi thudc két
néi xac dinh theo loai giao thiic hay
ing dung)

Cho phép két nbéi mot chiéu
(outbound-di ra) vdi rat it viéc cau hinh.
Mot két néi di ra la két ndi tir thiét bi
trén cdng c6 muc bao mat cao dén
thiét bi trén mang c6 muc bao mat thap
hon

Trang thai dugc ghi nhan sé dung dé
giam sat va kiém tra goi trg vé

Thay d6i ngau nhién gia tri tuan tu
(sequence number) trong goi TCP dé
giam rui ro ctia su tan céng

[
] T
INTERMET —
“-!’— e —

Qicri ham thiing tin Juero cho phip Vo mang
khéing chi dyra vao dja chi ngudn v dich cia gai
ma e dera s rang Bdi cim kst ndi

Hoat dong theo kién truc Ehén vung
bao mat dua theo cdng, cong tin cay
(trusted) hay muic bdo mét cao va cdng
khéng tin cdy (untrusted) hay mic bao
mat thap. Qui tac chinh cho muc bao
mat do la thiét bi tir viing tin cay co thé
truy cap duogc thiét bi truy cap ving
khéng tin cay hay con goi la outbound.
Nguoc lai tlr viing bdo mat thap khéng
thé truy cap viing bao mat cao trir khi
dugc cho phép béi ACL hay con goi la
inbound

Muc bao mat (Security Level) 100: Day
la muic bdo mat cao nhat, thudng dugc
gan cho céng thuéc mang bén trong
(inside)

Muc bao mat 0: Pay la muc bao mat
thap nhat, thuong dugc gan cho cdng
ma két ndi ra Internet hay ving khong
tin cdy con goi la viung bén ngoai
(outside)

Muc bao mat tir 1-99: Cho phep ban sur
dung dé gan cho nhUng c6ng con lai
néu yéu cau mad rong viung mang

Do dé trong qua trinh cau hinh théng
tin cho céng dam bao moi cfing dugc
gan gia tri muc bao mat dua vao chinh
sach phan vung bao vé cta ban thong
qua cau lénh security-level.

Béo mat thip Bao mét cao
Cho phep -
[wir Khi chn ham cisb ey cdp)
#iy3 dmz_32
Sacunly Level 50

w7 denz_1 I s dmaz 3
Mirc bdo milil 20 i

W" K\(rc bdo mldd 70
BV curlsacka 20 inside

Mre Bda mdt 0 Mie b mil 100
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Béo mit thip ——————— Bio mat cao
Tir chil truy cép

{irir Khi dpe cho php Doi ACL
WA NAT Gl

Luu y: Cong duoc dat tén véi cau lénh
nameif |a inside mac dinh sé cé muc
bao mat la 100, tat ca trudng hop con
lai sé la 0. Hai cong cling muic bao mat
khéng thé truy cap véi nhau, cho dén
khi dugc cau hinh bdéi dong lénh
same-security-traffic permit.

NAT (Network Address Translation) cho
phép ban ngan chan mang bén ngoai
khéng thé nhan biét dia chi mang clia
ban phia sau thiét bi bao mat. NAT thuc
hién chuyén doi(translation) dia chi cuc
bo (local) thanh dia chi toan cuc
(global) truéic khi géi dugc gdi ra mang
bén ngoai vdi cau lénh nat va global
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Khi mot goi gdi ra ngoai (outbound) ti
thiét bi thuéc mang bén trong (inside)
qua thiét bi bao mat, néu NAT dugc cau
hinh dia chi nguén sé dugc so sanh vai
bang NAT dugc xay dung trudc do. Néu
dia chi ctia thiét bi khéng tén tai trong
bang, dia chi sé dugc chuyén doi tu day
dia chi sé dugc anh xa, day dia chi nay
duoc cdu hinh tir cau lénh global. Sau
khi qua trinh chuyén doi xay ra, bang
NAT sé dugc cap nhat va géi duoc gdi
véi dia chi anh xa.

Béang HAT

Sau mot khoan thaoi glan (c6 thé duoc
cau hinh) ma khong co goi thudc dia chi
duoc chuyén ddéi, thi thong tin anh Xa
clia dia chi do sé dugc giai phong, va dia
chi anh xa d6 sé danh cho thiét bi khac.
Mac dinh cau |énh nat-control duagc
cau hinh, do dé tat ca cac gdi khi qua
thiét bi bao mat déu phai yéu cau NAT
do do I::uan can ap ﬂét chinh sach NAT
cho goi outbound va mbnund Néu cau
lénh no nat- cnntrc}l duagc r.:au hinh, chi
c6 nhiing thiét bi can yéu cau NAT sé

thuc hién viéc chuyén doi.
C6 hai loai chuyén déi dia chi chinh

INTERMET

HAT B3ng

Todkn I:-Hl- ngodi
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Su chuyén déi dia chi dong (Dynamic
translation): Chuyén déi dia chi cua
nhiéu thiét bi thuéc mét hay nhiéu
cong sang day dia chi IP trén cong it
bao mat hon thong qua cau lénh nat va
global. Diéu nay cho phép ngudi dung
bén trong chia sé nhing dia chi toan
cuc, va an dia chi that khéi mang bén
ngoai.

Chuyén doi tinh (Static translation):
Cung cap chuyén déi c6 dinh théng
qua cau lénh static, thuc hién anh xa
mot moét gitia dia chi IP trén cdng bao
mat cao va dia chi trén cong bao mat
thap, va khong cho phép su chia sé.
Hanh dong nay thich hop khi ban can
cho phép tir bén ngoai co thé truy cap
dia chi cuc bo ti dia chi toan cuc va két
hop véi ACL

Mot dang chuyén déi khac la PAT (Port
Address Translation): Cho phép ban
thuc hién chuyén déi nhiéu dia chi cuc
bé sang moét dia chi toan cuc, vai viéc
két hop gilia dia chi IP va port cho phép
dinh danh su khac nhau khi nhiéu dia
chi cuc bo dugc anh xa vai mot dia chi
toan cuc ¢6 thé la dia chi trén cong
hoac mot dia chi dai dién

PAT
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Identity NAT duoc thuc hién théng qua
cau lénh nat 0 co thé duoc két hap voi
ACL hay dia chi mang, cho phép ban
khong thuc hién NAT khi nat-control
dugc sur dung, tinh nang nay cho phép
ban dinh nghia chinh sach cho nhiing
dia chi ma khong yéu cau NAT

DMZ B8 502 168.0.9
192.968.0.9
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Cong nghé du phong EtherChannel
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6.1.1. Cac khai niém va hoat dong cua EtherChannel

Cong nghé EtherChannel ctia Cisco cho phép két hop cac két néi Ethernet
thanh mét bo (bundle) dé tang bang théng. Mo6i bundle co thé bao gém
tir 2 dén 8 két ndi Fast Ethernet hay Gigabit Ethernet, tao thanh mat két
ndi luén Iy goi |3 FastEtherChannel hay Gigabit EtherChannel, Két néi nay
cung cap mot bang théng lén dén 16,000 Mbps hoéc 16 Gbps.

Coéng nghé nay dugc xem la mdt cach don gian dé nang cap két ndi gita
cac switch ma khong can phai mua phan cding mai. Vidu, mot két noi Fast
Ethernet (cé throughput Ia 200 Mbps) c6 thé m& rdng 1én dén 8 két ni FE
(1600 Mbps) dé trg thanh mot két néi FastEtherChannel, Néu luu lugng
tang qua muic nay, qua trinh nang cap cd thé lai bat dau véi mot két noi
Gigabit Ethernet, Sau d6, ta ¢6 thé lai tiép tuc md rdng két ndi nay lén
thanh Gigabit EtherChannel. Qua trinh nay c6 thé duoc lap lai véi viéc tiép
tuc chuyén sang két ndi 10 Gbps. Binh thuting, viéc cé nhiéu két ndi gida
cac switch tao ra kha nang bi bridging loops. EtherChannel sé tranh tinh
huéng nay bang céch xem c¢a mét bundle nhu 1a mét két néi don duy
nhat, hodc la access, hodc la trunk.

Mac di EtherChannel link dugc xem nhu mét két ndi dan duy nhat, két
ndi nay khong nhat thiét phai ¢ bang thong bang vdi tong clia cac két
ndi thanh phan. Vi du, gia st mdt FEC dugc tao ra tir 4 két noi full-duplex,
100 Mbps. Mac du két n6i FEC nay c6 thé mang mét throughput [én dén
800 Mbps (néu méi két ndi co tai la 100%), FEC sé khong hoat dong & toc
dd nay. Thay vao do, luu lugng sé dugc phan phoi trén cac két néi riéng |é
bén trong EtherChannel. Cac két ndi nay hoat dong & toc d6 clia n6 (200
Mbps) nhung chi truyén nhing frame dugc gan badi thuat toan FEC. Néu
mot lién két bén trong mét bundle dugc uu tién hon do két qua cda thuét
toan phan phoi tai, két ndi thanh vién nay sé khéng mang luu lugng theo
mét ti 1é tuong Ung. No6i cach khéc, tai khéng phai luén luén phan phoi
déu gitia cac két ndi thanh phan,

FEC con cung cap dac tinh du phong vdi vai két ndi vat ly. Néu mét trong
nhiing két néi vat ly bi hong, luu luong trén lién két do sé duoc tu dong
chuyén sang két noi ké can. Qua trinh chuyén doi xay ra trong vai mili
giay. Khi cd nhiéu két néi tiép tuc hong, cac luu lugng sé tiép tuc chuyén
sang cac két ndi lang giéng khac. Khi cé mét két ndi thanh vién duoc khoi
phuc lai, tai sé tu dong phan phai trén cac két ndi dang active. Ta cd thé
quan sat tién trinh nay bang cach quan sat dén LED trén switch hoac
diing cac phan mém nhu PRTG, MRTG.

6.1.1.1. Két hop cdng bén trong EtherChannel

EtherChannel co thé bao gom t6i da 8 két noi vat ly clia cling kiéu phén
cuing va cung toc do. Mot vai rang budc phai dugc dap ting sao cho chicod
nhimg két pdi tuong tu la duoc két hop. Thong thudng, tat ca cac cong
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phai thudc vé cing mot vlan. Néu dugc ding nhu mét két ndi trunk, tat
ca cac cong phai & trong trunking, c6 cling native vlan va truyén cling
mot tap hop cla vlan. M6i cong phai c6 cling téc dé, duplex va cé cling
cau hinh spanning tree.
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6.1.1.2. Phéan phai luu lugng bén trong EtherChannel

Céc luu lugng bén trong EtherChannel cé thé dugc phan phéi trén cac két
noi riéng & theo mot cach thuic xac dinh. Tuy nhién, tai khong nhat thiét
phai duogc can bang trén tat ca cac két ndi. Thay vao do, cac frame sé dugc
dua vao trén méat két ndi cu thé tir két qua ciia mot thuat toan hash. Viéc
phan phdi tai qua cac dudng ciia mot bundle (EtherChannel) dugc thuc
hién theo thuét toan hashing: Thudt toan nay c6 thé st dung: dia chi IP
ngudn, dich; hodc dia chi MAC nguon, dich; hoac cd thé str dung TCP/UDP
cong. Néu chi st dung mét dia chi hay mét cong thi viéc truyén tai qua
cong nay hay cong khac dugc thuc hién dua vao cac bit cudi cling va phu
thuéc vao sb cong cha EtherChannel. Néu sir dung ca dich va nguén thi
thuat toan nay dugc thuc hién nhd phép toan XOR cac bit cudi cia dia chi.
Thudt toan hash c6 thé diing dia chi IP nguén, dich hodc la két hop gitta
dia chi IP nguén va dich, dia chi MAC nguén va dich hodc TCP/UDP cénag.
Thuat toan hash sé tinh toan ra gia tri nhi phan, gia tri nay sé chon ra mét
két ndi trong bundle dé chon ra két néi thanh vién nao sé mang frame do.
Néu chi mét dia chi hay mot cong duagc hash, switch sé day frame bang
cach ding mét hoac nhiéu bit thap dé dua vao két ndi. Néu hai dia chi hay
cong dugc hash, switch sé thuc hién thuat todn XOR trén mét hodc nhiéu
bit thap clia dia chi IP hoac TCP/UDP c6ng. Vi du, néu két qua phép hash
bang 0, link 0 dugc dung, néu két qua bang 1, link 1 dugc ding. Néu mét
bundle diing 4 két ndi, thuat toan hash sé dung 2 bit cuoi. Tuong tu, mot
bundle co 8 két noi sé dung mét thuat toan hash trén 3 bit cudi.

method Value Hash input Hash operation Switch Model
sro-ip Source IP address bits 6500/4500
dst-ip Destination 1P address hits G500/4500
sro-dst-ip Source and destination [P addressy XDOR AS00A500/3550
SIC-Mac Source MAC address bits 6500/4500/3550
dst-mac Destination MAC address bits 6500/4500/3550
sre-gdst-mac Source and destimation MAC X0OR 6300/4500
sre-porl Source port number bits 6500/4500
dst-port Destination port number hits 6500/4500
sro-dst-port Source and destination port XOR G500/4500

Cau hinh mac dinh la ding XOR cta dia chi IP dich hoac ding phuang
thic src-dst-ip. Mac dinh cho switch 2970 va 3560 la ding src-mac. Néu
switch I6p 3 dugc ding trén két ndi EtherChannel, phuong thiic src-dst-ip
luén ludn dugc dung, mac du ndé khong cau hinh duge. Binh thudng,
trang thai mac dinh la viéc phan phoi tinh cac frame, Tuy nhién, ban phai
xac dinh khi nao thi EtherChannel Ia khéng can bang tiy theo mau luu
luigng. Lay vi du, néu mét server nhan phan Ién cac luu lugng cha FEC, dia
chi cla server (dia chi dich) sé luén gidng nhau trong nhiéu phién lam
viéc. Diéu nay lam cho mat két ndi sé dugc ding nhiéu lan néu trong
thudt todn hash ta dung dia chi dich IP. D€ kiém tra xem thuat toan
load-balancing nao dang dugc thuc hién, ban c6 thé ding lénh show
etherchannel port-channel. Méi két n6i trong channel dugc hién thi ciing
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v6i gid tri load dang hex. Khi cac c6ng dugc nhém lai trong EtherChannel,
sé khéng cd broadcast va multicast nao dugc gui ra nhiing cong con lai
trong channel. Cac broadcast va multicast frames sé dugc loadbalance
giéng nhu nhiing loai luu lugng khéc: cac dia chi multicast va broadcast
trg thanh mot phan clia thuét toan hash.
6.1.1.3. Cac giao thuc bat tay ctia EtherChannel
Co 2 giao thic dugc dung dé hinh thanh nén EtherChannel: PAgP va LACP.
* PAgP
Céc goi tin PAgP dugc trao doi gilia cac switch trén cac cong
EtherChannel. Cac thong s clia switch lang giéng dugic xac dinh (nhu kha
nang clia cong) va sé dugc so sanh vdi switch cuc bo. Cac céng ¢o cling
neighbor ID va kha nang hinh thanh nhom sé dugc nhom lai vai nhau
thanh céc két n6i FEC. PAgP hinh thanh nén EtherChannel chi trén nhiing
cong dugc cau hinh clng static VLAN hodc la cung loai trunking. PAgP
cling thay doi cac théng s dong ctia EtherChannel néu mét trong nhiing
cong clia bundle bi thay d6i. Vi du, néu thong s6 VLAN, speed, duplex clia
mét cong trong mot EtherChannel bi thay doi, PAGP sé thay doi cac théng
s6 do trong tét ca cac cdng con lai. PAGP ¢6 thé dudc cdu hinh & ché do
active (desirable), trong do mot switch chi dong yéu cau switch dau xa
hinh thanh nén EtherChannel. Khi switch hoat dong trong ché do passive
clia PAgP, switch sé chi bat tay néu switch dau xa yéu cau no.
* LACP
Giao thiic LACP cling guii cac goi trén cac cong EtherChannel ctia switch.
Tuy nhién, n6 cling gan vai tro céng dén cac dau cudi clia EtherChannel.
Cac switch cd do uu tién thap nhat sé dugc phép ra quyét dinh vé cac
cong nao sé dugc tham gia vao EtherChannel & mot thoi diém. Cac cong
duac chon lua va tré thanh active theo gia tri do uu tién priority cta no,
trong do gia tri uu tién thap sé cd muc uu tién cao.
Mot tap hop 16 két ndi tiém nang co thé dugc chi ra cho mot
EtherChannel. Théng qua LACP, mét switch sé chon lua ra 8 cong c6 dé uu
tién thap nhét nhu la cdc member active cla EtherChannel. Cac cong con
lai s& nam trong trang thai standby va sé dudc enable néu mot trong
nhiing két néi active bi down. Ciing giong nhu PAgP, LACP ¢6 thé dugc
cau hinh trong mode active, trong dé mét switch sé chi dong hoi switch
dang xa bat tay hinh thanh EtherChannel. Ché do passive thi switch chi
chti dong hinh thanh EtherChannel khi switch dau xa khai tao né.
Cau hinh EtherChannel
Cac lénh co ban dé cau hinh EtherChannel. Cau hinh PAgP EtherChannel:
Switch{config-ifJ#channel-protocol pagp
Switch{config-ifj#channel-group number mode {on | auto | desirable}
Cac ché do nay co y nghia nhu sau:
- ON: & mode nay thi Switch tu ddng enable etherchannel, tuy nhién
no lai khéng gui hay nhan bat ky goi PAgP nao, do dé ma phai cau hinh
mode on & hai dau.
- Auto: Switch sé tu dong enable etherchannel néu né nhan dugc goi
tin PAgP,
- Desirable: Switch sé tu dong yéu cau dau kia chuyén két néi sang
thanh EtherChannel.
Cau hinh LACP
Switch{config)#lacp system-priority priority
Switch{config-ifJ#channel-protocol lacp
Switch{config-ifJ#channel-group number mode {on | passive | active}
Switch{config-ifJ#lacp port-priority priority
Lénh dau tién dé xac dinh system priority trén switch nao déng vai tro lam
switch diéu khién EtherChannel, hodc néu priority bang nhau thi switch
nao co dia chi MAC nho han sé dugc chon. Ta con xéc dinh priority cua
cong dé xac dinh xem cong nao la active va ¢ng nao & trang thai
standby. Cong c6 priority nho sé la active va Ién han sé & trang thai
standby. Cac mode trong lénh channel-group nhu On, Passive, Active
tuan tu tuong tu nhu On, Auto, Desirable trong PAgP.

Khi cac cdng dugc cau hinh nhurla thanh vién cta EtherChannel, switch sé
tu dong tao ra cac cong EtherChannel. Interface nay sé dai dién cho ca
bundle.
Switch{config)#interface type mod/num
Switch{config-if)j#channel-protocol pagp
Switch{config-ifJ#channel-group number mode {on | {auto | desirable}
[non-silent]}
Trén tat ca cdc switch cla Catalyst (2970, 3560, 4500 va 6500), ta c6 thé
cau hinh dé chon giao thiic PAGP va LACP. Cac model cii hon nhu 2950 c6
thé chi ho trg PAGP. Tling interface nam trong EtherChannel phai dugc
cau hinh va gan ciing mét nhom duy nhét (tir 1 dén 64).
6.1.2. LAB: Aggregating Switch Link (EtherChannel)

F0/10->13 F0/10->13
: y

Hinh 6.1

Yéu cau
1. Mo hinh trén danh cho mét nhom.,
2. Cau hinh EtherChannel vdi cac yéu cau sau:
a. Dung PAgP.
b. Dung LACP.
¢. Dung On.
d. Loadbalance dung Source MAC, Destination MAC.
Goiy
Cac member trong channel phai hoan toan giong nhau thi channel méi
tao duoc (cung speed, duplex, cung layer 2 va layer 3...).
2a: PAgP hoat dong ¢ 2 mode: Desirable (chu dong), Auto (bi déng). Hai
switch cdu hinh PAgP co thé két hgp gilla cac mode sau:
Desirable-Desirable, Desirable-Auto.
Switch{config)#interface range f0/1- 4
Switch{config-if-range)#channel-protocol PagP
Switch{config-if-range)#channel-group 1 mode {Desirable | Auto}
2b: LACP hoat dong & 2 mode: Active (chu ddng), Passive (bi dong). Hai
switch céu hinh LACP c6 thé két hop gilia cac mode sau: Active-Active,
Active-Passive.
Switch{config)#interface rang f0/1- 4
Switch{config-if-range)#channel-protocol LACP
Switch{config-if-range)#channel-group 1 mode {Active | Passive]
2¢: Mode On ép budc khdi tao EtherChannel (tuong tu trunk mode on).
Néu diing mode On, thi hai switch phai cau hinh giéng nhau dé khdi tao
EtherChannel. Ding lénh sau dé cau hinh EtherChannel mode On:
Switch{config)#interface rang f0/1 - 4
Switch{config-if-range)#channel-group 1 mode on
2d: Trén Switch 2950, 3550 chi ¢6 thé cdu hinh loadbalance dua trén:
source MAC address hoac destination MAC address. Trén Switch 3560 co
thé cau hinh loadbalance dua trén: source MAC address, destination MAC
address, source/destination MAC address, source IP address, destination
IP address, source/destination IP address. Dung lénh sau dé cau hinh
loadbalance:
Switch{config)#port-channel load-balance {src-mac | dst-mac |
src-dst-mac | src-ip | dst-ip | src-dst-ip}
Kiém tra:
xem thong tin etherchannel
#f show etherchannel summary
it show etherchannel 1 detail
it show pagp 1 counters/internal/neighbor
it show lacp 1 counters/internal/neighbor
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4 Uu dai hap dan khi tham gia déng nhém & déng cap
4 Uu dai 10% cho hoc vién ci
4 Tang ngay ao thun VnPro

4 Tham gia du dodn két quad World Cup 2014 voi téng
gidi thudng lén dén 50 triéu déng

Cam két lgi ich khi hoc tai VnPro

. Vdng hoc duoc hoc bu, khéng hiéu bai duoc hoc lai mién phi.
- Gido trinh giang day chudn quéc té va LabPro tiéng Viét.

+ Thuc hanh >70% thdi luong chuong trinh va truc tiép 100%
trén thiét bi chinh hdang, hién dai. (>100 gi& lab)

« Duoc thuc hanh mien phi ngoai gio.
+ Chung chiVnPro duoc céng nhdn trén toan quoc.

« Thiddu qudc té sau khi hoan tdt khéa hoc.
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La trung tdm duy nhdt trong cd nuédc phdat hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdp nhdt,
ndng cdp thudng xuyén theo chudn gido trinh quéc té
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HOC VIEN VIEN TIEU BIEU VnPro

VnPro dé cé mét budi phéng vdn nhé véi ban
Phan Thanh Phong dé Iing nghe ban chia sé vé
qud trinh ban hoc ¢ VnPro va duoc nhdn vao thuc

Chao Phong, ban c6 thé cho moi ngudi biét mét chut vé
minh khéng?

Minh hién la sinh vién nam 3 truong Pai hoc Vdan Hién chuyén
nganh Hé théng théng tin va dang theo hoc khéa CCNP Routing
& Switching tai VnPro.

Coduyén nao ban biét dén VnPro?

Minh da c6 dinh hudng san tiredp 3 linh vuc minh thich, va cing
o0 tdc dong Ién tir ngudi anh ho Hoang Khdnh caa minh. Hién
tai anh Khdnh la O&M Manager ISP Viettel Peru. Luc trudc anh
cung tung hoc CCNA, CCNP, va CCIE o VnPro.

Anh Khdnh va nhing dan anh di truéc da khuyén minh, néu
muén hoc vé hé théng mang chudn va tét nhdt thi nén chon
VinPro, khoi phdilo nghi nhiéu vé chdt luong dao tao & ddy. Minh
cting tiing di tham khdo nhiéu noi dé xdc thuc va sau cing ding
nhu 16i khuyén thi VnPro la lua chon duy nhdt ctia minh.

Hién tai ban da tirng hoc nhitng khéa nao & VnPro va ban
d@n tuong nhadt véi Thdy nao tai VnPro?

Minh timg hoc khéa CCNA - I6p nay do Thdy Nguyén Thé Hing
day, Thdy dang lam qudn ly & cdng Hang Khéng Viét Nam, kinh
nghiém va kién thic truyén dat that tuyét.

Ké tiép minh hoc khéa Switch do Thay Trinh Anh Ludn day, Thdy
6 rat nhiéu kinh nghiém va dang lam chuyén gia gidi phdp bdo
mdat mang Palo Alto. Trong sudt khéa hoc, nho Thay Ludn ma
minh duoc biét dén nhiéu hé théng mang cta ngan hang, ISP
cong ty Ién nén kinh nghiém ma minh tich lay duoc da lén vu
V...

Cdc Thdy khdc tai VnPro thi minh ciing timg nhiéu Idn trao doi
trong sudt thoi gian hoc CCNA va Switch, mdc di khéng ¢6 day
minh nhung khi minh héi thi cdc Thdy rdt nhiét tinh tra Idi, minh
cting hoc hdi thém duoc rdt nhiéu Thay dang day cdc mén khdc
tai VnPro. Nén minh thdy da sé cdc Thdy tai VnPro déu tét.Thoi
gian tham gia cdc khéa hoc & VnPro thi cdc Thdy & nhiing I6p
minh hoc déu tao duoc méi trudng lam viéc teamwork rdt tét,
minh ddnh gid rdt cao diéu nay va ddc biét minh thdy mai
trudng dao tao tai VnPro that chuyén nghiép.

Con hién tai thi minh dang theo khéa hoc CCNP Route va da
duoc nhdn vao thuc tdap tai VnPro.

Du dinh sdp téi cua Phong la gi, ban c6 thé chia sé mét ti
duoc khéng?

Du dinh ak! Nhiéu ldm nhung gdn nhdt la 2 cdi nay: (cudi nhe)

JJPM

Phan Thanh Phong - sinh vién dang hoc va thuc tdp tai VnPro

tap tai day.

1. Ldyduoc ching chiquécté CCNP

2. Ung tuyén vao Viettel - ISP Core

Néu ban lam viéc & cdc ISP Ién thi c6 so di cong tdc nuéc
ngoai xa khong?

Minh khéng ngai, thich nia la dang khdc. Minh hodan toan tu'tin
vai kha nang nghe noi tiéng Anh cua minh, vi ltc trudc minh
tung hoc chuyén anh. Duoc di nudc ngoai la co hi tuyét vai, no
sé tao diéu kién cho minh hoc héi rdt nhiéu, mé mang tam vdc,
kién thurc.

Ban co l6i khuyén gi cho cdc hoc vién cua VnPro?

1. Khéng biét cur héi, dimg ngan ngai.

2. Tudoc sdch chuyén nganh nhiéu haon.

3. Tich lay kinh nghiém lam viéc trén thiét bi that va luén tim
kiém co héi dé tiép xuc véi chung. Nhdt la nén tham gia nhing
buéi dao tao hay héi thdo chuyén dé mién phi do VnPro té chiic,
dé la co hdi dé cdc ban co thé tiép xuc truc tiép vdi thiét bi that.

4. D6i vai cde ban sinh vién, thdi gian hé cu xin di thuc tdp dé
ndng cao kién thiic. Gié minh dang thuc tap tai VnPro. Liic thuc
tdp minh dugc tiép xuc truc tiép hé thong mang that dang van
hanh tai doanh nghiép, né rdt tét dé ndng cao kinh nghiém va
hé so céng viéc cua minh sau nay.

Védng, cam on ban dad nhiét tinh chia sé! VnPro chiic ban sic
khéde, thanh céng va tich liy dugc nhiéu kién thirc ciing nhu
kinh nghiém trong thai gian thuc tdap tai VnPro.

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




KY NANG MEM

Bdn ké hoach nghé nghiép chinh la “va
khi” giap ban tro thanh chu nhdn cda
tuong lai chinh minh. Théng qua viéc
ddnh gid so thich, su dam mé, ky nang,
tinh cdch, diém manh, diém yéu, ban ké
hoach nady sé chi cho ban thdy con
dudng téi uu nhadt dé dat duoc muc tiéu
nghé nghiép trong tuong lai.

Viéc lap ké hoach nghé nghiép khong
khé! Ban chi can nam viing nam budc
sau:

Budc 1: Panh gia ban than

O budc nay, cac cau hoi tu danh gia
(self-assessment) sé giup ban hiéu rd
minh hon. Hinh thiic nhiing cau hoi nay
rat da dang, nhung tuu trung chia lam
bén nhom:

+ Piém manh
+ Ban lam tét viéc gi?
+ Ban ¢6 nhiing ky nang gi?
+ Tinh cach nao clia ban néi troi
nhat?
. Piém yéu
+ Ban khong thich loai cong viéc
nao?’
+ Nhiing ky nang nao ban khong
gidi?
+ Ban c6 nhiing han ché gi?
« Can cai thién:
+ Ban muén hoc thém nhing kién

thuc gi? (chuyén nganh, xu hudng
maoi...)

+ Ban can rén luyén thém nhing ky
nang gi? (phan tich, dam phan,
thuyét trinh...)

« Dam meé:

+ Ban thich lam céng viéc gi? (gap g&
nhiéu ngudi, lam viéc véi cac con
s, phan tich tinh hinh tai chinh hay
cham soc, ho trg khach hang...)

BUGC LAP KE HOACH

NGHE NGHIEP

+ Piéu gi lam cho cbng viéc cta ban
c6 y nghia? (Tién luong, thang tién,
ca héi hoc hoi...)

Néu muoén chuyén nghiép hon, ban cé
thé dung cac bai trdc nghiém hudng
nghiép nhu  Myers-Briggs Type
Indicator (MBTI) dé biét dang cong viéc
phu hop véi minh.

Budc 2: Xac dinh muc tiéu nghé
nghiép

Ban can xac dinh muc tiéu nghé nghiép
(ngan han va dai han) trong céng viéc
ban mong muén, nhung luu y la nhing
muc tiéu nay can phu hop véi ca sé
thich, niém dam mé va nang luc cla
ban. Biing quén la ban chi co thé dat
dugc thanh cong that su trong cong
viéc néu dugc lam ding cong viéc
minh yéu thich va cé kha nang lam tét.

Budc 3: Nghién ciu cong viéc

Sau khi da xac dinh dugc muc tiéu, ban
hay tim hiéu loai cong viéc phu hap véi
nhu cau va sd thich ca nhan nhat. Truy
cap vao cac trang web tuyén dung cé
thé gitp ban tim hiéu vé cac cong viéc
dang co trén thi trudng cing nhu nhu
cau tuyén dung hién tai. Bén canh do,
ban cing nén tich cuc maé réng quan
hé xa hoéi (networking) & cac mang
c6ng déng. Hay hoi nhiing ngudi trong
nghé ban quen xem céng viéc ma ho
dang lam hdng ngay la gi? Ky nang nao
can thiét cho céng viéc? Trién vong
thang tién nhu thé nao? Mudn viéc nay
tién hanh thuan loi, ban ding quén
thudng xuyén cap nhat hé so (théng tin
gidi thiéu vé trinh d6 hoc van, kinh
nghiém chuyén moén va thanh cong
trong cong viéc).

Budc 4: Tinh toan va ra quyét dinh
Thai diém quan trong da dén! Pay la Itic
ban lap danh sach hai hay ba céng viéc
ung y nhat réi cho diém ching theo
nhiing tiéu chi danh gia mic do phu

hop nhu gia tri, s& thich, tinh cach, ky
nang ... Cong viéc nao co sé diém cao
nhat sé la uu tién hang dau cha ban.
Néu cong viéc ly tudng do chinh la
nhdng gi ban dang lam thi tu nay ban
chi can tap trung moi né luc cda minh
vao ké hoach thang tién su nghiép!
Ngugc lai, ban nén can nhac dén kha
nang chuyén viéc (co thé la chuyén
sang mot phong ban khac).

Budc 5: Lap ké hoach hanh déng

Hay xac dinh nhing kién thic va ky
nang can bo sung dé dat dugc muc tiéu
thang tién, trong d6 xac dinh ré muc doé
uu tién va thoi han chot dé hoan thanh.
Ngoai ra, ban cing nén manh dan bay
td vdi sép rang minh da san sang don
nhan nhing trach nhiém méi. Con néu
ban van dang tim kiém cong viéc ly
tudng thi viéc dau tién ban nén lam la
chinh stfa hodc dang méi ho so truc
tuyén. Sau do, ban nén theo doéi thudng
xuyén théng tin viéc lam va tham khao
muc tu van hudng nghiép trén bao dai
hay trang web tuyén dung dé luén ném
bat nhing co hoi viéc lam méi va tu
trang bi cho minh nhiing ky nang tim
viéc can thiét.

Ban da ting nghe cau: “If you fail to
plan, you plan to fail” (Néu khéng
hoach dinh cong viéc trudc, ban sé
chudc lay that bai) chua? Ro rang, khi cé
mot ban ké hoach nghé nghiép trong
tay, ban sé nhin thay ré cac muc tiéu va
hanh dong can thuc hién dé tu quyét
tuong lai su nghiép cta minh. Vi vay,
ban hay dau tu thdi gian va cong suc
tuong xung cho ban ké hoach nay! Do
chac chan sé la mét trong khoan dau tu
khén ngoan nhat cla ban trong thdi
gian sap tail
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DICH VU THI CONG HE THONG MANG

VGi cdc chuyén gia thiét ké hé théng mang c6 nhiéu kinh nghiém trong viéc thiét ké va trién khai hé théng mang, trung tam

tich hop dit liéu, chiing téi cung cdp cdc dich vu sau: - _ — .
+  Dich vu tu van thiét ké, thi cbng mang noi bo (LAN) A ’-H} ‘ S

+  Dich vu tu van thiét ké, thi céng mang dién réng (WAN) e T R =

+  Dich vu tu van thiét ké, thi cong mang Internet / Intranet =5 b B, Siead, = o

« Dich vu tu van thiét ké, thi cong cac I6p bao mat cho hé
thong mang

Loi ich ciia Khdch hang: e e
- Tiét kiém thdi gian va chi phi, céng suc khi phai tu minh thiét [ N\ [ | =
ké hoac phai thu thiét ké riéng biét cho tiing phan cla toan e __ avey avey “é”.?,..:
b6 mé hinh hé thong : e
- VGitucach la mot chuyén gia hoat déng trong linh vuc CNTT, | | L LAk
ching t6i c6 nhiing quan hé va cling la doi tac truc tiép voi
., ' o

nhiéu nha phan phéi clia cac hang CNTT ndéi tiéng cua thé
gidi, chiing t6i co thé tich hap cac cong nghé tién tién va phi hop nhét cho hé théng ctia Quy khach hang.

«  Quy khach hang sé dugc hé trg tu van chuyén nghiép bdi dodi ngl cac chuyén vién co kinh nghiém tu van va thiét ké du
an, hé théng thong tin.

+  Quy khach hang khéng nhitng dugc tu van cac giai phap va mé hinh hé thong dép Ung véi cac nhu cau hién tai, ching
toi con ho trg tu van cho Quy khach hang khi c6 nhu cau mé rong hé théng trong tuong lai.

T

QUY TRINH TRIEN KHAI DICH VU:
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1. KHAO SAT & THIET KE HE THONG

1. Khao sat & ghi nhan thong tin khach hang
- Muc dich str dung cta khach hang va yéu

cdu strdung thiét bi

- Khdo sdt mat bdng, két cau toa nha va vi tri

|ap dat thiét bi

- Diéu kién thi cong va cht Iugng vat liéu thi

cong (cable, ong, nep....) Cac diéu kién c6
thé anh hudng dén hé théng (dién, moi
truong...)

2. Thiét ké chi tiét

Ve kj thuat chi tiét hé thong loai thiét bi
dugc dung (biéu gid, tinh nang ky thuat,
thai han bao hanh) bao gom: So d6 logic, so
d6 lap dat...

50 lugng vat tuva cac linh kién di kém

Thai gian thi cdng

" 11, LAP DAT HE THONG

1. Thi céng hé thong cap mang
.- Trién khai thiét bi dan (6ng nhua, nep, day

dan...)

. - Trién khai hé thong cap mang theo dting so

da thiét ke

' - Danh ddu day cap va két ndi vao bd tap

trung (Swich, Router, Firewall...)

- Gan mdy tinh vao hé thdng mang
.- Gan cac thiét bi ngoai vi vao hé thing mang
- 2. (ai dat hé thong mang

. - Phan

a nhom nquoi dung theo VLAN

®

nPro

(chia hé théng ra thanh cac mang con)

- (du hinh Router, cac giao thdc dinh tuyén,
load-balancing...

- (du hinh tutng I, tao DMZ cho Server

- (i dat hé diéu hanh cho server

- (i dat giao thaic va cac dich vu mang

- Tao nhom nguti dung

- Thiét Iap tai khoan ciia nqudi ding

- Phan quyén ngui dung

- (ai dat chuong trinh Ung dung mang

- (i dat giao thuc cac may Client

- Tao tai khoan mdy Client

- Chia sé tai nguyén mdy Client

11l CHUYEN GIAO HE THONG

1. Nghiém thu hé théng va chuyén giao

Kiém tra su tuong thich va tinh on dinh cia hé thong

Nghiém thu hé thong chuyén giao hé so thiét bi

(phiéu bao hanh, hod don thanh todn. . .)

Chuyén giao hop ddng thiét ké va lap dat, so d6 mang

2. Hudng dan s dung hé thong va dao tao nhan su.
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Cisco Systems la tdp doan cung cap giadi phap
cong nghé mang va san xuat thiét bi mang lén
nhat trén thé gigi. Cac nha tuyén dung tai Viét
Nam hién nay coi chiing chi Cisco nhu mét lgi thé
tuyén dung.

Hé thong chiing chi chia Cisco ¢6 9 phan nganh ky
thuat chinh trong linh vuc mang va dugc phan
thanh 3 cap: Associate, Professional, Expert.

Cap d6 chuyén vién (Associate)

= CCNA R&S (Cisco Certified Network Associate
Routing and Switching)

* CCDA (Cisco Certified Design Associate)

= (CCNA Data Center

= (CCNA Security

= CCNA Service Provider

= (CCNA Service Provider Operations

* (CCNA Video

* (CCNA Voice

= CCNA Wireless

Cap do chuyén gia (Professional)

= (CCNP (Cisco Certified Network Professional)
* CCDP (Cisco Certified Design Professional)
= (CCNP Data Center

= (CCNP Security

= (CCNP Service Provider

HE THONG CHUNG CHi
CUA CISCO

= (CCNP Service Provider Operations
= CCNPVoice

= CCNP Wireless

Chuyén gia cao cap (Expert)

Ching chi thudc cap do6 nay goi la CCIE (Cisco
Certified Internetwork Expert), day dugc coi la
mot trong nhiing ching chi nghé CNTT c6 gia tri
va cling la chiing chi kho dat nhat trong hé théng
chung chi cua Cisco:

= CCDE

» (CCIE Collaboration

= (CCIE Data Center

* (CCIE Routing & Switching

= CCIE Security

= (CCIE Service Provider

= (CCIE Service Provider Operations
= (CCIE Storage

= CCIE Wireless

Pay la con dudng hoc tap dé tré thanh chuyén gia
cao cap Cisco:

Certification Paths | Associate Professional Expert

Routing & Switching |CCNA Routing  |[CCNP CCIE Routing &
and Switching Switching

Design CCDA CCDP CCDE

Data Center CCNA Data CCNP Data Center [(CCIE Data Center
Center

Network Security CCNA Secunity [[CCNP Secunity CCIE Security

CCMA Service  ||CCNP Service
Provider Proswader

Service Provider CCIE Service Provider

Service Provider CCNA Service |[CCNP Service CCIE Service Provider

Operations Provider Provider Operations
Crperations Operations

Video CCNA Video

Voice CCMNA Voice CCNP Voice CCIE Collaboration

Wireless CCMNA Wireless [|CCMP Wireless ”('("IE Wireless

Ngudi bién soan: Bui Quéc Ky

nPro
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Budc 1 ‘ Budc 3 Budc 5

Truy cap Pang ky Du doan Cong bo Pén VnPro
WWW.VRpro.vn théng tin ngudi choi két qua tran dau két q ua nhan giéi

Chi can du doan la tring Co cau giai thudng

Du doan két qua tran dau: Ngudi choi du doan két qua Glal thudng vong loai, vong 1/18,

cac doi tham gia thi dau tai 64 tran dau trong khuén khé tu két, ban két:

World Cup 2014 bat dau tU ngay 12/06/2014 dén 3 cudn sach LabPro cho moi tran

14/07/2014. dau tu tran 1 dén tran 62.

e Ngudi choi lua chon 1 trong 3 lua chon ctia chuong o .

finh: Giai thudng vong tranh hang 3 - 4:
Lua chon 1: D6i A thing 1 Giai nhat: Ig:;u: béng khéa hoc tri
Lua chon 2: Hai déi hoa gia 3.360.000 tai VnPro.
Lua chon 3: Dai Brthéng 3 Giai nhi: 3 cudn sach LabPro.

® Pé dudoan
Budc 1: Chon “Du doan World Cup”trén www.vnpro.vn b : - :
Budic 2: Chon tran dau ban sé du doan 1 Giai nhat: hoc bong khoa hoc tri
Budc 3: Chon 1 trong 3 lua chon ddi A thang, hai doi gia 3.880.000 talVnPro.
hoa, ddi B thing 1#G|é| n}hl: 1 ‘:.Faucher giam gia 50%
Budc 4 : Nhap 3 so tu nhién ban yéu thich tat ‘_:é'_ G khﬂa_,hgc; tal VnPro.
Budc 5 : Nhan nat HOAN TAT 3 Giai ba: 3 cudn sach LabPro.

Luu y: Trudc 10 phut khi tran dau da bat dau ngudi choi

phai dung du doan. Néu tiép tuc két qua du doan sé

khéng dugc tinh.

Giai thudng vong chung két:

THAM GIA NGAY

Vui long truy cap www.vnpro.vn hodc Facebook VnPro dé biét thém chi tiét

VnPro
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- HA'YFSXEM PHIM ONLINE CUNG PHIM.BIZ

Phim.biz xin chao ban!

Nhdm mong mudén ban va ban bé, ngudi than cua minh

duoc thudng thiic nhing tdc phdm dién dnh xudt sdc

mién phi va khéng bi lam phién béi qudng cdo, website
http://phim.biz da duoc ra ddi.

Tai trang web http://phim.biz, ban cdé co héi thudng thuac hon 6000 tua
phim do nét cao, hdp ddn, da dang voi nhiéu thé loai, dugc tong hop va cdp
nhdt lién tuc tir nhiéu nguén mién phi. Ttr nhitng bé phim dién dnh trong va ngoai
nudc maéi nhdt (nhiing bé phim dang ra rap trén toan thé gidi) véi chdt luong cao,
thuyét minh hodc phu dé chudn hoan toan bdng tiéng Viét (d6i véi phim nudc
ngoai) ma khéng lam mdt di ban sdc géc cua phim. Cung véi dé la nhing bé phim
truyén hinh dai tap, phim bé dang duoc trinh chiéu trén cdc dai truyén hinh Viét
Nam va cdc quéc gia Han Quéc, Hong Céng, Bai Loan, Trung Qudc,... Ban sé duoc
tha hén vao nhing doan phim tinh cam Idng man, ngat thé véi nhiing pha hanh
déng ngoan muc, phiéu luu ciing nhing nhan vat huyén thoai, héi hép, so hai voi
nhing thudc phim kinh di, cudi vui ddy sang khodi voi nhirng tinh tiét hai hudc tor
nhing bé phim hai. .. Tdt ca déu cd tai http://phim.biz

Ngay bdy gid, ban c6 thé sirdung dién thoai, mdy tinh bang hodic mdy tinh cd nhdn

ctia minh truy cdp vao trang http://phim.biz dé thudng thic nhiing .'.

"8 b6 phim mdi va hép ddn nhét.
2 A

Phim.biz chuc ban cé nhing gidy phuat thu gian thoai mdi!

.

Than mén,
Phim.biz - Xem phim Online mién phi

nPro
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TAILIEU CNTT

(Trich dan ti sach VnPro)

cruona s: ANTEN VA GAC THIET Bl PHU TRO

5. Dau noi

Cac dau ndi vo tuyén xac dinh kiéu két noi
thiét bi dé néi cap vao thiét bi hay néi
thiét bi vai thiét bi. Cac kiéu dau néi nhu
N, F, SMA, BNC va TNC (Threaded
Neill-Concelman) déu dugc s dung
trong mang WLAN.

Nam 1994, FCC va Cuc truyén thong

Canada DOC (Canadian Department of

Communication) quy dinh rang cac dau

noi dugc st dung cho thiét bi WLAN nén

la ddc quyén chia cac nha san xuat. Vily do

nay nén nhiéu bién thé khac nhau cua

moi kiéu dau noi da xudt hién nhu:

= Kiéu N.

= Kiéu N dao cuc.

» Kiéu N ddo chudi (Reverse Threaded
N-Type).

Hinh 5.28: Bdu ndi kigu N

Bdu néi kiéu SMA

A l{l.‘p
A .*__‘j;;;.
/

chuona &: CAC TO CHUC VA CHUAN WLAN

Hau hét cac phan cling may tinh va cac
cong nghé déu dua trén moét sé chuan
nao dd. Co cac t6 chirc dinh nghia va ho
trg cac chuan cho phép phan ciing tur
nhiéu nha san xuat khac nhau hoat dong
dugc vdi nhau mot cach théng suébt.
Trong chuang nay, ching ta sé thao luan
vé vai tro ctia FCC trong viéc dinh nghia
va ap dat vé mat phap ly trong truyén
thong khéng day va vai tro cua IEEE trong
viéc tao ra cac chuan cho phép cac thiét
bi khéong day lam viéc dugc vdi nhau.
Chiang ta cling sé dé cap dén cac day tan
56 khac nu ma WLAN str dung va kiém

nPro
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Lua chon dédu néi

Co 5 diéu can phai xem xét khi mua hay

cai dat cac dau ndi. Cac diéu nay cilng

tuong tu nhu cac tiéu chuan khi chon lua

bo khuéch dai hay b gidm tin hiéu:

* Trdkhang cha dau ndinén tuong xiing
voi tat ca cac thanh phan WLAN khac
(thuong la 50 Ohm).

* Phai biét dugc suy hao chén ctia maoi
dau noi. Lugng suy hao nay sé la mot
yéu to khi tinh toan cong suat tin hiéu
cung nhu khoang cach cho phép.

* Biét tan s6 dap Ung (gigi han trén cla
tan so) ctia dau noi. Piéu nay rat guan
trong khi mang WLAN 5 GHz ngay
cang tr& nén phd bién. Mét s6 dau néi
hoat dong & 3 GHz sé rat thich hgp cho
mang WLAN 2,4 GHz nhung khéng su
dung dugc cho mang WLAN 5 GHz.

* Hay canh giac cac dau nodi cd chat
lugng xau. Luén xem xét viéc mua tu
cac nha san xuat danh tiéng va chi
mua cac dau néi chat lugng cao. Diéu
nay sé giup loai b dugc cac van dé khi
st dunag.

= Hay chac rang ban biét dugc cac kiéu
dau noi (N, F, SMA,...) va loai cla
chung (duc, cai).

6. Cap

Ban phai chon loai cap thich hop dé két
noi anten dén AP hay cau noi khéng day.
Dudi day la cac tiéu chuan can xem xét

tra cac chuan trong bé chuan 802.11.
Chiing ta cling sé thao luan vé mot s cac
t6 chic chinh trong thi trudng WLAN
cung nhu vai tré cia ho trong nganh
cébng nghiép. Cudi cung, ching ta cling
sé ludt qua mot s6 cong nghé, chuan va
nhing anh hudng ctia ching dén nganh
cong nghiép WLAN.

Viéc hiéu dugc nhitng quy dinh phap ly
va cac chuan trong cong nghé WLAN sé
gitip ban c6 thé bao dam rang bat cit mot
hé théng khéng day nao ma ban trién
khai sé tuong tac dugc véi nhau va tuan
theo phap luat. Hon nifa, viéc lam quen
vdi cac quy tac, cac chuan ciing nhu cac

khi chon mua cap:

= (ap gay ra suy hao cho mang WLAN
nén ban phai biét dugc khoang cach
ngan nhat can st dung cap.

= Nén mua cac doan cap da cat san clng
nhu da duoc ndi san véi dau noi. Diéu
nay sé giam thiéu kha nang két néi xau
gita dau nodi va cap.

* Tim nhiing loai cap c6 dé suy hao thap
nhat nhung van théa man phi phi cho
phép cua ban (vi cap cé dod suy hao
cang thap thi cang mac tién).

* Mua cap c6 cung trd khang vdi tat ca
cac thanh phan WLAN khac (thudng la
50 Ohm).

* Tan sO dap ung clia cap nén dugc xem
xét nhu la mét yéu té quyét dinh chinh
khi mua cap.

7. Cap tiép hop Pigtail

Cap tiép hop Pigtail dugc st dung dé noi
cap (tudn theo chuan céng nghiép) vdi
cac thiét bi WLAN cia cac nha san xuat
khac nhau. Pigtail dugc diing dé néi cac
dau noi doc quyen ctia nha san xuat vai
cac dau noi chuan céng nghiép nhu
N-Type, SMA. M6t dau cia cap Pigtail la
dau noi doc quyén, dau kia la dau noi
chuan céng nghiép.

Hinh 5.29: Cdp tiép hop Pigtail

m:s_."—*

td chiic tao ra ching sé gitp ban rat
nhiéu trong viéc md rong kha nang
nghién cliu va tim kiém nhimng théng tin
mdi nhat vé mang WLAN.

1. UY BAN TRUYEN THONG LIEN BANG
- FCC

Uy ban truyén théng lién bang FCC
(Federal Communication Commission) la
mot to chic phi chinh phd clia My, truc
tiép chiu trach nhiém trudc Quéc hoi. FCC
dugc thanh lap bdi dao luat truyén thong
nam 1934 va dugc sat nhap vao Ban diéu
chinh lién bang va truyén thong quoc té vé
vd tuyén, truyén hinh, day, vé tinh va cap.
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FCC tao ra cac van ban phap ludt ma cdc | mién phi. Bang tan mién phi ma ban sur
thiét bi WLAN phai tuan thi theo. FCC | dung cling sé la bang tan mién phi cho
quy dinh pho tan s6 vé tuyén ma mang | cac ngudi khac. Gia st nhu ban cai dat
WLAN c6 thé hoat déng, muic cong sudt | mot mang khéng ddy trong gia dinh ctia
cho phép va cac phan cing WLAN khac | ban. Néu nhu lang giéng ctia ban cling
nhau dugc st dung & dau, nhu thé nao. cai dat mét mang khéng day thi hé thong
1. Bing tan ISM va UNII ctia ban va cta ho c6 thé gay nhiéu lan

FCC dua ra nhimng quy tac gidi han vé tan
s6 st dung va céng suat phat ctia cac day
tan s6 do. FCC ctng chi dinh rang WLAN

c6 thé sif dung bang tan Cong nghiép, dung dugc.

Khoa hoc va Y hoc ISM (Industrial, | 2 Bang tan ISM

nhau. Hon niia, néu ho stf dung mot hé
théng c6 cong suat cao thi sé lam cho
mang khong day cua ban khong thé sur

Scientific, Medical) chinh 1a bang tan | Co6 3 bang tan ISM mién phi ma FCC cho
mién phi. Bang tan ISM bao gém 900 | phép mang WLAN cé thé st dung gém
MHz, 2,4 GHz, 5,8 GHz va c6 do rong khac | 900 MHz, 2,4 GHz va 5,8 GHz.

nhau tir 26 MHz dén 150 MHz. Béing tdn 900 MHz ISM

Ngoai bang tan ISM, FCC cling chi dinh 3 Bang tan 900 MHz ISM dugc dinh nghia
bang tan Ha tang théng tin quéc gia | trong viing tan s6 tir 902 MHz dén 928
Khéng cap phép UNIl (Unlicenced | pmpz hay 915 MHz + 13 MHz. Méc di
National Information Infrastructure), maoi bing tan nay duoc phép st dung 1tn:mg
bang tén nam trong viing 5 GHz va réng | mang WLAN nhung mang WLAN thudng

100 MHz,
Hinh 6.1: Phé tdn sé ISM va UNII
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stf dung cac bang tan sé cao hon vi né co

bang théng rong han
va thong lugng cao
hon. Mot s6 cac thiét bi
khéng déy van con sur
dung bang tan 900
MHz nhu dién thoai gia
dinh khong day hay hé
théng camera khéng
day. Cac to6 chuc sur
dung mang WLAN 900
MHz sé rat kho tim ra
thiét bi dé thay thé vi
chung rat it dugc san
xuat va gid ca rat cao.

Bdng tdn 2,4 GHz ISM

Bang tan nay dugc su
dung bdi tat cd cac
thiét bi tuong thich
chuan 802.11, 802.11b,

Thudn lgi va khé khdn cda bdng tdn | 802.11g va da trd nén rat pho bién. Bang
khéng cdap phép (mien phi) tan nay nam trong khoang tir 2,4000 GHz

Khi trién khai bat ky mot hé théng khéng
day nao trén bang tan mién phi thi khéng
can phai xin phép FCC vé bang théng va
cong suat can dung. Co gidi han vé cong
suat truyén, nhung khéng c6 mét thi tuc
nao trong viéc nhan dugc su cho phép dé
truyén & muic cdng suat dé. Hon nia, viéc

dén 2,5000 GHz (2,4500 GHz + 50 MHz).
Trong s6 100 MHz tir 2,4000 GHz dén
2,5000 GHz thi chi c6 day tan s6 tir 2,4000
GHz dén 2,4835 GHz la that su dugc sur
dung bai cac thiét bi WLAN, Nguyén nhan
cht yéu la FCC gidi han cong suat phat chi
cho vling tan s6 nay ma théi.

khéng can gidy phép st dung nén khéng | Bdng tan 5,8 GHz ISM

ton thém chi phi xin gidy phép. Bac diém | Bang tan nay thudng dugc goi la 5 GHz
tu nhién cta bang tan mién phi nhu ISM | |SM, N6 nam trong khoang 5,725 GHz
va UNII la rat quan trong bdi vi nd cho | dén 5,875 GHz (rong 150 MHz). Bang tan
phép cac doanh nghiép nho va hd gia | nay khéng dudc chi dinh dé sif dung
dinh trién khai hé thong khong day va | trong mang WLAN nén n6 gay ra mot s6
lam cho thi trudng WLAN ngay cang phat | nham lan. Bang tan 5,8 GHz ISM triing lap
trien. vdi mét phan ciia mot bang tan mién phi
Su tu do nhu vay lam cho né cé mét bat | khac la bang tan UNII cao lam cho béang
loi chinh d6i vdi ngudi strdung bang tan | tan 5,8 GHz ISM thuéng bi nham lan véi

bang tan 5 GHz UNII cao (bang tan nay
dugc st dung trong WLAN),

3. Bang tan UNII

Bang tan 5 GHz UNIl bao goém 3 béng tan
rong 100 MHz riéng biét duoc sir dung
trong cac thiét bi tuong thich chuan
802.11a. Ba bang tan nay la thap, trung va
cao. Trong méi bang tan nay cé 4 kénh
DSSS khéng chéng 1én nhau, mdi kénh
cach nhau 5 MHz. FCC quy dinh rang
bang tan UNII thap duoc sir dung trong
nha, bang tan UNII trung dugc st dung
trong nha va ngoai trdi va bang tan UNII
cao dudc st dung cho ngoai trdi, Thudng
thi AP dugc dé trong nha nén bang tan 5
GHz UNII sé cho phép 8 AP trong nha
dugc s dung dong thoi (méi AP hoat
déng & mot kénh) bang cach s dung ca
bang tan UNII thap va UNII trung.

Bdng tan UNII thdp

Bang tan UNII thap nam trong khoang
5,15 GHz dén 5,25 GHz va FCC chi dinh
cong suat phat |6n nhat cho bang tan nay
la 50 mW. Khi trién khai cac thiét bi tuong
thich chuan 802.11a thi IEEE da chi dinh
rang chi 40 mW (80%) ciia cong suat phat
t6i da la dugc sir dung cho cac thiét bi
tuong thich chuan 802.11a.

Tat nhién ban van cé thé truyén vdi cong
suat 50 mW, diéu nay van tuan theo luét
cta FCC nhung lai khéng tuong thich vai
chuan 802.11a.

Bdng tan UNII trung

Bang tan UNII trung nam trong khoang
5,25 GHz dén 5,35 GHz va FCC quy dinh
cobng suat phat téi da la 250 mW. Céng
suat phat dugc quy dinh bdi IEEE la 200
mW. Gidi han céng suat nay cho phép
thiét bi co thé hoat dong trong nha hay
ngoai trai va thudng dugc sur dung cho
ngoai trdi véi khodng cach ngan gita 2
toa nha gan nhau. Do ¢6 cong suat phat
viia phai va su linh hoat trong viéc sur
dung trong nha/ngoai trdi nén cac san
pham trong bang tan UNII trung nay sé
dugc chap nhan rong rai trong tuang lai.

Bdng tan UNII cao

Bang tan UNII cao dugc danh cho céc két
ndi ngoai tréi va FCC gidi han céng suét
phat 1a 1 W (1000 mW). Bang tan nay
chiém vung tan s6 tir 5,725 GHz dén
5,825 GHz va thudng bi nham lan vdi
bang tan 5,8 GHz ISM. IEEE quy dinh céng
suat phat téi da cho bang tan nay la 800
mW, day la muic céng suat kha lén cho
hau hét cac két noi ngoai trdi.

[...con tiép]
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