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GIOI THIEU CHUNG CHI
Ching chi CCDA (Cisco Certified Design Associate)
[Trang 05]

nam trong hé thong ching chi dao tao cta Cisco
trang bi cho cdc kién tric su ha tdng mang cdc kién
thirc lién quan dé co thé thiét ké, xdy dung ha tdng
mang vai ...

[Trang 02]

CISCO 3560 SWITCH

dl

HOW TO
o _r,,/\_ Configure Private VLANS on
- L I, Cisco 3560 Switches ?
——

o-/, |
Private-VLAN dem dén cho nha cung cap dich vu
(service provider) hai lgi ich chd yéu khi st dung
VLAN:

1. Tinh ma rong (Scalability)
2. Cho phép cau hinh dinh tuyén IP routing ...

[Trang 03]

Nguy co bao mat VLAN HOPPING

VLan hopping mé phéng 1 kiéu tdn céng ma cdc
traffic binh thuong khéng thé di qua duoc cdc VLAN
khdc trong hé thong...

[Trang 07]

QUY TAC GIUP BAN

POC SACH HIEU QUA

Ngay nay, khi ma kién thic dugc dang tdi réng rdi
khdp cdc kénh phuong tién thong tin dai chung trén
internet thi van hod ...

[Trang 08]

TIN TUC SU KIEN KHAC

01. Tintdccoéng nghé
04. Giam sat ha tang mang vdi cong nghé SPAN
trén Cisco Catalyst Switch

06. Tusach LabPro

09. Giai dap Cong nghé théng tin
11. Ky nang phdéng vén

12. Cht dé héithao thang 8-9
13. Trich dan tir sach VnPro
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TIN TUC CONG NGHE

Giai phap hdi hop truc tuyén cua
Cisco

Cisco cung cap giai phap héi hop truc tuyén la Cisco
TelePresence. Doi vdi giai phap Cisco TelePresence, mot may
chu Cisco UCS server sé dugc trién khai trén ha tang mang
doanh nghiép. Nguai dung dau cudi c6 thé tham gia cudc
hop bang thiét bi dau cudi la PC, may tinh bang, smartphone
cai chuang trinh Cisco Jabber hoac thiét bi chuyén dung ctia
Cisco nhu Cisco TelePresence System 500, 1000, 1100, 3000,
3200 (duoc trang bi camera, man hinh, microphone) két noi
vao ha tang mang doanh nghiép.

Giai phap bao mat Cisco IronPort

After lronPort

Before lronPort

Firewall % Firewall %

MiAs .E;E;‘ |
Anti-Spam é‘ | s B T
Anti-Vins @ IrenPort Emall Security Appliance
Pahkcy Enforcarmant -
Manl Houting @
9
Al i il "?_P; Gioupwaie I:;#
D999 D999
T — ﬂ g Us s g ﬁ g

Cisco lronPort la gidi phap chéng thu rac (spam, spyware,
phishing), chong virus, ma hda email va ho trg cdng cu quan
ly mang. Cisco da mua lai cong ty IronPort System véi gia la
830 trieu USD vao nam 2007. Hién nay, Cisco lronPort tai Viet
nam cé cac dong san pham sau:

« lronport C160: Tich hop day du cac tinh nang va dé dang
st dung cho cac doanh nghiép vira va nho

+ Ironport C360D: Danh cho cac doanh nghiép vira vdi tinh
nang kiém soat thu nang cao

+ lronport C370: Danh cho cac doanh nghiép ¢6 quy mé
tlrviria dén ldn

« lronport C670: Buogc thiét ké cho cac doanh nghiép Ién
va cac nha cung cap dich vu

+ lronport X1070: Bugc xay dung nham dap (ng nhu cau
cac mpang ctia nha cung cap lén trén thé gidi.

nPro

Cisco hap tac vai Copenhagen
phat trien Internet of Thing

Trong thang 6 via qua,
Cisco da tién hanh hop
tac vai Copenhagen
(Thu d6 cua Ban Mach)
cung cac vung lan can
Albertslund,
Frederikssund dé phat
trién cac giai phap
cong nghé Internet of Thing cho phép van hanh tu xa hé
thong thong chiéu sang, bai dau xe va hé théng nang lugng
(dién, khi d6t) cho thanh phé. Cac nha lanh dao cap cao cua
thanh pho Copenhagen da 1én ké hoach Smart City project
trong vai nam tGi nhdam hién dai hda va gilp nang cao chét
lugng cudc song clia cu dan thanh thi. Néu thanh cong, ké
hoach nay sé dugc nhan ban sang cac thanh phé khac cua
Pan Mach tuong tu nhu su thanh céng cia cac thanh pho
khac nhu Barcelona, Amsterdam, Hamburg, Chicago, Dallas,
San Francisco, Songdo, Nice, Kansas.

Internet of Thing & xu hudng tat yéu
cua mot thanh pho hiéen dal

Internet of thing
(loT) cho phép két
ndi con ngudi, di
litgu va moi thua
xung quanh chung
ta lai véi nhau giup
Xxay dung mot xa
hoi tién nghi han,
dem lai nhiéu loi
ich kinh té cho
doanh nghiép va
cong dong.

Nh& 10T, hé théng
chiéu sang & Albertslund (mét thanh phé & Pan Mach) cé
thé duac bat lén tir mét vi tri tap trung hoac tat ditoan bo hé
théng, giup st dung hiéu qua toi da nang lugng chiéu sang.
loT con duoc st dung dé van hanh hé giéng bai dau xe, hé
théng tuéi nudc cong cong, kiém sodt hé thong ludi dién
cla cac thanh phé.

Két hop véi cac bo cam bién, loT cé thé duoc sir dung dé thu
thap thong tin nhiét do, tiéng 6n, d6 am hay nhing noi tap
trung déng ngudi & nhu san bay, trung tam mua sam giup
cac nhan vién an ninh phan bé luc lugng tic truc hap ly hon.
Theo du doan, nam 2020 sé cé dén 50 ti két néi Internet dé
phuc vu cho xu huéng loT.

Ngui dich: Bui Quic Ky
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Gidi thiéu chung chi CCDA

Chung chi CCDA (Cisco Certified Design
Associate) nam trong hé théng ching chi
dao tao cta Cisco trang bi cho cdc kién tric
su’ ha tdng mang cdc kién thuc lién quan dé
c6 thé thiét ké xdy dung ha tdng mang voi
hiéu sudt van hanh hé théng téi uu nhdt. Dy
la chiing chi ma rédt nhiéu céng ty gidi phdp
ha tdng mang tai Viét Nam yéu cdu cdc ing
ctr vién phai cé. Néi dung kién thic trong
chuong trinh CCDA sé trang bi cdc kién thic
va ky nang Idp ké hoach va trién khai ha téng
mang truc campus, data center, security,
voice, va ha tang mang khéng déy (wireless
network). Hién nay, VnPro la trung tam duy
nhdt tai thanh phé H6 Chi Minh xudt ban dédu
sdch “Hudng dan hoc va thi CCDA” lién quan
dén chiing chi nay.

Noi dung sach CCDA

Chuong 1: PHUONG PHAP THIET KE HE
THONG MANG

1.1.Nhing mé hinh kién tric ha tang mang
doanh nghiép

1.3. Thu thap théng tin vé nhiing yéu cau
phia doanh nghiép déi vdi ha tang mang
1.4, Phan tich, thu thap nhiing dic diém ha
tang mang doanh nghiép san co

1.5. Thiét ké md hinh ha tdng mang, xay
dung giai phép dua trén nhiing théng tin
da thu thap duac.

Chuang 2: MO HINH KIEN TRUC HA TANG
MANG

2.1. Mé hinh hé théng mang phén cap

2.2. M6 hinh kién tric mang doanh nghiép
2.3. Nhing dich vu ha tdng mang ¢d tinh
san sang cao HA (High Availability)
Chuong 3: THIET KE HE THONG MANG
LAN TRONG DOANH NGHIEP

3.1. Phuong tién truyén dan trong hé théng
mang LAN stf dung cong nghé Ethernet
3.2. Cac nguyén tac thiét ké mang LAN
100-Mbps Fast Ethernet, 1000-Mbps
Gigabit Ethernet, LAN 10-Gbps Ethernet

3.6. Thiét ké hé théng mang truc trong mai
trudng mang LAN va cac mo hinh thuc tien
3.7. Large-building LAN

3.8. Enterprise Campus LAN

3.9, Edge Distribution

3.10. Medium-Size LAN

3.11. Small and Remote Site LAN

3.12. Server Farm Module

3.13. Enterprise Data Center Infrastructure

Chuong 4: THIETKE HE THONG CO SO DU
LIEU TAP TRUNG

4,1. M6 hinh, cac thanh phan kién truc,
topology hé thong co s di liéu tap trung

5 Peabwnik Mamsgamant
Maobifty Sanacas

4.4, Nhitng thach thic cta hé théng Data
Center

4.5. Cac thanh phan va mét sé van dé can
quan tam khi trién khai hé théng Data
Center

4.7. Cap nguodn cho hé théng Data Center
4.8. Lam mat hé théng Data Center

4.9, Nhiét lugng phat sinh tir hé théng Data
Center

4.10. Hé thong cap dau ndi clia Data Center
4.11. Ha tang hé thong Data Center doanh
nghiép

4.12.T6ng quan vé céng nghé do hoa

4.13. Céng nghé do hoéa server

4.14. M6t s6 tiéu chi can quan tam khi thiét ké
hé théng mang st dung céng nghé 4o hoa
Chuong 5: THIET KE HE THONG MANG
KHONG DAY WIRELESS LAN

5.1. Cac ¢odng nghé mang khong day
Wireless LAN

5.2. Phuang thuc bao mat WLAN

5.3. Kiém soat truy cap két néi tir hé théng
mang khong day WLAN dén hé thong cac
may cha

5.4. Hé thong mang khéng day hgp nhat
Cisco Unified Wireless Network

5.6.Cac ché do clia AP.

5.7. Qua trinh kham pha WLC théng qua
giao thuc LWAPP

5.8. Xac thuc trong hé théng mang khéng
day WLAN

5.9. Cac tuy chon xac thuc

5.10. Céc thanh phan diéu khién trong hé
théng mang khéng day WLAN.

5.13. Roaming va nhom di dong

5.14.Thiét ké hé thong WLAN

5.16. Sif dung dudng ham EolP danh cho
cac dich vu khach Guest Service

5.17. Hé théng mang ludi mang khéng day
trién khai ngoai troi

5.18.Thiét ké hé théng mang khong day tai
chinhanh

5.19. Tom tat cac van dé can luu y khi thiét
ké mang khéng day WLAN

Chuong 6: TONG QUAN VE HA TANG
WAN

6.3. Cac cong nghé van chuyén trong WAN
6.4, WAN Design Methodology

Chuong 7: CAC CONG NGHE MANG WAN
TRUYEN THONG

7.1, Mo hinh Hub-and-Spoke, Full-Mesh,
Partial-Mesh

7.4.Thiét ké mang truy cap tif xa, mang VPN
7.6.50 sanh VPN cua doanh nghiép va VPN
cta nha cung cap dich vu

7.10. Thiét ké du phong cho mang WAN
7.11. Huéng dan can bang tai

7.12, Du phong WAN trong Internet

7.13. Kién tric mang WAN cho doanh nghiép
7.14. Thiét ké mang chi nhanh.

7.15. Thiét ké chi nhanh nho, vira, In
7.18.Thiét ké mang tir xa cho doanh nghiép

Chuong 8: [INTERNET PROTOCOL
VERSION 4
Chuong 9: INTERNET PROTOCOL
VERSION 6

Chuong 10: DAC PIEM CUA CAC GIAO
THUC PINH TUYEN RIP VA EIGRP

Chuong 11: OSPF, ROUTE
MANIPULATION VAO IP MULTICAST

Chuong 12: QUAN LY BAO MAT HA TANG
MANG

Chuong 13: GIAI PHAP BAO MAT

13.1. Giai phap bdo mat mang nén tang va
Kién tric SAFE cua Cisco

13.11. Tich hgp va Quan ly bac mat mang
vao thiét bi mang

13.15. Bao vé mang doanh nghiép

13.16. Trién khai bdo mat trong cd sd va
trong bién gidi doanh nghiép va WAN
Chuong 14: THIET KE VOICE VA VIDEO
14,1, Kién trac truyén théng cla mang
voice

14.2, Bénh s6 trong PSTN

14.3. Cac dich vu PSTN khac

14,4, Cac thuat ngu trong ky thuat voice
14.5. Thiét ké mang hoi tu da dich vu

14,6, Trién khai video

14.7.Thiét ké mang IPT

Chuong 15: CAC GIAO THUC QUAN LY HE
THONG MANG

VinPro
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Private-VLAN dem dén cho nha cung cap
dich vu (service provider) hai lgi ich chua
yéu khi st dung VLAN:

1. Tinh m& rong (Scalability): Thiét bj
switch cé thé ho tro 1én dén 1005 active
VLAN. Néu nha cung cap dich vu service
provider quy hoach moi mét VLAN tuang
tng véi mot khach hang customer thi so
lugng khach hang ma nha cung cap dich
vu coO thé ho trg sé rat han ché,

2. Cho phép cdu hinh dinh tuyén IP
routing: Moi VLAN théng thudng sé dugc
gom vao cung mot khéng gian dia chi
mang, diéu nay cé thé géy ra tinh trang
lang phi déi vdi cac dia chi IP khong dugc
su dung tdéi, dac biét la trong qua trinh
quan ly cac IP.

Private VLAN gitp nha cung cap dich vu linh
hoat hon khi mé rong hé thong mang ciing
nhu viéc quan ly cdc dia chi IP dugc dé dang
va thudn tién hon, va dong thoi cung cdp
tinh ndng bdao mat tai lop 2 @oi vai cdc
khach hanag.

Luu y: Private VLAN gitip chia VLAN domain
truyén thong thanh cdc subdomain va co
thé c6 nhiéu cdp VLAN pair bén trong maéi
subdomain. Mét subdomain théng thuong
sé bao gom mét primary VLAN va mét
secondary VLAN. Tat ca cdc VLAN pair trong
private VLAN chia sé cung mdt primary
VLAN. Secondary VLAN ID trong moi

subdomain sé khdc biét trong cdc
subdomain khdc,
L"|
2 =T = F'rim:ll'!"
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Co hai loai secondary VLAN:

Isolated VLAN—Cac Port tham gia vao
isolated VLAN khéng thé giao tiép vdi céc
port khac vi ching bi ngan cach nhau &
Layer 2.

Community VLAN—Cac Port bén trong
mot community VLAN cé thé giao tiép vai
nhau nhung khéng thé giao tiép vdi cac

port thudc cac community khac taiLayer 2.

Private VLAN cung cap kha nang cach ly &
muic dé Layer 2 dbi vdi cac port thudc
cung private VLAN.

Cac Private-VLAN port hoat dong & ché
do access port bao gom 3 loai sau:
Isolated port: la mét host port tham gia
vao isolated secondary VLAN. Port nay
hoan toan bi cach ly & mudc Layer 2 so voi
cac port khac cung private VLAN, ngoai trur
cac promiscuous port. Private VLAN sé tién
hanh khéa moi luu lugng tdi isolated port
ngoai tri luu lugng dén tir promiscuous
port. Luu lugng nhan dugc tirisolated port
chi duogc forward tdi promiscuous port.
Command: switchport mode private-vlan host
Community port: la mot host port tham
gia vao community secondary VLAN.
Community port cé thé truyén théng vdi
cac port khac trong cing mgt community
VLAN va giao tiép vdi promiscuous port.
Cac interface nay dugc cach ly ¢ muc do
Layer 2 wvdi cac interface thudc cac
community khac va cach ly véi cac
isolated port bén trong private VLAN.
Command: switchport mode private-vlan host
Promiscuous port: [a port tham gia vao
primary VLAN va c6 thé truyén théng vai
tat ca cac loai interface con lai, bao gom ca
community va isolated host port thudc

secondary VLAN lién két ti primary VLAN,

Command: switchport mode private-vlan
promiscuous

Cac budc cdu hinh Private VLAN

Budc 1 Thiét lap VTP mode & ché do
transparent.

vtp mode transparent

Budc 2 Khoi tao primary va secondary
VLAN va lién két ching lai

Switch(config)# vian 20

Switch(config-vian)#
primary
Switch(config-vlan)# exit
Switch(config)# vian 501
Switch(config-vian)#
isolated
Switch(config-vlan)# exit
Switch(config)# vian 502

private-vian

private-vian

Private VILAN tréen Cisco 3560 Switch

Switch(config-vian)#
community
Switch({config-vian)# exit
Switch(config)# vlan 20
Switch({confg-vian)#
association 501-502

Budc 3 Cau hinh cac interface & ché do
isolated hoac community host port va gan
vao VLAN tuong ung

private-vlan

private-vian

Switch(config)# interface
fastethernet0/22
Switch(config-if)#  switchport mode
private-vlan host
Switch({conhg-if)# switchport

private-vian host-association 20 501

Budc 4 Cau hinh cac interface & ché do
promiscuous port va lién két promiscuous
port ti primary-secondary VLAN pair

Switch# configure terminal
Switch(config)# interface fastethernet0/2

Switch(config-if}#  switchport mode
private-vlan promiscuous
Switch{conhg-if)# switchport

private-vlan mapping 20 add 501-502
Switch(confg-if)# end

Cdc Cisco Switch hé trg Private VLAN —

Pdy di cdc tinh ndng (Community &

Isolated VLAN):

1)Catalyst 6500/6000 - CatOS on
Supervisor and Cisco |0S on MSFC 5.4(1)
on Supervisor and 12.0(7)XE1 on MSFC

2) Catalyst 6500/6000 — Cisco 105 System
software +12.1(8a)EX, 12.1(11b)E1

3) Catalyst 4500/4000 - CatOS + 6.2(1)

4)Catalyst 4500/4000 - Cisco 10S
+12.1(8a)EW  12.2(20)EW(Community
VLAN)

5) Catalyst 3560 + 12.2(20)SE - EMI
6) Catalyst 3750 + 12.2(20)SE - EMI
7) Catalyst 2948G/2980G + 6.2

Cdc Cisco Catalyst Switch hé trg PVLAN

Edge (Protected Port)

1) Catalyst 3550 + 12.1(4)EAT

2)Catalyst 2950 +
12.1(4)EAT

3) Catalyst 2900XL/3500XL + 12.0(5)XU
(on 8MB switches only)

4) Catalyst 3560 + 12.1(19)EA1

5) Catalyst 3750 + 12.1(11)AX

6) Catalyst 3750 Metro + 12.1(14)AX

7) Catalyst 2940 + 12.1(13)AY

8) Catalyst 2955

9) Catalyst 297

12.0(5.2)WCT1,

Ngudi dich: Bli Quoc Kir
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V3l cong nghé SPAN

Gidm sat ha tar
trén Cisco Cata

Viéc giam sat luu lugng mang ho trg dac luc
cho qua trinh khac phuc su ¢, giam sat cac su
cO lién quan dén bao mat (security audit).
Trudc day, dé giam sat hoac bat luu lugng, ta
thuding s dung thiét bi hub. Theo nguyén ly
hoat déng, khi hub nhan dugc bat ky goi tin
trén port nao, né sé tién hanh “forward” goi tin
do ra tat

Tuy nhién, thiét bi hub git day da dugc thay
thé bai dong thiét bi thong minh hon, do la
switch. Khong giéng nhu hub, khi switch nhéan
dugc mot unicast packet, nd chi forward ra
ding port chi dinh. Mac dii véy, ta van c6 thé
tién hanh giam sat duoc luu lugng ha tang
mang trén Cisco Catalyst switch nhd tinh nang
Switched Port Analyser (SPAN).

Mét s6 thuat ngii trong SPAN

« Ingress Trafficc luu lugng dir liéu di vao
switch

» Egress Traffic: luu luong d liéu di ra khoi
switch

» Source (SPAN) port: port dugc giam sat

« Source (SPAN) VLAN: VLAN ma luu lugng
traffic ciia VLAN dugc giam sat

» Destination (SPAN) port: port phu trach viéc
giam sat source port, day la port thudng
dugc dau noi tdi hé thdng phan tich mang
network analyser.

- Remote SPAN (RSPAN): khi Source port
khong nam trén cing mot switch voi
Destination port. RSPAN la mét tinh nang
dudc cai tién can dén mot VLAN dac biét dé
van chuyén luu lugng dugc giam sat.

&

BOLIES SEAN — Destination SPAN
Ports e /P

-.'

Port

Colasoft
Hatwork
Analyser

- 1

Switch

3=

Trafiic

Source SPAN port la port dugc giam sat doi vdi
|luiu lugng nhan received (RX), luu lugng truyén
di transmitted (TX) hoac ca hai chiéu truyén va
nhan bidirectional (both). Luu lugng di vao
hoac guii ra Source SPAN port sé dudc sao chép
sang Destination SPAN port. Thong thudng,
chiing ta sé két noi PC cai dat chuong trinh
phan tich du liéu network analyser vai Destina-
tion SPAN port.

Chuong trinh Network Analyser khéng nhing
6 thé thong ké cac loai luu lugng nhan dugc
ma con co kha néng tu dong phan tich cac su
co lién quan dén qua trinh truyén lai dit liéu cta
phién két noi TCP, cac su co phan giai tén mién
DNS, tién trinh hoi dap TCP bi cham tré, canh
bao cac thong diép ICMP redirect message va
nhiéu tinh nang ho trg khac. Nhiing théng tin
hiiu dung trén gitp ngudi quan tri nhanh
chong phat hién dugc su co mét cach dé dang.

g mang
yst Switch

Mét s6 dac diém can luu y trén Source Port

« Source port cd thé dugc giam sat bai nhiéu
phién SPAN session khac nhau.

« Mbi source port c6 thé dugc cau hinh giam
sat theo mot hudng nhat dinh (ingress,
egress, hoac ca hai).

- Source port c6 thé cing hoac khac VLAN vdi
Destination port.

« Doi vdi VLAN SPAN source, tat ca cac active

port thudc source VLAN déu dong vai tro la
source port.

Mot s6 dac diém can luu y trén Destination

Port

Moi phién SPAN session phai cé it nhat mot

destination port dé nhan cac ban sao luu lugng

tlr source port va VLAN. Destination port co
mot s6 dac diém can luu y sau:

« Mot destination port phai nam trén cung
mot switch vai source port (doi vdi phién
SPAN session cuc bg).

« Mot destination port chi co thé tham gia vao
ma&t phién SPAN session tai mot thai diém.

« Destination port khéng thé dong vai tro clia
madt source port.

Luu y

« Cisco Catalyst 2950 switch chi c6 thé kich
hoat mét phién SPAN session tai mét thoi
diém va khong thé giam sat VLAN source.

« Cisco Catalyst 3550, 3560 va 3750 switch co
thé ho trg hai phién SPAN session tai cling
mét thoi diém va c6 kha nang ho trg giam
sat ca VLAN source.

« Chi co duy nhat mot destination port tuang
ing véi moi SPAN session va mét destina-
tion port khdng thé tham gia vao hai phién
SPAN session cung lic. Do do, hai phién
SPAN session khéng thé co cing mot
destination port.

Cau hinh SPAN trén Cisco Catalyst Switch
Cau hinh sau day dugc thuc hién Cisco Catalyst
3550 Layer 3 switch, tuy nhién, cac cau lénh nay
ciing tuong tu va dugc ho trg trén cac dong
Cisco Catalyst 2940, 2950, 2955, 2960, 2970,
3550, 3560, 3560-E, 3750, 3750-E va 4507R
Series Switch.

Chung ta sé tién hanh cau hinh SPAN dé giam
sat luu lugng di vao traffic entering (Ingress) va
di ra exiting (Egress) trén port cla switch dau
ndi tdi router (FEO/1). Cau hinh nay sé gitp
chung ta giam sat toan bo luu lugng vao ra ha
tang mang network.

Cisco 3550
Layer 3
Switch

Colasalt
Matwork
Analyser

Do router R1 két ndi tdi 3550 Catalyst switch
théng qua port FEO/1, nén port nay sé duogc
cau hinh vdi vai tro la Source SPAN port. Luu
lugng tir cong FEO/1 sé dugc sao chép ra
FEQ/24 nai may tram dugc cai dat chuong trinh
bat luu lugng.

Catalyst-3550(config)# monitor session 1
source interface fastethernet 0/1
Catalyst-3550(config)# monitor session 1
destination interface fastethernet 0/24

Sau khi cau hinh hoan tat, chung ta sé nhan
thay dén LED trén FE0/24 bat dau nhay tuong
tu nhu dén LED cta port FEO/1.

Chung ta ¢ thé kiém tra lai phién monitoring
session bang cau lénh sau:;

Catalyst-3550# show monitor session 1
Session 1

Type :Local Session
Source Ports
Both Fa0/1

Destination Ports: Fa0/24
Encapsulation : Native
Ingress: Disabled
Dé hién thi thong tin chi tiét cau hinh phién
giam sat, ta thuc hién cau lénh sau:
Catalyst-3550# show monitor session 1 detail
Session 1
Type :Local Session
Source Ports
RX Only
TXOnly  :None
Both :Fa0/1
Source VLANs :
RXOnly :None
TXOnly :None
Both :None
Source RSPAN VLAN : None
Destination Ports  :Fa0/24
Encapsulation  :Native
Ingress:  Disabled
Reflector Port  :None
Filter VLANs :None
Dest RSPAN VLAN : None

Tai may tram 6 cai dat chuong trinh bat géi tin,
ta co thé tién hanh cac thao tac phan tich,
thong ké nhu hinh minh hoa sau:

None
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SWITCHING SECURITY

Chuaong trinh CCNA R&S Chuang trinh CCNA Security

CISCO CISCO
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Chuong trinh CCNP ROUTE Chuiang trinh CCNP SWITCH Chuang trinh SECURE Chuang trinh FIREWALL
CISCO CISCO CISCO
CISCO CERTIFIED
( EEETIE D ) 1 F CERTIFIED CERTIFIED
‘CCNP’ CCIE ) CCN C /N F
&%ﬁ%ﬁﬁﬁf‘di SECURITY 'SECURITY
.

Chuong trinh CCNP TSHOOT Chuong trinh CCIE

>

. Gido trinh giang day chudn quéc té va LabPro tiéng Viét.
‘ + Thuc hanh >70% thdi luong chuong trinh va truc tiép 100%
| ——

Thang / mua uu da

Uu dai hdp dan khi tham gia déng nhém & dong cap
Uu dai 10% cho hoc vién ci

T:;‘ing ngay do thun VnPro

Tham gia du doan két quad World Cup 2014 vai téng
gfﬁi thudng lén dén 50 triéu dong

Cam két loi ich khi hoc tai VnPro

. Vdng hoc duoc hoc bu, khéng hiéu bai duoc hoc lai mién phi.

trén thiét bi chinh hdng, hién dai. (>100 gi& lab)
»  Duoc thuc hanh mien phi ngoai gio.
+ Chuing chiVnPro duoc céng nhdn trén toan quoc.
» Thiddu qudc té sau khi hoan tat khéa hoc.
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La trung tdm duy nhdét trong cd nudc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdap nhat,
ndng cdp thuong xuyén theo chudn gido trinh quéc té
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Gia: 220.000 VNB

- -r-._..ul.l---..l_.-l-n-
e =
N THI ROUTE on Tl E'Jﬂﬁ et
Sl N -\..- H -Lhi..ﬂzi-lﬁ:k:- .g{ . F

s

CCNP LABPRO ROUTE CCNP LABPRO SWITCH CCNP LABPRO TSHOOT On thi Route On thi Switch
Gid: 120,000 VN Gid: 120.000 VND Gid: 120.000 VNP Gid: 90.000 VN Gid: 100,000 VND
= T —
oy CCNPLABPRD BEED LAl
"Ir | _:_::J' Lrir L
LaoPr — el

-5

Wi

—r

M NE]EE

BSCl

ﬁ‘.“l’. L b__ L _ |

On thi Tshoot CCNP LABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gia: 80.000 VNP Gia: 95.000 VND Gia: 70.000 VND Gia: 120.000 VND SNAF & SNAA
Gia: 120.000 VND
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CC5P LABPRO CCSP LABPRO CCNA SEC LABPRO CCIER&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VND Gia: 150.000 VND Gia: 90.000 VNB
Gia: 90.000 VND Gia: 140.000 VND

* Khi mua sach LabPro online. Link mua sach online: http://www.vnpro.vn/sach-labpro/
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NGUY CO BAO MAT VLAN HOPPING

el Mative VLAN
Attacker

e |
e |
x\g— ENERETE
22N 802.1Q Trunk
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VLan hopping mé phong 1 kiéu tan cong ma cac
traffic binh thuéng khéng thé di qua dugc cac VLAN
khac trong hé théng. VLAN hopping sé loi dung 2
budc: gia mao Switch, va tag hai théng tin vian di qua
trunk port.

= Gia mao Switch (Switch Snoofing)

Switch Spoofing c6 thé xay ra khi 1 attacker két noi
vao 1 céng cha switch & ché doé trunking hoac su
dung DTP dé thiét 1ap dudng trunk. Luc nay, 2
thiét bi sé cho phép s dung kiéu déng goi frame
802.1q va tag vao goi tin nhung théng tin VLAN
khac nhau dé xac dinh. Attacker sé thém header
802.1q va tag théng tin VLAN véGi muc dich day goi
tin ra dén cac VLAN & xa. Khi nhan dugc switch sé
hiéu frame dé nhu 1 nguén tir802.1q va day frame
doé dén VLAN tuong (ng.

* Co ché chdng lai kiéu tdn cdng Switch Spoofing

Pé ngan chan tinh trang tan céng gia mao switch
nay thi can phai bat tat ca cac port trén switch la
mode access hodc la tat ché dé tu doéng thoa
thuan DTP. Lénh switchport mode access budc cac
coéng hoat déng nhu mot cong dé truy cap, vo
hiéu hda bat ky ca hdi ma nd cé thé trd thanh moét
céng trunk va gui luu lugng truy cap cho nhiéu
VLAN.Tat DTP bang tay dé ngan chan truy cap gia
mao tu déng lén trunk cla nhing ké tan cong.

Switch(config-if)# switchport mode access

Switch(config-if)# switchport nonegotiate

» Coché tan cong Double Tagging

+ Khi tan céng thi ké tan cong sé gui frame va tag 2
thong tin VLAN vao header. Néu ké tan cong két
néi vao 1 cdng access thi sé tag théng tin VLAN

%P ro

/ .
.l. SLAK 3
- N N T
Artacker w
o 802,100 Trun o

phu hop véi port d6. Néu ké tan cong dang két noi
vao cong trunk hodc la cong dang dé DTP thi tag
thong tin dau tién sé la native VLAN ( thuong la
vlan 1) vathong tin VLAN thur 2 sé la thoéng tin caa
vlan ma ké tan cobng mudn gi toéi.

+ Khi Switch nhan duogc frame clGa ké tan céng,
switch sé g& tag dau tién va sau d6 day ra cac cong
trunk dén cac switch lang giéng ( Cac switch déu
st dung Native VLAN giong nhau). Vi vay, tag
VLAN thtr 2 sé khong bi g& bo va cac switch sé day
né dén VLAN tuong (ng.

\.w__;* l""-f
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* Phuong thuc chéng lai kiéu tan céng Double
Tagging

+ Chia khoa dé tan cong theo kiéu VLAN hopping
chinh la native VLAN, do cac switch mac dinh déu
lay VLAN 1 lam native VLAN cho cac dudng trunk
vi thé rat dé dé xac dinh muc tiéu. Budc dau tién
dé ngan chan ra chuyén hét cac port access thudc
native VLAN di sang cac VLAN khac.

Switch(config-if)# switchport access vian 10
Switch(config-if)# description access_port

+ Budc 2 do6i native VLAN thanh 1 VLAN khac véi
VLAN 1.

Switch(config-if)# switchport trunk native vian 99

+ Budc 3 tat ché doé tu dong khong tag native VLAN
sang lua chon tag théng tin VLAN native trén cac
port trunk.

Switch(config-if)# switchport trunk native vlan
tag

Ngudi dich: Pham Minh Nguyén
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QUY TAC GIUP BAN

Ngay nay, khi ma kién thic duoc déang
tai rong rai khdp cdc kénh phuong tién
thong tin dai chung trén internet thi van
hod doc sdch va ky néng doc sdch cdn
phadi dac biét cha trong hon. Gidi tré
ngay nay rat it khi chiu bé tién ra mua
sdch. S6 bé tién ra mua sdch thi lai biét
cdch doc sdch hiéu qud. Hay xem 10 bi
quyét sau day cua DeltaViet c6 thé giup
ban cdi thién ky ndng doc sdch- 1 trong
nhting ky ndng mém quan trong cho bdt
cuai

MR R ..

* Quy téc 1: Khong doc i lai. DU la bai
viét vé khoa hoc ky thuat kho dén dau
ciing chi doc mét lan. Khéng duogc
chuyén dong mat trd lai nhimng dong,
trang da doc. Chi khi da doc xong va
suy nghi vé nhiing diéu da doc néu cé
khiic mac gi, mdi c6 thé doc lai bai néu
nhu that su can thiét nhé.

* Quy tic 2: Poc va hiéu theo khdi
thuat toan tich hgp. Phai thuong xuyén
nhd lai néi dung clta ting khoi kién
thuic. Trong qua trinh doc, hay tim cach
tra 16i nhiing cau hai tiéu chuan dé ra
cho moi khéi clia thuat todn thudng la
dau khoi hay cudi khoi.

DOC SACH H
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* Quy tac 3: Khong doc phat thanh
tiéng. Doc ma phat am chinh 1a ké thu
doc nhat vé nhi cta viéc doc nhanh.
Hay thuc hién cac bai tap va go nhip
dé nhin phat am thanh tiéng, dung dé
am thanh vut ra khéi 6 hong nhé. Khi
thay téc do doc bi giam can phai luyén
lai dé co thé cai thién téc dé doc.

* Quy tac 4: Chuyén dong mat theo
chiéu thang dung khi doc tranh chuyén
dong theo chiéu ziczac. Khi doc,

|

1

| , ﬁ
|

L

mat di chuyén theo chiéu thang diing
tlr trén xudng dudi, theo dong tuéng
tugng & ngay gilfa trang giay. Hay tap
phat trién thoi quen nhin ngoai vi. Hay
doc béo 6 cot hep trudc, réi doc sach
sau do, so bd vach dudng & gila trang
bang but chi sau dé la buat hét muc.
Phan dau doc mét trang chi trong 10 -
15 giay, cd hiéu dugc ndi dung chung
chung. Tuy muc dé thanh thuc trong
viéc di chuyén mat ma chuyén sang
doc hiéu ca trang sach chi trong 30
giay.

» Quy tac 5: Tap trung tu tudng cao do
khi doc sach. Tap trung chinh la chat

——— E——
—— - AE—

xUc tac cua qua trinh doc sach. Boc
nhanh lai cang doi hoi tap trung tri ndo
vdi cuding dé cuc cao hon dé tu duy va
nam bat van dé nhanh hon.

* Quy tac 6: Hiéu nhiing diéu minh da
doc trong qua trinh doc sach. Khi doc
sach can lam ro cac tu khoa, cac diém
tua suy luan, tic la cac diém tua dé
hiéu bai va nhan thic van dé nhanh
nhat co thé.

* Quy tac 7: Ap dung céc cach nhé chi
yéu ma ban biét trong khi doc. Muc
dich ctia viéc doc sach dé nhé thong
tin. Nhd cai gi la tuy theo muc dich doc
can thiét cia minh va chi nén nhé
nhimng gi hiéu duoc chu ding nho
nhiing thi linh tinh, vé bé khéng can
thiét. Khong can nhé tiing cau, ting
ch nhung phai nhé dai y va thong
diép cla téac gia cudn sach.

* Quy tac 8: Doc vdi téc do bién doi
theo muc do. Biét doc vdi cac toc do
khdc nhau cing rat quan trong cho
viéc doc hiéu va chon loc xu ly thong
tin. C6 cho chi can doc luét qua nhanh,
song ¢6 trang thi nén doc cham lai dé
hiéu duoc thuc chat van dé la gi. Hay
biét chon cach doc can thiét, ding Itc
va dung ché cho tiing doan noi dung.

* Quy tac 9: Phai thuoing xuyén luyén
tdp, cing cé khong nglung théi quen
doc sach moi ngay.

* Quy tac 10: Dt tiéu chuan doc moi
ngay 2 td bao, 1 t& tap chi va khoang
50 dén 70 trang sach sau do6 nang lén
nhiéu hon.

Lam dugc 10 diéu nhu vay, sau mot
thai gian ngan chac chan ban sé la
ngudi doc sach bao nhanh hon va hiéu
qua hon rat nhiéu nguai va kién thic
ban tiép nhan dugc cling sé nhiéu hon.
Chuc ban thanh cong!

VnPro

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




Cac loai Network:
LAN, WAN, PAN, MAN

Chung ta sé c6 mot céi nhin sau sac hon vé ha tang mang
internet néu nam bat va phan biét duoc cac loai network
khédc nhau. Bai viét nay sé gidi thiéu ngan gon, dac diém ctia
ting loai mang khac nhau: LAN, WAN, PAN va MAN.

Global Wireless Standards

IEEE 802.20 e IGPP EDGE
(proposed) (GSM)

Wireless MAN & HIPERACCESS
IEEE 80211 LAN ETSI
Wireless LAN HIPERLAN

LAN

LAN (Local Area Network) dai dién cho mét ha tang mang cuc
bé thuong trién khai trong mét van phong, moét toa nha va
c6 thé mé rdng bang hé théng mang khong day Wi-Fi.

Hé théng mang LAN c6 thé st dung méi truang truyén dan
co day (twisted-pair cable) hoac khong day nhung van dua
trén nén tang Ethernet.

WAN

WAN (Wide Area Network) trai ngugc véi mang LAN c6 thé
ndi réng ra pham vi vét ly rong hon cho phép két néi cac toa
nha lai véi nhau, cac quan huyén hoac tham chi la xuyén
quoc gia. Cac hé théng mang WAN sé duoc két ndi vdi nhau
va két n6i nhiéu hé thdng mang LAN dé hinh thanh nén ha
tang mang Internet.

Hé théng mang WAN c6 thé dugc két néi bang cac loai cap
quang (fiber-optic cable), hay tham chi c6 thé st dung moi
trudng mang khong day (wireless) dé truyén dan. Wireless
WAN thudng si dung séng microwave hoac séng héng
ngoai infrared (IR) dé truyén dan, tham chi cé thé st dung vé
tinh (satellite) dé phuc vu cho viéc truyén dan. Tuy nhién,
cap quang thudng dugc st dung cho ha tang mang 16i

campus vi né phu hgp cho khoang cach xa vdi chi phi hop ly.

Personal Area Network (PAN)

Mang PAN dai dién cho ha tang mang ca nhan trong pham
vi khéng qua I6n nhu khéng gian cua mét phong nho. Cong
nghé mang wireless PAN dién hinh ma ching ta thuong
thay la Bluetooth. Cac thiét bi nhu tai nghe khong day
(wireless headset), may in printer khong day hoac smart-
phone thuong st dung cong nghé mang PAN dé truyén di
liéu. Cong nghé mang Wi-Fi ciing cé thé dugc xem la cong

nPro
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nghé mang PAN néu nhu dugc st dung trong mot khoang
khéng gian chat hep.

MAN

Mang MAN (Metropolitan Area Network) thudng dugc suf
dung dé két néi cac chi nhanh ctia mét cong ty rai rac gilia
cac quan lai vgi nhau.

Ha tdng mang MAN c6 thé stt dung maéi truding phat song
microwave antenna tuong tu nhu hé théng antenna ctia TV
hodc c6 thé stt dung cap quang (fiber-optic cable) tuong tu
nhung trong mang WAN. Thudng thi céng ty cé nhu cau
trién khai ha ting mang MAN sé thué nha cung cap dich vu
ISP trién khai vi chi phi tu minh trién khai la qua lon.

Trudc day, ha tdng mang MAN thudng st dung céc cong
nghé asynchronous transfer mode (ATM), FDDI hoac SMDS.

SU khac biét gitra 802.11ac

M6t s6 chuan wireless thuong gap la 802.11a/b/g/n.
Laptop va smartphone thuéng hé tro cac chuan wireless co
ban la B hodac G, va trong tuong lai, cac thiét bi nay sé bat
budc phai hé tro chuan wireless N. 802.11n dé bat kip véi
xu huéng tuong lai (chudn 802.11n d3a xuat hién tir ndm
2009) cho phép truyén dir liéu véi toc d6 nhanh hon.
802.11ac la mét giao thiic Wi-Fi protocol mai ké thira su
thanh céng cta chuan 802.11n. Chuan nay thudng duoc
goi la "5G Wi-Fi" hoac "Gigabit Wi-Fi"

Logo tuong thich véi chudn 802.11ac

oQwid)1e

Chuan Wi-Fi 802.11ac ¢6 kha nang tucng thich nguoc véi
cac chuan 802.11b, g va n. Vi vay, cac thiét bi tuan theo
chuan 802.11ac cé thé tuong téc tét véi cac thiét bi ha tang
ct hién tai. Tuy nhién, néu cé thé thi chiing ta nén nang cap
hét tat ca cac thiét bi trong hé thong mang thanh 802.11ac
dé tan hudng téc do6 vuot troi clia chuan nay.

802.11ac Speed

wifi standard

| | 802.11g
- | 802.11n (3x3)

54 450 1300




N dan .« O

1.3 Gbps la téc do ctia chuan 802.11ac con chuan 802.11n
thi ho tro toc dé 0.45Gbps. Tuy nhién, do nhiéu yéu t6 khac
nhau c6 thé anh hudng dén téc do ctia méi truding mang
khéng day nhu nhiéu, sé luong antenna trén Access Point,
khodng cach gilra thiét bij truyén t&i thiét bi nhan ma hiéu
suat thuc su cua chuan wireless n chi dao déng tu
50-150Mbit va ddi vai chudn 802.11ac la 250-300Mbit.

Wireless 802.11n ho trg téi da 4 antenna cho phép truyén
100Mbit trén moi antenna, 802.11ac ho trg téi da 8 antenna
cho phép truyén 400Mbit trén moi antenna.

Dé ho trg téc dd cao hon, thiét bi khéng day co thé duac
trang bi nhiéu antenna. Cac thiét bi nhd nhu smartphones
thudng thi chiho trg 1 antenna, cac thiét bilén hon nhu may
tinh bang tablet c6 thé ho tro dén 4 antenna va may tinh
laptop va television co thé hé trg tir 4 cho tdi 8 antenna. Tuy
nhién, théng thudng thi cac 802.11ac router sé rat it khi nao
ho tro vuot qua 6 antenna.

Thiét bi Access Point
Wireless cO nhing tuy chon
cap nguodn Nao

Option 1 Optien 2 Switch without

Rouber __.__,_.u:lll_lyg_ power

Thiét bi Cisco Wireless Access Point co ho trg 3 tuy chon cap
nguon:

* Tuy chon 1

(Cisco Router — Cisco POE switch — Cisco AP): cap nguon
cho AP (Access Point) thong qua qua switch ho trg PoE.

* Tuy chon 2

(Router — Switch (without POE) — Power injector — AP):
cap ngudn cho AP thong qua Power injector.

* Tuy chon 3

(Router — AP — Power supply): cdp nguén cho AP théng
qua Power supply.

Phan biét cap
Cat5, Cat5e, Caté

Fﬂ-;_-_ ‘—"_
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Néu nhin dién mao bén ngoai, cac loai cap Ethernet tréng co6
vé giong nhau, va tat ca ching déu dugc cam vao Ethernet
port, nhung chat liéu kim loai bén trong céc loai cap sé khac
biét nhau tuy theo tiing loai. Tuy nhién, chiing ta c6 thé
quan sat cac ky tu trén vo cap dé nhan biét loai cap: Cats,
Cat5e va Cat6.

= Cat5:

Category 5 goi tat la Cat5, ho trg toc dé 10Mbps va 100Mbps.
Chung ta c6 thé st dung cap Cat5 dé truyén voi toc do
gigabit nhung sé bi gidi han chiéu dai cdp va cling khéng
dam bdo vé mat téc do.

» Cat5e: Faster with Less Interference

Category 5e hay con goi la Cat5e cé toc do va kha nang
chéng nhiéu tét hon so véi Cat5. Cap Cat5e ho tro toc do
truyén dan 1000 Mbps “gigabit”.

» Caté6:

Category 6 la thé hé tiép theo cua Cat5e duoc cdi tién |én va
c6 kha nang truyén véi téc do 10-Gigabit. V&i toc dd nay thi
day la loai cap it duoc st dung & hé gia dinh vi ching ta sé
khong bao gio tan dung hét bang théng cua loai cap nay.
C6 mét dac diém can luu y do 1a téc dé ctia ha tdng mang
khac véi toc do truy cap internet. Viéc nang cap toc do ha
tang mang LAN cuc bd khéng cé nghia la téc do truy cap
Facebook hudng ra ngoai internet sé nhanh hon. Tuy nhién,
néu chuing ta ¢é nhu cau truyén file gitta cdc may tinh cuc bo
vdi nhau va cac may tinh nay ho tro phan ciing tuong thich
téc do gigabit thi toc do sé nhanh hon rat nhiéu. Néu ching
ta trang bi céng gigabit trén router thi PC cling can phai
trang bi gigabit network card. Hau hét cac thiét bi router va
card mang sau nay déu ho trg téc do gigabit nhung cac thiét
bi PC va router cling van con dugc st dung thi chac han
chiing ta sé kho c6 thé tan dung téc do gigabit trén céac thiét
bi mdi nay.
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KY NANG PHONG VAN

Nhiing l6i phi ngén ngit
thudng gap trong moét cudc
phdéng van

T
21%

nghich toc hodc
s¢ vao mat

47%

cd it hodic khéng cé kién
thifc vé cdng ty. Bdy ld sai
Idm phd bién cua

cdc tng vién trong cdc
cudc phéng vdn

Thdt bai trong viéc
giao tiép bdng mdt 67 (yﬂ
Thiéu nu cudi 38 D/ 0

NHUNG DIEU BAN NEN BIET KHI ,
PHONG VAN TUYEN DUNG

Tir thé xéu 33%

Khoanh tay 21 D}‘b

trufdic nguic \

Strdung qud g'n/ﬂ
nhiéu ctr chi tay '

Bdt tay qud yéu 6t 260/0

Qud lo ldng 3 BD/D

10 sai lam phé bién nhat khi
phéng van tuyén dung

"'ﬂ

Gidi thich qud nhiéu vé Iy do tai sao ban
1 0 lai mdt céng viéc cudi cliing

Thé hién réng ban khéng cé gi vuat tréi ©

8 Thiéu hai hute, dm dp hodc cd tinh

Khong thé hién dd sw quan tam hodic nhiét tinh 7

Nghién ctru chua ddy i vé nha tuyén dung
6 tiém ndng

Chu trong qud nhiéu vao nhdng gi ban muén 5

4 Cé gdng théa man tdt ca moi ngudi

Qud bay bang trong cudc phdng vdn 3

Khéng tao surkhdc biét gita ban than va
2 cdc ung vién khac

Khéng dua ra nhing déi hdi vé céng viéc 1
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Trong mét cudc khdo sat vai 2000 quan Iy,

33“/6 trong 56 ho

cho rdng chi cdn 90 gidy

dau cua mét cudc , \
phong vidn hoc dd cd

thé biét ho nén thué ai.

Thdi gian trung binh cua mét
cudc phdng vdn la 40 phat

Théng ké cho thay nhiing
nguai mai sé co an tugng
v@i nhiing hanh vi sau

—
70/0 turnhang gi

chiung ta chia sé
/ 3 8“/& tur cdch ndi va su'tu tin
— cua ung vién
g

5 5(}! tir cdch an mdc, hanh déng
/ 0 4cdch tng vién

buée vao phong

Trang phuc
[
Mau sac chdi khéng duoc ua thich

70(]/ nhiimg nhda tuyén dung phan nan
Y rdng ho khéng mudn cdc tng vién an mac

thdi trang hay chay theo xu hudng

6 su/ cdc qudn Iy lai cho biét trang phuc c6 thé
0 véu té quyét dinh giira hai ing cirvién
tuong duong nhau

Cac meo chuén bi cho
mot cudc phéng van

—
4 Tim hiéuvé 6 chiic

Co mét céng viée cu thé trong tam tri 3

2 Xem xét trinh dé cua ban trong cong viéc

Sdn sang mé ta ngdn gon kinh nghiém cua ban 1

5 cau hdi phong van
duoc sit dung nhiéu nhat

—
Cho téi biét kinh nghiém cta ban vé ............. 5
4 Ly do tai sac ban muén lam viéc cho ching t6i?
Ban biét gl vé céng ty cida ching téi? 3
2 Ly do tai sao ban lai bé céng viéc trudc?

N6i cho téi biét vé bén thén ban ]
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Gidi thiéu:
Tin hiéu thoai dugc truyén di trén ha
tang cdp thoagi, riéeng biét véi luu
lugng di liéu thudng duoc gui di trén
ha tang cdp mang LAN, WAN. V&i cudc
céng nghé cdch mang VolP, tin hiéu
thoai va dir lieu nguoi ding cé thé
trung chuyén trén cung mét ha tdng
mang hop nhadt. Cdc doanh nghiép c6
sdn ha tdng mang Internet c6 thé ing
dung gidi phdp VolP dé tiét kiém ddng
ké chi phi. Chinh vi vay, VoIP ddn tré&
thanh mét xu hudng tat yéu va nhu
cdu tim hiéu vé céng nghé VolIP cing
ngay cang cao.

Giai thiéu:

EEM (Embedded Event Manager) la mét céng cu tich EEM Appier —— i
hop sdn trén cdc Cisco 10S, cho phép hé tro gidm sdt i i _

va diéu khién linh hoat cdc thiét bj trén ha tdng "\ Sk /

mang moét cdch tu déng tuy theo cdc su kién phdt \ I

sinh chdng han tu déng gidi han luu luong khéng S———— Cvan: Owiocor | Evees et

cdn thiét trén moét cong khi bang théng sir dung vuot
nguéng cho phép, thu thdp théng tin vé thiét bi (mutc
st dung tai nguyén CPU, RAM) o nhiing khodng thai
gian xdc dinh trudc, gidm sdt cdc phién két ndi tir xa
cta cdc phu td quan tri dén ha tang mang, cho phép
tu déng “ping” kiém tra dé tin cdy cua dudng truyén
tai nhing khodng thai dinh nghia trudc trong ngay.

Hay cling truy cép web: vnpro.vn dé cdp nhat tin tuc
va dang ky tham du héi thao ban nhé!
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chuona s: CAC TO

4. Cacquy tac vé cdng sut phat

FCC ép budc nhiing quy tic nhat dinh
lién quan dén cong suat phat ra cua
anten tuy thuéc vao moéi trudng la
diém-diém hay diém-da diém. Thuat ng(r
dugc st dung cho céng suat phéat boi
anten la “cong suat buic xa dang hudng
hiéu dung” EIRP (Effective Isotropically
Radiated Power).

Két néi diém-da diém

Két no6i  diém-da diém  PtMP
(Point-to-MultiPoint) c6 mot diém trung
tam clia cac két néi va 2 hay nhiéu diém
khac. K&t n6i PtMP thuding duoc cau hinh
theo mé hinh hub-n-spoke. Diém két noi
trung tdm cé thé st dung anten dang
hudng hodc khong. Piéu quan trong can
luu y 1a khi stirdung anten dang hudng thi
FCC sé tu dong xem nhu két ndi do la két
nGi PtMP. FCC gidi han EIRP 1a 4 W cho ca
2,4 GHz ISM va 5 GHz UNII. Hon nia, cong
suat gidi han cho bé biic xa dinh hudng
(thiét bi truyén tin hiéu vé tuyén) cho méi
bang tan nay la 1 W. Néu nhu thiét bi
WLAN c6 thé diéu chinh cong suat phat
dugc thi hé thong ¢é thé tay bién cong
suat theo nhu cau st dung.

Gia st bd phat song truyén tin hiéu 1TW
(+30 dBm) duoc két néi truc tiép vao mot
anten dang hudng cé doé khuéch dai 12
dBi thi tong céng suat phat cua anten I3
khoang 16 W, muc nay la qua Ién so vai
gidi han la 4 W. FCC quy dinh rang: “méi
khi tang 3 dBi trén dé khuéch dai ban dau
cua anten (6 dBi) thi céng sudt tai bd birc xa
dinh hudéng phai giam 3 dB dudi muc ban
dau la +30 dBm”, Vi du, vi d6 khuéch dai
clia anten la 12 dBi (cao hon 6 dBi so vai
mtic quy dinh 6 dBi) nén céng suat tai bo
btic xa dinh hudng phai giam di 6 dB. Luc
nay, cong suat tai bé buic xa dinh hudng la
+24 dBm (30 dBm - 6 dB) hay 250 mW va
EIRP la 36 dBm (24 dBm + 12 dBi) hay 4 W,
RO rang la nguyén tac nay co thé gay
nham lan nhung két qua cubi cling phai
c6 dugc la cédng suét tai bo buc xa dinh
hudng khong bao gid lon han 1 W va EIRP
khéng bao gid 16n hon 4 W cho két noi
PtMP.

Khi s&r dung anten dang hudng thi cac
quy tac vé cong suat cho két ndi diém-da
diém phai dugc tuan tha cho du that su
ban dang trién khai két noi diém-diém
hay diém-da diém.

%PJ 0

Y4

CHUC VA CHUAN WLAN

Bang 6.1:

Bang bii céng sudt trong két néi diém-da diém
Cong sudttali | D khuyéch dai | EIRP EIRP
anten (dBm) anten (dBi) {dBm) (W)
30 6 36 4
27 9 36 4
24 12 36 4
21 15 36 4
18 18 36 4
15 21 36 4
12 24 36 4

Két néi diém-diém

Két néi diém-diém PtP (Point-to-Point)
bao gdm mét anten truyén dinh hudng
duy nhat va mét anten nhan dinh hudng
duy nhat. Két ndi nay thudng la trong lién
két gilta cac toa nha hay nhimg két noi
tuong tu va phai tuan theo cac quy tac
dic biét. DSi véi két ni PtP, FCC quy dinh
rang: "Ct moi khi tang 3 dBi trén muc do
khuéch dai ban dau cia anten (6 dBi), thi
cong suat tai bo buic xa dinh hudng phai
bi giam di 1 dB dudi murc ban dau la +30
dBm”

Hay xem xét vi du trudc: vi do khuéch dai
cha anten la 12 dBi nén cong suat tai bo
biic xa dinh huéng phai bi giam di 2 dB
(thay vi 6 dB nhu vi du trén), Luc nay cong
suat tai bo buic xa dinh hudng la 28 dBm
(30 dBm - 2 dBm) hay khoang 630 mW va
EIRP la 40 dBm (28 dBm + 12 dBi) hay 10
W.Trong trudng hgp nay, cong suat tai bo
biic xa dinh hudng van bi gidi han la TW
nhung gidi han ctia EIRP da dugc tang lén
cung vdi do khuéch dai cla anten. Diéu
nay la rat quan trong dé phan biét ro rang
gidia 2 quy tac danh cho két néi PtMP va
PtP.

Bang 6.2
Bang bii céng sudt trong két ndi diém-diém

Cong sudt tai | DO khuyéch dai | EIRP EIRP
anten (dBm) | anten téi da (dBi) | (dBm) (W)
30 (5] 36 4

29 8 38 63

28 12 40 10

27 15 42 16

26 18 44 25

25 21 46 398
24 24 48 63

23 27 50 100
22 30 22 158

Il. VIEN KV SU DIEN VA PIEN TU - IEEE

Vién Ky su Bién va Bién t IEEE (Institute
of Electrical and Electronic Engineers) la
t6 chiiic chuyén tao ra cac chuan lién quan
dén cong nghé thoéng tin trong nudc My.

IEEE tao ra cac chuan tuan thu theo luat
cua FCC. IEEE da dua ra nhiéu chuan cong
nghé nhu ma hoa khoa cong cong PKC
(Public Key Crytography - IEEE 1363),
FireWire (IEEE 1394), Ethernet (IEEE 802.3),
WLAN (802.11),...

Mét phan nhiém vu cua IEEE 13 phat trién
cac chuan cho hoat dong ciia WLAN
trong khuon khé cac quy tac cia FCC.
Dudi day la 4 chuan IEEE chinh cho mang
WLAN:

« 80211

« 802.11a
- 80211b
« 802.11g

1. IEEE 802.11

Chuan 802.11 la chuan dau tién mo ta
hoat déng cia WLAN. Chudn nay bao
goém tat ca cac cdng nghé truyén dan san
c6 nhu trdi phd chubi truc tiép DSSS
(Direct Sequence Spread Spectrum), trai
phé nhay tan FHSS (Frequency Hopping
Spread Spectrum) va hoéng ngoai
(Infrared).

Chuan 802.11 m6 ta hé théng DSSS chi
hoat dong tai toc dé 1 Mbps va 2 Mbps.
Néu hé thong DSSS hoat ddong & céc toc
do khac nhu 1 Mbps, 2 Mbps va 11 Mbps
thi né van duoc goi la hé théng tuong
thich chuan 802.11. Tuy nhién, néu nhu
hé théng hoat dong & téc dd nao khac
ngoai 1 Mbps va 2 Mbps thi mac du hé
théng dé la tuong thich chuan 802.11 bai
vi né c6 thé hoat dong & 1 va 2 Mbps thi
noé van khéng hoat déng trong ché doé
tuong thich 802,11 va khong thé mong
chd né giao tiép dugc vdi cac thiét bi
tuong thich 802.11 khac.

IEEE 802.11 1a mot trong 2 chuan mé ta
hoat dong cua hé thong WLAN nhay tan
(Frequency hopping). Néu nhu nguoi
quan tri mang gap phai mét hé thong
nhay tan thi né co thé la hé thong tuong
thich 802.11 hay hé théng tuong thich
OpenAir. Chuan 802.11 md ta viéc su
dung hé théng FHSS tai 1 Mbps va 2
Mbps. Cé nhiéu hé théng FHSS mad réng
téc dd hoat déng lén dén 3-10 Mbps st
dung cac cong nghé ddc quyén nhung
chi véi DSSS, néu hé thong dang hoat
déng & toc do 1 va 2 Mbps thi cing
khéng thé mong chd né sé giao tiép dugc
vdi cac thiét bi tuong thich 802.11.

Cac san pham 802.11 hoat déng trong
bang tan 2,4 GHz ISM gilia 2,4000 GHz va
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2,4835 GHz. H6ng ngoai ciing dugc mo ta
trong 802.11, no la mot cong nghé dua
trén énh sang va khéng st dung bang tan
2.4 GHz ISM.

2. IEEE802.11b

Mac du chuan 802.11 da thanh cong trong
viéec cho phép hé théng DSSS va FHSS
giao tiép dugc vai nhau, tuy nhién, céng
nghé nay cung da trd nén 16i thai. Khéng
lau sau khi phé chuan va cai dat 802.11 thi
hé thong WLAN DSSS da c6 thé hoat dong
vdi toc do l1én dén 11 Mbps. Nhung khéng
c6 mét chudn nao dé hudng dan cach
hoat déng cla cac thiét bi nhu vy, vi thé
ndy sinh van dé tuong thich va cai dat. Cac
nha san xuat da giai quyét dugc hau hét
cac van dé vé cai dat nén cong viéc cla
IEEE kha la don gidn: tao ra chuan tuan
theo cach hoat dong chung cta cac hé
thiét bi WLAN trén thi truong. Pay la diéu
khéng thuding xay ra khi tao ra mét chuan
mdi, dac biét la khi cong nghé phat trién
mot cach nhanh chong.

IEEE 802.11b con dugc goi la “toc do cao”
(High-rate) hay “Wi-fi “ chi dinh hé théng
DSSS hoat dong & toéc do 1; 2; 5,5 va 11
Mbps. Chuan 802.11b khéng mé ta hé
thong FHSS. Cac thiét bi tuong thich
chuan 802.11b thi méc dinh ciing tuong
thich v&i chuan 802.11, cé nghia la ching
tuang thich ngugc va hé trg ca hai toc do
dir liéu la 1 va 2 Mbps. Viéc tuong thich
ngugc la rat quan trong badi vi né cho
phép WLAN dugc ndng cap ma khéng
t6n chi phi thay thé thiét bi méi. Dac diém
nay cling vai toc dd cao lam cho cac phan
cling 802.11b rat pho bién.

Toc dd cao cla cac thiét bi 802.11b 1a két
qua cua viéc st dung nhiing céng nghé
ma hoa (coding) khac nhau. Mac du hé
thong 1a mot hé thang chudi truc tiép
(direct sequencing system) nhung cach
ma chip dugc ma hoa (st dung CCK thay
vi Barker Code) cing vaéi cach ma théng
tin dugc diéu ché (QPSK cho téc d6 2; 5,5
va 11 Mbps va BPSK - Binary Phased Shift
Keying - cho 1 Mbps) cho phép mot
lugng 16n dir liéu dugc truyén di trong
cting mot khung thai gian. Cac san pham
802.11b hoat déng chi trong bang tan 2,4
GHz gila 2,4000 GHz va 2,4835 GHz.

3.IEEE 802.11a

Chuan 802.11a mé ta cac thiét bi WLAN
hoat dong trong bang tan 5 GHz UNIL.
Viéc hoat déng trong bang tan UNII lam
cho cac thiét bi 802.11a khong thé tuong
tdc duoc vdi cac thiét bi theo chuan
802.11 khac. Ly do cua su khong tuong
thich nay chinh 1a mot hé théng 5 GHz sé
khéng giao tiép dugc véi mot hé thong
24 GHz.

St dung bang tan UNII nén hau hét cac
thiét bi cd thé dat dugc técdd 6,9,12, 18,
24, 36, 48 va 54 Mbps. Mot so thiét bi co
thé dat duoc téc dé lén dén 108 Mbps st
dung nhiing céng nghé doc quyén. Toc
dé cao nay la két qua ctia cac cdng nghé
mdi khong nam trong chuan 802.11a.
IEEE 802.11a chi yéu céu cac toéc do 6, 12
va 24 Mbps. Mot thiét bi WLAN phai hd
trg it nhat cac tdc do nay trong bang tan
UNII dé c6 thé dugc goi la tuong thich
chuan 802.11a. Toéc do téi da duoc chi
dinh trong chuan 802.11a la 54 Mbps.

4. |EEE802.11g

802.11g cung cap cung mot toc do toi da
nhu 802.11a tuy nhién no tuogng thich
ngugc vai cac thiét bi 802.11b.Tinh tuong
thich ngugc nay sé lam cho viéc nang cap
mang WLAN trd nén don gian va it chi phi
han,

802.11g hoat déng trong bang tan 2,4
GHz ISM. Bé dat dugc toc dé cao hon nhu
802.11a thi cac thiét bi 802.11g sir dung
cdng nghé diéu ché ghép kénh phan chia
theo tan sb truc giao OFDM (Orthogonal
Frequency Division Multiplexing). Cac
thiét bi nay cé thé tu déng chuyén sang
kiéu diéu ché khéa dich pha cau phuong
QPSK (Quadrature Phased Shift Keying)
dé giao ti€p vai thiét bi 802.11b hay
802.11 c6 téc do thap hon.

Ill. CAC TG CHUC KHAC

FCC va IEEE chiu trach nhiém dua ra cac
chuan va luat cho WLAN & My. Ngoai FCC
va IEEE thi con ¢6 nhiéu té chiic khac ca &
My va cac nudc khac dong gop vao su
phat trién va gido duc cia mang WLAN.
day chung ta khao séat 3 t6 chuic sau:

«+ Lién minh tuong thich ethernet
khong day WECA (Wireless Ethernet
Compatibility Alliance).

+ Vién chuan Vién thong Chau Au ETSI
(European Telecommunications
Standards Institute).

+ Lién minh LAN khong day WLANA
(Wireless LAN Association).

1. Lién minh tuong thich Ethernet
khéng day - WECA

WECA dua ra va kiém tra tinh tuong thich
WLAN cla cac thiét bi 802.11b va
802.11a. Nhiém vu cia WECA 1a chung
nhan tinh tuong thich cda céc san pham
Wi-fi (802.11) va lam cho wi-fi tr&d thanh
mé&t chuan WLAN toan cau. Vai tu cach la
mot ngudi quan tri mang, ban phai giai
quyét dugc cac van dé mau thuan giua
cac thiét bi WLAN nhu nhiéu, tuong
thich,...

Khi mot san pham dap ting dugc cac yéu

cau vé tinh tuong thich do WECA kiém tra
thi WECA sé gan cho san pham dé mot
ching nhan vé tinh tuang thich va cho
phép nha san xuédt st dung logo wi-fi
trong viéc quang cao va dong gai cac san
pham da dugc chiing nhan.

Mot trong s6 cac kiém tra vé tinh tuong
thich ctia WECA la viéc st dung khoa WEP
40 bit (luu y la 40 bit va 64 bit déu giéng
nhau). Mot khoa mat 40 bit dugc ndi vdi
24 bit vector khai tao IV (Initialization
Vector) dé& c6 duoc khoéa 64 bit. WECA
khéng kiém tra tinh tuong thich ctia khéa
128 bit vi thé khong c6 gi dam béo cho
tinh tuong thich gitia cac san pham cé
nhan wi-fi khi s&r dung khoa 128 bit.

C6 nhiéu yéu t6 khac ngoai khoa WEP 40
bit dugc yéu cau trong tiéu chuan wi-fi.
Nhimng yéu té nay bao gém viéc hé trg
phan manh, ché do tiét kiém dién nang
PSP (Power Save Polling), yéu cau do tim
dinh danh tap dich vu mé& rong ESSID
(Extended Service Set |IDentifier),,...

2, Vién chuan Vién thong Chau Au - ETSI

ETSI c6 nhiém vu dua ra cac chuan truyén
théng & Chau Au giéng vai IEEE & My, Cac
chudin ma ETSI da thiét lap nhu
HiPerLAN/2 la mét chuan canh tranh truc
tiép vdi chuan 802,11 cha IEEE. Sau d6
IEEE da dua ra chuan 802.11h dé co thé
tuong tac duocvai chuan HiPerLAN/2 clia
ETSI.

Trudc do, chuan HiPerLAN/1 da ho tro téc
dé lén dén 24 Mbps s dung céng nghé
DSSS trong pham vi 45 m. HiPerLAN/1 si
dung bang tan UNII thap va UNII trung
giong nhu HiPerLAN/2, 802.11a va
802.11h.

Chuan HiPerLAN/2 ho trg toc do lén dén
54 Mbps va st dung tat ca 3 bang tan ctia
UNII. HiPerLAN/2 con ho trg chat lugng
dich vu QoS (802.1p, RSVP - Resource
Reservation Protocol, DiffServ-FC), DES
(Data Encryption Standard), 3DES, ATM
(Asynchronous Tranfer Mode), Ethernet,
PPP (Point-to-Point Protocol), FireWire va
3G (Third Generation).

3. Té chiic LAN khong day - WLANA
Nhiém vu ciia WLANA la gido duc va lam
tang su nhan thic ctia khach hang vé viéc
st dung WLAN cling nhu dua WLAN
thanh mot chuan chung. WLANA ¢6
nhiéu ddi tac trong nganh céng nghiép
da dong gop vao nodi dung danh muc
théng tin ciia WLANA. Trong danh muc
nay co rat nhiéu nguén tai nguyén théng
tin phong phu vé WLAN.

[...con tiép]
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CHUONG TRINH CCNA

02/07/2014

2-5-4-5-6-7

08:30 - 11:30

[y

5.360.000

2-4-6

18:30 - 21:30

6.720.000

08/07/2014

08:30 - 11:30

W,

3.360.000

18:30 - 21:30

6.720.000

CCONAX
(200-120)

18/07/2014

08:30 - 11:30

3.560.000

14:00 - 17:00

3.360.000

18:30 - 21:30

6.720.000

21/07/2014

14:00 - 17:00

3.560.000

24/07/2014

08:30 - 11:30

3.360.000

14:00 - 17:00

3.360.000

18:30 - 21:30

6.720.000

30/07/2014

08:30 - 11:30

3.360.000

18:30 - 21:30

6.720.000

CCNA Voice
(640-46l)

22/07/2014

3-5-/7

18:30 - 21:30

6.720.000

CHUONG TRINH CCNP

ROUTE
(642-902)

16/07/2014

2-4-6

08:30 - 11:30

5.880.000

18:30 - 21:50

8.232.000

24/07/2014

18:30 - 21:30

8.232.000

SWITCH
(642-813)

10/07/2014

08:30 - 11:30

5.880.000

14:00 - 17:00

5.880.000

18:30 - 21:30

8.232.000

TSHOOT
(642-832)

15/07/2014

3-9-17

18:30 - 21:30

8.232.000

CHUONG TRINH CCIE

CCIE WRITTEN
(Version 5)

30/07/2014

2-4-5

18:30 - 21:30

DANG KY HOC LIEN HE

11.760.000

THANH TRAM
KIM LOAN

Email: rhanhfram@wvnpro.org
Email: kimloan@vnpro.org

LIEN HE DU AN DAO TAO, TU VAN HE THONG MANG, THUE THIET BI, PHONG HOC, MUA SACH
Website: www.vnpro.vn

Email: vnpro@vnpro.org

Di déng: 0949 246 829
Di dong: 0936 393 167

bién rhoai: (08) 35124257
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