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_— . " . tinh, nha quan tri doanh nghiép - da tom tat trén
Giai phap cong nghe bdo Computerworld12 kj ndng CNTT cdn thiét nhdt

Web CaChe Woopvz ma nguai tim viéc can co ... [Trang 08]
cua Cisco

Chuong trinh VnPro <

Web Cache Communication Protocol (WCCP) duac
Cisco phat trién hon 10 nam nay, cho phép can thiép
vao luu luong web mét cac trong sudt réi chuyén
huéng chiing téi thiét bi caching device ...
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TIN TUC CONG NGHE

Cisco phét trién cong nghé Jabber

Truyén théng hop nhat UC
(Unified Communication)
hita hen sé tang trudng
manh vao thé ky 21, bang
viéc tiét kiém kinh phi di
chuyén nhung van dam
bao kha nang cong tac linh
hoat cta cong nghé, no sé
gilp doanh nghiép tiét
kiém dang ké vé chi phi va
tang nang suat lam viéc
Theo du doan tur nhiéu chuyén gia, cong nghé UC do Cisco
dé xudng sé duoc nhiéu doanh nghiép trién khai trong vong
2 nam tdi day. Cong nghé Jabber ctia Cisco c6 kha nang ho
trg cac ung dung thdi gian thuc nhu “chat” truc tuyén bang
van ban, hinh anh va dm thanh truc tiép trén cac dién thoai
thong minh smartphone iPhone hoac iPad.

Mobile Cloud sé tré thanh xu hudng
lam Viéc trong tucng lal

Cung vdi su phat trién manh liét ctia cong nghé dién toan
dam may, su pho bién cta Internet of Thing, trong béi canh
cac phuong tién di ddng mobile ngay cang trd nén phd bién
(du kién sé co 10 ty thiét bi duoc két néi téi nam 2018), da
dang vé chiic nang va cé thé phuc vu day dd cho céng viéc
thi cac cong ty c6 thé sé 1én ké hoach dé cac nhan vién co thé
lam viéc & bat ky dia diém nao nhung van c6 thé két ndi thoi
gian thuc t6i ha tdng mang clia céng ty dé truy cap cac tai
nguyén can thiét.
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Giadi phap phan mém Software-as-a-Service (SaaS) duoc trién
khai trén ha tang dién todn dam mdy cloud-computing
model hira hen sé dem dén cho doanh nghiép nhiéu lgi ich
nhu tiét kiém chi phi, ndng cao hiéu suat lam viéc. Tuy nhién,
né cting dat ra nhiéu thach thic trong van dé quan tri cac dich
vu (managing access control) vé mat xdc thuc, dinh danh va
cap quyén cho ngudi diing trén méi trudng dién toan vi ngudi
dling c6 thé truy cap di liéu nhay cdm clia doanh nghiép trén
cac thiét bj di dong & vi tri bat ky va thoi diém bat ky.

Hién nay c6 khoang 300 (ing dung Saa$S duoc stf dung pho
bién, trong dd cé mot s6 phan mém SaaS dién hinh c6 thé ké
dén nhu gidi phap héi hop truc tuyén Cisco WebEX, Google
Apps, Zoho. Theo cac chuyén gia, cac ung dung SaaS sé trg
nén pho bién trong bén nam tdi.

Glal phap xac thuc trén maoi truong
dien toan dam may SAML
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Khi cac doanh nghiép trién khai cac ting dung, dich vu trén
madi trudng dién todn dam may, phuong thiiic xac thuc va cap
quyén cho ngudi dung user truyén théng khéng con phu
hop nia. Lic nay, gidi phap kiém soat truy cap Security
Assertion Markup Language (SAML) sé la su lua chon ly tudng
khi trién khai cac (ing dung dién toan. SAML st dung cac
chuan XML dé trao dbi théng tin xac thuc (authentication) va
cap quyén (authorization) gitfa nha cung cap dinh danh xac
thuc va phia ngudi dung théng qua giao dién website.

Ngudi dich: Bui Quic Ky
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CCOCNP code madi (version 2

dudc VnPro trién khai dao tao ti cudi thang 7/2014

Theo théng tin méi nhat tu trang cha cda Cisco www.cisco.com, vao cudi thang 7/2014, Cisco sé chinh thuic dp dung
code CCNP méi vao chuang trinh giang day ctia minh. Khong lay lam ngac nhién tir su thay doi code ctia Cisco lan nay,
Trung tam tin hoc VnPro sé bat dau dua vao giang day chuong trinh CCNP code méi tir cudi thang 7/2014 véi 3 khoéa hoc
ROUTE, SWITCH, TSHOOT ¢6 ma rong thém Ipv6, Cisco StackWise, V5SS va DMVPN .v.v...(loai bo Wireless, VOIP, Video).
PE gitip hoc vién clia minh tiép can va lam quen hon véi code méi, VnPro sé té chifc cap nhat ndi dung code méi hoan
toan mién phi cho nhiing ban dang theo hoc CCNP code ch. Khéng nhiing thé, Trung tam tin hoc VnPro ciing sé to chuic
cac budi 6n thi CCNP qudc té mién phi tir nay dén hét thang 1/2015. Do s6 lugng han ché nén hay luén truy cap vnpro.vn
dé la ngudi dau tién tham du.
- Théng tin méi nhat Cisco cho biét
+ Thdi gian hét han thi code cii la 29/01/2015, néu ban van chua thi thi hay dang ky thi sém cac module con lai dé
hoan tat chiing chi CCNP quéc té.
+ Thai han cta chiing chi CCNP 1a 3 nam, sau dé ban c6 thé thi bat ky module CCNP hoac cao hon dé gia han chiing
chi CCNP Qudc té.

Chi tiét so sanh code CCNP cii va mdi dugc thé hién day du bang dudi day:

ROUTE SWITCH TSHOOT
Added Removed Added Removed Added
Complex enterprise Overview of Basic Cisco Cisco SDM Templates FCAPS Model Troubleshooting IPv6
network Network and Service-Oriented Address Assignment
requirements (Cisco Routing Concepts Architecture (SONA) on Clients
Network Models,
SONA Framework)
Implementation Implementing RIPng Cisco Lifecycle DHCP for IPv6 Troubleshooting Troubleshooting
Planning and Services and TCAM Problems DHCP Snooping
Docurmentation Metwork
Implementation
Advertising an IP Configuring EIGRP for Syslog NTP for IPv4 and IPv6, | Understanding Cisco Cisco TAC
Default Network in IPv6 SNTP 105 Switching Paths
EIGRF (Process Switching,
Fast Switching, CEF)
EIGRP over Configuring Named SNMP Version 2 SNMP Version 3 Cisco 105 Firewall EIGRP Named
Multipoint EIGRP Configuration Configuration Security Feature Configuration
Subinterfaces Configuration
EIGRF Bandwidth Configuring OSPFv3 Voice and Video in SPAN Troubleshooting
Use Across Campus Networks FHRP Tracking
WAN Links
Details in OSPF over Cisco Express Integrating Switch Virtualization Troubleshooting GRE
Different Frame Relay Forwarding Wireless LAN (StackWise, V55) Tunnels
Implementations Switching
QSPF Virtual Links Implementing Nat First Hop Troubleshooting
Virtual Interface Redundancy for IPv6 Policy Based Routing
Implementation of Implementing IPvb Storm Control Troubleshooting
NSSA and Internet EIGRP for IPvé
Totally NSSA OSPF Connectivity
Areas
Implementing BGP Troubleshooting BGP
fior IPvE for IPve
Securing Cisco Troubleshooting
Routers QSPFv3 Agdress




Gial phap cong nghé

Web Cache WCC

Web Cache Communication Protocol (WCCP)
dugc Cisco phat trién hon 10 nam nay, cho
phép can thiep vao luu lugng web mot cach
trong suét rdi chuyén hudng ching téi thiét bi
caching device cuc bd. Bugc phat trién qua
nhiéu giai doan, gi¢ day WCCP c6 thé can
thiép ca cac giao thuc IP-based protocol. Cong
nghé WCCPv2 thudng dugc sir dung nham t6i
uu héa dudng lién két WAN chang han nhu
giai phap Cisco Wide Area Application
Services (WAAS).

WCCPv2 hoat déng trén moi trudng server va
client, WCCP server chiu trach nhiém chuyén
hudng cac luu lugng chi dinh t6i mot hoac
nhiéu WCCP client. Chic nang cia WCCP
server dugc thuc hién bai Cisco 10S va dugc ho
trg trén nhiéu dong router va switch platform:
« Catalyst 3560/3750 Series Switch

- Catalyst 4500/4948 Series Switch

« (Catalyst 6500 Series Switches

« Cisco 1800/2800/3800 Series Integrated
Services Routers (ISR)

« Cisco 7600 Series Router

WCCP client chiu trach nhiém dinh nghia ra
loai luu lugng nao dua trén cac théng tin nhu
IP protocol va cé thé tiy chon dua thém théng
sO Layer 4 transport protocol port. Cisco
WCCP client dugc thuc hién trén nhiéu dong
san pham, trong dé cé giai phap Cisco Wide
Area Application Services (WAAS). WCCP
client cing cé thé thuc thi tac vu chuyén
hudng luu lugng gitra cac thiét bi, chia tai déu
ra nhiéu WCCP client trong mot cluster.

Service Group (Nhom dich vu)

Cac WCCP server va client tham gia thuc hién
cung mét dich vu dugc goi chung la mot
service group. Mot service group dinh nghiara
cac dac diém vé luu lugng nao sé dugc chuyén
huong va cache lai (luu trir lai). Service group
c6 thé duoc dinh nghia theo hai cach thic:
well-known hoac dynamic. Well-known
service (static service) thi can phai thiét lap cac
tham s6 tinh trén cd WCCP server (I0S) va
client. Con dynamic service thi dugc thuc hién
bai WCCP client, Cac tiéu chi duoc trién khai
dua trén dynamic service dugc trao ddi giita
WCCP server (I0S) khi client tham gia vao
service group. Moi service group dugc nhén
dién bai mét service ID duy nhat dao déng tur
0 tdi 255. Service ID tir 0 dén 50 duoc danh
riéng cho cac dich vu well-known service,

Forwarding Method (Phuong thic chuyén
huéng)

WCCP forwarding method xac dinh cach thuc
can thiép vao luu lugng sé dugc gui tir WCCP
server (l0S) téi WCCP client (WAE chay trén
Cisco WAAS). Co6 2 phuong thic chuyén
huang (fopfarding method) nhu sau:
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IWCCP interception vai GRE forwarding

« Generic Routing Encapsulation (GRE) - GRE
forwarding la phuong thic chuyén huéng
forwarding method mac dinh bang cach dong
g6i cac "intercepted packet”va b6 sung IP GRE
header vdi source IP cia WCCP server (10S) va
destination IP cla target WCCP client thong
qua mot tunnel, cho phép WCCP server (10S)
c6 thé cd nhiéu Layer 3 hop t6i WCCP client.

« Layer 2 (L2) - L2 forwarding can phai dugc
trién khai trén mét s6 dong hardware-based
platform chang han nhu Catalyst series switch,
giai phap nay don gian la thay déi théng tin
destination MAC cua “intercepted packet”
sang dia chi MAC cla “target WCCP client”, L2
forwarding doi hoi WCCP server (I0S) phai
thiét lap Layer 2 adjacent t&i WCCP client.

IWCCP interception vai L2 forwarding.

Return Method (Phuong thi'c héi ddp)

WCCP return method dinh nghia co ché WCCP
client héi dap "intercepted traffic” ngugc trd lai
cho WCCP server (I0S). Phuong thiic hoi dap
"return method” cung cap cach thic cho cac
WCCP client lay dir liéu hoi dap cho hé thong
mang. Mot vai WCCP client dugc trién khai
hién nay (bao gom ca Cisco WAAS) cho phép
luu luong “intercepted traffic” dugc chuyén
hudng thong sudt vé WCCP server (I0S) ngay
ca khi WCCP client c6 thé thuc hién truc tiép
tac vu cua WCCP server.

Tuong tu nhu WCCP forwarding method,
WCCP return method ciing ¢ 2 tuy chon:

« Generic Routing Encapsulation (GRE) - Cac
packet ducc déng gdi va bd sung IP GRE
header vdi source IP cla WCCP client va
destination IP ciia WCCP server (105).

+ Layer 2 (L2) -Cac packet dugc thay doi
destination MAC la MAC address cua WCCP
server. Pé tranh viéc nham lan véi luu lugng
“re-intercepting L2 return traffic’, WCCP client
sé gui luu lugng héi dap trén mot VLAN khac
vdi VLAN trugc do phuc vu cho dich vu.

Pv2 cua Cisco

Assignment Method (Phuong thic phén phéi)

Khi nhieu WCCP client tham gia vao ciing mot
service group, WCCP sé tu dong phan phéi luu
lugng “intercepted traffic” ti tat ca cac WCCP
client trong service group. Co ché phan phéi
luu lugng “intercepted traffic” téi cac WCCP
client trong service group dugc goi la
assignment method. WCCPv2 sif dung 2
phugng thiic “assignment method™ hash
assignment va mask assignment.

. -,

Corché hash va phan phéi bucket

Phuang thiic “assignment method” mac dinh
la hash assignment sif dung mot bang
256-bucket redirection hash table dé& phén
phai luu lugng téi cdc WCCP client trong mot
service group. Luu lugng WCCO server (10S)
intercepts traffic dua vao cac thong tin nhu
source/destination IP hoac source/destination
port (tuy theo service group dugc cau hinh
nhu thé nao) dé thuc hién chiic néng hash
function tinh toan cac gia triindex value. Index
value sé dugc lién két t6i mot trong s6 256
bucket trong bang hash table. Méi bucket
trong bang hash table dugc gan tuong Ung
cho m6i WCCP client trong service group.

mES W ES

Gid tri mask va tién trinh phdn phai value assignment

Mask assignment dugc thuc hién trén cac
which hardware-based routers/switch st
dung mask va bang gia tri dé phan phai luu
lugng t6i cac WCCP client trong mot service
group. Mask assignment duac phét trién trén
cac dong Cisco Catalyst series switch cho phep
cd ché WCCP interception dugc thuc hién
hoan toan bang phén cing. Luu lugng WCCP
server (I0S) intercepts traffic dua vao thuat
toan bitwise AND gilia mai gia tri mask value
va ndi dung cla packet (tham s
source/destination IP va port). K&t qua tinh
toan sé dugc so sanh vai danh sach cac gia tri
tudng ing véi moi mask. Moi gia tri value
dugc phan phoi cho titng WCCP client chi dinh
trong service group.

Interception Direction (Hudng can thiép)

Cau hinh WCCP server (10S) bao gém cac thiét
lap & ché do global va interface configuration
mode. Ché do global configuration dinh nghia
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Chat lugng dich vu quality of service (QoS)
trén ha tang mang nén dugc trién khai dé
dam bao bang thong (bandwidth) va muic uu
tién (priority) tugng Ung vdi tiing loai luu
lugng trén hé thong. It's important to
understand the difference  between
bandwidth and priority.

Cau hinh QoS tuong doi phuic tap va cé nhiéu
cach thiic dé dat dugc két qua cudi ciing, sau
day 1a cic budc co ban nhat ma ching ta cd
thé thuc hién dé trién khai QoS trén Cisco
router.

Budc 1: Dinh nghia luu lugng VOIP traffic
thong qua ACL

Chung ta cé thé dinh nghia luu lugng VolP
théng qua ACL dé dinh muc Priority hodc
Bandwidth cho luu lugng nay, hodac cliing co
thé st dung tinh nang tu dong nhan dién luu
luong  Network  Based  Application
Recognition (NBAR) dé tién trinh cu hinh sé
tr& nén dé dang hon. Vi ACL thi ching ta cé
thé tiy chinh cac tiéu chi dé phan loai luu
luong. Con vai NBAR, cho phep router tu
dong nhan dién luu lugng thoai loai nao,
chang han nhu nhan dién cac luu lugng di
qua nd 12 luu lugng HTTP, nhung han ché cua
cd ché nay Ia khong phai router co thé nhan
dién tat ca cac loai luu luogng hién nay.

Néu sif dung ACL dé phan loai luu lugng VolP
thi chiing ta sé trién khai cac cau lénh sau:

Router(configl#access-list 105 permit udp
any any range 10000 20000
Router(configl#access-list 105 permit ip host
127.00.1 any

Router(config)#access-list 105 permit ip any
host 127.00.1

Router(config)#access-list 105 permit ip host
VOIP-host-here any
Router(config)#access-list 105 permit ip any
host VOIP-host-any

Luu lugng VOIP traffic trong access list 105
6 luu lugng SIP server traffic (5060, 5061) ,
RTP traffic, VOIP host t6i any va any tdi VOIP
host dugc st dung trong class-map.

Budc 2: Thiét lap class-map tuong ling vdi
luu lugng VOIP traffic:

Mot class-map dinh nghia cac nhom luu
lugng thanh cac group. Trong vi du nay, ta sé
thiét lap class-map vdi tén goi la voice.

Router(config)#class-map match-all voice
Router(config-crmap)#?

QoS class-map configuration commands:
description Class-Map description

exit Exit from QoS class-map
configuration mode

match classification criteria

no Negate or set default values of a
command

rename  Rename this class-map

Router(config-cmap)#match access-group
105

Budc 3: Thiét 1ap policy-map cho luu lugng
VOIP traffic:

Mat policy-map sé tién hanh phan phéi bang
théng (bandwidth) va priority tuong Ung véi
cac class dugc dinh nghia trong cac
class-map nhu sau:

Router(config)#policy-map voice-policy

rename Rename this policy-map
Router(config-pmap)#class voice
Router(config-pmap-c)#?

QoS policy-map class configuration
commands:

bandwidth Bandwidth

compression  Activate Compression
drop Drop all packets

exit Exit from QoS class action
configuration mode

netflow-sampler NetFlow action

no Negate or set default values of a
command
police
priority
Class
queue-limit
Drop
random-detect Enable Random Early
Detection as drop policy

service-policy  Configure Flow Next

set Set QoS values

shape Traffic Shaping
Router(config-pmap-cl#priority 1024
Router(config-pmap)#class class-default
Router(config-pmap-c)#fair-queue

Police
Strict Scheduling Priority for this

Oueue Max Threshold for Tail

Budc 4: Ap dung policy-map tuong tng
véi VOIP traffic Ién cdng giao tiép Router
interface

Tuong tu nhu ACL, chiing ta sé tién hanh lién
két policy-map lén cdng giao tiép chi dinh
theo hudng output hoac input:

service-policy  outputlinput  {name  of

paolicy-map}

Néu ching ta st dung tinh nang NBAR dé
nhan dién luu lugng, ta phai cau hinh cau
lénh sau tai ché ddé cong ip nbar
protocol-discoverycommand.

Router(config)#access-list 105 remark access Router(config-pmap)#? Hﬂurerfmﬂﬁg}#fnrerfgce FastEthernet0/0
list for voip traffic for QOS QoS policy-map configuration commands: Router(config-if)service-policy output
Router(confightaccess-list 105 permit udp class policy criteria voice-policy _ _
any any eq 5060 description Policy-Map description Router(config)#interface Serial0/2/ 1
Router(configh#access-list 105 permit udp exit Exit from QoS policy-map RG@Jrer{m_ﬂﬁg—xf)serwf:e—p{:rfre:y output
any any eq 5061 configuration mode voice-policy
Router(configh#access-list 105 permit udp no Negate or set default values of a
any any range 5000 10000 command Nguei bién soan: BUi Quéc Ky
cac service group ID ma WCCP server (105) sé ipwcep 99 ipweep 99
ho trg. Tiep den, WCCP sé dugc kich hoat trén | |
moi interface ma luu lugng traffic sé dugcthuc | nrerface GigabitEtheret0/o interface Serial(/0
hién tién trinh interception. WCCP interface | iy gddress 10.10.10.1 255.255.255.0 ip address 11.11.11.2 255.255.255.252
configuration dugc ap dung theo chiéu

inbound hoac outbound.

!

ﬁmmame INBOUND
/

inwcep 99 redirect in

I

I

hostname OUTBOUND
I

ipwcep 99 redlirect out
a

Nguii bién soan: Bli Qudc Kiy
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PAO TAO MANG CISCO TAI VNPRO
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4 Boclatring 100% - Hoan hoc phi lén dén 1.000.000d
4 Giam thém 10% cho hoc vién cd.
4 Uu dai ddc biét khi déng cadp.

Cam két lgi ich khi hoc tai VnPro

. Vdng hoc duoc hoc bli, khéng hiéu bai dugc hoc lai mién phi.

- Gido trinh giang day chudn quéc té va LabPro tiéng Viét.

« Thuc hanh >70% thdi lugng chuong trinh va truc tiép 100%
trén thiét bi chinh hdng, hién dai. (>100 gi& lab)

+  Duoc thuc hanh mien phi ngoai gio.

+  Chuing chiVnPro duoc céng nhdn trén toan quoc.
« Thiddu qudc té sau khi hoan tdt khéa hoc.
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SACH LABPRO

La trung tdm duy nhdt trong cd nuédc phdat hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdp nhdt,
ndng cdp thudng xuyén theo chudn gido trinh quéc té
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HUONG DAN ON THI CCNA
HOC VA THI CCDA Trong 24h

CCNA Routing CCDA On thi CCNA trong 24h
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CCNP LABPRO ROUTE  CCNP LABPROSWITCH CCNP LABPRO TSHOOT On thi Route On thi Switch
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On thi Tshoot CCNP LABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gia: 80.000 VND Gia: 95.000 VND Gia: 70.000 VND Gia: 120.000 VND SNAF & SNAA
Gia: 120.000 VNB

CCNA SEC Frell-dlul
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CCIE ROUTING
& SWITCHING

CCSP LABPRO CCSP LABPRO CCNA SEC LABPRO CCIE R&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VND Gia: 150.000 VND Gia: 90.000 VND
Gia: 90.000 VNB Gia: 140.000 VNB
* Khi mua sach LabPro online. Link mua sach online: http://www.vnpro.vn/sach-labpro/ P ®
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TIEU CHUAN KIEN TRUC HA TANG MANG

Core Layer - day la hé théng mang 16i véi cac thiét bi switch
hoac router ¢6 toc do truyén dan cao cho phép truyén tai mot
khoi lugng Ién di liéu vai.
Lgi ich cia mé hinh mang phén cap

Dé dang mad réng hé théng mang

Ha tang mang distribution va core c6 tinh du' phong cao, hiéu
sudt chuyén mach téi vu gidp dam bdo luu lugng trao doi gitra tat
¢d cdc thiét bi

Cdc chinh sdch bdo mat c6 thé duoc trien khai linh hoat &
tang access, hodc tang distribution

Dé qudan ly, dé trién khai va khéc phuc su ¢é phdt sinh

Mo hinh phdn cdp dam bdo duding kinh téi da gidia cdc thiét
bi la it nhdt giup giam dé tré trén hé théng mang, pht hop cho
N ook viéc trién khai voice va data trén cing mét ha tdng mang

Nl hultilayer
@l Swilch

Bang tong két dac diém cua cac switch tai cac tang

[ . VPN Gateway

@Mrﬂam Router Access | Distribution | Core

% WANLIink

Bandwidth aggregation v v v
K_ié"l'l trac ha téng mang 3 phan lép | Fast Ethernet/Gigabit Ethernet v
Einigg;?aﬂzg‘ﬂ?::?ﬂr:?vlﬂ}g:ing thudng dugc chia thanh 3 Gigabit Ethernet/10 Gigabit Ethernet v v
Access Layer - cung cap két néi vao hé théng mang cho cac | | High forwardingrate & ¥
thiét bi dau cudi va kiém soét cac thiét bi nay duoc giao tiép Layer-3 Support W v
duoc tdi cac thiét bi khac hay khong nhu PC, printer, IP phone, Port security v
router, switche, bridge, hub, va wireless access points (AP). FOWer Over Effetnet (POE 7
Distribution Layer - tap két dir liéu tr access layer roi dinh R =7 7 7
tuyén tdi core layer. Distribution layer c6 vai trd kiém soét s il
luéng luu luong gitfa cac broadcast domain, cac VLAN dugc | | Redundant components v v
phan chia tai tang access layer thoéng qua céc chinh sach policy Security Policies/Access Control Lists v
dua trén nén tang dinh tuyén. Cac thiét bi duoc trién khai tai Very High forwarding rate 7
tang nay thuong la switch |6p 3 (c6 thé loc luu lugng dua trén TV %
thong tin Iop 2 (dia chi MAC) va théng tin 16p 3 (dia chi IP)) c6
hiéu xuat hoat dong cao dé dam bao do tin cay. Ngui dich: Pham Minh Nguyén
< = : [ CISCO
GIOI THIEU CHUNG CHI CCNA (| _cerriieo
Ching chi CCNA Kha nang lam viéc C C N A

CCNA la chiing chi khéi dau cho thé gi6i ha tang magng cia  Chuong trinh CCNA mang dén
Cisco noi riéng va ha tdng mang trén toan thé gidi néi  cho ban khéiluong kién thic day
chung. N6 la diém khdi dau tét va thudn loi nhdt dé dat  da dé ban tu tin lam viéc trong nhitng méi trudng chuyén
dugc thanh c6ng trong su'nghiép sau nay. CCNA congnhdn  nghiép nhdt. Cu thé hon ban sé thiét ké dugc mét hé théng
ban la mét chuyén vién trién khai ha tdng mang lanhnghé,  mang véi s6 lugng user lén dén 150 ngudi va sé luong hoat
€0 ddy du cdc kién thic va ky ndng dé van hanh dugc mét  dong tir 3 dén 5 chi nhdnh. Phan tich duoc cdc yéu cdu hién tai
hé théng vira va nhé trong cdc doanh nghiép. Bén canh dé,  cda doanh nghiép va tién hanh nghién cdu trién khai. Xay
noi dung cia CCNA cdng gitp ban rén luyén cdch tu duy  dung hé thng mang Wan lién két cdc chi nhdnh Igi véi nhau.
hiéu qud va x ly nhanh cdc vdn dé xdy ra trong hé théng.  Van hanh tét hé théng dinh tuyén ciing nhu chuyén mach
Va diéu quan trong cudi cung la CCNA trang bi cho ban cé  gidp téc do xi ly dat muc tét nhat. Xay dung cdc dich vu
mat nén tang thdt ving chdc dé tiép tuc rén luyén va phdat  quan trong nhdm tdang cuong su tién loi cho nguoi >
trién chuyén mén cao hon. diing dé dat hiéu qua cao trong kinh doanh.
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KY NANG MEM

1. Hiéu biét mdy tinh

Khicdc cong ty xdy dung cdc phan mém loc thu
rac va phdt hién sur liia dao, lam sinh ra nhing
nui dir liéu khdng 16, thi nhu cdu tuyén chuyén
vien CNTT co kién thuc sau vé mdy tinh bong
duing tdng vot. Ngudi cd kién thic vé mdy tinh
khong chi hiéu biét co ché van hanh clia mdy
ma phdi cd kha ndng thiét k& phdt trién cdc
thudt todn (algorithm) va ky thudt cai thién
hogt dong cua hé thdng. Kevin Scott, nha quan
tri cao cdp vé cong nghé cla Tdp doan Google,
cho rdng vdn dé coban I ban sé té chuc dafiéu
va trinh bay ching nhu thé ndo. Ky ndng nay
lién quan d@én viéc khai thdc dir liéu, mé hinh
hda hoat déng théng ké va cdu tric co s di
fiéu. Scott noi: “Cach thuc ban t0 chdc dirliéu v
cdc thudt todn ban st dung sé quyét dinh viéc
ban c6 dugc gidi phdp hop ly hay khdng.”

Kién thiic vé mdy tinh cd thé dugc tich ldy qua
cong viéc hodc qua hoc tdp o nha truong, song
chodu thé nao, ndmviing nhing kién thuc nay
nhanh lg mot loi thé.

2. Cdc ung dung di déng

Theo Sean Ebner, Pho chu tich phu trdch cdc
dich vu chuyén nghiép cua Spherion Pacific
Enterprises & Florida, cudc dua sdng tao noi
dung cho cdc logi thiét bi di déng dang dién ra
s6i ndi gidng nhu' nhing ngdy ddu cla Internet
vao thdp nién 1990, cung voi su phé dung cdc
logi dién thogi di dong thong minh nhu
Blackberry, Treo, O2.. Vi vdy, cdc cong ty dang
cdn nhiing chuyén vién CNTT ¢d kha ndng dua
cdc Ung dung vé qudn ly nguén luc doanh
nghiép (ERF), ké todn... vao thiét bi di dong.

3. Mang khéng day

Cdc giao thuc truyén dir liéu khéng day nhu
Wi-Fi, WIMAX, Bluetooth... da tro thanh nhing
cng cu khong thé thiéu cda cong déng cuddn
mang. Tir dé, ndi lo hang ddu cda nha quan tri
I lam sao tuyén dugc chuyén vien CNTT cé khd
ndng bado dam an toan dur liéu va bao dam su
hogt ddng thong sudt cia mang. Theo Neil
Hopkins, Pho chu tich vé phdt trién ky ndng cia
Hiép hoi Céng nghé Tinh todn (CompTiA), ndifo
ctia nha quan tri doanh nghiép Ia lam sao két
ndi cdc giao thiic mang khdng day vadi nhau va
ndm bdt nhing rii ro vé an ninh dang tdng lén
rdt nhanh do viéc st dung mang khong day.
"Néu o7 tuyén mot chuyén vién mang khong
day, toi mudn anh ta phdi hiéu biét nhing rdiro
tiém dn vé an ninh va xdy dung cdc bién phdp
kiém sodt ngay turddu’ déla y kién cda Howard
Schmidt, Cha tich Hiép héi An toan Hé théng
thong tin va Ig nha chién luigc chinh vé an ninh

neiSCO

A KY NANG CNTT

ma nha tuyén dung khéng thé tir chéi

mang cua Tap doan eBay. Tuy nhién Hopkins
khuyén rdng, dimg nén budc ra thi trudng lao
déng chi véi tdm gidy chuing nhdn vé céng
nghé khong ddy vi sé khdng ai thué mudn mot
chuyeén vién "khong day” thudn tdy. Cdi ma thi
truong cdn la kv ndng quadn tri mang céng
thém s hiéu biét sau vé cong nghé khong day,
nghia Ia biét 1 mang khéng day sé hogt déng
thé nao khi két noi véi mang mdy tinh ndi
chung.

4. Giao dién con nguéi-mdy tinh

Nhu cau vé thiét ké giao dién con nguoi-mdy
tinh (human-computer interaction) hay noi
gon la giao dién ngudi dung (user interface)
cho tdt ca cdc Ung dung web dang rdt cdp
bdch. "Nho nhing cong ty nhu Apple Inc,
nguai tieu ding ngay cang cé y thuc vé san
phdm dep, thiét ké dn tuong nén chuyén vién
CNTT khéng thé chibiét co ky thudt, Scott noi
5.Quan ly du dn

Chuyén vién quan ly du dn CNTT thi bao gid va
& ddu cdng can, nhung bdy gid yvéu cdu cda
nha tuyén dung ddi véi vi tri nay da khdt khe
han nhiéu. Theo éng Grant Gordon, Gidm doc
diéu hanh Céng ty cung tng nhan Iuc Intronic
Solutions Group & Kansas, thi truéng cdn
nhung chuyén vién quan Iy du dn “thur thiét”
chur khéng phdi nhding ngudi cd bang «dp,
nghia la co ky ndng va kinh nghiém trong viéc
x(7 i nhimg tinh hudng khdc nhau, chdng han
s mdu thudn trong néi b nhom lam viéc
chung quanh nhing vdn dé cdng nghé. "Cdc
cong ty cdn nhlng ngudi cd kha ndng ldnh
dao mét tdp thé chuyén vién, tdn dung hiéu
qua vong doi cua du dn va ky ndng quan Iy du
dn thdt s, Gordon ndi.

6. Ky nang mang néi chung

Theo Scott, cho di ban lam viéc ¢ dau trong
finh vuc CNTT ban ciing khong thé ding bén
ngoai ‘mang’ Vi thé diéu cdp thiét la cdc
chuyén vién lam viéc ‘ngodi mang"” nhu ky su
phdn mém cting phdi cd nhing hiéu biét cdn
ban vé mang mdy tinh, chdng han nhu vé
TCP/IR, Ethernet, cdp quang... va ¢6 kién thiic
kha dung (working knowledge) vé phuong
thuic phan phdiva tinh todn trén mang.

7. Ky thudt vién héi tu mang

Theo Hopkins, viéc cac cong ty su dung ngay
cang nhiéu dién thogi trén giao thuc Internet
(VolP) dd lam phdt sinh nhu cdu can co cdc nha
quan tri mang hiéu biét tdt cd cdc kiéu mang -
mang LAN, WAN, Voice, Internet.. — va cdch
thiic hoi tu chung.Hopkins noi: “Cudc nghién

U cia chung toi cho thdy nhu cdu dang tdng
nhanh @i vdinhiing chuyén vién dién thoai cd
hiéu biét sau vé mang CNTT, cling nhu nhing
chuyén vién qudn tri mang CNTT hiéu biét vé
mang dién thoai va cdch thuc két ndi ching”

8. Hé théng théng tin doanh nghiép

Du mudn hay khéng, trong thoi canh tranh
quyét liét nay cdc doanh nghiép déu co y hudng
xdy dung hé thdng théng tin kinh doanh
(business intelligence — Bl). Theo Ebner, nhu cdu
tuyén dung dang tdang adi véi nhimg nguioi co
kha ndng vé cong nghé Bl nhu Cognos,
Business Object va Hyperion va kha ndng dp
dung cdc céng nghé do vao hogt dong doanh
nghiép. ‘Cdc cong ty dang dau tu ldn vao Bl
Nhung ho khéng cdn nhing chuyén vién ky
thudt thudn tdy chi biét soan cdu hoi (query)
hodc viét ma (script). D€ trd thanh ngudi khai
thdc dir liéu ¢d tai ndng, ban cdn kién thuc
chuyén sau vé logi hinh kinh doanh ban sé lam
viéc, Ebner noi.

9. An ninh moi ltic moi noi

Chuyén vién an ninh mdy tinh thi bao git ciing
cdn nhung ngdy nay, theo éng Schmidt, cdc
doanh nghiép can chuyén vién co ki ndng bdo
mdt va an ninh & tat ca cdc linh vuc CNTT char
khéng chi la nhang chuyén vién chi chdm bam
lo bdo dam an todn hé thong mang. ‘Doanh
nghiép tim ngudi cd kha ndng xdy dung mot
maoi truding an toan, cho du do la ngudi quan Iy
hé théng thu dién t hay la nguei phdt trién
phdn mémy, Schmidt ndi. Theo éng, xu thé nay
phan dnh hién tuong tich hgp cdng tdc an ninh
va bdo mdt vao moi hogt dong hdng ngdy cda
doanh nghiép hon la xem an ninh Ia mot bo
phan céng thém do madt chuyén vién an ninh
ddm trdch. Vivdy, moi chuyén vién CNTT mudn
tim duoic viéc lam nhdt thiét phdi cd su hiéu biét
vé cong tdc an ninh va bdo mdt trong pham vi
chuyén nganh cia minh. Hopkins nhdn xét:
‘Phan héi tr cde cong ty nghién cdu thi truong
cho thdy ki ndng bdo mdt va an ninh la cdn
thiét & moi ngudi, moi viéc ; ngay cd nhdan vién
ky thudt tdp su cdng phdi biét vé an ninh’ Con
theo Saunders ctia Bai hoc DeViry, dé ddp ing
nhu cdu cda doanh nghiép, truong DeViry da
xdy dung gido trinh vé an ninh CNTT dua ra
gidng day & tdt ca cdc chi nhdnh cla truding
trén adt My. Ong ndi: "Cdc céng ty ngay cang
quan tam bao vé tai san cua minh trudc s tdn
cong cua bon khing bO trén mang
(cyberterrorism) va nhiing méi de doa ngay
trong noi bo.

Theo: guantrimang.com.vn
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GIAI DAP CNTT

Nang cap 10S cho Cisco
Router thdng qua USB

Pé nang cap 10S cho router, chiing ta thudng st dung TFTP
server, bén canh d6 ta cling c6 thé nang cap IOS cho router
bang cach s dung cong giao ti€p USB trén router. Pé tién
hanh “copy” 105 tir USB sang bd nhd flash cha router, ta thuc
hién cau lénh sau:

Router# copy usbflash0:c880data-universalk9-mz.152-1.T1.bin
flash:

Sau khi thuc hién cau Iénh trén, ta cé thé quan sét tién trinh
“copy” nhu sau:

Routerécopy usbflashD:cl8l0data-universalk9-mz.152-1.71.bin f1
RouTer#Copy ushf lashi:cB8ddata-universalk9-az.152-1.71.bin Tlash:
pestination Ti1lename [CES0data-universalki-=z.152-1.71.B1R]7

Copy 1n progress. .. CCOCCCCCCCCCCOCCCCCoCoCCCOCCCoOCCCcCC ot
OO OO OO OO OO O OO O OO O OO CC o OO OO
dasdfiddsdiddddifdiiddidaiandaindiiidiaadddfassisddsdaanadanaisaadasa
CCCOCCCOCOCCCOCoCCCOCOCOCCCCCCCCOCCCOCoCoC CCOCCCOOCCoCCoooCocococo
CCCCCCCCCCCCCCCOCeCeCoCiCiCCicicCccCCiiCeCCCiCCoCCCCCCCCCCCecCCO
o
CCC O O O O O O O O O O O O OO CCCCCCC O OO
dasaddddaddsasadudauuduauicasadsadisucasasaEussiaEainesa s Cunnsdnd
CCCCCCCCCCCCCoCCCCCOCCCCCCCCCCCCCCCCOCoCCCOCCCCCCCCCoCCCCCCCCocs
A adaddd A adanafaddaqaqadaddaanq A aadaaaaaas s d s
CCCCCCCOCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCOCCCOCCCCCCCCCCCCCCoce
OO O OO OO CCCCCCCCCOC O CC OO OO CCoco oo oooccoD
O O O OO L OO O OO O O L O O L OO OO o C oD
CeCCiCCoCoCoCccocoCocccccccocccCccccccccococCiccocCcccccoccocccoco
ddddddddddddaiddddddddadidddiddidddadddadiddasdiddddadasdddadaddadaddd
CCCCCCCOCCCOCOCOCCCOCOCCCCCCCOCCOCCCCCOCCCCCOCCCOCCCCCCCoOCCCooco
O

Frady

Tiép theo, chuing ta chi dinh cho router sir dung 10S méi
trong suét tién trinh khéi ddéng bang cau lénh sau:

Router#conft
Router({config)#boot systemn flash
c880data-universalk9-mz. 152-1.1T1.bin

[l ol 0 A Al
o L
OOt ootCoOic DOtdcOditECc oot oEEc e o d oot o codE OocC O otd OoEE DOd C ot EC oot o0
o N, N N R
e O C e O e L e C O e e O e O C O o Oy
ot Codc ittt i et o i ctd et Coid e e oo tid ot e OeeCCCd et ot
(ffpddEssdisdsnsidesdisassEEdiEnddinasE s s deadddasiae e g A
FI2T P4 Byl Copled Tn 9408 SaCE I:IHQ.‘-' By el )

ko rdzh

ESUL#shon T

Eout i eshos Tla

Eouk irdihow T laikh:

wlf= =] M= el T Eth

1 INEST R g 1 1984 00101 (03 D3 0D CcERMMdati-universalick-az. 1%1:-2. 71 .bin
b 10601 dasy I5 2081 1E:51:3d #0000 COPBachupdOll-08-35 08 _50_11

] - kY g ¢ S001 17:A7:%0 +00:00 L-d-l]'l:-i. i

i JIITIOES Dot 10 2001 TX:0e 26 +00:00 cEbdata~eviversalki-az.152-1.T.bin
] 13373984 oot 16 2061 16:22:152 «00 103 cElddata-wniversalki-=z.152-1. 71.kin

MLe1M08 bytes available (97210068 bytes used)

EOUT I ACDRY T
EFT & {I]HTHEI'LFJI"".'.'!“ CoNSAraS , Ofd Dl Time. Emnd wich owmn/z.

Boul - [Corf 1Q)FEST Ayates flash

Eouter [comfig)fbost system Flash cBBDRIat a-universalki-ug, 157-1,TL, bin
mout e [ Cord 1.9

Rbcky

Cubi cling, chung ta luu lai cac cau hinh va tién hanh khai

dong lai router.

Luu y:

- Mot s6 dong router ho trg cong giao tiép USB 2.0 (dinh
dang FAT32) bao gébm cac dong 800, 1800, 2800, 3800.

- Chung ta c6 thé sit dung mét s6 cau lénh sau dé kiém tra
giao tiép USB trén router:
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dir usbflasho:

show usb device
show usb controllers
show usb driver
show usb port

Cau hinh nhiéu dia chi IP
trén Cisco Router Interface

172161 Dv2 Raouter
~ @
E= ]
172161, 1424
1FEA6 120024 262 Ed sub
‘ \ 172162 2504 ‘
Haosta

262100249

Cisco 10S cho phép cau hinh nhiéu IP trén cing mét cong
giao tiép interface. Chiing ta c6 thé cau hinh 1 dia chi Primary
IP va nhiéu dia chi Secondary IP (khéng gidi han) trén Router
interface. Chuing ta cé thé cau hinh nhiéu dia chi IP trén cisco
router khi muén st dung nhiéu subnet trén cling mét cong
physical interface.

Secondary IP c6 thé duoc st dung trong nhiéu tinh huéng
khéng du s6 luong dia chi host address trén phan doan mang
network segment. Chang han nhu gia st ban dau ching ta
thiét ké cho phép 254 host tuong ting véi moi logical subnet,
nhung sau nay trén phan doan mang physical subnet lai can
dén 300 host address. Luc nay, ching ta c6 thé st dung
secondary IP trén cac routers hoac access server dé st dung
cung luc 2 logical subnet trén cing mét physical subnet.

Cau hinh nhiéu dia chi IP trén Cisco Router Interface:

Chuing ta c6 thé cau hinh nhiéu dia chi IP thuéc nhiéu subnet
khac nhau. Tai ché dé cong Routerinterface configuration
mode, cau hinh primary IP va secondary IP:

Cau hinh primary IP trén Router Interface:

Router# config t
Router(config)# int g0/1
Router(config-if)# ip address 172.16.1.1 255.255.255.0

Cau hinh Secondary IP trén Router Interface:
Tai cong fa0/1, ta tiép tuc khai bao secondary IP.

Router(config-if)# ip address 172.16.2.1 255.255.255.0 secondary

Ching ta cé thé thuc hién dugc nhiéu cau lénh IP
addresses command v&i tu khoa “secondary”.




Y dan ..

50 sanh cac giao thuc HSRP,
VRRP & GLBP Protocol

Cac giao thuc hoé trg xay dung mang du phong first hop
redundancy protocol bao gdom céc giao thic HSRP, VRRP va
GLBP. Chuing ta can nhan biét su khac biét gilra cac giao
thiic nay dé dua ra quyét dinh lua chon giao thiic nao sé
dugc trién khai trén ha tang mang.

Bang so sanh cac giao thirc HSRP, VRRP va GLBP Protocol

e tinh giao HSHE VEEP CLBP
thure

Titu chudn Bée quyén cla Cisco Chuiin IEEE Bde quybn cia Cisco

O8] Layer Laver-3 Layer-3 Layer-2
Lozl Khing Ehéng Cis
Balancing
Multicast 2240000 2 trong version | 224,000, 18 224 000,102
Group 1P | va 224.0.0. 102 tromg
adldress version 2
Transport LDP 14955 upe iz LDP 322}
Fort Mumber
Timers Hello = 3 iy Advertisement = | gidy Hello = 3 gidy
Haold — 10 gidy Mlaster down tume = Hold — 10 gpiiy
I*Advernsement Time +
Skew TimeSkew Time =
[236-Priorityp 256
Ticn trinh Agtive Router: Mpster Bouter: (%) Active Virual Gateway:
biiu chon | Prionry cao nhat

1. Prionty cao nhat 1. Priority cao nhat 2. 1P cao nli

2. 1P cao nhil Z. IP cavo mht

Vai b cua =Mldt Active Router = Ml Active Router- Moy || - Mt AVG (Active Vinual Gareway)-
Rowter midd Standby Router- hode nhitu Backup Router | ¢d thé ¢d dén 4 AVF Router weng mot
mit hojc nhifu group { Active Virtual Forwarder).- hi
hstemng Router trer 161 da 1024 virtual Router (GLBP
ETOUp) Irén 1 phivsical interface,

Preempt Vi igu hia theo mic Enrge kich hoat theo mic | Vo higu hia theo miic dinh
dinh dinh
Giroup (R0 e T acxx OO, 5000 L (007 bdxn. xxxx
VirtualMae
Adldress
Hi trr IPvi Cé Khiing i

Luu y: Trong méi truéing VRRP group, Router ¢6 thé sif dung
IP that dong vai tro IP 4o cho group dé tré thanh Active
Router bang cach tu dong tang gia tri priority 1én gia tri toi
da la 255, vi thé ta chi co thé cdu hinh gia tri priority dao
dong [1-254].

Cau hinh HWIC-4ESW va
HWIC-D-9ESW Switch
module trén Cisco Router

4-port HWIC-4ESW va 9-port
HWIC-D-9ESW  EtherSwitch
HWIC (high speed WAN
interface card) duoc ho trg
trén cac dong router Cisco
1800 (modular), Cisco 2800, va
Cisco 3800 ISR (integrated services Routers). HWIC-4ESW /
HWIC-D-9ESW  duogc trang bi céc cong giao tiép
10/100BaseT Layer 2 Ethernet c6 kha nang thuc hién chic
nang Layer 3 Routing.

Mét s6 han ché ciia EtherSwitch HWIC:

. Khéng thé cai dat nhiéu hon 2 Ethernet Switch HWIC
(network module) trén Router nhung chung lai khéng co
kha nang tuong tac truc tiép véi nhau.

. Cac port trén HWIC-D-9ESW card khéng c6 kha nang cap
nguon inline power.

. Tinh nang Auto MDIX sé khéng dugc hé tro trén cac port
ctia HWIC-D-9ESW card néu ta tinh chinh tha céng speed
hoac duplex chir khéng phai tuy chon auto.

- Khéng ho tro tién trinh cai dat néng online
insertion/removal (OIR) EtherSwitch HWIC khi router dang
hoat dong.

. Khéng ho tro tinh nang VTP pruning.

+ Chi ¢6 thé cau hinh t6i da 200 secure MAC address trén
moi module EtherSwitch HWIC.

Cac buéc cau hinh HWIC-4ESW / HWIC-D-9ESW:

Thiét Iap VLAN instance:
M6i EtherSwitch HWIC hé tro téi da 15 VLAN, thuc hién cdc buéc
sau dé cdu hinh Fast Ethernet interface vdi vai tro Layer 2 access:

Router# vian database
Router# vian vian_id
Router# exit

Cau hinh VTP:

Router# vlan database

Router(vian)# vtp server

Router(vian)# vtp domain domain_name
Router(vian)# vtp password password_value
Router(vian)# exit

Cau hinh Fast Ethernet Interface dong vai tro Layer 2 Trunk:

Router(config)# interface fastethernet interface-id
Router(config-if)# switchport mode trunk

Router(config-if )# switchport trunk native vian vian-num
Router(config-if J# switchport trunk allowed vian {add | except |
none | remove} vian1[vian{vian{..]]

Cau hinh Fast Ethernet Interface vdi vai tro Layer 2 Access.

Router(confighfinterface fastethernet interface-id
Router(config-if Jswitchport mode access
Router(config-if Jswitchport access vian vian_num
Router(config-if J#no shutdown

Router(config-if J#end

Mot s6 loai HWIC etherswitch module khéac cé thé st dung
dugc liét ké trong bang mo ta sau:

Product Number  Description

HWIC-4ESW d-port Cisco EtherSwitch [0BASE-T/100BASE-TX autoscnsing
HWIC

HWIC-4ESW- 4-port Cisco EtherSwitch 10BASE-T/100BASE-TX autosensing

POE* HWIC viri power daughter card o6 khi niing cip ngudin PoE

HWIC-D-2ESW | 9-port Cisco EtherSwitch 10BASE-T/100BASE-TX autosensing
HWIC

HWIC-D-9ESW-  9-port Cisco EtherSwitch 10BASE-T/T00BASE-TX autosensing
PokE

POE* HWIC vii power daughter cardW cé kha nang cip ngud

Ngudi bién soan; Bli Quoc Ky
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THU GIAN

Mic du dic thu cba nghanh CNTT chuy&n nghiép la yéu cdu cao va cdng viéc cing thang
Nhung phdn I6n dan IT déu ty hao va hai long véi lya chon nghé nghiép cla minh

200 ki su CNTT da chig gp

nhing trdi nghigm vé
7ZZ Stress & 27

2 nguyén nhan chinh din dén
stress cho dan IT

— f'. Phai tiép tuc bdt kip
& G) cong nghé (31%)
& M4t cin bling

g gila cubc sBng
vA cng viec (28%)

7Z SU Ky vong cao W

Trong thoi gian 579,

95%

Ty hao vl da
chon nghé IT

%

560/p hai lang véi vi tri, sy phan cdng
cong viéc va trong trach hién tai

ha. N h Ch 11 h thdi gian lam viéc,
céc ki sut CNTT
cH kinh nghigm 5
duge ky vong o
sin sang lam viéc - BID/D
24x7 ®
o dugc tuyén dyng
e Nga ‘ -
e gay sau khi tft nghiép

11%

thai gian lam viéc,
cic ki su CNTT
mic trunh binh
KHONG

dugc ky vong
lam viéc 24x7

81 phén tram hia hen véi cbng ty Ngoai cbng vigc, 72 ph?n trdam
rang nhiing thanh vién con lai B'ln/D sé& ty nguyén gilp dd gia dinh,
trong dif 4n s& hoan thanh cdng viéc ban bé, ngudi thin vé cdc vin dé

trong khi ho di nghi mat, lién quan d&n CNTT

12%
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CHU BE HOITHAO

Tai: Trung tam tin hoc VnPro
‘ Lic: 08:30-11:30
Tha bay, ngay 09/08/2014

Chuong trinh “VnPro két n6i nha tuyén dung - Career 2014” ndm trong chuéi su
kién mién phi do VnPro t6 chic hang thdng sé mang dén cho ban bi quyét thanh
céng trong hoc - iing tuyén — lam viéc chuyén nghiép tai méi trudng quéc té.
Péng thoi con duoc tro chuyén ciing cdc chuyén gia IT dé tim hiéu va dinh hudng
nghé nghiép ph hop, dao tao vé ky ndng lam viéc theo nhém. Ddc biét, tai chuong
trinh “VnPro két néi nha tuyén dung - Career 2014" sé mang lai cho ban co héi ting
tuyén truc tiép vao cdc céng ty céng nghé hang dau Viét Nam.

c0o HOI NHAN QUA HAP DAN TU BTC & DOANH NGHIEP KHI THAM GIA CHUONG TRINH
MIEN PHiI THAM GIA 100%

CONG NGHE VOIP THE KY 21
CHU BE

Gioi thiéu:

Tin hiéu thoai duoc truyén di trén ha
tang cdp thoai, riéng biét véi luu
luong di liéu thudng du'oc guri di trén Analog

Telefon

ha tang cdp mang LAN, WAN. V&i cudc
céng nghé cdch mang VolP, tin hiéu
thoai va di liéu ngudi diing cé thé
trung chuyén trén ciing mét ha tdng
mang hop nhat. Cdc doanh nghiép co
san ha tdng mang Internet cé thé ung
dung gidi phdp VolP dé tiét kiém ddng
ké chi phi. Chinh vi vay, VolP déan tr¢
thanh moét xu hudng tat yéu va nhu
cdu tim hiéu vé céng nghé VolP ciing
ngay cang cao.

Internet PSTN Handy

Bt T-§

VnPro

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




TAILIEU CNTT

™

T

Gidi thiéu

Muc dich cta tai liéu nay la trinh bay cach thuc hoat dong
cla tién trinh phan manh gai tin IP Fragmentation va co
ché Path Maximum Transmission Unit Discovery
(PMTUD), thao luan mét sé tinh huéng lién quan dén
hanh vi cia PMTUD khi két hop véi cac loai IP tunnel.

IP Fragmentation va tai phan manh Reassembly (Su
chia nho hay su phan manh goi tin IP va cach thiic ghép
néi lai).

Giao thuc IP dugc thiét ké dé st dung trén nhiéu loai méi
trudng truyén dan transmission link nhu ethernet, serial,
.... Mac du chiéu dai t6i da cia mét IP datagram (dir liéu)
la 64K nhung hau hét viéc truyén tai trén cac két néi déu
gi¢i han chiéu dai toi da cia mét packet (géi tin), con
dugc goi la MTU. Gia tri ctia MTU phu thuéc vao loai két
néi. Giao thic IP duoc thiét ké dé chira nhing gia tri MTU
khac nhau, né cho phép Routers chia nho dir liéu khi can
thiét. Cac thiét bi mang (Router, PC, ..) tiép nhan ¢6 trach
nhiém ghép néi lai cac phan manh tré lai kich thude day
du nhu géi tin IP goc.

MTU trén mot s6 moi trudng mang

interface Type % Default MTU -
Etharmel 1500
Serig! 1500
ATHE 4470

POS 4a7d

Vay MTU chinh la phan Data cua Ethernet Frame.

B0 0O 20 TA JF 3IE B 00 30 20 14 AE o8 00 IP, ARP, ¥t 0 M 2 3A
Dexmnatan MAC Sddress Frroe MAC Sddress Ethar Tyne Payinsd CAC Chaskesum
MAC Header Data

{14 bydea) (B8 - 1500 bytwi) 2 Eydaa)

Ethwrmat Type I Frame

{84 i 1 byt

Hinh mé ta vi tri cdc (field) trudng trong IP header.

Link-layer = Link
Header Data = W datagram Trailer
\Version IP HL TOS Total Length ]‘
Identification Flags Fragment Offset "
TTL Protocol Header Checksum g
Source Address @
Destination Address l
Options Pad
Data

nPro
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M HIEU CO CHE PHAN MANH GO TIN

IP Fragmentation la bé dir liéu thanh nhirng phan nhé
hon va nhitng phan nay cé thé dugc ghép lai sau dé.

IP source, destination, identification, total length, and
fragment offset fields, cung véi cac bit "more fragments"”
va "don't fragment" trong trudng flags cta IP header thi
duoc sir dung cho IP fragmentation va reassembly.

- Trudng Identification (16 bits): la mot gia tri dugc gan
bai ngudi gui goi tin IP nham hé tro trong viéc ghép noi
lai nhirng gai tin da bi chia nho.

- Trudng fragment offset (13 bits): chi ra noi mét goi tin
da bi chia nhé thudc vé géi tin IP gbc.

- Trudng flags (3 bits):

= Bit 0 dugc danh riéng (chua st dung).

= Bit 1 la DF bit (0 = “may fragment, 1 = "don't
fragment").

= Bit 2 la MF bit (0 = "last fragment 1 = "more
fragments")

Value Bit 0 Reserved Bit 1 DF Bit 2 MF
0 0 May Last
0 Do not More
Vi du:

Lab 1: Identification, Fragment offset, flags.
R1 1 3 R2

. - 10.0.0.0 /24 .
r—a fo/1 o a

Bai lab dung GNS3 dé gia lap. Pat ip nhu hinh vé. Dlung
Wireshark bat géi tai f0/1 cia R1.

Ri#shint fO/1
FastEthernet0/1 is up, line protocol is up

Hardware is Gt96k FE, address is c200.0494.0001 (bia
c200.0494.0001)

Internet address is 10.0.0.1/24

MTU 1500 bytes, BW 10000 Kbit/sec, DLY 1000 usec,
R1#ping 10.0.0.2 size 5120 repeat 2
Il
“size 5120" = 20 bytes (IP header) + 5100 bytes (Data cua goi
IP).

‘repeat 2" : gui 2 goi tin



N dan |

Pé phan biét 2 géi tin nay thi R1 sé dung trudng
Identification.

- Géi thit nhat trong bai lab nay c6 Identification la
0x000a

- @G6i thitr hai cé Identification 1a 0x000b

Nhung khi gui géi tin thif nhat cé Identification la 0x000a
dithiR1 sé tién hanh “Fragment”né thanh nhitng géi nhé
hon cho phu hop véi gia tri MTU (Maximum Transmission
Unit) ctia cong fast-ethernet f0/1 la 1500 bytes. (Chu y:
néu gai tin ma ta gui di coé gia tri Data + ip header <=
1500 bytes thi sé khdong cé nhiing géi Fragment).

Vay ta c6 gdi tin thirnhatla 5100 byte la Data (xét & Layer
4) dugc chia nho ra thanh 4 Fragment packets la 1480 +
1480 + 1480 + 660. Sau d6 tiép tuc déng xuéng Layer 3
thi ta sé c¢6 4 goi tin (packets) lan lugt c6 MTU la 1500 +
1500 + 1500 + 680.

Internet Protoce] version 4, Sre: 10.0.0.1 (10.0.0.1), DSt: 10.0.0.2 (10.0.0.2)
wersion: 4
seader length: 20 bytes
g pifferermisned Services Fleld: =00 (oSCP Ox00: pefaule; ECN: OxDd: WSC-ECT (MOt ECN-Capable Trarport))
Total Length: 1500
Idertification: OxDOOE (103
Flags: om0l (More erageencs)
Ouve weas = Reserved bit: Mot set
Ohr eee. = DOA'T fragment : Wt ST
. = wore fragments: Set
Fr -:l;l-erﬂ. -.-.-H:.u a

Hinh Fragment packet s6 1

interngt Protocol version 4, Sec: 10.0.0.1 (10,0.9.1), Ost: 10.0.0.7F (L0.0.0.2)
wersion: 4
meader lengeh: 30 Bytes
g piffersnciared Services eield: Ox00 (DSCP OwDD: Default) ECM! ONOO! NOT-ECT (MOT ECN-Capable Tramsport))
Total Length: 1500
redere i icarfon: Oxddia (10)
F'Ia-;b Oxdl (Hore Frageents)
e raee = REREFyEd BAT: MNOT ST
_|:|__ eese = Don't fragmsnt: WOt seC
WL weas = Hore Frageents: Set
F:'agnnl: effser: 1480

Hinh Fragment packet sé 2

Incernet Protocol version 4, src: 10.0,0.1 {10.0,0.1), ost: 10.000.7 (10.0.0.2)
version: 4
Hender Tength: 30 bytes
£ pifferentiated Services Flald: 0wdd (0SCPF Owl: Defauwlt; BCN: Owld: WoU-ECT (Mot ECM-Capable Tramsport))
Total Length: 1500
Ident il icarion: Ox0D0a (10)
Flags: 0wdl (Mors Fragments)
Qe au —Hi.-u' wed biT: Not St
(Ol cse. = Don' T Trageent: HOT 58T
21i s = Hore Frageents: Set
r .:.Jn-rl -.ﬂ!'ﬁ! .:"-'I'F.-I'I

Hinh Fragment packet s6 3

Internat Protocol Version 4, Src: 10.0.0.1 {10.0.0.1), Bst: 10.0.0.2 (10,0.0.2)
version: 4
neader lengTh: 20 byres
i Mifferentiated Services Field: 0md0 (OSCP Ow00: Default; ECK: Owld: Wot-ECT (Mot ECN-Capable Tramsport))
ToTal Lengrh: 680
Identificatdon: Ouddda {100

Flags : Owd0
Biaiading w's = Reserved bBit: war set
s waas = BEA'E Fragesnt: HOT S8t
N T fra.gun:-. HOT 58T

Fragl-e-ﬂr. offeet: 4440

1 [4 1Pvd Fragments (5100 bytes): #272(1480), F273(14E00, #274(1480), #Z75(660)]
|Frame: 272, payload: 0-1479 (1480 bByresd |
[Frame: 273, payload: 14E0-7959 (1480 bvres)]
[Frama: 274, payiocad: 2960-4430 (1480 byres)]
|[Frame: 275, pay|oad: 4440-5090 (660 byres) |
[Fragment count: 4]
[Reassembled IPv4 Tength: 5100]
[Reassembled IPv4 data: O0B006CeSO002000000000000001EFcdabcdabcdabedabed. .. ]
+ Internet Control Message Protocol

Hinh Fragment packet s 4, géi fragment cudi cing chua
théng tin vé nhitng goi fragment truéc déng thdi cé ca
ICMP header.

Original IP Datagram

Idenfification | Total | DF May/ | MF Last/ | Fragment
length | Don’t More Offset

0x000a 3120 | O 0 0

IP Fragments (Ethernet)

Idenfification | Total | DF May / | MF Last / | Fragment
length | Don’t More Offset

Ox000a 1500 |0 1 0

Ox000a 1500 |0 ] 1480

Ox000a 1500 |0 1 2960

Ox000a 680 0 0 4440

R1 cling lam tuong tu vdi goi thu hai co Identification la
0x000b.

Lab 2: Ping with df-bit=1

Size 1501" = 20 bytes (IP header) + 1481 bytes (Data cua goi IP).
R1#ping 10.0.0.2 size 1501 df-bit repeat 2
Packet sent with the DF bit set

Success rate is 0 percent (0/2)

Ly do packet c6 MTU 1501 > default MTU trén interface
f0/1 nén bat budc packet nay phai dugc fragment. Nhung
do ta ping c6 bat df-bit =1 (cé nghia la khéng cho
fragment gdi tin nay) nén két qua ping khéng thanh
cdng.

Bay gid¢ ta thir ping vaéi MTU <= 1500.

R1#ping 10.0.0.2 size 1500 df-bit repeat 2

Packet sent with the DF bit set

Il

Success rate is 100 percent (2/2), round-trip min/avg/max =
28/30/32 ms

R1#ping 10.0.0.2 size 1499 df-bit repeat 2

Packet sent with the DF bit set

[l

Success rate is 100 percent (2/2), round-trip min/avg/max =
16/28/40 ms

Do goi tin c6 MTU <= default MTU nén packet nay khong
can thiét phai fragment. Nén df-bit cé bat hay tat cling
khéng quan trong. Ping van thanh coéng.

Nguiei bién soan: Nguyén Binh Hién
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Tén khoa hoc HE_:?:_y_ khai _g_i&ug
CHUONG TRINH CCNA & CCNA SECURITY

02-08-2014 14:00 = 17:00

3~5=7 08:30 ~ 11:30

18:30 =~ 21:30

08:30 = 11:30

1 CCNAX 15-08-2014 14:00 = 17:00

07-08-2014

(200-120) 18:30 ~ 21:30
08:30 = 11:30
18:30 = 21:30
14:00 - 17:00
18:30 - 21:30
21-08-2014 18:30 = 21:30

21-08-2014

29-08-2014

14-08-2014 18:30 = 21:30

08:30 ~ 11:30
18:30 = 21:30
18:30 = 21:30
08:30 = 11:30
14:00 - 17:00
18:30 = 21:30

SWITCH
(300-115)

TSHOOT
(300-135)

18-08-2014 18:30 ~ 21:30
CHUONG TRINH CCIE
25-08-2014 2-4~6 | 1830 ~ 21:30

CCIE WRITTEN
(Version 5)

PANG KY HOC LIEN HE

| LIEN HE DU AN DAO TAO, TU VAN HE THONG MANG, THUE THIET Bi, PHONG HOC, MUA SACH

-

Ban tin Dan Cisco - Bugc phat hanh béi Cong Ty TNHH Tu Van & Dich Vu Chuyén Viét
Chiu trach nhiém xuat ban: Pham Minh Tuan

Giay phép xuat ban s6: 69/QD - STTTT Ngay DK: 26/10/2011
Céng ty in: Sao Bang Design

S6 lugng in: 2,000 cudén/ky

Ky han xuat ban: 1 ky/thang
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