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Hé thdng ching chi CCNP Security mé

Khi cong nghé két ndi téi ha tang mang doanh nghiép dan chuyén
dich sang cac céng nghé tuang lai nhu dién toan dam may cloud,
kha ndng mobility, va ranh qidi ha tang mang doanh nghiép va méi
trudng mang Internet ngay cang ma nhat thi cac nguy co bi tan
cbng cling theo d6 ma gia tang déng ké doi hdi cac chuyén gia vé
bdo méat phai cdp nhat théng tin vé cac su ¢d an ninh cé thé xay ra
trén hé thong.

D6 chinh la ly do ma Cisco da thiét ké lai chuong trinh dao tao CCNP
Security dé trang bi cho cac chuyén gia bdo mat mang ky nang sur
dung, cdu hinh cac san pham mdi vé bdo mat phi hop véi moi
trudng mang hién tai ciing nhu trong tuong lai.

Pé trang bi cho céc chuyén gia bao mat cac k¥ nang can thiét, Cisco
da tién hanh dua ra mét s thay ddi sau:

= Thiét ké lai hé théng ching chi CCNP Security certification

= B& sung thém hé théng chiing chi Cisco Cybersecurity Specialist
certification

* Pua ra thoi diém hét han cla hé thdng ching chi ci Cisco
Security Specialist certification

» Pua ra cac khoa dao tao cich thuc sir dung céac tinh nang mdi
trén céc dong san pham bao mat mdi hién nay

Thiét ké lai hé théng chimmg chi CCNP Security certification

Hé théng chitng chi CCNP Security certification dudc thiét ké thanh
cac khoa hoc mdi sau:

Khéa dao tao Ma mon hoc
Implementing Cisco Edge Network Security 300-206 SENSS
Solutions (SENSS)

Implementing Cisco Threat Control Solutions (SITCS) | 300-207 SITCS
Implementing Cisco Secure Access Solutions (SISAS) 300-208 SISAS
Implementing Cisco Secure Mobility Solutions (SIMOS) | 300-209 SIMOS

Céc (ing vién da tham gia cac khéa dao tao theo hé théng chiing chi
CCNP Security certification van cé thé dang ky thi theo ma mén thi
ci trudc ngay 21 thang tu nam 2014,

Bé sung thém hé théng chimg chi Cisco Cybersecurity Specialist
certification

Cybersecurity Specialist certification trang bi cho céc chuyén gia
bdo mdt kha nang phéan tich chuyén sdu cac sy kién (event
monitoring, security event), cac théng diép canh bdo va chd dong
phong chéng lai cac nguy cd bdo mat cé kha nang phat sinh.

Hé théng chitng chi Cybersecurity Specialist certification dugc thiét
ké thanh khéa hoc sau:

Khéa dao tao Ma mon hoc
Securing Cisco Networks with Threat Detection 600-199 SCYBER
and Analysis (SCYBER)

Thoi diém hét han cua hé théng chiing chi cii Cisco Security
Specialist certification

Bén canh viéc thiét ké lai hé thong chiing chi CCNP Security thi Cisco
con dua ra hé thong chung chi mdi Cybersecurity Specialist
certification. Bén canh dé thi Cisco ciing dua ra thoi diém hét han
cla hé théng chuing chi CCNP Security hién tai vao 22 thang tu nam
2014

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com

Security Certification Ma mén hoc Ma mén hoc

Cisco ASA Specialist 642-618 FIREWALL @ 21-04-2014
642-648 VPN

Cisco Firewall Security Specialist 642-618 FIREWALL @ 21-04-2014
642-637 SECURE

Cisco 105 Security Specialist 642-637 SECURE 21-04-2014

Cisco IPS Security Specialist 642-627 IPS 21-04-2014

Cisco VPN Security Specialist 642-637 SECURE 21-04-2014

' 642-648 VPN

Cdc khoa dao tao cdch thirc sif dung cdc tinh ndng mdi trén cdc
dong sdn phdm bdo mét méi hién nay

Dadi vdi cac san pham bao mat Cisco network security product, Cisco
tiép tuc dua ra cac khoa dao tao vé cach thic st dung va van hanh
cac san pham nay.

Training Offering
Implementing Advanced Cisco ASA Security (SASAA)

Implementing & Configuring Cisco Identity Services Engine for Wireless
Engineers (SWISE)

Implementing Cisco Bring Your Own Device Solutions (SBYOD)
Implementing Core Cisco ASA Security (SASAC)

Chumng chi CCNP security

Pay la ching chi chiing minh ban 12 mot chuyén gia |
trong linh vuc bdo méat hé théng mang. CCNP security |
rén luyén cho ban nhiing ky nang danh gia 16 héng nguy
hiém va mang dén nhiing giai phap chuyén nghiép nhat.
Trién khai hé théng tudng Iifta ngan chan cac cudc tan |
cong, trién khai hé théng cdnh bao sém dé kip théi

——

phong tha va chéng lai cac hiém hoa. Ngoai ra, CCNP
security con giup ban dua ra nhiing y tuéng bao mat véi
nhiéu I6p phong thu va xdy dung moét hé théng dugc |
bdo vé tir ngay ngoai internet cho dén tan noi ngdi cla
ngudi dung. :

Kha nang lam viéc

V6i kién thirc ciia CCNP Security ban c6 thé lam viéc
trong nhirng doanh nghiép, t6 chic quy mod |dn vdi s6 |
luong user |én dén hang ngan ngudi. Véi bao mét la
nganh nghé khéng thé thiéu trong hé théng mang hién
dai, ban sé séang tao va xay dung nhiing la chan phong
- thi tir xa cho hé théng mang ctia minh. Ban cé thiét ké
. cac chinh sach bao mat va ap dat chinh sach d6 cho toan
- hé théng, nham muc dich kiém soét chat ché tat ca cac
- hoat dong clia hé théng va ngudi dung.

. Hién VnPro la trung tdm duy nhdt trong cd nuéc cé té
chuc dao tao chimg chi CCNP Security cho hoc vién. Va
VnPro ciing thudng xuyén té chirc cdc lop cdp »

- nhat kién thic mién phi cho hoc vién ci hang

- thdng, xem thém tai www.vnpro.vn
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Cau hinh NAT Overload (PAT)

172.16.1.0/24

Q 172.16.2.0/24

PC2

Yéu cau: Cau hinh NAT Overload sao cho céc PC thudc I6p
mang 172.16.1.0/24 va 172.16.2.0/24 di ra ngoai Internet.

Budc 1: Dinh nghia dai dia chi mang sé dugc phép sirdung
NAT Overload théng qua ACL
R1(config)#ip access-list standard LAN_1
R1(config-std-nacl)#permit 172.16.1.0 0.0.0.255
R1(config-std-nacl)#permit 172.16.2.0 0.0.0.255

Budc 2: Tién hanh cau hinh NAT Overload (PAT) tai R1

R1(config)# interface f0/0

R1(config-if)# ip nat inside

R1(config)# interface s1/0

R1(config-if)# ip nat outside

R1(config)# ip nat inside source list LAN_1 interface 51/0
overload

Budc 3: Khéi phat luu lugng ra ngoai Internet dé kiém tra
tién trinh NAT Overload

f0/0

—i?gﬂﬂ —
fo/1

~

Internet

£
(
\

Tai PC1 tién hanh m& mot phién http téi 69.89.22.108
théng qua chuong trinh “emd” bang céu lénh “telnet
69.89.22.108 80"

:
B CWindowsisystem3Demd.exe

| = )

Budc 4: Kiém tra hoat ddng clia NAT Overload (PAT) tai R1

R1#show ip nat translations

Pro Inside global Inside local Outside local Outside

global

tcp 121.168.12.1:1025 172.16.1.1:1025 69.89.22.108:80
69.89.22.108:80

R1#
Chung ta thay socket (socket dugc tao thanh tu gia triIP va
chi s6 port ) ctia PC1 1a 172.16.1.1:1025 da dugc PAT thanh
socket 121.168.12.1:1025.

Nguén: sdch CCNA Routing & Switching LabPro (VnPro)

Routing & Switching).

Chiing chi CCNAX gitip ngudi hoc ¢6 duoc ky ndng dé véan hanh dugc mét hé théng vira
va nhé trong cdc doanh nghiép. Cdc chuyén gia chiing nhdn CCNAX c6 thé cai ddt Ién dén
150 ngudi va s6 luong hoat ddng tir 3 dén 5 chi nhdnh.

= Hién tai, VnPro la trung tém dau tién trong khdp cé nuéc trién khai dao tao CCNAX (CCNA

= Chuong trinh dao tao CCNAX duoc VnPro mé hang thdng véi cdc I6p sdng, chiéu, toi.
Truy cdp tai http://vnpro.vn/khai-giang Gé biét chi tiét vé chuong trinh hoc va uu déi.
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Trién khai ha tang VoIP véi CME
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Catalyst 3550

Cisco Unified CME Router
PSTN

Cisco 7960 IP
} Phones

Xay dung DHCP Server cuc bd

Phia client, Host A, gui di thong diép DHCPDISCOVER broadcast
message tdi Cisco I0S DHCP Server. Phia DHCP server cdp xuéng
cho client cac théng tin nhu IP, MAC, domain name, va thoi gian
“lease” ma client c6 thé st dung IP théng qua théng diép
DHCPOFFER unicast message.

Figure 1—Tién trinh IP Phone xin cdp phat dia chi IP tir DHCP Server

DHCP Discover
-
Host A
DHCP Offer DHCP Server
-
DHCP Request {g‘%
- =i
DOHCP Acknowledos

) ‘

Phia client tiép tuc hoi dap lai yéu cau xin cap phat IP téi DHCP
server théng qua théng diép DHCPREQUEST broadcast message.
Phia DHCP server cudi cling xac nhan lai dia chi IP sé cdp xuéng cho
client théng qua théng diép DHCPACK unicast message.

Pé cau hinh DHCP server, ta sé tién hanh cdp phat 2 dai dia chi IP
mot cho thiét bi voice (IP Phone) va mét cho thiét bi data (PC).

1. Router>enable

2. Router#configure terminal

3. Router(config)#ip dhcp pool Voice

4. Router(dhcp-config)#network 172.22.100.0 255.255.255.0

! Chi dinh dia chi IP ctia cua TFTP server théng qua cdu lénh option
150 ip ip-address, Cisco Unified IP phone sé tim cdch két néi téi TFTP
server dé tai image configuration file.

5. Router(dhcp-config)#option 150ip 172.22.1.107

6. Router(dhcp-config)#default-router 172.22.100.1

Luu y: Ta thuc hién tién trinh tuong tu trén DHCP server dé tao ddi IP sé
cdp phdt xudng cho cdc thiét bi data.

nPro
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(Cisco Voice Gateway)

Cau hinh Router Interface
Figure 2—Cdu hinh InterVLAN Routing

Fa0/0.1
Fa0/0.20
Fa0/0.100

Thoéng tin cau hinh dugc thuc hién trén router 3725 sif dung céng
nghé 802.1Q frame tagging:

Router>enable

Router#configuration terminal
Router(config)#interface fastethernet 0/0.1
Router(config-if}#encapsulation dot1q 1 native
Router(config-if)#ip address 172.22.1.154 255.255.255.0
Router(config-if )#exit

Router(config)#interface fastethernet 0/0.100
Router(config-if)#encapsulation dot1q 100
Router(config-ifJ#ip address 172.22.100.1 255.255.255.0
Iﬂ Router(config)#interface fastethernet 0/0.20

11. Router(config-if)#encapsulation dot1q 20

12. Router(config-if)#ip address 172.22.101.1 255.255.255.0
13. Router(config-if }#end

Thiét lap giao thiic dong bd héa théi gian Network Time Protocol

1. Router>enable

2. Router#configure terminal

3. Router(config)#clock timezone central +8

! Thuc hién céu lénh clock summer-time zone recurring dé kich hoat
daylight savings time.

4. Router(config)#clock summer-time central recurring

5. Router(config)#ntp server 172.22.1.107

6. Router(config)#end

Cau hinh VLAN trén Catalyst Switch 3550
Figure 3—Téng quan vé VLAN

CoOND LA WN ~

VLAMN 100
Subnet 172.22.100.0

VLAN 20
subnet 172.22.101.0

Catalys| 3550

| ' = |
1. Switch>enable ," o B |
2. Switch#configure terminal > |
3. Switch(config)#vlan 100 : ) ;
4. Switch(config)#name Voice
5. Switch(config)#end e Nz
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i
1
| 3
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Luu y: Thuc hién tién trinh tuong tu dé cdu hinh VLAN cho phén doan
mang Data.

Cau hinh Interface két ndi tdi router trén Catalyst Switch 3550

Chuing ta can trién khai duéing két néi trunk gitia Cisco 3725 router
va Catalyst 3550 switch.

Switch>enable

Switch#configure terminal

Switch(config)#interface vian 1

Switch(config-if)#ip address 172.22.1.201 255.255.255.0
. Switch(config-if )#exit

6. Switch(config)#ip default-gateway 172.22.1.1

7. Switch(config)#interface fastethernet 0/19

8. Switch(config-if}#switchport trunk encapsulation dot1g
9. Switch(config-if)#switchport mode trunk

10. Switch(config-if }#switchport trunk allowed vian all

11. Switch(config-if}#duplex full

12, Switch(config-if}#speed 100

13. Switch(config-if }#end

Cau hinh Port két néi tdi Cisco 7960 IP Phone

Cisco 7960 IP Phone cho phép két néi tdi PC hodc mot thiét bi khac
nén cbng giao tiép interface trén Catalyst 3550 family switch két néi
tdi Cisco 7960 IP Phone can phai dudgc cdu hinh dé cho phép ca luu
lugng voice va data traffic trung chuyén trén cing moét interface.
Figure 4—Trunking

iAW~
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( VLAN 100 )
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Encapsulation 802.1q

Switch>enable

Switch#configure terminal

Switch(config)#interface fastethernet0/21
Switch(config-if}#switchport mode trunk
Switch(config-if}#switchport trunk encapsulation dot1g
Switch(config-if}#switchport voice vian 100
Switch(config-if}#switchport trunk native vian 20
Switch(config-if }#end

NS AWN =

Cau hinh Cisco Unified CallManager Express

1. Router>enable

2. Router#configure terminal

! Bién router thanh tftp-server bdng cdu lénh command tftp-server
flash:filename.

3. Router(config)#tftp-server flash:P00307020300.bin

4. Router(config)#telephony-service

I Thiét Idp s6 luong IP phone téi da ma ddng router hé tro.

5. Router(config-telephony)#max-ephones 144

! Thiét Idp s6 luong extension téi da sé trién khai trén dong router
hién tai.

6. Router(config-telephony)#max-dn 500

I Han ché thiét bj IP Phone la tu déng déng ky vao hé théng bdng cdu
Iénh no auto-reg-ephone trén hé théng.

/7. Router(config-telephony)#no auto-reg-ephone

! Thuc hién cdu lénh load phone-type firmware-file dé nhdn dién
firmware file nao IP phone sé tién hanh ddng ky t6i hé théng.

8. Router(config-telephony)#load 7960 P0030700300

! Thuc hién cdu lénh ip source-address ip-address dé chi dinh IP va
port number ma Cisco CallManager Express router sif dung deé tiép
nhdn tién trinh déng ky tir IP phone. Chi s6 port mdic dinh la 2000.

-
e,

9. Router(config-telephony)#ip source-address 172.22.1.107

! Thuc hién cdu lénh create cnf-files dé xdy dung hé théng XML
configuration file.

10. Router(config-telephony)#create cnf-files

I'Thuc hién cdu Iénh command transfer-system full-consultant dé chi
dinh phuong thic call transfer method.

11. Router(config-telephony)#transfer-system full-consultant

! Thuc hién cdu lénh command secondary-dialtone 9 dé chuyén
sang “tone” khdc khi ngudi diing thuc hién dial 9 cho cuéc goi ra bén
ngodai,

12, Router(config-telephony)#secondary-dialtone 9

13. Router(config-telephony)#end

Cau hinh cho IP Phone

Mbi ephone-dn tuong ung vdi virtual line hodc extension cho phép
két nbi cudc goi dugc thuc hién. Mbi physical phone déng vai trd
nhu mot ephone trén Cisco CallManager Express router. Thuc hién
cau lénh ephone-dn command véi tur khéa dual-line keyword cho
phép mét voice port nhung c6 dén 2 channel thudn tién cho viéc
thuc hién cac tinh nang voice nhu call transfer, call waiting,
conference option.

Router>enable

Router#configure terminal

Router(config)#ephone-dn 11 dual-line
Router(config-ephone-dn)#number 1001
Router(config-ephone-dn)#name John Smith
Router(config-ephone-dn)#exit
Router(config)#ephone 1

! L'hf dinh dia chi MAC cda IP Phone bdng cdu lénh mac-address
[mac-address] .

8. Router(config-ephone)#mac-address 0030.94C2.D6E7
9. Router(config-ephone)#type 7960

10. Router(config-ephone)#button 1:11

11. Router(config-ephone)#end

o =B Bl R

Tiép nhan cubdc goi thanh cong tai IP SoftPhone (Cisco IP
Communicator) dich:

CCNA Voice ching nhan cdp dé
co ban vé viéc quan ly, trién khai
cac cdng nghé thoai trén nén IP
nhu téng dai IP PBX, dién thoai IP,
thiét bi cam tay, diéu khién cubdc
goi va qidi phap hép thu thoai.
Ching chi CCNA voice bao gém
mon hoc Cisco Voice and Unified
Communications (ICOMM) v8.0.
Khéa hoc cung cap nhiing kién thiic vé kién tric, cdc thanh phén,
chiic ndng clia mot hé thong thoai trén nén tang IP va gidi phap
truyén thong hgp nhat. Bén canh dé, chuang trinh con trang bj kién
thiic vé gidm sat va mdé rong clia téng dai, chiic ndng hop thu thoai
va hdi nghi truyén hinh.

Hién VnPro la trung tém duy nhdt
trong cd nu'dc co té chic dao tao ching
chi CCNA Voice cho hoc vién, ban c¢6 thé
tham khao lich khai giang khoa CCNA Voice
mdi nhdt tai www.vnpro.vn/khai-giang
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VnPro TRI AN HOC VIEN

Cung hoc vién chia sé gdnh ndng hoc phi

Tdng ngay 3.000.000 VND khi ddng ky 2 khéa hoc ctng lic
Gidm dén 15% hoc phi

Nhdn doéi thai gian déng hoc phi

Tdng do thun VnPro, sdch Labpro, s6 tay hoc mang, DVD hoc mang

LY DO KHACH HANG CHON VnPro

Hon 11 ndm dao tao va phdt trién
Hon 11.600 hoc vién da theo hoc tai VnPro.

Ddo tao hon 400 doanh nghiép Ién trén toan quéc va cdc tdp doan da
quéc gia.

C6 10 CCIE Lab (hién Viét Nam c6 khodang 40 CCIE Lab)
300 trang thiét bi du cdc chung loai
Tao co héi viéc lam cho hoc vién.

Mien phi cho hoc vién cii: cdc bubi cGp nhadt céng nghé, héi thdo, chuyén
dé, ky ndng mém hang thdng.

D6i ngi gidng vién chuyén nghiép: la chuyén gia cdp cao dau nganh
trong cdc céng ty va tdp doan Ién trén ca nudc, dugc trang bi ky ndng su
pham chuyén nghiép, trdi qua nhiéu ky sdt hach dé dat tiéu chudn gidng
day tai VnPro

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




e S dan s C

La trung tdm duy nhdt trong cd nuédc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdp nhdt,
ndng cdp thudng xuyén theo chuan gido trinh quéc té

ON THI CCNA
Trong 24h

HUONG nﬂx

CCNA Routing CCDA On thi CCNA trong 24h
& Switching Gia: 250.000 VND Gid: 120.000 VND
Gia: 220.000 VNB

P —

CCNP LABPRO ORARISLITEH
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CCNP LABPRO ROUTE  CCNP LABPRO SWITCH  CCNP LABPRO TSHOOT On thi Route On thi Switch
Gia: 120.000 VNB Gia: 120.000 VND Gid: 120.000 VND Gia: 90.000 VNP Gia: 100.000 VND
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On thi Tshoot CCNP LABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gia: 80.000 VND Gia: 95.000 VND Gia: 70.000 VND Gia: 120.000 VND SNAF & SNAA
Gia: 120.000 VND
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SRS LABY COCNA SEC E “'“ﬂlﬁ.
TS5 rhu - LABPRO : EClE RDLITlHG
O3 : X b = it & SWITCHING
n, VAR X ? 2 st
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CCSP LABPRO CCSP LABPRO CCNA SEC LABPRO CCIER&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VND Gia: 150.000 VND Gia: 90.000 VNB
Gia: 90.000 VNP Gia: 140.000 VND

* Khi mua sach LabPro online. Link mua sdch online: http://www.vnpro.vn/sach-labpro/
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NhUng xu hudng nghé nghiép trong

1. Chao anh. Bdu tién, anh Cé thé
cho biét vé xu huéng nghé nghiép
trong nganh CNTT hién nay?

Theo téi: ky su mang, quan tri mang,
ky su vién thong, ky su phdn mém ...
la nhing vi tri then chét trong linh
vuc céng nghé théng tin ma bdt cu
céng ty nao ciing luén cé nhu cau.
Va ¢ Viéet Nam hién nay, d6 da va
dang la xu huéng nghé nghiép trong
nganh CNTT

2. Thua anh, hién nay khdi niém
nganh CNTT rdt réng. Anh c6 thé
cho biét mét cdch khdi qudt vé
nganh nay?

Vé co ban, CNTT chia lam 5 nganh
chinh:

= Khoa hoc mdy tinh (Computer
Science): thién vé cdc ly thuyét co
badn caa nganh CNTT.

* Ky nghé mdy tinh (Computer
Technology): thién vé dao tao ly
thuyét va ung dung lién quan dén
thiét ké va sdan xudt phdn cing mdy
tinh.

= Ky nghé phan mém (Software
Technology): ly thuyét va ting dung
cdc céng nghé san xudt phan mém,
quy trinh, cbng cu, ngbn ngd' ldp
trinh.

= Hé théng théng tin (Information
System): ly thuyét va ing dung CNTT
trong viéc quan ly hé théng théng tin
cta doanh nghiép, té chuc

= Ung dung CNTT (Information
Technology): ting dung va trién khai
CNTT trong cdc linh vuc hoat déng
cua cudc song.

3. Theo anh, thinhirng nguditheo
hoc nganh CNTT can héi tu nhirng
té chdt gi? Vdn dé ngoai ngit khi
theo hoc CNTT c6 phdi la nhiém vu
hang dau?

nPro
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Héi thdo “Budc chdn ky su mang - Két ndi doanh nghiép — sinh vién”

Theo téi, ngudi theo hoc CNTT cdn
héi tu 2 té chdt: niém dam mé va khd

ndng tu duy tot

Ngoai ng(t la diéu bat bugc khi theo
hoc CNTT, nhung néu ban chua biét
hay con rdt yéu vé ngoai ngir thi
cling ding nén Idy dé la rao can cho
niém say mé cua minh. Vi du nhu tai
Trung tdm VnPro - chuyén dao tao
vé mang Cisco, hoc vién khéng cdn
qud xudt sdc vé ngoai ngir vi trung
tdm c6 nhiéu tai liéu tiéng Viét phuc
vu cho viéc hoc va tham khao cua
cdc ban.

4. Nhing nam gan ddy kinh té
toan cdu gdp khd nhiéu khé khdn,
nhiéu hang lén 8 nganh CNTT dang
¢6 xu huéng cat giam nguén nhén
luc. Vay theo anh xu huéng nganh
CNTT trong ham nay va trong cdc
nam ké tiép sé nhu thé nao ?
Chuyén nganh nao cua CNTT sé
duoc khdi sdc trong tuong lai?

Néu nganh CNTT Viét Nam khéng
thay déi va van gilr nguyén cdch lam
ct thi chdc chan sé bi anh hudng.

Nhung néu biét cdch thay dbi va
chdt lugng ngudn nhdn luc cho phép

thi chung ta thdm chi cé thé tan
dung dugc cuéc khing hodng dé
phdt trién tét hon vi cdc khdch hang
déu c6 nhu cdu cat gidm chi phi. Ho
sdn sdng chuyén giao cdc cong viéc
khéng thé cdt giam duoc sang khu
vuc ¢6 chi phi thdp hon nhu Viét
Nam néu chat lugng dugc dam bdo.

Theo téi thi su phdt trién cda CNTT
Viét Nam sé khéng gilr dugc mu'c do
tdang trudng cao nhu trudc trong 2
ndm téi vi chdt lugng nguén nhén
luc cua chung ta chua cho phép
chuyén déi dang céng viéc nhu da
néi & trén mét cdch nhanh chéng.

Nhung trong 4 - 5 ndm nda chdc
chdn nganh CNTT sé phdt trién con
manh mé hon so vdi trudc khung
hodng va co héi sé la rdt Ién cho
nhing ai dang theo hoc CNTT ngay
tt bdy gio.

5. Hién nay cé rdt nhiéu trudng ,
va trung tam dao tao chuyén
nganh CNTT nhung nhu cdu cia
cdc nha tuyén dung lai khd khdt
khe. Vay theo anh yéu cau ddu tién
khi tuyén dung nganh CNTT la gi?

Da phan cdc chuong trinh dao tao




nganh Cong nghé Thong tin

CNTT cua chung ta dang lac hdu,
khéng phdi chi lac hdu vé c6ng nghé
hay ly thuyét suéng nhiéu qud, xa roi
thuc té ma thuc su dang lac hdu
trong tu duy va cdch tiép can. Do vdy
chéng c6 gi ngac nhién khi mét ty lé
Ién nguén nhan luc CNTT ctia ching
ta khéng ddp ting duoc nhu cdu xa
héi, mdc diu nhu cdu dy con dang &
muic rdt thdp so vadi thé gidi.

Yéu cdu ddu tién khi tuyén dung la s
dung thanh thao it nhét 1 ngoai ngir
céng vai kha nang cdp nhéat cong
nghé va cé nhiing ky nang cd nhdn
va chuyén mén. Nhiing ky ndng nay
cdn duoc rén luyén trong méi trudng
cdang giéng thuc cang tot chi khéng
thé ldy tir sdch ra duoc.

6. Tai VnPro, thi quy trinh tao tao
hoc vién thé nao? anh cé thé chia sé
va théng tin dén quy thinh gia vé
vdn dé nay?

VnPro dao tao quan tri mang tu
nhiéu cdp dé, tir co bdn dén ndng
cao nhu CCNA, CCNP, CCNP Security,
CCIE....

Quy trinh dao tao tai VnPro danh
cho hoc vién gém 3 cdp do chinh: co
ban (Associate) vi du CCNA, chuyén
vién (Professional) vi du CCNP va
chuyén gia (Expert) vi du CCIE.

Dé duoc tham gia hoc cdp d6 CCNAX
— cdp d6 co ban, cdc ban can cé kha
ndng doc hiéu tai liéu bdng tiéng
Anh va da lam quen véi internet.
Khoa hoc nay kéo dai 152 gio, tuong
duong 4 thdng.

Sau khi hoc xong CCNA, cdc ban cé
thé lua chon lén cdp dé chuyén vién

nhu CCNP, CCNP Security. Cdp dé
nay kéo dai tir 9 thdng dén 1 ndam.

Sau khi hoc xong cdp dé CCNP, cdc
ban c6 thé hoc lén tiép CCIE, cdp dd
chuyén gia. Cdp d6 nay kéo dai
khoang 1 nam.

Nhu vdy dbi véi cdc ban cé dinh

hudng ngay ban dau sé tré thanh
chuyén gia mang thi hoc lién tuc tai
VnPro mdt khodng hon 2 nam.

7. Bdng cdp tét nghiép tai VnPro
thi c6 gid tri thé nao?

Két thuc méi khéa hoc, hoc vién sé
thi cubi khéa. Chiing nhdn hoan
thanh khoa hoc cua VnPro dua trén
két qua cdc bai thi cuéi khéa gém ly
thuyét & thuc hanh. Ching nhdn
hoan thanh khdéa hoc caa VnPro co
gid tri toan quéc.

8. Khi hoc xong thi cdc ban tré co
dé dang tim duogc viéc khéng?
VnPro c6 hé tro thé nao cho viéc
nay déi véi cdc ban tré?

Hdng thdng cdc tdp doan, céng ty
Ién gui théng tin tuyén dung sang
VnPro, uu tién hoc vién VnPro nhu
FPT, Viettel, Masan, Info-Tech, VNPT,
... Ddy la kénh théng tin tuyén dung
da dang va thudng xuyén dugc dang
tai VnPro. Tu' déy cdc ban hoc vién co
thé chon lua céng viéc phi hop véi
minh.

9. Néu mudn theo hoc thi cdc ban
tré sé theo hoc tai ddu? anh cé6 thé
théng tin vé cdc dia chi dao tao cua
VNPro?

Hién nay, VnPro chi ¢6 mét dia chi
dao tao duy nhat: 149/1D Ung Vdn
Khiém, P.25, Q. Binh Thanh, TPHCM -
dién thogi (08) 3512 4257

Tuy hién tai, VnPro chua c6 chi
nhdnh, nhung luén nhén duoc su tin
nhiém cua hoc vién trén khdap moi
mién ddt nudc. Cho nén trong tuong
lai gan, VnPro sé cdn nhdc dén viéc
md réng qui mo.

Ngoai ra, cdc ban & xa, chua cé diéu
kién hoc tai VnPro, cdc ban cé6 thé
vdo dién dan cta VnPro hoc héi, trao
déi, chia sé kinh nghiém vé mang
mdy tinh. Cdc ban c6 thé truy cdp
vao www.vnpro.org hodc muén tim
hiéu théng tin vé cdc chuong trinh

dao tao tai VnPro, cdc ban truy cap
wWww.vnpro.vn

10. Ngoai chdc ndang dao tao,
VnPro con c6 nhirng hoat déng nao
khdc khéng?

Khéng dimng lai & céng tdc dao tao,
VnPro c6 khd nhiéu hoat déng dién
ra s6i néi hdng ném nhu: té chdc gidi
béng dd néi bé VnPro Cup, tham gia
& tai trg giai béng dd HCA, tdng qua
cho con em CBCNV, giang vién nhén
ngay qudc té thiéu nhi 1/6, té chic
héi thao theo chuyén dé, tham gia
tai trg chuong trinh chéao sinh vién
truédng HV CNBCVT, tham gia héi chg
trién lam World Expo, Fecit, budc
chdn ky sty mang...

11. Cuébi ciing, anh c6 diéu gi nhan
gdi dén cdc ban tré néi chung va
cdc ban tré néi riéng dang muén
theo nganh nghé CNTT?

Déi vdi cdc ban tré, t6i muén cdc ban
danh nhiéu thoi gian cho viéc hoc
tdp, nghién cdu linh vuc, nganh
nghé ma minh yéu thich, dung qud
lang phi thoi gian cua minh, vi thoi
gian cua gidi tré la khodng thoi gian
danh cho su sdng tao va trau doi.

Con vdi cdc ban tré muébn theo
nganh nghé CNTT, truéc hét ban
phdi xdc dinh ré ban cé that su yéu
thich né hay khéng, ding chay theo
trao luu dén mét luc nao dé ban sé
héi tiéc va nhdn ra minh khéng phu
hop véi né va sé mdt phuong huéng.
Thu 2, ban phdi bé thoi gian dé tim
hiéu qua cdc chuyén nganh trong
linh vuc CNTT, @é chon cho chinh xdc
chuyén nganh phu hop vdi kha nang
va su'yéu thich cua minh.

Chuc cdc ban thanh céng!

FM Binh Duong phéng vdn VnPro
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GIAI PAP CNTT

Ha ting mang la gi?

Ha tdng mang la mét nhém lién két cac hé théng mdy tinh
lai véi nhau dugc két ndi bdi cac thanh phan khac nhau
clla mét hé théng mang. Ha tdng mang cé thé la déng
hodc md, chang han la kién tric mé cua internet, kién tric
dong la cta riéng mang ndi bé. Hinh thic don gian cla co
s& ha tang mang thudng bao gém mot hodc nhiéu may
tinh, két n6i mang hodc internet, mét thiét bi tap trung dé
két néi ching lai va lién két dén cac hé théng khac nhau.
Pé kiém soat hodc han ché truy cép, diéu tiét cac luéng
théng tin, can cé nhiing thiét bi lién két & gitra dé tao ra cac
giao thiic mang, xac dinh céc hé théng giao tiép véi nhau.
Dé cho phép cac mang dugc tao ra bdi cac hé théng nay
giao tiép véi hé théng khac, théng qua két néi mang, doi
hoi mét bd dinh tuyén, la cdu ndi mang va vé co ban cung
cdp mdt ngdn nglr chung cho trao déi dir liéu, theo cac
quy tac cia moi mang.

Tam quan trong ctia ha ting mang?

Ngay nay,khi thai dai bung né céng nghé sé dang dién ra,
viéc di dau trong xir ly hé théng théng tin la mét trong
nhing yéu té quyét dinh su vugt trdi vi théha tang mang la
mot tai san quan trong cho bat ky té chiic nao véi tham
vong dé thanh céng trong thi trudng toan cau.

Khéng chi dé ndi bé cdc nhan vién chia sé théng tin quan
trong trong céng viéc ma ha tdng mang con cho phép déap
iing thong tin,d(r liéu gan nhu ngay tuc thi dé théa man
nhanh nhat bat ky mot yéu cau nao clia khach hang. Hon
thé nira, né gitp gidm chi phi hoat ddéng clng nhu cai
thién hiéu suat ciia nhan vién.

Ngoai ra, khi ha tdng mang cé nguy co héng héc, khéng 6n
dinh sé dan dén tinh trang gidm thiéu rat nhiéu nang luc
cGia nhan vién, anh hudng nghiém trong dén hiéu qua
cdng viéc. VGi tam quan trong ddc biét nhu vay, dau tu
thiét ké mét ha tdng mang hoat déng nhanh chéng, tron
tru, dé dang quan ly va nang cap la mét trong nhirng dau
tu théng minh nhat ma ban c6 thé lam cho su phat trién
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Ciscolagi?

Cisco la mét trong ba céng ty hang dau thé gidi trong linh
vuc mang may tinh, truyén théng va céng nghé théng tin.

Chiing chi Cisco quan trong nhu thé nao ?

Cisco ndi tiéng la tap doan hang dau trong viéc xdy dung
va trién khai cac khéa dao tao hé thong mang chuan nhat
danh cho moi cap dé: tir cd ban, dén chuyén gia, va cao
cap. Va mét trong nhiing chiing chi néi bat va thé manh
cua Cisco la CCNAX va CCNP, dugc ching nhan dat tiéu
chuan quéc té va st dung rdéng rai gan 200 qudc gia khap
thé gidi.

Hoc xong Cisco c6 lam ducc hang khac hay khong?

Sau khi hoc xong ban hoan toan cé kha nang van hanh tat
ca cac thiét bi mang khac. Chuong trinh dao tao cta Cisco
noi tiéng vé viéc dugc xay dung trén nén tang rat chi tiét va
bai ban. Do dé néu nhu ban nam viing cac kién thiic cha
Cisco trong chuong trinh dao tao thi déi vdi cac thiét bi ctia
hang khac chi can tra ctu lai cau lénh la cau hinh va van
hanh, quan ly dugc. Mét diéu tién ich nlia cho cac ban la
khi hoc Cisco ban khéng can phai hoc thém nhiing hang
khac vi ban d0 kha nang dé nghién cliu va phat trién né.

L6 trinh tré thanh chuyén gia mang nhu thé nao cho tét?

Céc chiing chi cta Cisco dugc chia lam nhiéu loai va nhiéu
cap d6 khac nhau nhung nhin chung cac chiing chi dugc
nhiéu ngudi biét nhat [a CCNA, CCNP va CCIE.

O cdp do co ban, khéa hoc CCNA
cung cap cho hoc vién cac kién
thiic co ban vé ha tdng mang may
tinh, kha nang cai dat va quan ly
hé théng mang. Sau khéa hoc nay,
hoc vién cé thé cau hinh va véan
hanh mang LAN, WAN, va dich vu truy cap quay so tir xa
cho cdc mang nhd (théng thuéng dudi 100-150 nét
mang). Nhu vay, vdi chiing chi CCNA, hoc vién cé thé dam
nhiém cac vi tri chuyén vién Quan tri mang tai cac céng ty
vla va nho.

CISCO
CERTIFIED

CCNA

Trén thuc té, rat nhiéu doanh nghiép tai Viét Nam dang va
¢6 dinh huéng st dung ha tang thiét bi mang cta Cisco,
nén ca hdi viéc lam cho cac hoc vién cé chiing chi CCNA tai
Viét Nam rat Ién. i cing vdéi su phat trién cta cdng nghé




Cisco ndi riéng va CNTT noi chung, chiing chi CCNA da tré
nén pho bién va la mét trong nhiing tiéu chi bat budc doi
v@i cac nha tuyén dung nhén luc Quan tri mang. Tuy nhién,
dé cé thé phat trién su nghiép theo huéng Quan tri mang,
c6 dugc co hdi lam viéc tét vai thu nhap cao thi phai dinh
hudng hoc sau hon theo 16 trinh cac khoéa hoc cla Cisco,
ma CCNP la cap d6 tiép theo ma cac chuyén vién mang hay
lua chon nhat. Vi thé, néu hoc vién thuc su yéu thich linh
vuc Quan tri mang va muén phat trién nghé nghiép theo
huéng nay thi nén tim hiéu vé khéa hoc CCNP ngay tir khi
xac dinh dang ky hoc CCNA.

Ngudi s& hiru ching chi CCNP
( CISCO ) dugc chiing nhan vé kién thuic va
CERTIFIED

ky ndng can thiét dé cai dat, cau
hinh va khac phuc su cé clia hé
théng mang hdi tu ndi bd va
mang dién réng vai s6 lugng thiét
bi dadu cudi tir 100-500 hodc nhiéu hon. Ngoai ra dé thi
dugc ching chi CCNP, hoc vién bat buéc phai hoc qua va
dat chung chi CCNA. Véi chiing chi CCNP, hoc vién da dat
cap do “chuyén gia”va c6 co hdi rat Ién dugc lam viéc trong
cdc cong ty, tap doan Ién vé mang, hé théng nhu Ngan
hang, cac céng ty xuyén quéc gia, tap doan da qudc gia...

Dé la vi tri tru cét hang dédu trong

CISCO " 3 . . e
CERTIFIED ~ nhing tap doan lon da qudc gia,
ban cé6 thé ndng cdp minh lén miic
C C I E cao nhdt véi chirng chi CCIE.
R AATCING CCIE Ia mét chiing chi dinh cao ctia

—_— cong nghé ching nhan ban la mét
chuyén gia cao cép trong linh vuc

trién khai ha tdng mang. Véi CCIE ban da linh héi dugc tron
ven nhiing tinh tay trong mét hé théng mang. Kha nang tu
duy cda cac ban cuc ky séng tao, ky nang phan doan va xi
ly dat t6c d6 nhanh nhat. Ngoai viéc xay dung hé théng toi
uu va duy tri né, ban ¢6 kha nang dua vao nhiing ing xur
trong hé théng dé né dat dugc su ndi trdi hon so vdi hién
tai. Miic d6 co gian vé quy md sé rat linh dong va co thé
phat trién & bat ky cap do, bat ky quy mé nao
Véi CCIE ban cé thé trd thanh nhing chuyén gia tu van,
chuyén gia viét nhitng gidi phap cho cac céng ty Ién. Véi
cac cong ty lam vé tich hop gidi phap thi CCIE la khéng thé
thiéu trong bé phan viét gidi phap cta ho. CCIE con kha
nang dua ra nhiing gidi phap hoan toan mai dé cé thé phat
trién cac dich vu thudn lgi cho ngudi dung.
Hién toan Viét Nam c6 khoang 40 vi tri CCIE Lab, VnPro tu
hao la trung tdm dao tao hang dau, da dao tao duoc 11
CCIE Lab.

Piéu kién cdn dé tham gia khéa hoc Cisco tai VnPro?

Chuing téi chi can ban biét si dung internet va niém dam
mé cdng nghé mang. Chuong trinh giang day ctua VnPro va
ndi dung dao tao cla Cisco sé giup ban trd thanh nhing ky
su mang chuyén nghiép nhat.

VnPro ¢6 nhiing ché d6 chdm séc hoc vién sau dao tao nao?

Khi cdc ban hoc tai VnPro chiing t6i cé rat nhiéu chuong
trinh cham séc cho cac ban véi thdi gian la vo han.

«  VnPro sé hoé trg cic thac mac vé ky thuat cho cac ban
khi ban gap kho khan.

«  VnPro s& hitu mét dién dan vé cung réng |én tao diéu
kién t6t nhat dé ban co thé trao déi.

«  VnPro hudng nghiép cho cac ban, nang cao ky nang
mém cho céc ban.

«  VnPro bién soan ndi dung CV cho cac ban va gigi thiéu
viéc lam tét.

+  VnPro cé rat nhiéu déi tac tuyén dung chi uu tién cho
hoc vién ctia Vnpro.

+  VnPro thudng xuyén té chic cac budi hdi thdo chuyén
dé cap nhat kién thic, cdng nghé mdéi cho hoc vién

Moi thdc mic khac céc ban c6 thé |én
forum: vnpro.org dé trao déi.

Hoac lién hé truc ti€p VnPro:
PT: (08) 35124257 - Email: vnpro@vnpro.org

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com



THU GIAN

EyePro 3

Bao vé suc khoe cho dan IT

Néu thudng xuyén lam viéc véi mdy tinh trong thoi
gian dai, ban dé bj héi chirng réi loan thij gidc nhu mé
hay khé mat. St dung mdy tinh ding cdch va cham

s6c mdt hang ngay cé thé han ché su réi loan thi gidc.

“Trg ly” EyePro sé “nhac nh& ban lam viéc nay. Tuong
thich v&i moi hé diéu hanh Windows.

Hoi chiing “Computer Vision Syndrome” (dugc viét tat
la CVS) gay anh hudng tu 75% dén 90% ngudi su
dung may vi tinh, du ban chi lam viéc hai gi&d moi
ngay hoac nhiéu hon.
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From Classle Soft

¥ Take Long bresk pvery |30 miutes = | for |1 meute -

J Takp ahort break overy |20 minutes = for |7 ey - 0
7 Rotily Long bresk corming belore 20 tetord =

I havve THH cole et T code

¥ Show tips for eye protecton

¢ Enmalile Sound Notilications Lo Breal Aalivities

Sreen Brighiness” wWorkPlace Exerciies
b Trvstant Loswg ek . e vy

A ML - ey
W :‘?\- ﬁ Do ke s 8 C)unt ey

o —

emr Aascesof Xn}fmlt Settrgs | | Save and Close W

Stippdt Cul ERSRhon

I lF.ur..r el oar irmg

Sau khi dugc thuc thi, EyePro sé chay thudng tru dudi
khay hé théng lam nhiém vu nhac nh& ban nghi va
tdp thé duc cho mét sau nhiing khoang thdai gian
dinh san (mai 30 phut cho lan nghi dai va 20 phit cho
lan nghi ngan). Ban c6 thé nhan biéu tugng con méat
& khay dong hoé mad giao dién chinh, sau dé chinh lai
thdi gian nghi tai hai dong Take long break every va
Take short break every réi nhan Save and Close.

Its time for short break|
Move your eyes left and right

VGi lan nghi ngan (Short break), EyePro sé hién
pop-up dém Iui thadi gian cung hinh anh chid ga con
hudng dan ban chdp, xoay, liéc mat sang trai/phai.
Pén lan nghi dai (Long break), man hinh may tinh sé
tam thdi bi khéa, ban phai dung ngay cac céng viéc
dang lam d& dang dé nghi mét, tap thé duc.
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['® Eyevavan
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=yePro Jergo

From Classle Soft

User Adaptability Index: &MO0 i

Short breaks taken so far; 1 Currant Status of taking hreal
Leng breaks taken so far: 1

Short breaks skipped: 1

Leng breaks skipped; 1

Mo of imes Long break postponed: 0

Areaky aken W Breaks SEip

Tatal breaks taken so far: 2 50 Jﬁ SO0 'f -

summen Keport e ]

Status Says 'Poor, You are not taking beesks regulany. Try to take mona ihort
Bresks. You G improve the status By switching 1o THRM mode. Get the code Dy
ardiwering guestionnaire. For further detalls visit wws, classlesolft.in

Ngoai ra, trén giao dién chinh cta EyePro con ¢é cac
thé chiic ndng:Usage Stats hién thi cac sé liéu théng
ké cho biét ban da thuc hién nghi mat bao nhiéu lan
theo canh bao (Short/Long breaks taken so far) va
bao nhiéu lan khdéng “hoan thanh nhiém wu”
(Short/Long breaks skipped);EyeCare Tips cung cap
cac hudng dan, meo vat dé ban ngdi s dung may
tinh, cam chudt, danh phim dang cach.

|’ EyePravd0

Good Posture vs. Bad Posture
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Xem phim

Phim.biz

HOME THE LOAI PHIM LE PHIM BO VIDEO — CLIP

= HAY{XEM PHIM ONLINE CUNG PHIM.BIZ
" Phim.biz xin chao ban!

Nhdm mong mudén ban va ban bé, ngudi than ctua minh

duoc thudng thic nhiing tdc phdm dién dnh xudt sdc

mién phi va khéng bi lam phién béi qudng cdo, website
http://phim.biz da duoc ra doi.

Tai trang web http://phim.biz, ban cé co héi thudng thdac hon 6000 tua
phim dé nét cao, hdp dan, da dang véi nhiéu thé loai, duoc téng hop va cdp
nhat lién tuc tir nhiéu nguén mién phi. Tir nhiing bé phim dién dnh trong va ngodi
nudc méi nhdt (nhiing bé phim dang ra rap trén toan thé gidi) véi chdt luong cao,
_. thuyét minh hodic phu dé chudn hodn toan bdng tiéng Viét (d6i véi phim nudc
USSR 'f..ﬂ ngoai) ma khéng lam mdt di ban sdc géc cua phim. Cung véi dé la nhiing bé phim

e M’* truyén hinh dai tdp, phim bé dang duoc trinh chiéu trén cdc dai truyén hinh Viét
" Nam va cdc quéc gia Han Quéc, Hong Céng, Pai Loan, Trung Quéc,... Ban sé duoc
tha hén vao nhing doan phim tinh cam Idng man, ngat thé véi nhiing pha hanh
déng ngoan muc, phiéu luu ciing nhing nhan vat huyén thoai, héi hép, so hdi vdi
nhing thuéc phim kinh di, cudi vui ddy sdng khodi véi nhiing tinh tiét hai huéce tor
nhing bé phim hai. .. Tdt cd déu 6 tai http://phim.biz

Ngay bdy gid, ban c6 thé sirdung dién thoai, mdy tinh bdng hodic mdy tinh cd nhdn

& : - Rt ; * ctia minh truy cdp vao trang http://phim.biz dé thudng thic nhing
o w bé phim mdéi va hdp dan nhat. N
W ;";I h 4 5 ~= e
R A
f A ")

,n‘ﬂ Phim.biz chuc ban c6 nhiing gidy phut thu gidn thodi mdi! [ S | _ | @

Théan mén,
Phim.biz - Xem phim Online mién phi
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CAu hinh Cost va Priority trong OSPF

Hinh 2.1.

FalM = ~

Vian1: 10.1.200.0/24

Loopback1: 10.1.1.1/24

Cau hinh OSPF trén cic router
Trén router R1:

R1# show run

interface Loopback1

description Engineering Department
ip address 10.1.1.1 255.255.255.0
ip ospf network point-to-point

!

interface FastEthernet0/0

ip address 10.1.200.1 255.255.255.0
ip ospf cost 50

ip ospf priority 10

!

interface Serial0/0/0

ip address 10.1.100.1 255.255.255.0
clock rate 64000

!

router ospf 1

network 10.1.1.0 0.0.0.255 area 0
network 10.1.100.0 0.0.0.255 area 0
network 10.1.200.1 0.0.0.0 area 0

Trén router R2:

R2# show run

interface Loopback2

description Marketing Department
ip address 10.1.2.1 255.255.255.0
ip ospf network point-to-point

!

interface FastEthernet0/0

ip address 10.1,.200.2 255.255.255.0

®

nPro =

Website: http://www.vnpro.vn; Forum:

-

sl Fa0/5

Loopback2: 10.1.2.1/24

3
R3  JEaomn

Loopback3: 10.1.3.1/24

ip ospf priority 5
!

interface Serial0/0/0

ip address 10.1.100.2 255.255.255.0
!

router ospf 1

network 10.1.2.00.0.0.255 area 0
network 10.1.100.0 0.0.0.255 area 0
network 10.1.200.0 0.0.0.255 area 0

Trén router R3:

R3# show run

interface Loopback3

description Accounting Department
ip address 10.1.3.1 255.255.255.0 15
ip ospf network point-to-point

I

interface FastEthernet0/0

ip address 10.1.200.3 255.255.255.0
/

router ospf 1

network 10.1.3.00.0.0.255 area 0
network 10.1.200.0 0.0.0.255 area 0

Kiém tra hoat déng OSPF

R1# show ip ospf neighbor
Neighbor ID Pri State  Dead Time
Address Interface
10.1.2.1 1 FULL/DR
10.1.200.2 FastEthernet0/0
10.1.3.1 1 FULL/DROTHER
00:00:32 10.1.200.3 FastEthernet0/0
10.1.2.1 0 FULL/ -  00:00:33
10.1.100.2 Serial0/0/0

00:00:33

Lénh nay hién thi cac lang giéng
(neighbor) ctia router. O trén, ta thay
router R1 ¢é 03 lang giéng trao doi
théng tin dinh tuyén véi né qua cac
cong F0/0 va S0/0/0. Riéng lang giéng
10.1.2.1 dugc hoc hai lan: mét qua
cdng FO/0, mdt qua cong S0/0/0. Vi
trén moi trudng multiaccess phai xay
ra bau chon router diéu phéi théng tin
dinh tuyén DR (Designated Router) va
BDR du phong cho DR (Backup DR)
nén ta thay cac lang giéng dudc hoc
qua cong Fast Ethernet déu dudc xac
dinh ro vai tro la DR, BDR hay DROther.
T bang neighbor & trén, ta cé thé xac
dinh dugc vai tro clia router R1 trén
maoi trudng multiaccess la BDR.

R1# show ip route

(da bé qua mét sé dong)

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 5 subnets

O 10.1.3.0[110/51] via 10.1.200.3,

00:01:40, FastEthernet0/0

O 10.1.2.0[110/51] via 10.1.200.2,

00:01:40, FastEthernet0/0

C 10.1.1.0 is directly connected,

Loopback1

C 10.1.100.0 is directly connected,

Serial0/0/0

C 10.1.200.0 is directly connected,

FastEthernet0/0

Nguén:
sdch CCNP ROUTE LabPro (VnPro)

Chuong trinh CCNP ROUTE giup
hoc vién biét cdch Idp ké hoach,
cdu hinh, va kiém tra viéc trién
khai cdc gidi phdp dinh tuyén cé
tinh bdo mat trén mang LAN
doanh nghiép va trén mang WAN
st dung nhiéu giao thic dinh
tuyén. Khéa hoc ciing dé cdp dén
viéc cdu hinh cdc gidi phdp
@é hé tro cdc chi nhdnh »
doanh nghiép va cdc
ngudi diung di déng.

http://www.vnpro.org; Network channel: http://www.dancisco.com




N dan .-

Xac thuc Dot1x va
Login vai Radius Server

192 168.1.254/24

197 168 1 2/724 192 168.1.1/24
/ﬁ\
EQ0/M W E0rR4
% Switeh RADIUS
Client Sarver

Budc 1: Ciu hinh xac thuc dot1x cho cong f0/1 trén Switch.

- Bat AAA:
Switch(config)#aaa new-model
- Chira RADIUS Server dugc st dung dé xac thuc:

Switch(config)#radius-server host 192.168.1.254 auth-port
1812 key vnpro

- Chon kiéu xac thuc AAA la dot1x véi method list chi cé
mdt phuong phép la st dung RADIUS Server:

Switch(config)#aaa authentication dotlx default group
radius

- Bat dot1x trén Switch va trén céng dau véi Client:
Switch(config)#dot 1x system-auth-control
Switch(config)#int f0/1
Switch(config-if)#dot1x port-control auto

Budc 2: Bat EAP trén Client.

Chon thé "Authentication’, ti€ép d6 chon “Enable IEEE 802.1x
authentication for this network”; véi EAP type, ta chon
“MD5-Challenge”™

-+ Local Area Connection Properties

General | Authenticabon  Advanced

Select tres ophion to priovide authenbicaled netwaork. access for
Ethesnet netwoarks,

[+] Enable IEEE 802 1% authenbcation bor thiz network

| EAPwypa: | MDS-Lhallenge w
Chon“OK"dé hoan
tat cdu hinh trén
Client.

[+] Autherticale st computer when compubet infoemation is avalable

[ ] Autherticate &t guest when user of computer information iz
| unay ailable

L0k J[ Concel |

Budc 3: Cdu hinh RADIUS Server.
Budc 4: Thir tinh ndng xac thuc céng Dot1x.

- Sau khi cau hinh xong, cdm day PC vao céng F0/1 cua
Switch, mét théng bdo yéu cadu nhdp username va
password sé hién ra trén PC:

i) Local Area Connection X

Click here ko enter vour user name and password for the
netwark

& dot1x client

- Click vao biéu tugng card mang, cifa s6 xac thuc sé hién ra
yéu cau nhap username va password:

Local Area Connection

lzes name:

Passwond

Logon domart

| ok | | coneal |

- Ta nhap username la “cisco’, password la “vnpro” vao cac 6
Username va Password réi nhan OK.

- Khi tai khoan dugc nhap ddng va xac thuc thanh cong,
port dugc md va PC két néi thanh céng vao Switch:

j{_} Local Area Connection is now connected

Speed: 100,0 Mbps

- Chuong trinh CCNP SWITCH cung cdp cdc kiéh thitc va ky.
| nang cho viéc hoach dinh, cdu hinh, kiém tra va trién khai |

- cdc gidi phdp chuyén mach phuc tap cho mang daanh
nghrép Khéa hoc r:ung dé cg&p dén cdc vdn dé vé bdﬂ
- mat cho VLAN, cdc vdn dé vé mang khéng day ©
(Wireless LAN) ciing nhu cdc vdn dé vé voice va
 video trong mang doanh nghiép.

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




cling hoc vién chia s8 ganh nding hoc phi

\ Khi dang ky
2 khoa hoc
cung liuc

s a 4 \ AothunVnPro
dong hoc phi |\ RS REREY) S6 tay hoc mang
/_DVD hoc mang
ﬁch HHA!GMNE% ANG 4-
Tén khéa hoc |Ngay khai giang| Ngay hoc Gi¢ hoc Hoc phi‘/khéa | Thei gian
CHUONG TRINH CCNA & CCNA SECURITY
3_s.7 |8:30-11:30AM 3.360.000
08/04/2014
6:30 - 9:30PM 6.720.000
8:30-11:30AM 3.360.000
11/04/2014 2:00 = 5:00PM 3.360.000
CCNAX 6:30 - 9:30PM 6.720.000
17/04/2014 2:00 - 5:00PM 3.360.000
6:30 -9:30PM 6.720.000
8:30-11:30AM 3.360.000
25/04/2014 2:00 - 5:00PM 3.360.000
Al0D 6:30 - 9:30PM 6.720.000
AS| Ecl;:jﬂs:f;';i“ 11/04/2014 2-4-6 |6:30-9:30PM 6.720.000
- 100 gi¢r
CCNA Voice
f —-5- i 1| B e : :
AV (640-461) 24/04/2014 3=-5-7 6:30 - 9:30PM 6.720.000
CHUONG TRINH CCNP & CCNP SECURITY
P1-K2 ROUTE 14/04/2014 5_4_¢ |8:30—11:30AM 5.880.000 o
1
Pl-K4 (642-902) 2:00 - 5:00PM 5.880.000 8
P1-3 22/04/2014 3-5-7 6:30 - 9:30PM 8.232.000
On thi Route 24/4/2014 Thir 5 6:30 - 9:30PM Mién phi 3 gio
Pike 8:30 — 11:30AM 5.880.000
PZk4 it 16/04/2014 o 2:00 — 5:00PM 5.880.000 120 gi¢
(642-813) 2—4-0 :0 : .880.0 2idy
P2-2 6:30 — 9:30PM 8.232.000
P3-3 TSHOOT . .
(642-832) 17/04/2014 3-5-7 |6:30-930PM 8.232.000 120 gicr
CHUONG TRINH CCIE
gwi | CCIE WRITTEN [ 5504014 2-4-6 |6:30-9:30PM 11.760.000 120 gid
(Version 5)
r/ PANGKY HOCLIENHE L \
KIM LOAN Email: kimloan@vnpro.org Di déng: 0936393167
- THANH TRAM Email: thanhtram@vnpro.org Di ddéng: 0949246829 - 0906616322 =
\/ LIEN HE DU AN BAO TAO, TU VAN HE THONG MANG, THUE THIET Bl, PHONG HOC, MUA SACH
nPra Website: www.vnpro.vn Emaill: vapro@vnpro.org Bién thoai: (08) 35124257

Ban tin Dan Cisco - Pugc phat hanh béi Céng Ty TNHH Tu Van & Dich Vu Chuyén Viét
Chiju trach nhiém xuat ban: Pham Minh Tuan
Gidy phép xuat ban s6: 69/QD - STTTT Ngay DK: 26/10/2011

Cong ty in: Sao Bang Design
S6 lugng in: 2,000 cuén/ky
Ky han xuat ban: 1 ky/thang

¥ Hoc phi chua gidm
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