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Nguyén Truong Thé Anh

HOC VIEN TIEU BEU

Thé Anh vira thi dau CCNA
Routing& Switching Quéc Té
vdi s6 diém gdn nhu tuyét doi...

[Trang 07]

Bao vé ha tang mang véi
cong nghé Storm control

Cisco Catalyst switch cung cap mot tinh nang kha thu
vi la "storm control," cho phép ngudi quan tri gidi han
luu luong inbound unicast, multicast, hoac broadcast
traffic & muc d6 cong giao tiép layer 2 interface. Tinh
nang nay co thé duagc sirdung dé ........

[Trang 03]
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07. Tin tdc cong nghé

04, Phat sinh luu lugng véi tinh nang Cisco 10S IP SLA
06. Ta sach LabPro

08. SukiénVnPro

k{ ndng “mém”
quyét dinh 75% su thanh dat

09. Giai dap cong nghé théng tin
12. Thu gian
13. Tailiéu Cong nghé Théng tin
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TINTUC CONG NGHE

10 phan mém tot nhat gidp giam
sat ha tang mang

s

B Tirwnss b

Giao dién chuong trinh Cacti

Tai mét vi tri tap trung, ching ta cé thé str dung mét sé
céng cu dé giam sat tat ca cac thiét bi mang cling nhu cac
dich vu chang han nhu céng giao tiép cta thiét bj roi vao
trang thai “down” hoac muc doé su dung dich vu qua cao.
Sau day la danh sach cac phan mém cho phép ngudi qua
tri c6 thé giam sat ha tang mang ctia minh:

- Cacti

- PRTG Network Monitor

- Nagios

- Orion Network Performance Monitor

- Colasoft packet graphing

- Munin

- Zenoss

- Zabbix

- Collectd

- Observium

- Argus

- Ganglia

- Monit

- Splunk

- LogicMonitor

Trong s6 cac chuong trinh trén, chuong trinh gidm sét ha
tang mang Cacti véi phién ban chay trén nén Linux cho phép
doanh nghiép tiét kiem kha nhiéu chi phi vé ban quyén.

SO lugng route trong bang Internet
routing table

Bat dau tir nam 1990, sé lugng route trong bang Internet
routing table bat dau tang déu. Nam 2008, s6 lugng route
tang lén 256k route (256 000 route). Cho tdi thoi diém nay thi
s6 luong route da vugt qua ngudng 500,000 route, va chudn
bi dat méc 512k. Cisco cung cdp mot s dong thiét bi c6 thé
chira tgi 512k route:

VinPro o

': Internet users
(business, consumers, etc)

Cisco Catalyst 6500 Switch
Cisco 7600 Series Router

Cisco ASR 9000 Series Aggregation Services Router dugc
trang bi Trident-based line cards

Cisco ASR 1000 Series Aggregation Services Router trang
bi 4GB RAM

Ung dung IoE trong cong déng
Nguci Phap

Véi su ho trg cda Cisco, mét nhdm sinh vién cong nghé
Handisco da tan dung cong nghé Internet of Everything (loE)
dé gitip cho nguoi khiém thi tai Phap c6 thé tu minh di lai
trong khu vuc thanh phé ma khéng can ngudi gitp dé. Tat ca
cac thiét bi trong ha tang clia thanh pho déu duoc trang bi
cac cam bién. Véi mot thiét bi c6 tén la “smart stick” duoc két
nGi véi cd s& dit liéu ok sé cung cap cho nguai khiém thi cac
thong tin tir cac bo cam bién tir hé thong chiéu sang giao
thong, vi tri tram xe buyt, hanh lang hai bén dudng, cac diém
sang dudng va tham chi la tinh trang thdi tiét theo thai gian
thuc, Cac cam bién tir cac cfa hang cling cung cap cho nguoi
khiém thi vi tri ctia cac ctia hang doc bén dudng, vi tri cac don
canh sat trong trudng hap khan cap.

Ngudi bién soan: Bui Qudc Ky
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Ung cii vién co chiing chi CCNA ¢é thé
|am ducgc nhung gi?

CHUNG CHi QUOCTE
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Trong d6, CCNA thubc Moy -

nhom “Networking,
Network Design, and
Security’, trong nhém

nay, ta c6 thé theo hoc mét trong 4
mang linh vuc cu thé sau:

- Design

- Routing & Switching

- Network Security

- Wireless

Chung chi CCNA thuéc mang dao tao
“Routing & Switching” sé tap trung
phan tich cac cong nghé dinh tuyén
trén router va chuyén mach cla
switch, dé la 2 cong nghé chi dao ma
cac thiét bi trén ha tang mang hoat
dong va vdi ha tdng mang nay, cac luu
luong nhu thoai (voice), video, luu
lugng di liéu (data) théng thudng
cho dén luu lugng mang khong day
wireless co thé trung chuyén di. Cac
thiét bi switch sé hinh thanh nén cac
mang “network’, va router sé dung ra
dé két ndi cac mang lai véi nhau.
Trong mang linh vuc “Routing &
Switching” lai chia thanh 4 cap dé
khac nhau:

- Entry

- Associate

- Professional

- Expert

So do ha tdng mang quy maé trung binh

Chiung chi CCNA nam & cap do
“Associate” sé trang bi cho ngudi hoc
kha nang cai dat, cau hinh, van hanh
va khac phuc cac su c6 phat sinh trén
ha tang mang quy vira va nho.

CISCO
CERTIFIED

CCNA

ROUTING &
SWITCHING

Logo chiung chi CCNA Routing & Switching

Theo dé, Gng ci vién co chiung chi
CCNA co thé nang cap lén cap do
“Professional” vdi ching chi CCNP,
ing ¢ vién dugc cong nhan la moét
chuyén gia trong linh vuc mang
(network) c6 kha nang danh gia hiéu
suat hoat dong cta hé théong ciing
nhu cé kha nang dua ra cac giai phap
nham t6i vu hoa hé théng. Ung cu
vién c6 chiing chi CCNP ¢6 thé gilr

mot so vi tri quan trong trong déi ng
IT cua doanh nghiép nhu “Ky thuat
vién ha tang mang’, "Ky su ho tro ha
tang mang’, “Ky su ha tang va hé
théng mang”.

CISCO
CERTIFIED

CCNP

R&S

Logo chiing chi CCNP Routing & Switching

Hé théng dao tao theo ching chi
CCNP sé trang bi cho cac tng cu vién
ky nang lén k& hoach, trién khai, kiém
tra, giam sat va khac phuc su c6 trén
ha tang mang cuc bd va dién réng, c6
kha ndng phéi hop vdi cac chuyén gia
khac dé trién khai hé théng bao mat,
voice, wireless va giai phap video.

Nguti bién soan: Bli Qudc Ky
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Bao vé ha tang mang véi cong nghé

Storm control

Cisco Catalyst switch cung cap moét tinh ndang kha thu vi
la "storm control," cho phép ngudi quan tri gigi han luu
luong inbound unicast, multicast, hoac broadcast traffic
& muc d6 cong giao tiép layer 2 interface. Tinh nédng nay
c6 thé dugc st dung dé han ché tinh trang “broadcast
storm” do cau hinh |6i spanning tree, hodc han ché tinh
trang “unicast storm” do host NIC |6i gay nén.

O ché& d6 céng giao tiép, maximum threshold c6 thé duoc
cau hinh st dung don vi “bits per second” hodc “packets
per second’, hodc tham chi la phan tram (%) cla interface
bandwidth. Néu “incoming traffic” ca loai luu lugng vuot
ngudng threshold dinh trudc trong sudt khoang thoi
gian tham do “polling interval” (mac dinh la 1 giay), luu
lugng traffic sé bi khéa cho dén khi “incoming rate” roi
xudng nguéng threshold trong khoang thai gian “falling
interval”

Ta T T4

Rising
Threshold

Falling
Threshaold

Trong khoang thdi gian interval TO, luu luong di vao
inbound traffic dugc chap nhan vi ching khéng vuot
ngudng “rising threshold”. Trong khoang thdéi gian T1,
“rising threshold” bi vi pham va switch sé tién hanh khoa
luu lugng “incoming traffic” cho khodng interval tiép
theo. Trong khoang thdi gian T2, traffic sé bi khoa laij,
nhung switch van tiép tuc gidam sat téc doé di vao
incoming rate. Mdc du toc dé roi xuéng nguéng rising
threshold, nhung né van cao hon ngudng “falling
threshold’, vi thé switch sé tiép tuc khéa luu lugng trong
khoang interval tiép theo.

Trong sudt khodng thai gian T3, luu luong roi xuéng
khoang “falling interval’, vi thé switch sé g& bo chinh sach
“blocking” luu lugng trong khoang thdéi gian T4, Mac du
luu lugng traffic trong khoang thdi gian T4 vuot ngudng
“falling threshold"” nhung Itdc nay, luu lugng khéng con bi
“blocked” nira cho khoang interval tiép theo vi luu lugng
khéng vi pham nguéng “rising threshold” nira.

Pé cau hinh tinh nang “storm control”, chiing ta sé chi
dinh ra loai luu lugng traffic type (unicast, multicast, hoac
broadcast) va nguéng “rising threshold” nhu sau:

]

VnPro

Switch(config-if)# storm-control broadcast level bps Tm
500k

Trong vi du nay, ching ta sé tién hanh cau hinh tinh nang
“storm control”cho luu luong broadcast traffic vai 1 Mbps
la ngudng “rising threshold” va 500 Kbps cho ngudng
“falling threshold”. Trong dé, ngudng “falling threshold” la
tuy chon; tdc la néu “falling threshold” khéng duoc khai
bao thi theo mac dinh sé bang gia tri cia ngudng “rising
threshold”

show storm-control gitip hién thi cac céng giao tiép
interface dang cau hinh tinh nédng “storm control” va
trang thai cua chung:

Switch# show storm-control
Interface Filter State Upper  Lower

Fa0/5 Forwarding  1mbps 500kbps 0bps

Current

Néu nguéng upper (rising) threshold bi broadcast traffic
vi pham, ta sé quan sat dugc noi dung hién thi nhu bén
dudi:

Switch# show storm-control

Interface Filter State Upper Lower  Current

Fa0/5 Blocking Imbps 500k bps 2.08m bps

Thém vao do, switch sé phat sinh théng diép “log
message” dé canh bao dén ngudi quan tri vé tinh trang
“storm”:

9%STORM_CONTROL-3-FILTERED: A Broadcast storm
detected on Fa0/5. A packet filter action
has been applied on the interface.

Khi “incoming rate” r6t xuéng ngudéng lower (falling)
threshold, céng giao tiép interface sé quay trd vé trang
thai “forwarding”:

Switch# show storm-control
Interface Filter State Upper Lower

Fa0/5 Forwarding  1mbps 500k bps 48.81k bps

Current

Ta cling ¢6 thé thuc hién cau lénh storm-control action
trap command & ché dé interface configuration dé gui di
SNMP trap khi céng giao tiép vi pham chinh sach “storm
control”.

Ngucn bién soan: Bui Quéc Ky
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PG 5
Phat sinh lun hiong vai tinh ndng Gisco 103 [P SIA

IP SLA thutmg duoc st dung @€ xdy dung cdc static
route tin cdy. Tuy nhién, chiing ta ciing ¢d thé tén dung
dng nghé nay dé phat sinh luu luong (traffic
generator),

Néu cdu hinh hop Iy, chiing ta cd thé d& 1P SLA phatsinh
chinh xac 56 luong packet va payload size, gitip chiin
ta thiét lap gia dinh mot luong luu lwgng nhat dinh de
kiém tra cau hinh QoS.

Trutdc khi tién hanh cau hinh, ching ta thit khao sat
mot s6 cdng thic tinh todn lién quan. Gid st st chiing
ta mudn gui di 16 kbps luu lugng traffic tir mét router
tdi mot router khac trén duting lién két Ethernet thi so
lugng packet chiing ta can gui va muc payload size
tuong (ing trong moi packet |a bao nhiéu? Cac header
khac nhau sé 6 kich thudc khac nhau:

EI KRS
14 20 g

Chdng han nhur trong cdu tric frame trén thi Ethernet
header cd 14 byte, IP cd 20 byte va UDP cd 8 byte.

Tinh tong kich thudc frame size

Total frame size = |2 header + L3 header + L4 header
+ payload

Néu router st dung mdi truding Ethemet thi L2 header
sé la 14 byte. IP add sé cd header 20 byte va UDP header
s& can 8 byte. Trong tinh hudng nay, ta st dung IP SLA
dé kiém tra do UDP jitter.

14+ 20+ 8= 42 bytes.

Dé gir cho két qua tinh todn don gian, chiing ta sé st
dung payload kich thudc 58 byte dé tong kich thudc
total packet sé la 42 + 58 = 100 byte.

Tinh toan Bandwidth

Bandwidth = frame size x number of packets

Ching ta da tinh todn duoic kich thudc frame size la 100
byte. Vi vay, chiing ta chi can tinh toan s6 lugng packet
sé duc gUi di trén moi gidy la bao nhiéu géi ma thoi.
Muc dich cta chiing ta la phat sinh 16 kbps luu lugng
traffic tuong ting vdi 16.000 bits per second. Cdng thtic
tinh toan duoc thuc hién nhu'sau:

Number of packets = bandwidth / frame size

Trudc khi thuc hién cong thiic tinh toan trén, ching ta
can doi 16.000 bit sang don vi byte:

16.000 bit / 8 = 2000 byte.

Néu packet size clia chiing ta la 100 byte va chiing ta
can qui ducc 2000 bytes per second d@é dat téc do 16
kbps:

2000/100=20

Vay két qua tinh todn cudi cing la chiing ta can g 20
packets per second vdi frame size 1 100 byte dé dat toc
do 16 kbps!

Cau hinh

Dé minh hoa tinh nang phat sinh luu luong IP SLA
chiing ta str dung 2 router két ndi truc tiép vai nhau
thong qua moi truting Ethernet:

1 192.168.12.0 /24 7
—Fa0/0 Fa0/0

Thuc hién cau hinh tai R1 nhu'sau:

ipsla 1

udp-jitter 192.168.12.2 17002 num-packets 20

request-data-size 58

threshold 500

timeout 500

frequency 1

ip sla schedule 1 life forever start-time now
Theo nhu két qua tinh todn thi ching fa can gUi 20
packets per second vdi payload size la 58 vdi
destination port 17002.
Sau day la mt vi du khdc dé router phét sinh Iuu luong
vOi bandwidth rate la 32 kbps:

ipsia 2

udp-jitter 192.168.12.2 17002 num-packets 20

request-data-size 158

threshold 500

timeout 500

frequency 1

ip sla schedule 2 life forever start-time now
Tong muc total frame size [a 14 + 20 + 8 + 158 = 200
byte. Ching ta nhan 200 vdi 20 packets per second sé
dat dugc toc do 4000 bytes per second. 4000 x 8 =
32.000 bps hodc 32 kbps.
Tuong tu nhu vay, @€ phat sinh luu lugng vdi toc do 64
kbps ta cau hinh nhur sau:

ipsla 3

udp-jitter 192.168.12.2 17003 num-packets 20

request-data-size 358

threshold 500

timeout 500

frequency 1

ip sla schedule 3 life forever start-time now
Total framesize la 14 4 20 + 8 + 358 = 400 bytes. 400
x 20 = 8.000 bytes per second. 8.000 x 8 = 64.000 bps
hoac 64 kbps. Tuong tu nhu vy, dé phat sinh luu luong
vdi toc do 128 kbps, ta cau hinh nhu'sau:

ipsia 4

udp-jitter 192.168.12.2 17004 num-packets 20

request-data-size 758

threshold 500

timeout 500

frequency 1

ip sla schedule 4 life forever start-time now
Framesize la 14 + 20 + 8 + 758 = 800 bytes. 800 x 20
= 16.000 bytes per second. 16.000 x 8 = 128.000 bps
hodc 128 kbps.
R1 gio ddy phat sinh cac luong luu lugng véi bang
thong tuong ing la 16, 32 ,64 va 128 kbps stream.
THIPhIE R2, chiing ta tién hanh kiém tra két qua vira
trién khai.

Kiém tra
Mat trong nhiing céch thic gitip chiing takiém tra miic
incoming bandwidth rate la st dung Ung dung
policy-map. Chiing ta sé cau hinh access-list tuong ting
vdi moi muic bandwidth rate so khdp vosi dinh danh
port number ma ching ta st dung trong mai IP SLA
instance. Moi access-list lién két i class-map trong
policy-map khdng 6 bat ky action nao:

ip access-fist extended IP_SLA_1

permit udp any host 192.168.12.2 eq 17001

ip access-list extended IP_SLA_2
permit udp any host 192.168.12.2 eq 17002

ip access-list extended IP_SLA_3
permit udp any host 192.168.12.2 eq 17003

ip access-list extended IP_SLA_4
permit udp any host 192.168.12.2 eq 17004

class-map match-all IP_SLA 1

match access-group name IP_SLA 1

dlass-map match-all IP_SLA_2

match access-group name (P_SLA 2

class-map match-all IP_SLA 3

match access-group name IP_SLA_3

class-map match-all IP_SLA 4

match access-qroup name IP_SLA_4

policy-map TRAFFIC_METER

dassiP_SLA 1

dassIP_SLA 2

cassIP_SLA 3

dassIP_SLA 4
Sau d6, ta tién hanh lién két policy-map lén interface:

R2(config)#interface fastEthernet 0/0

R2(config-if J#service-policy input TRAFFIC_METER

R2(config-if ) #load-interval 30
Céu Iénh load-interval command dé chi cho router tién
hanh cap nhat interface statistic i mai 30 gidy. Gia tri
mac dinh la 60 gidy.

R2#show policy-map interface fastEthernet 0/0

FastEthernet(/0

Service-policy input: TRAFFIC_METER

(lass-map: IP_SLA 1 (match-all)
60066 packets, 6006600 bytes
30second offered rate 16000 bps
Match: access-group name IP_SLA 1

Class-map: IP_SLA 2 (match-all)
60060 packets, 12012000 bytes
30second offered rate 32000 bps
Match: access-group name [P_SLA 2

Class-map: IP_SLA 3 (match-all)
60060 packets, 24024000 bytes
30second offered rate 64000 bps
Match: access-group name IP_SLA_3

Class-map: IP_SLA_4 (match-all)
60060 packets, 48048000 bytes
30second offered rate 128000 bps
Match: access-group name IP_SLA_4
(lass-map: class-default (match-any)
12013 packets, 1129222 bytes

30second offered rate 3000 bps, drop rate 0 bps
Match: any

Chiing ta cd thé quan sat thay luu luong thong ké duoc
turong ing vdi cac toc do lan luot 16,32, 64 va 128 kbps
va két qua dugc thong ké et moi 30 giay!

. VaPro

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




PAO TAO MANG CISCO TAI VNPRO
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Chuaong trinh CCNA R&S Chuang trinh CCNA Security

CERTIFIED

CCNA /

ROUTING &
SWITCHING

CISCO CISCO
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CISCO CERTIFIED .
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UU DAI THANG ™1

4 Tdng ngay do thun VnPro cuc chat

4 Tang bo sdch LabPro cuc hay

4 Uu dai dac biét khdc: xem thém tai
www.vnpro.vn/khai-giang

Cam két loi ich khi hoc tai VnPro

. Vdng hoc duoc hoc bl khéng hiéu bai duoc hoc lai mién phi.
- Gido trinh giang day chudn qudc té va LabPro tiéng Viét.

+ Thuc hanh >70% thoi lugng chuong trinh va truc tiép 100%
trén thiét bi chinh hang, hién dai. (>100 gi& lab)

» Buoc thuc hanh mién phi ngodi gio.

«  Chuing chiVnPro duoc céng nhan trén toan quoc.
« Thi ddu qudc té sau khi hoan tdt khéa hoc.

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com



SACH LABPRO

La trung tdm duy nhdt trong cd nudc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdap nhat,
ndng cdp thuong xuyén theo chudn gido trinh quéc té
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CCNA Routing CCDA On thi CCNA trong 24h
& Switching Gid: 250.000 VND Gia: 120.000 VND
Gia: 220.000 VND
)N THI ROUTE B THISIITEH
TRONCOIAL Trong 24h
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CCNP LABPRO ROUTE CCNPLABPROSWITCH CCNPLABPROTSHOOT On thi Route On thi Switch
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On thi Tshoot CCNP LABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gia: 80.000 VND Gia: 95.000 VND Gia: 70.000 VND Gia: 120.000 VND SNAF & SNAA
Gia: 120.000 VNB
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CC5P LABPRO CCSP LABPRO CCNA SEC LABPRO CCIER&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VND Gia: 150.000 VND Gia: 90.000 VNB
Gia: 90.000 VND Gia: 140.000 VND

* Khi mua sach LabPro online. Link mua sach online: http://www.vnpro.vn/sach-labpro/
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GOC GIANG VIEN & HOC VIEN VNPRO

Nguyén Tru’ﬂng The A_n__h

1. Xin chiic mimg Thé Anh vira thi ddu CCNA Routing& Switching
Quéc Té vai sé diém gdn nhu tuyét déi. Thé Anh co thé chia sé
mét chit vé minh duoc khéng?

Em tén la Nguyén Truong Thé Anh, Em dang la sinh vién nam cudi
khoa CNTT truong BH Khoc Hoc Tu' Nhién TRHCM. Khiem budc vao
méi truong dai hoc, & khoa CNTT ¢6 khd nhiéu nganh nhu céng
nghé phan mém, hé théng théng tin... nhung em chon nganh
mang mdy tinh, em da xdc dinh con dudng cua minh la phai di voi
tirla “mang’’ Udc mo cda em la tré thanh mét [T Manager quan tri
hé théng mang cta 1 tdp doan Ién. Trong qud trinh hoc & dai hoc
em ciing tim hiéu va cing tham khdo y kién cta nhing dan
anh/chi di trudc, nhiing thay cé trong trudng, rai em quyét dinh
tham gia nhiing khéa hoc vé chuyén ngang mang, em quyét dinh
hoc chiing chi mang CCNA cda Cisco vi n6 bé trg cho cong viéc cla
em sau nay rdt nhiéu.
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Nguyén Truong Thé Anh va thdy Phan Hodng Gia Liém - Gidng vién VnPro

2. Thé Anh cédm nhdn méi trudng hoc tai VnPro thé nao?

Trudc khi tré thanh hoc vién cia VnPro, em cing tim hiéu théng tin
trén mang, réi cdc dan anh di truéc. Em cdng hiéu rdng du hoc &
dau cdng vdy mién minh hoc tét, cham chi la sé tét hét. Va em
quyét dinh chon VnPro véi nhiéu ly do khdc nhau (nhu VnPro duoc
nhting anh chi hoc trudc ddnh gid rdt cao vé chuyén mén, phong
cdch gidng day va co sévat chdt thiét bi déu rdt 6n vatét. . .va cdng
thudn tién cho viéc di Igi cua em). Sau 4 thdang hoc o VnPro vdi em
la mot trai nghiém tuyét diéu, va em cdm nhan rét ré rang nhﬂ’ng
loi anh chi timg hoc & day néi la chinh xdc va em cam tha; y quyét
dinh cdia em la cuc ky diing ddin. O ddy em khéng chidugc cdc thdy
day vé chuyén mén ma con duoc hoc nhiing ki ndng mém, nhing
ki ndng trong cudc séng, duoc lam quen va tiép xdc véi nhiing thiét
bi that nhu Router, Switch va duoc trién khai nhiing dich vu, hoc
duoc nhiing giao thic va ddc biét la dugc lam nhing bai lab thuc
té vdi bén ngoai véi nhiing thiét b thdt em thdy thich thu vé cling.
Ngoai ra em rdt dn tuong véi bé phdn tu vdn, cdc chi rdt vui vé va
than thién, khi gdp vdn dé gi vé khéa hoc hay muén tham gia
nhiing su kién do VnPro t6 chiic cdc chi déu hé tra hét minh, cdc chi
luén cdp nhat nhiing tin tdc cang nhu nhing sukién sap dién ra tai
VnPro chg8m va cdc ban nhu ngay hoi viéc lam, tham gia I6p 6n

nPro

thi quéc té, tham gia cdc I6p phdt trien mang doanh nghiép. v.
v...Tom lai theo quan diém cutia riéng em, VnPro la mét méi truding
dao tao rat chuyén nghiép.

3. Hoc thi CCNA quéc té c6 qud khé hay khéng? C6 kinh nghiém
gi Thé Anh cé thé chia sé cho cdc ban di sau?

Theo em nghi méi ngudi méi cam nhdn. Nhung véi quan diém cua
riéng em, em nghi néu ban than minh xdc dinh ré rang trong tu
tucng la that suw muodn chinh phuc ching chi quoc té cisco CCNA, vi
nghi né can cho tuong lai ctia minh va that su' cé dam mé va quyét
tam thi em nghi ciing khéng qud kho. Con vé kinh nghiém, that su
ra em cting khéng co kinh nghiém gi qud to tdt ca. Nhung & day em
cting mudn chia sé 1 sé diéu ma em da trdi qua cho cdc ban co y
dinh thi quéc té. Ddu tién dé la tai chinh, 1 chi phi khéng hé nhé,
nhung da goi hanh trang thi khéng suy nghi téi nira, ¢ gdang ding
nghi nhiéu thir khién cho minh dp luc ma thay vao dé la lén mét
thdi gian biéu phii hop dé én va ¢é nhiing phuong phdp én cu thé,
vi du nhu trong bé dé sé cé nhing cdu ly thuyét va cde cdu sim(cdu
ma ban sé cdu hinh truc tiép trén dé thi, SIM la cau rdt quan trong vi
hé sé diém rdt cao, ban vao trang http://www. ccnalearn.
cf/simulation. html @é 6n nhiing cdu sim) ¢6 thé sdng ban 6n ly
thuyét, chiéu ban én SIM, téi ban én ca 2 chdng han. M6t bé dé c6
tirkhodng 60 cdu tré lai va théi gian la 120 phut. Cdc ban nhé rdng
khi chon cau tra I&i phai suy nghi that ky va nhanh chong chon né
vi néu cdc ban 16 chon sai ddp dn minh mong mudn thi cdc ban sé
khéng c6 co héi quay lai dé sira vi ngudi ta chi cho cde ban 1 nut
next thoi, Vi vdy cdc ban phai hét suic cdn thdn trong viéc chon cdu
tra 1oi.

4, L&i khuyén, chia sé kinh nghiém ctia Thé Anh cho nhing ban
mudn hoc tét, gioi hé théng mang la gi?

That ra néu cdc ban muén hoc tét va gioi hé théng mang thi mét
diéu chdc chan la cdc ban phéi cé niém dam mé that su'vdi linh vuc
nganh nghé ma cdc ban dang chon, cdc ban phai that su thich va
htmng tha véi né, muén tim hiéu va khdm phd né theo nhiéu cdch
khdc nhau. Trong qud trinh hoc thi nén trao doéi nhiing cdau héi
minh thdac mdc tirthdy cé, ban bé trong I6p hodc anh chi I6p trudc.
Vi kién thac mang la rat bao la, néu cdc ban khéng manh dan hoi
thi cdc ban sé khéng theo kip va khi dé cdc ban khéng hiéu van dé
va bdt ddu cdc ban cé cam gidc "khé thd” va “chdn” di. Cdc ban
cting nén tu hoc cdch tu tim hiéu, may mo nhu doc sdch thém hay
lam lai nhiing bai lab thdy cho trén Iép bang nhiing chuéng trinh
gid Idp nhu Packet Tracer, GNS3 nhiéu ldn dé minh hiéu sdu va nhé
ldu hon ngodi ra chiing ta con cé thé tim nhiing mé hinh mang
khdc dé trao doi thém.

5. Dudinh cua Thé Anh trong théi gian sdp téi?

DalVé vdn dé nay. Em nghi em clng sdp tét nghiép, véi nhiing
hanh trang em c6 trong tay, em nghi em bat dau tim cho minh mét
cong viéc thich hop vdi ding chuyén nganh ctia minh. Em du dinh
sé nop dan vao 1 50 cong ty viia va nho. Em nghi néu mudn thanh
céng trong tuong lai thi em nén bat ddu & nhiing noi vira va nhé
trudc, sau khi tich lay duoc 1 von kinh nghiém dén lic do em mai
nghi téi nhimg tdp doan hay doanh nghiép Ién hon d@é phdt trién
su nghiép cta minh. Va em ciing du dinh sdp téi la sé sap xép thoi
gian dé tham gia nhiing khéa hoc cao hon nhu CCNE, CCNA
Security. ... tai VnPro dé ndng cao kién thic cia minh hon nira!!
Chtic Thé Anh sém tiép tuc gat hdi nhimg thanh céng tiép theo
trén con dudng chinh phuc dinh cao chuyén gia quan tri mang
guéc té ddng cdp!
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Cac ban da hoc xong chuong trinh CCNAX (ching chi CCNA Routing & Switching) nhung chua tu tin voi
kién thic ctia minh? Cac ban muén thi chiing chi quéc té nhung chua biét kién thic minh da dd chua, dé
thi CCNA Routing & Switching nhu thé nao? Gio day cac ban khong con phai lo lang nhing van dé trén
nda, vi trong thang 11 nay VnPro sé ma& I6p “On tap CCNAX mién phi” danh cho tét c cac ban cuu hoc
vien VnPro!

Pén vdi I6p 6n tap CCNAX, cac ban sé duoc 6n luyén lai tat ca cac kién thic cot 16i nhat ctia chuong trinh
CCNAX. Tur d6 gitp cac ban ciing ¢6 lai that chac kién thiic va déng thdi cling bé sung nhiing phan cap
nhat mdi nhat cia chiing chi CCNAX dé gitip cac ban tu tin di thi quoc té.

Dac biét: cdc hoc vién tham gid khoa 6n tdp con duoc phdt tai liéu thi mién phi (dugc cdp nhdt thudng
xuyén va cé hudéng dan gidi chi tiét.
Noi dung chuong trinh:
Ngay 25/11/2014: On tap kién thic CCNAX phan 1
Ngay 27/11/2014: On tap kién thic CCNAX phan 2
Thoi gian : ti 18h30 dén 21h30
Dia diém : Trung tam tin hoc VnPro
149/1D Ung Van Khiém, P.25, Q. Binh Thanh, TPHCM
Dang ky : http://www.vnpro.vn/on-tap-ccnax/

Vi s6 luong ddng ky c6 han, Anh/Chi vui long ddng ky trudc ngay 21/11/2014

Chuong trinh “BUOC CHAN KY SU MANG”

Trong thang 11, Trung tdm tin hoc VnPro sé phéi hgp cling cau lac bo hoi tin hoc thanh phé HCA-TC t6
chic chuong trinh "Budc chan ky sumang” & "Ky nang mém - hanh trang ra trudng"

Muc dich chuang trinh nham cung cap cho sinh vién khoa Dién - Dién Tt Vién Théng, Khoa céng nghé
thong tin cac trudng dai hoc mét buic tranh tong thé vé thi truéng viéc lam nganh mang may tinh va
vién thong hién tai. Pong thai ciing gitp dinh hudng cho sinh vién bo sung nhiing kién thiic nghé, ky
nang mém can thiét cho qua trinh hoc tap va lam viéc sau khi ra truong.

bang ky tham gia: http://www.vnpro.vn/dang-ky-buoc-chan-ky-su-mang/
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Firewal ASA Routed vs. Transparent

Transparent mode ducgc dinh nghia tai trén ca 2 cong giao
tiép inside va outside interface tham gia vao cung Iép
mang subnet, nhung khac VLAN.

Chang han nhu trong truéng hop chiing ta muén bé xung
thém firewall nhu trong hinh minh hoa bén dudi, dé
khéng anh hudng dén kién trdc IP cha ha tang mang san
6, lic nay ta co thé gan firewall gitra R1 va R2 hoat dong &
ché do “transparent”.

10.0.015

BEEXEED [ 3332 ) " 3333 )

é_.:_' 10.0.0.0 ri;",;é_{_ 23.0.0.0 724 )
Fadi0 ' Fa0/o Fa0i1

R1 A 2 R2 2 -3 R3

Néu chung ta thiét lap firewall & muc L3 gilra R1 va R2,
chung ta sé phai quy hoach lai hé théng IP cia ha tang
mang hién tai vi méi cong giao tiép L3 interface trén ASA
sé thudc cac subnet khac nhau, lic nay R1 va R2 sé khéng
cung subnet n(ra.

Giai phap cho tinh hudng nay la thiét lap transparent
firewall hoat dong & muc L2:

Ports assigned 1o VLAN &

Tu switch, VLANS va VLAN 6 la 2 VLAN riéng biét nhau,
nhung néu ASA hoat dong & ché do transparent mode,
ASA sé két n6i 2 VLAN lai nhung van thudc cung mot L2
broadcast domain.

Tat ca cac thiét bi thudc VLAN 5 va 6 sé tham gia vao cling
khéng gian dia chi L3 network address, nhung luu lugng
gita R1 va R2 sé phai di qua ASA hoat dong & ché do
transparent mode.

Cach thiic nhin dién cac dong
switch 3750 duwa vao ma Code?

Thé hé Switch 3750 c6 rat nhiéu dong san pham khac nhau
nhu WS-C3750X-48P-L, WS-C3750X-48P-S,
WS-C3750X-24T-L, WS-C3750X-24T-5, WS-C3750X-125-E,
WS-C3750G-24PS-S, cac ma Code nhu WS, X/G/E,
24/48/12,T/P/S/PS, -L/-S/-E trong tinh hudng nay déu cé y
nghia cyé riéng chung.

®

VinPro

Bai viét nay sé tién hanh khao sat y nghia cia cdc ma code
duoc stirdung dé dinh danh cac dong san pham Cisco 3750
switch, thong tin nay sé giup ta xac dinh chuic nang cua
moi dong model hé trg déac luc trong viéc chon lua dung
san pham cho ha tang mang cla ban.

Ma san pham (product code) trén Cisco 3750 switch c6 thé
dugc viét tong quat nhu sau: WS-C3750a-xxbc-dee

WS dai dién cho Switch

C dai dién cho Catalyst series

3750 dai dién cho 3750 product line

a>> blank, G, E

blank=classic 3750 switch, 6.5 hoac 13.1 mpps forwarding
rate

G=tat ca cac port déu hoat dong & ché do gigabit, 35 hodc
38 mpps forwarding rate

E=enterprise line, 65.5 hoac 101.2 mpps forwarding rate
xx>>12,16, 24, 48

12=12 Ethernet ports

16=16 Ethernet ports

24=24 Ethernet ports

48=48 Ethernet ports

b>>T,PF D,W

T=Ethernet ports

P=Power over Ethernet

F=100BASE-FX fiber

D=10 Gigabit Ethernet XENPAK port

W=Wireless

c>>S

5= 2 hoac 4 Small Form-Factor Pluggable (SFP) uplink
d>>E, S

S= Standard IP Base image (IPB)

E= Enhanced IP Services (IPS)

ee>>1U, D, 25, 50

1U= 1U Rack Height

D= DC Power Supply

25=ho tro toi da 25 Access point

50= ho tro toi da 50 Access point

Ngudi bién soan: Blui Quéc Ky
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Cac phan mém mo phong Router

e
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Giao dién chuiong trinh GNS3

Pé hé trg cho qua trinh tim hiéu vé mang, nhiéu phan
mém cho phép ta gia lap thiét bi router da ra d&i phuc vu
cho qua trinh hoc tap va nghién ctfu. Sau day la danh sach
cac phan mém ma chung ta c6 thé st dung phuc vu cho
qua trinh nghién ctu cac céng nghé “network”:

- GNS3 (Graphical Network Simulator)

- Cisco Packet Tracer

- Sem5Sim Simulator

- Boson NetSim Simulator

- CertExams Simulator

- RouterSim CCNA Simulator

- MIMIC CCNA Simulator

Trong s6 cac phan mém trén thi cé 2 chuong trinh thuéng
dugc sirdung do la GNS3 va Cisco Packet Tracer.

Cau hinh Cisco ASA 5505

Cisco  ASA 5505
Firewall la dong model
cap thap phu hop cho
moi  trudng mang
doanh nghiép nhd
hoac lap dat tai cac chi
nhanh. Doi véi quy mo
doanh nghiép [o]p] hljn, : 5505
ta co thé st dung céc
dong model nhu 5510, EthOMt-T
5520, 5540. Cisco ASA
5505 ho tro théng
luong throughput
150Mbps va 4000 két
noi trén moi gidy (connections per second).

Su khéc biét ch yéu ctia 5505 model so véi cac dong ASA
model I6n hon la né cé 8-port 10/100 switch chi cé thé
hoat dong & Layer 2. Chiing ta khong thé cau hinh céc
physical port déng vai tro la Layer 3 port, thay vao dé ta c6

VLAN 1
inside

192.168.1.0/24

thé thiét lap cac interface Vlan roi lién két cac Layer 2
interface tuong Ung véi moi VLAN. Theo mac dinh thi
interface Ethernet0/0 sé thudc thanh vién VLAN 2 vdi vai
tro outside interface (két noi di Internet), va 7 interface con
lai (Ethernet0/1 t&i 0/7) mac dinh sé tham gia vao VLAN 1
va dugc str dung dé két ndi téi internal network.

Budc 1: Cau hinh internal interface vlan
ASA5505(config)# interface Vlan 1

ASAS5505(config-if )# nameif inside

ASAS5505(config-if )# security-level 100
ASAS5505(config-if)# ip address 192.168.1.1 255.255.255.0
ASA5505(config-if)# no shut

Budc 2: Cau hinh external interface vlan (két ndi téi
Internet)

ASA5505(config)# interface Vlan 2
ASA5505(config-if)# nameif outside
ASA5505(config-if )# security-level 0
ASA5505(config-if )# ip  address
255.255.255.0

ASA5505(config-if)# no shut

Budc 3: Nhiang Ethernet 0/0 vao Vlan 2
ASA5505(config)# interface EthernetQ/0
ASAS5505(config-if )# switchport access vlan 2
ASA5505(config-if )# no shut

200.200.200.1

Budc 4: Kich hoat cac interface con lai véi cau lénh no shut
ASA5505(config)# interface Ethernet0/1
ASA5505(config-if)# no shut

Thuc hién tuong tu trén cac cong giao tiép Ethernet0/1 tdi
0/7.

Budic 5: Cau hinh PAT trén cng giao tiép outside interface
ASAS5505(config)# global (outside) 1 interface
ASAS5505(config)# nat (inside) 1 0.0.0.0 0.0.0.0

Cau hinh PAT trén ASA Version 8.3

Bat dau tir thang 3 nam 2010, Cisco gidi thiéu phién ban
Cisco ASA software version 8.3 vdi nhiéu thay doi trong
cach cau hinh, dién hinh nhat la cdu hinh NAT/PAT. Cau
lénh “global” command khéng con dugc ho trg nira. NAT
(static va dynamic) va PAT si dung thém khai niém
network object. Cau hinh PAT déi v&i phién ban ASA 8.3 va
sau nay dugc cau hinh nhu sau:

object network obj_any

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic interface

Budc 6: Cau hinh default route trd tGi ISP (gia st default
gateway la 200.200.200.2)

ASA5505(config)# route outside 0.0.00 0.0.00
200.200.200.2 1

Phia trén 1a nhiing budc co ban nhat dé cau hinh ASA
5505, bén canh do6 ching ta con phai trién khai thém mét
sO tinh nang khac nlla nhu Access Control List, Static NAT,

DHCP, DMZ zone, authentication, v.v.
Nguii bién soan: Bii Qudc Ky
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1. C6 mét quan diém lac quan

Tdt cd ching ta da timg nghe Ii khuyén hay
nhin céc nudc con ddy mét nira tot hon la
nhin né da voi di mot nua. O naoi lam Viec,
cdch nghilac quan nay c6 thé gidp ban phdt
trién trén mot chdng dudng dai. Tat cd moi
cdi nhin lac quan déu dén dén mot thdi do
lac quan va c6 thé la mét vén quy trong moéi
trudng lam viéc, ddnh bai thdi do yé'm thé va
bi quan.

Chia khéa dé cé mét thdi dé lac quan la ban
gidi quyét mét su tré ngai hay thdch thuc
nhu thé’ nao khi gdp phdi. Vi du, thay vi than
phién vé khéi lugng cong viéc gdy stress, hay
nghi vé né nhu mét co héi dé thé hién kha
ndng lam viéc tich cuc va hiéu qua ctia ban.

2, Hoa dong vdi tap thé
Cdic nha tuyén dung rdt thich nhiing nhan
vién thé h:én duoc khd ndng lam viéc tot
trong tdp thé. Hoa déng véi tap thé ko chi ¢é
nghia la cd tinh céng tdc ma con thé hién
duorc khd néng lanh dao tét khi c6 thoi diém
thich hop.
C6 thé tai mét ltic nao d6, su xung dot xudt
hién trong tdp thé ctia ban, héy té ra cht
dong dan xép. Khi ban thdy tdp thé cua
minh dang bj sa ldy trong mét du dn, hdy c6
gdng xoay chuyén tinh thé dua cdch g:ér
éyfé.'"l‘ theo mét huéng khdc. Va ban lam gi
binh thudng ban khéng lam viéc trong
mét nhém? Hay ¢6 gdng té ra sdn sang hop
tdc trong cong viéc va thiét Idap nén cdc moi
quan hé céng viéc vai moi dong nghiép néu
c6 thé. Hoc cdch néi nhing diéu ban nghi
nhu thé ndo va thé hién bdng ngén ngir ctr
chi ra sao.

3. Giao tiép hiéu qud

Ky ndng giao tiép tot la mét thé manh doi
vai bdt cU ai trong cong viéc, Giao tiép la
phuang tién cho phép ban xdy dung cdu néi
vaéi dong nghiép, thuyét phuc nguoi khdc
chdp nhdn y kién cua ban va bay t6 dugc
nhu cdu cta ban.

Nhiéu diéu nhé nhdt ban da tiing thuc hién
hang ngay - ¢o thé cé nhiing diéu ban
khéng tiing nghi dén lai ¢c6 moét su dnh
hudng rdt I6n ti ky ndng giao tiép cua ban.
Sau day la nhiing diéu ban nén luu y khi
giao tiép vdi nhing nguoi khdc:

- Nhin thang vao mat ngudi déi dién

-Bing td ra bon chén

- Trdnh nhiing chuyén déng co thé khién
ban bi tdch ra khdi ho

- Biing néi chuyén chi dé noi, hdy tap trung
vao mot vdn dé

- Phdt am mét cach chinh xdc
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- Strdung ngi phdp chudn théng thudng
NGi chung, ban nén dé y téi cdch str dung ttr
ngur ciia minh dé tao dn tuong voi ngudi doi
thoai. Ciing dimg quén rang mot trong
nhing ky ndng giao tiép la biét lang nghe.
4. T6 thdi do tu'tin

Trong hau hét cdc trudng hop, khi ban
mudn gdy dn tuong véi mét ai do, su'tu'tinla
mot thdi do rdt hiéu qud. Trong khi su khiém
nhuéng khi ban nhan duoc 1o tan duong la
rdt quan trong thi su thira nhdn thé manh
cta minh cung quan trong khéng kém. Hay
tin chdc rang ban cé su'nhdn biét va ky ndng
dé cé thé bay té duoc su'tu'tin cda minh.

5. Luyen ky nang sang tao

Tinh sdng tao va 16i suy nghi théng minh
duoc ddnh gid cao & bdt ¢ céng viéc nao.
Tham chi céng viéc mang tinh ky thudt nhdt
cting doi hoi kha ndang suy nghi thodt ra khoi
khuén khé. Vi vdy ding bao gic ddnh gid
thdp stic manh cua viéc gidi quyét vdn dé
theo cach sdng tao.

Ban ¢6 thé dang phdi lam mét céng viéc
chdn ngat, budn té, hdy cé gdng khdc phuc
né theo cdch hiéu qua hon. Khi mét vén dé
khién ngudi ta phdi mién cudng bat tay vao
lam, hay nghi ra mét gidi phdp sdng tao hon.
Néu khdng dudk, it ra ban da tung thir no.

6. Thira nhdn va hoc héi tir nhimg 16i
phé binh

Day la mot trong nhiing ky nang mang tinh
thtr thdch nhdt, va cang chinh la ky ndng
gdy dn tugng nhdt déi véi ngudi tuyén dung.
Kha ndang ung xu trudc 107 phé binh phan
dnh rdt nhiéu vé thdi dé san sang cdi thién
ctia ban. Béng thdi cé kha ndang ddnh gid,
nhdn xét mang tinh xdy dung déi véi cong
viéc cta nhing ngudi khdc cting mang y
nghia quan trong khong kem. Hay nhdn
thuic xem ban tha thé nhu thé ndo khi phan
ung trudc nhing loi nhan xet tiéu cuc. Dung
bao gid ném da vao nhung loi phé binh
mang tinh xdy dung ma khéng nhdn théy
rang it nhdt né cung cé ich mét phan. Khi
ban dua ra loi nhdn xét voi nguoi khac, hay
thé hién sao cho that khéo léo va chén
thanh. C6 gdng du dodn trudc phdn ting
ctia ngudi nghe dua vao tinh cdch cda ho dé
6 cdch néi phi hop nhét.

h 75% su thanh dat

7. Thic day chinh minh va dan dat
nguoi khac

Mét diéu rdt quan trong déi véi nha tuyén
dung la lam sao dé biét duoc ban ¢6 la ngudi
ndng déng va hay dé ra cdc sdng kién hay
khong? biéu nay cé nghia la ban lién tuc tim
ra nhiing giai phdp mdi cho cong viéc cta
minh khién cho né hdp dan hon tham chi
dbi vdi ca nhing céng viéc mang tinh Idp di
lap lai.

Su' sdng tao cé vai tro rdt I6n trong viéc thiic
ddy, né khién ban du ding cam d@é theo dudi
mat y tudng vén bi mdc ket trong suy nghi
va cudi ciing la ban vuot qua dugc né. Dan
dat nhing ngudi khdc theo cuing mét
huéng dé dat mét muc dich chung, va ngudi
lanh dao gidi la ngudi c6 thé lanh dao duoc
ngudi khdc bang chinh tdm guong cla
minh.

8. Da ndng va uu tién nhiing viéc can
Iam trong danh sdch ciia ban

0 cong s& ngay nay, mét nhan vién tét la
mét nhdn vién ¢6 kha ndng kiém nhiém
thém mot s6 cong viéc khdc, hay nhiéu du
dn cung mét luc. Liéu ban ¢6 thé theo doi
duoc tién trinh cua cdc du dn khde nhau hay
khéng? Ban c6 biét lua chon dé uu tién
nhting viéc quan trong nhat khéng? Néu cé
thé, ban duoc goi la ngudi da ndng.

Dung than phién rdng ban phdi lam thém cdc
c6ng viéc khdc. Hay thé hién kha ndng da ky
ndng cta ban. Chac chan cdi ban nhén lai sé
Ia rdt Ion nhu kinh nghiém hay cdc méi quan
hé mdi.

9. C6 cdi nhin tong quan

C0 cdi nhin tﬂng quan vé cong viéc -:u r]ghfa
la co kha nang xdc dinh duoc cac yeu té dan
toi thanh cong. Piéu nay cung co nghia la
nhdn ra cdc nguy co'tiém an va thoi diém né
xdy ra. Vi du nhu ban lam viéc trong linh vuc
qudng cdo va phdi xdy dung mét chién dich
dé qudng cdo cho mét nhan hiéu xa béng.
Néu nhin mét cdch téng thé, ban c6 thé
nhdn thdy rdng muc dich khéng chi la bdn
duoc hang, ma con lam théa man va thuyét
phuc khdch hang vé chdt luong san pham.
Thém vao do, ban con phai tao thém gid tri
cho céng ty cta ban bdng cdch chiing minh
rdng tinh sdng tao déc nhat chi ban méi cé
thé tao ra.
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AN PHUONG PHAP GIAM TAN CONG MANG

Téng quan vé cac nguy co tan céng
mang

Tuy theo quy mé chia cac hé théng
mang, cac dang tan céng mang co thé
bién thé theo nhiéu kiéu khac nhau.
Néu khong cé su bao vé dung dan, bat
ky nai nao trong hé théng mang cling
cé thé bi tdn cong hoac bi xdm nhap trai
phép. Router, switch hoac cac thiét bi
may tinh dau cudi déu cé thé bi xam
pham bd&i nhing hacker chuyén
nghiép, cac céng ty déi thi hoac ngay
ca cac nhan vién bén trong t6 chtic cla
minh. Thuc chat la cac théng ké cho
thay rang phan Ién cac cudc tan cong
déu xuat phat tir bén trong mang ndi bo
clia cong ty.

Cdc tdc nhdn de doa dén bdo mat
mang:

Téng quat, cac tac nhan c6 kha nang de
doa dén bao mat mang duoc chia lam 4
loai:

- Cac tac nhan co cau tric

- Cac tac nhan khéng c6 cau tric

- Cac tac nhan xuat phat tir bén ngoai

- Cac tac nhan cé ngudn goc tir bén
trong

Cdc tdc nhdn khéng 6 cau truc
(unstructured Attacks )

Cac tac nhan nay gay ra bdi nhiing
hacker st dung nhiing cong cu nhu
password cracker, cac chuang trinh sinh
s6 credit card tu dong ... Mac du chd
thé tan céng theo dang nay co thé cé
chu y, nhung da s6 la do mudn biéu
dién kha nang cia minh hon la gay ra
phéa hoai cho hé théng mang.

Cdc tdc nhdn ¢ cdu trac (structured
Attacks):

Cac tac nhan nay gay ra bdi nhiing
hacker co trinh d6 cao. Nhiing hacker
nay hoat dong moét minh hay theo
nhom va dung / phét trién nhiing céng
cu tan cong tinh vi dé xam nhap vao cac
cong ty. Nhing hacker nay théng
thuong duoc thué bdi cac to chic toi
pham, cic cong ty doi thu cla
nhau....va c0 kha nang gay pha hoai
nang né cho cac hé théng mang.

Cdc tdc nhan xuat phdt tr bén ngoai:
Nhiing tac nhan nay (bao gébm cé cau
tric hoac khéng cé cau tric) ¢ ngudn

%P‘wd |

goc xuat phat ti bén ngoai. Nhiing tac
nhan nay cé thé chia nhiing y dinh pha
hoai hoac don gian la nhing 16i ctia hé
théng (vé phan cuiing/ phan mém) gay
ra nhing tac nhan nay.

Cdc tdc nhdn cé nguén goc tirbén trong:
Nh(ing tac nhan nay gay ra phan Ién ti
cac nhan vién trong té chuic, va gay ra
nhiéu diéu dang ngai hon so véi cac tac
nhan tu bén ngoai. Tuy nhién, da cé
nhing céng cu lam giam anh hudng
clia cac tadc nhan nay va cé thé dap ting
lai khi cé bat ky tan cdng nao xay ra.
Cdc loai tdn céng mang chii yéu:

Cac cudc tan cdng mang ¢ thé duoc
phan loai thanh 4 kiéu sau day:

-Tan cong theo kiéu do tham

-Tan céng theo kiéu truy xuat

-Tan céng tir choi dich vu

-Worms, Viruses va Trojan horses

Tan céng theo kiéu do tham:

La nhiing hanh déng dung cac céng cu
hoac nhimng théng tin ¢6 san do tim cac
théng tin, cac dich vu hoac cac 16 hong
trong hé théng mang nao do. Cac hanh
déng nay con dudgc xem la thu thap
théng tin va trong nhiéu truéng hop
day la nhiing hién tuong mé dau cho
cac tan cong theo kiéu truy nhap hoac
tir chéi dich vu. Chi thé tan cong théng
thudng thuc hién do tim cac may nao
hién dién bang cach ping quét cac dia
chiIP. Sau dé chii thé nay tiép tuc do tim
cac dich vu hay cac port nao dang ma
trén cac dia chi IP nay va sé thuc hién
yéu cau (query) trén cac port nay nham
xac dinh loai Ung dung va version cung
nhu théng tin vé hé diéu hanh dang
chay trén may nay.

Tan cong theo kiéu do tham co thé cé
nhing dang sau:

- Bat gdi packet (packet sniffing)

- Do port (port scan)

- Ping quét (Ping sweep)

- Thuc hién yéu cau théng tin Internet
(Internet Information queries)

a. Bat goi packet (packet sniffing):

Host A ' R & Host B
-

Pay thuc chat la moét (ing dung s dung
NIC mang cho hoat dong & mode
promicuous nham dé gilr lai tat ca
nhing goi packet di qua LAN (cung

collision domain). Cach bat goéi nhu thé
nay chitan dung cac thong tin dugc gui
di theo dang text (clear text) (vi du cac
giao thuc sau gui thong tin trong goi &
dang clear text : Telnet, FTP, SNMP, POP,
HTTP ...). Cac chuong trinh nay cé thé
duoc thiét ké theo kiéu tong quat hay
theo kiéu chuyén ding cho cac cudc
tan cong.

Mét s6 cach lam giam di kha nang bat
goi trong hé théng mang:

Hﬂgﬂh | Routor & u’ Router B | gﬂ

- Xac thuc ngudi dung : lua chon dau
tién cho viéc chéng lai cac cong cu bat
gdi trong hé théng mang la st dung co
ché xac thuc nguai dung chang han
nhu mat khau chi diing 1 an (one-time
password).

- Hién thuc hé théng switch trong
mang: hién thuc hé théng switch trong
mang LAN c6 thé lam giam viéc bat goi
trong mang

- St dung nhing céng cu chéng / nhan
dang cac phan mém bat g6i cé trong hé
théng ctia minh.

- Ma hoa du liéu: lam cho cac coéng cu
bat géi tré nén vo hiéu va duoc xem la
hiéu qua nhat dé chéng lai kiéu tan
céng nay. Néu kénh théng tin duoc bao
mat chat ché, di liéu ma cac coéng cu
bat g6i nay c6 duac la nhing di liéu da
duoc ma héa. Mot sé céng cu nhu SSH
(Secure Shell Protocol) va SSL (Secure
socket Layer) cé st dung co ché ma hoa
cho cac di liéu quan ly ca minh dé
chéng lai cac tan céng theo kiéu nay.
b.Do port va Ping quét:

Pay la nhiing Ung dung nham kiém tra
thiét bi nao doé véi muc dich nhan dang
tat cd cac dich vu trén thiét bi nay.
Théng tin c6 dugc tu viéc thu thap cac
théng tin vé dia chi IP va Port tii cac port
TCP hay UDP.

Cach lam gidm céac tan cong kiéu do
port va ping queét :

Tan cdng theo kiéu do port va ping quét
rat khé loai bd hoan toan trong hé
théng mang vi du néu tat di ICMP echo
va reply trén router thi ping quét c6 thé
bi loai bd nhung lai gay kho khan cho
ngudi quan tri trong viéc chan doan /
kiém tra két ndi khi cé su cd xay ra. Tuy

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




" dan (s

nhién tan céng quét port van co thé
hoat dong ma khéng can ping quét di
kém. Mot so thiét bi phat hién xam
nhap (IDS) c6 thé thong béao cho nguoi
quan tri khi phat hién dugc dang c6 cac
tan cong do tham xay ra.

c¢.Thuc hién yéu cau do tim thong tin
trén Internet

Céc yéu cau vé tén mién (DNS queries)
6 thé gitip phat hién mot s6 thong tin
chang han nhu ai dang s& hiiu tén mién
va cac dia chi nao dugc dung cho tén
mién do. Ping quét cac dia chi nay sé
gilp cho chu thé tan céng cé mot cai
nhin t6ng quat vé nhiing thiét bj nao
dang "song" trong moi trudng nay. Khi
do, cac cong cu quét port co thé phat
hién dugc nhing dich vu nao dang
chay trén cac may nay. Cudi cung,
hacker cé thé giam sat cac dac tinh cla
céac Uing dung chay trén may cu thé nao
dé, budc nay cé thé dan dén viéc thu
thdp mot sé théng tin dé gay ton hai
dén dich vu do.

Viéc do tim dia chi IP nhu trén c6 thé
biét dugc nhiing théng tin nhu ai dang
s0 htu nhiing dia chi IP nao va tén
domain lién két téi nhiing dia chi nay.
Tan cong theo kiéu truy xuat va mot
s6 phuong phap lam giam kiéu tan
codng nay.

Tan cong theo kiéu truy xuat khai thac
nhiing 16 héng trong cac dich vu xac
thuc, FTP, Web ... dé lay cac di liéu nhu
cac tai khoan dang nhap Web, cac co s6
dir liéu ndi bd hoac cac thong tin nhay
cam. Ngoai ra, chti thé tan céng con co
thé ndm quyén truy nhap va tu lam tang
quyen truy xuat vao hé théng. Tan cong

theo kiéu nay bao gdom nhiing dang sau:

-Tan cdng do tim mat khau

- Khai théc nhiing diém dang tin cay

- Chuyén hudéng port ting dung

-Tan cong theo kiéu man-in-the-middle
attack

a.Tan cong do tim mat khau

Hacker c6 thé do tim mat khau st dung
mét vai cach thic nhu: tan cong theo
kiéu Brute-force, dung cac chuong trinh
Trojan horse, cac cong cu bét géi hay ky
thuat IP Spoofing. Mac du cac ky thuat
bat gdi hay IP Spoofing cé thé gitip tim
ra dugc tai khoan cda ngudi sir dung
(username, password), tan cong do tim
mat khau luén ludn lién hé téi viéc
thu-va-sai lap di lap lai théng tin tai
khoan, kiéu nay con dugc goi la tan
cong theo kiéu Brute-force.

Théng thuong tén céng theo kiéu
brute-force dugc thuc hién dudi dang
st dung chuong trinh chay qua mang
va thir truy xuat vao cac tai nguyén chia
sé trén cac server. Khi chli thé tan cong
truy nhap vao dugc cac tai nguyén nay,
chi thé nay c6 cung quyén vdi tai
khodn ma minh dang s dung. Néu tai
khoadn nay c6 du quyén hang, chu thé
tan cong ¢ thé tao nhiing 16 hdng truy
xuat riéng cho minh vao hé théng ma
khong can thay déi gi dén tai khoan clia
ngudi st dung. Tan cong Brute-Force co
thé xam nhap va chinh stia cac file va
cac dich vu mang, hoac bé sung bang
tim dudng lam cho traffic mang chuyén
huéng dén chi thé tén cong trudc khi
chiung di dén dich dén cudi cung.
Truong hop nay, cha thé tan cong c6
thé giam sét tat ca traffic mang, tré

thanh mo6t dang tan  cong
man-in-the-middle.
Vi du:

Chuong trinh LOphtCrack ¢é thé lay di
liéu dang bam (hash) ctia mat khau va
khéi phuc lai dang text. Pay la 2 céch
tinh toan méat khau ma chuong trinh
nay su dung:

- Crack do tim theo kiéu tu dién
(Dictionary cracking): tat ca cac ti trong
1 file tur dién dugc bam va so sanh vdi
tat ca mat khau dugc bam clia ngudi st
dung. Cach nay tuong déi nhanh va rat
hiéu qua trong viéc do tim nhdng mat
khau don gian.

- Tinh toén theo kiéu Brute-Force: bang
viéc sirdung mét tap ky tu dac biét, nhu
A-Z hoac A-Z cung 0-9, va tinh toan ra
gia tri bam tl viéc két hgp cac ky tu nay
vGi nhau. Cach nay sé luén tim ra mat
khau néu va chi néu cac ky tu c6 trong
mat khdu nam trong tap ky tu duoc
chon. Nhugc diém la ton rat nhiéu thai
gian khi str dung cach nay.

Cach lam giam tan céng do tim mat
khau:

- Khéng cho phép ngudi st dung dung
cung mat khau trén nhimg hé théng
khac nhau.

- V6 hiéu hda tai khoan cla ngudi s
dung sau mdt so lan xac thuc khong
thanh cong.

- Khéng sir dung mat khau dang text.
Nén str dung cac loai mat khau chiding
mot lan (One-time password OTP) hoac
cac mat khau da duoc ma héa.

- Dat mat khau co it nhat 8 ky tu trong
d6 b chda ky tuin hoa, ky tu thuang, ky

tu s6 va cac ky tu dac biét. ("strong"
password).

b. Khai thac nhiing diém dugc xem la
tin cay trong hé théng mang:

g.i

Sywliina,
User = parmith; Pal Smith

8 ﬁﬁ_g

] Hacker SystemB - Compromised by hacker

i pains Usar = pamith; Pal Smith
sccons ko I

Q—-;;;

Hacker
Usgr ® pamith: Pat Smithson

Sysioma brusts Systemi

SystomB rusts overpons

Sysiomi rusts overyomns

Mot trong nhiing vi du vé cac diém
dugc xem la dang tin cay doé la mot hé
thong mang cé chuda céc dich vu nhu
DNS, SMTP, va HTTP. Do tat ca cdc server
nam chung trén mot segment mang
nén khi c6 mét may A bi tan cdng cling
6 thé dan dén cac may khéac ciing bi
tan cong do céc hé thong nay xem A la
thiét bi dang tin cay (vi du nhu domain
hoac Active Directory trong hé théng
Windows hay NFS va NIS+ trong hé
théng Linux va Unix).

Mot vi du khéac 1a mét may & vang bén
ngoai (outside) thiét bi firewall xady
dung dugc mai lién hé tin cay véi cac
thiét bi & vung mang bén trong (inside).
Khi mdy nay bj tan cong thi chti thé tan
cong c6 thé tan dung céc méi lién hé tin
cay nay dé tiép tuc tan céng vao hé
théng bén trong.

Cach lam giém tan cong:

Lll-lr-rﬂmlh Fal Smith

1g_kvi

Waar ™ H-I'I'Hh F".H Smithsan

I.I-I-ll"lp-ll'ﬂl'l Pat

Cach hay nhat dé han ché tan cong theo
kiéu nay do la cac hé théng & ving bén
trong cua firewall khéng nén tin / xay
dung cac moéi quan hé déang tin cay so
vdi cac hé thdng bén ngoai cla firewall.
Va cac mai lién hé dang tin cay néu cé
xday dung thi chi gigi han cho nhiing
giao thuc cu thé va do tin cay nén duoc
danh gia bagi nhiing yéu t6 khac véi dia
chilP.
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