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Internet of Thing sé dat ra nhiéu
thach thirc maéi

Theo xu hudng phat trién
cla Internet of Thing (IoOT
- Internet of
Overwhelming), du kién sé
co tGi 212 ti thiét bi dugc
két nGi v8i nhau tGi ndam
2020. biéu do cling co nghia la hé thng mang IuGi tan cong
botnet cd thé Ién dén hang ti thiét bi. S& lugng thiét bi trong
mang |ugi botnet cang nhiéu thi nguy cd tan cong tu chai
dich vu sé cd suic tan pha nang né han.
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Bén canh do, s6 lugng thiét bi tham gia két nGi vao mang
cang I6n s& dan dén luu lugng téng 1én dang ké. Tur dé,
bang thong hé thong mang ciing phai dugc nang cdp theo.
bac biét la ha tdng mang data center can phai dugc xay
dung mét cach linh hoat, d& md rong va cé kha ning hoat
dong hiéu qua han.

80% doanh nghiép trién khai ha
tang mang thong qua goi dich vu
SDN

Software Defined
Networking (SDN)
cho phép cac td
chirc doanh

Software Defined
Networking

A 7.y H 0 3 etwork Orchestration s
nghiép trién khai Vi Semdientn 5
nhanh Ch(’)ng Ca'c 8 Subscribe Configure
’ > Reportin, Policy Mgmt.
tng dung chi ——
trong vong vai 73 7y

phat, tiét kiém

dang k& vé mét chi phi IT cho doanh nghiép, dic biét |a cac
doanh nghiép vira va nhd hoac doanh nghiép vira méi thanh
Iap. Cong nghé SDN technology tdn dung nhitng uu diém
nGi bat cua kién trdc dién toan (cloud architecture) nhu kha
nang mobile di ddng hiéu qud, trién khai cac ing dung theo
yéu cau mdt cach linh hoat. Bén canh d8, SDN con cd thé
khai thac dugc nhiing Igi ich ma cdng nghé ao hda data
center virtualization dem lai, cac tai nguyén bang thong,
dung lugng luu trit 6 thé dudc diéu chinh tly theo mirc d6
st dung va giam chi phi vé ha tang thiét bi.

SDN cho phép cac doanh nghiép quan ly tap trung ha tang
mang va cac Ung dung dich vu trén nhiéu nén tang khac
nhau véi kha ning du’ phong nhung van kiém soét dugc toan
bd ha tAng mang. Céc chinh sach hé théng cd thé dugc quan
ly tap trung hodc phan tan cho cac nhém quan tri IT group
tuy theo chirc nang.

BAOTAD CHUYEN GIA QUANTRI MANG QUGC TE

Cisco du doan trong tudng lai sé co téi 80% doanh nghiép
trién khai ha tdng mang thdng qua gdi dich vu SDN. D&
biét thém thdng tin vé cdng nghé SDN, ta cd thé truy cip
vao website sau

http.//www.cisco.com/web/solutions/trends/sdan/index.htm/

MO hinh tham chiéu IoT
(Internet of Things Reference Model)

Internet of Things Reference Model

Levels
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3 Center
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Edge Computing

Connectivity

Physical Devices & Controliers
g ey Inteligent Edge Nodes of ail types

M6 hinh tham chi€u IoT Reference Model dong vai tro nhu
mot framework gilp ddy nhanh su phét trién va trién khai
rong rai cong nghé IoT vdi cac thach thirc dat ra nhu kha
ndng md& rong (scalability), kha nang tudng tac
(interoperability), kha nang tugng thich v&i cong nghé cii
(agility and legacy compatibility) khi hé théng IoT system
dudc trién khai tir nhiéu t& chirc khac nhau.

IoT cho phép tat ca cac thiét b trén toan thé gidi co thé két
nGi v3i nhau gilp nang cao chat lugng cudc song.

Dinh hudng sau CCNA

[

'CCNA | (cenA CCNA CCNA | CCDA g

Voice = Security Wireless SP Ops  (Design)
B

ccve Cccse CCNP | CCNP  CCIP CCNP  CCDP

(Voice) (Security) ~Wireless | (R/S) ' (R/SSP) SPOps | (Design)

CCNA /3 nén tang dé tim hiéu cdc ching chi khdc

Sau khi hoan t&t chuong trinh CCNA, ching ta ¢ thé tim
hi€u sang cac mang cdng nghé khéc nhu thoai (voice), bao
mat (security), cdng nghé mang khong day (wireless), hay
tim hi€u chuyén sau hon cac cdng nghé route/switch & trinh
d6 CCNP. Trong khi chirng chi CCIP & CCIE SP thi tap trung
vao cac cong nghé sir dung trén moi trudng nha cung cap
dich vu (Service Provider environment) thi hé thong ching
chi m&i CCNP va CCIE SP Ops s€ tap trung vao viéc giam
sat, van hanh ha tang mang nha cung cap dich vu (SP
environment).
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VIRTUAL SWITCHING SYSTEM

Cong nghé Cisco
VSS gilp don gian
hdéa qud trinh cau
hinh va van hanh
ha tang mang dam
bao hé thong sé
khong bi “loop” &
sd do6 Layer 2
topology bang cach

A
. .
V58S
gom 2 Catalyst

switch thanh mot

Virtual switch duy nhat. VSS gitp giam thi€u sd lugng Layer
3 routing neighbor thong qua két néi Layer 2 gilta cac
access/distribution switch.

[

Py
*

MOt VSS la mot cap thiét bi catalyst switch hoat dong nhu
moét thiét bi mang duy nhat véi khd nang du phong
(redundancy) va kha ndng can bang tai (load balancing) dua
trén nén tang port-channel (etherchannel). Mot switch sé
ddng vai trd lam master hoac active chassis va switch con
lai s& dong vai tro VSS standby.

Vai trd clia Switch (Switch Role):

VSS Active: Active chassis kiém soat hoat dong ctia VSS. VSS
hoat dong & control plane dugi dang giao thirc L2 va L3
control protocol. N6 ciing c6 thé dugc van hanh dudi dang
chc nang management plane tuong tu nhu console
interface, logs, file system hodc ciing cd thé la power
management.

VSS Standby: Theo doi hoat dong va trang thai cla master,
chiu trach nhiém forward cac luu lugng ingress traffic nhung
cac luu lugng control traffic thi dugc gui tGi VSS active
chassis d& xur ly.

Virtual Switch Link

Phan phoi luu lugng control va data traffic gitra hai chassis
thdng qua VSL — Virtual Switch Link. VSL c6 thé dugc trién
khai dudi hinh thirc Port Channel. Luu lugng control traffic
sé€ cé mic uu tién hon luu lugng data trén dudng két ndi
VSL va khong bao giG bi drop bd.

Trudc khi cdu hinh, ching ta can kiém tra xem IOS va line
card nao hién tai c6 ho trg VS-capable supervisor thong qua
cau lénh sau:

6500A#switch convert check vss-capable

This is a VSS capable switch.
VSL ports can be configured in slot: 4, 5, 6

Cau hinh VSS

Theo mac dinh, cac switch 6500 hoat dong & ché do
standalone mode. Ta thuc hién cac budc sau day dé chuyén
hai 6500 chassis sang ché d6 virtual stack.

Budc 1: Bam bao SSO va NSF dugc cdu hinh va kich hoat.
Budc 2: Thiét lap Virtual Switch Doman va Switch number.

Bu@c 3: Cau hinh VSL Port Channel, PO# gilp dinh danh
Port Channel duy nhét trén mdi chassis.

BuGc 4: Chuyén ché do Standalone Chassis sang ché do
Virtual Switch mode.

Budc 1:
6500A(config)#redundancy

6500A(config-red)#mode sso
/

Buéc 2:

6500A(config)#switch virtual domain ?
<1-255> Virtual switch domain number

6500A(config)#switch virtual domain 100

Domain ID 100 config will take effect only

after the exec command 'switch convert mode virtual' is
/ssued

6500A(config-vs-domain)#switch 1
6500A(config-vs-domain)#exit

65008(config)#switch virtual domain 100

Domain ID 100 config will take effect only

after the exec command 'switch convert mode virtual' is
/ssued

65008(config-vs-domain)#switch 2

65008(config-vs-domain)#exit
% Pro
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Bu'dc 3:

6500A(config)#int port-channel 100
6500A(config-if)#switch virtual link 1
6500A(config-if)#no shutdown
6500A(config-if)#exit
6500A(config)#int te5/4
6500A(config-if)#channel-group 100
mode on

6500A(config-if)#no shutdown
6500A(config)#int te6/4
6500A(config-if)#channel-group 100
mode on

6500A(config-if)#no shutdown

6500B(config)#int port-channel 200
6500B(config-if)#switch virtual link 2
6500B(config-if)#no shutdown
65008(config-if)#exit
6500B(config)#int te5/4
6500B(config-if)#channel-group 200
mode on

6500B(config-if)#no shutdown
6500B(config)#int te6/4
6500B(config-if)#channel-group 200
mode on

6500B(config-if)#no shutdown

Bu'dc 4:

6500A%#switch convert ?
check check if this switch and its
modules are VSS capable or not
mode mode keyword virtual or
standalone

6500A#switch convert mode ?
stand-alone stand-alone switch
virtual virtual switch

6500A%#switch convert mode virtual

This command will convert all
Interface names

to naming convention "interface-type
switch-number/slot/port”,

save the running config to startup-
config and

reload the switch.

NOTE: Make sure to configure one or
more dual-active detection methods
once the conversion is complete and
the switches have come up in VSS
mode.

VoPro
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Do you want to proceed? [yes/no]:
yes

Converting interface names
Building configuration...

Saving converted configuration to
bootflash: ...

Destination filename [startup-
config.converted vs-20110705-
214318]?

**X* - SHUTDOWN NOW ---

P& dam béo ca hai chassis hoat dong

G cung ché d6 PFC operating mode
truGc khi tinh chinh ché dé SSO
redundancy mode:

6500A#show platform hardware pfc
mode
PFC operating mode : PFC3C

Ching ta cé thé quan sat lai cdu hinh
VSS switch sau khi ti€n hanh reboot:

6500A%#sh run

hostname 65004

switch virtual domain 100
switch mode virtual

mis netflow interface

mis cef error action reset
spanning-tree mode pvst
spanning-tree extend system-id
diagnostic bootup level minimal

redundancy

main-cpu

auto-sync running-config
mode sso

vian internal allocation policy
ascending

vian access-log ratelimit 2000
Interface Port-channel100

no switchport

no ip address

switch virtual link 1

mis gos trust cos

no mls gos channel-consistency
Interface Port-channel200

no switchport

no ip address

switch virtual link 2

mis gos trust cos

no mis gos channel-consistency
Interface GigabitEthernetl/1/1
no switchport

no ip address

shutdown

Interface GigabitEthernetl/1/2

no switchport

no ip address

shutdown

Interface TenGigabitEthernetl/5/4
no switchport

no ip address

mis gos trust cos

channel-group 100 mode on
Interface TenGigabitEthernetl/6/4
no switchport

no ip address

mis gos trust cos

channel-group 100 mode on
Interface TenGigabitEthernet2/5/4
no switchport

no ip address

mis gos trust cos

channel-group 200 mode on
Interface TenGigabitEthernet2/6/4
no switchport

no ip address

mis gos trust cos

channel-group 200 mode on
Interface Vianl

no ip address

shutdown

Ip classless

Ip forward-protocol nd
control-plane

line con 0

line vty 0 4

login

mac-address-table aging-time 480
no event manager policy
Mandatory.go_switchbus.tcl type
system

modlule provision switch 1

slot 1 slot-type 147 port-type 61
number 48 virtual-slot 17

slot 3 slot-type 152 port-type 31
number 48 virtual-slot 19

slot 4 slot-type 227 port-type 60
number 8 virtual-slot 20

slot 5 slot-type 254 port-type 31
number 2 port-type 61 number 1
port-type 60 number 2 virtual-slot
21

slot 6 slot-type 254 port-type 31
number 2 port-type 61 number 1
port-type 60 number 2 virtual-slot

22

modaule provision switch 2

slot 1 slot-type 147 port-type 61
number 48 virtual-slot 33

slot 3 slot-type 152 port-type 31
number 48 virtual-slot 35

slot 4 slot-type 227 port-type 60
number 8 virtual-slot 36

slot 5 slot-type 254 port-type 31
number 2 port-type 61 number 1
port-type 60 number 2 virtual-slot
37

slot 6 slot-type 254 port-type 31
number 2 port-type 61 number 1
port-type 60 number 2 virtual-slot
38

end

Kiém tra hoat dong cuia VSS sau
khi cau hinh:

6500A#show switch virtual

Switch mode : Virtual
Switch

Virtual switch domain number : 100
Local switch number o1

Local switch operational role: Virtual
Switch Active

Peer switch number 2

Peer switch operational role : Virtual
Switch Standby

6500A#show switch virtual role

Switch Switch
Status Preempt Priority Role Se
ssion ID

Number Oper(Conf)
Oper(Conf) Local Remote
LOCAL 1 UP  FALSE(N

) 100(100) ACTIVE 0 0
REMOTE 2 UP  FALSE(N

) 100(100) STANDBY 4004 1462
In dual-active recovery mode: No

6500A%# show switch virtual link
VSL Status : UP

VSL Uptime : 43 minutes

VSL SCP Ping : Pass

VSL ICC Ping : Pass

VSL Control Link : Tel/5/4

6500A#show switch virtual link port-
channel
Flags: D - down
port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)

P - bundled in

R -Llayer3  S-layer?
U-inuse N -notin use no
aggregation

f - failed to allocate aggregator

M - not in use, no aggregation
due to minimum links not met

m - not in use, port not
aggregated due to minimum links not
met

u - unsuitable for bundling

d - default port

w - waiting to be aggregated

Group Port-
channel Protocol Ports
+ + +
100 Pol100(RU) - Tel/5/4
(P) Tel/6/4(P)
200 Po200(RU) - Te2/5/4

(P) TeZ/6/4(P)

Multi-Chassis EtherChannel

M6t VSS 6 thé hd trg toi da 512 - 2
port channel (trr di 2 PO st dung cho
muc dich VSL) Cau hinh clta MEC
khong khac biét nhiéu so vai cau hinh
etherchannel thong thuGng! bDiéu
khac biét ndm & chd két ndi vat ly
(physical connectivity), mot duGng
link két nGi tGi VSS Active va mot
dudng link khac két n6i tdi VSS
Standby chassis.

Access switch:

Interface GigabitEthernetl/1/1
channel-group 10 mode on
Interface GigabitEthernetl/1/2
channel-group 10 mode on

Core switch:

Interface Port-channel10
switchport

Interface GigabitEthernetl/3/17
switchport

channel-group 10 mode on
/

Interface GigabitEthernet2/3/17
switchport
channel-group 10 mode on

Kiém tra:

6500A#sh etherchannel
summary

Number of channel-groups in
use: 3

Number of aggregators: 3

Group Port-
channel Protocol Ports

10 PolO(SU) -  Gil/3
117(P)  Gi2/3/17(P)
100 PolOO(RU) -  Tel/
5/4(P)  Tell6/4(P)
200 Po200(RU) -  Te2/
5/4(P)  Te2/6/4(P)

Switch12#sh etherchannel summary
Number of channel-groups in use. 1
Number of aggregators: 1

Group Port-channel Protocol Ports

£
7 7 7

10  Po10(SU) =
) Gil/1/2(P)

Gi1/1/1(P

VPro
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Nang cidp bang thdong mang bang

cong nghé

EtherChannel la cong nghé ma Cisco
dé xuat cho phép gom 2 hoac nhiéu
cdng lién két physical Ethernet link
thanh mét cong luén ly c6 bang théng
la téng bang thdng cua cac cong vét
ly, bén canh d6 EtherChannel con dem
dén kha nang du phong phan ciing
(physical redundancy). Bén dugi diéu
kién théng thutng thi cac dudng
physical link du phong sé roi vao trang
thai “disabled” do tinh toan cla giao
STP Root

thirc STP.

V@i cdu hinh EtherChannel, cac link sé
dugc nhom lai thanh mot port-channel
doéng vai trd nhu mdt cdng o virtual
interface duy nhat.

E

STP Root Port-channel interfaces

S

SUr dung giao thirc thoa thudn
EtherChannel

M6t EtherChannel cé thé dugc thiét
I3p thong qua 3 co ché:

PAgP - Giao thirc thuang lugng
EtherChannel doc quyén cla Cisco

LACP (IEEE 802.3ad) — Giao thiic
thuang lugng EtherChannel chuin
qudc t€ (Standards-based negotiation
protocol)

Static Persistence ("On") — Thiét
I3p EtherChannel tinh

LACP han ché tinh hubng “switching
loop” do cdu hinh sai; khi dugc kich
hoat, mot EtherChannel chi hinh
thanh sau khi 2 thi€t bi dau cudi thdng
nhat vdi nhau cac tham s6 cta duGng
EtherChannel. Tuy nhién, tién trinh
thda thudn ¢ thé gdy ra tinh trang

nPro
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overhead do Iuu lugng phat sinh thém
trong qud trinh thoa thuan va do tré
delay trong qua trinh hinh thanh
EtherChannel ban dau. V&i phuong
thirc cau hinh tinh EtherChannel ("on")
ta cd thé gidm mdc delay nhung nhiéu
su cO sé phat sinh néu ching ta cau
hinh sai cac tham s6 cta EtherChannel.
D& ciu hinh EtherChannel st dung
giao thirc LACP, mdi thiét bi d&u cudi
c6 thé hoat ddng 6 mot trong hai ché
dd active hodc passive; cic cong
interfaces cdu hinh & ché do active
mode sé& chl dong thda thudn két noi
EtherChannel. Passive interface sé &
trang thai bi dong hoi dap lai thong
diép LACP request. PAgP cling c6 cd
ché hoat dong tugng tu véi 2 ché do
tuang tu la desirable va auto.

Will an EtherChannel Form?

LACP PAGP

o e
Cau hinh dai port tham gia vao
EtherChannel:

Sli(config)# interface range f0/13
-15
Si(config-if-range)# channel-group
1 mode ?

active  Enable LACP
unconditionally

auto Enable PAgP only if a PAgP
device is detected

desirable Enable PAgP
unconditionally

on Enable Etherchannel only

passive  Enable LACP only if a LACP
device is detected
Sl1(config-if-range)# channel-group
1 mode active
Creating a port-channel interface
Port-channel 1
Sau khi thiét 1ap xong EtherChannel,
modt céng &o virtual port-channel
interface Port-channell dugc tu

EtherChannel

dong thiét lap dai dién cho logical link.
Cau hinh switchport configuration Ién
cdng giao ti€p interface nay sé anh
hudng |én cac physical member
interface thanh vién. Sau khi cau hinh,
ching ta cé thé kiém tra trang thai
dudng EtherChannel théng qua cau
Iénh show etherchannel
summary command:

S1# show etherchannel summary
Flags: D - down P - bundled in
port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R -Layer3 S-Llayer?
U-inuse f-failed to
allocate aggregator

M - not in use, minimum /inks not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports

1 Po1(SD) LACP
Fa0/13(D) Fa0/14(D) Fa0/15(D)

Phia dau con lai clia LACP
EtherChannel c6 thé hoat ddng & ché
do passive hodc active.

S2(config-if-range)# channel-group
1 mode passive

Creating a port-channel interface
Port-channel 1

Khi cac port thanh vién cla ca hai dau
dugc kich hoat EtherChannel, port-
channel interface s& chuyén sang trang
thai “up”. Ching ta ¢ thé quan sat
tham s0 thdi gian trong cac thong diép
hé thong system message sau day:
*Mar 1 00:45:50.647: %LINK-3-
UPDOWN: Interface
FastEthernet(/14, changed state to
up

*Mar 1 00:45:50.683: %LINK-3-
UPDOWN: Interface
FastEthernet0/13, changed state to
up

*Mar 1 00:45:50.691.: %LINK-3-
UPDOWN.: Interface
FastEthernet0/15, changed state to
up

*Mar 1 00:45:53.487: %LINK-3-
UPDOWN: Interface Port-channell,
changed state to up

Trong khoang 3 gidy, cac port thanh
vién sé& chuyén sang trang thai “up” va
port-channel interface ciing chuyén
sang trang thai “up” véi trang thai clia
EtherChannel s& chuyén thanh "in
use":

S1# show etherchannel summary
Flags: D - down P - bundled in
port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R -Layer3 S-Llayer?
U-inuse f-failed to
allocate aggregator

M - not in use, minimum /inks not
met

u - unsuitable for bundling

w - waiting to be aggregated

d - default port
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports

/L /L /L
T T T

1 Pol1(SU) LACP

Fa0/13(P) Fa0/14(P) Fa0/15(P)
TUr khda S cho thdy céng giao tiép
dang hoat dong & ché do layer 2; trén
mdt s6 dong thiét bi, ta cd thé ciu
hinh EtherChannel interface hoat
dong & ché do routed.

PE& so sanh tinh ndng tu dong thuong
lugng EtherChannel, ta thir thiét lap
ché& do tinh “on" mode:

Sl1(config)# no interface pol
Sli(config)# interface range f0/13
-15

S1(config-if-range)# channel-group
1 mode on

Creating a port-channel interface
Port-channel 1

S1(config-if-range)# no shutdown
LGc ndy, ching ta cd thé thdy cong
giao ti€p port-channel interface dugc
kich hoat ngay sau khi cac member
port thanh vién chuyén sang trang
thai “up” ma khong bi delay nhu trong
qua trinh tu dong thuong lugng:

*Mar 1 00:56:12.271: %LINK-3-
UPDOWN: Interface
FastEthernet0/13, changed state to
up

*Mar 1 00:56:12.287: %LINK-3-
UPDOWN: Interface Port-channell,
changed state to up

*Mar 1 00:56:12.291: %LINK-3-
UPDOWN: Interface
FastEthernet0/14, changed state to
up

*Mar 1 00:56:12.307: %LINK-3-
UPDOWN: Interface
FastEthernet0/15, changed state to
up

EtherChannel Load-Balancing

EtherChannel chi cung cap cd ché can
bang tai load-balancing dua trén tirng
frame, va khong cung cap ca ché can
bang tai dua trén bit. Switch sé dua ra
quyét dinh chuyén frame 1én dudng
lién két link thanh vién nao dua vao
két qua tinh toan hash function dua
trén mot hodc nhiéu truGng khac nhau
clia mdi frame. Chang han nhu déi vdi
Catalyst 3550 dua vao dia chi MAC
ngudn va dich clia mbi frame:

Sli(config)# port-channel load-
balance ?

dst-mac Dst Mac Addr
src-mac Src Mac Addr

Thyc hién cau |énh show
etherchannel load-
balance command dé biét ca ché& can
béng tai mac dinh source MAC address
load-balancing trén Catalyst 3550:

S1# show etherchannel load-
balance

EtherChannel Load-Balancing
Configuration:

src-mac
EtherChannel Load-Balancing
Addresses Used Per-Protocol:
Non-IP: Source MAC address

IPv4: Source MAC address

MOt s6 dong thiét bi cho phép can
bang tai dua vao thdng tin dia chi IP
hoac tham chi la dua vao théng tin
layer 4 (dinh danh port). Qua trinh can
bang tai dua vao théng tin I6p 3 va I6p
4 s€ linh hoat han vi cac thong tin nay
s8 thay d6i linh hoat va lién tuc gilp
cho qua trinh can bang tai hgp ly hon.

Hudng di cta lubng luu lugng cling
khéng kém phan quan trong nhu’ minh
hoa trong topology bén dudi:

S1 4;:6 192.168.0.1/24

254
192.168.0.0/24

Cac packet dugc dinh tuyén di vao
subnet tir S1 luon cd dia chi MAC
nguon la MAC clia VLAN interface. Néu
c6 ché can bang tai dua vao MAC
nguon (source MAC load-balancing),
thi cac frame déu sé dugc forward di
trén mot lién két link thanh vién duy
nhat, bdi vi két qua tinh toan gia tri
hash cla frame ludon giong nhau.
Trong truGng hgp nay, phucng thic
can bang tai dua vao dia chi MAC dich
(destination MAC load-balancing) tai
S1 s& hdp ly hon d&€ phan phdi cac
frame déu trén tat ca cac dudng lién
két link thanh vién.

Ngugc lai véi S1 la tai vi tri S2, ¢ ché
can bdng tai t6t nhat trén duGng
EtherChannel trong tinh hu6ng nay la
dua vao thong tin dia chi MAC ngudn
(source MAC address #ad-balancing)
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Theo doi su thay ddi trong
bang dinh tuyén Routing
table

Trong qua trinh hoc I6p TSHOOT, minh dugc biét mot
Iénh ma Cisco thém vao ban OS ver 12.0 sau khi nd la
mot trong nhitng ciu Iénh &n trong phién ban OS ver

< ip route profile

11.0. Lénh nay la:

Lénh jp route profile s€ gilp ngudi quan tri mang
theo doi va ghi lai tit cd nhiing thay ddi trong bang
dinh tuyén (Routing table), chdng han nhu thdi gian
clia tuyén dudng, 16i mang hodc khoi phuc lai hé thdng
mang.

DE kich hoat qua trinh thu thap s8 liéu, théng ké trong
bang dinh tuyén IP, chiing ta go Iénh ip route profile
G ché do global mode.

DE tit qua trinh nay, ching ta gb Iénh: no ip route
profile.

B8 Cisco'slOS

Router(co

D route profile

Eouter# show ip route profile

IF routing table change statistics:

Frequency of changes in a 5 second sampling interwal
Change/ Fwd-path Prefix MNexthop Pathcount Prefix
interwval <change add change change refresh

Ta0
1405
Z030
Z653
3Z80
3905
7020
10155
13280

Overflow

o
ol
o
o e o e e e e e e e e e e o o o }
o e o e e e e e e e e e e o o o }
o e o e e e e e e e e e e o o o }
e e s e e s e o s e e e e o e o
o e o e e e e e e e e e e o o o }
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Diéu dau tién ban nén biét rang Iénh ip route profile
cr 5 gidy s& kiém tra bang dinh tuyén mot [an va ghi
lai nhitng thay d6i ciia ndm phan ma ban thdy & hinh
trén. 5 phan doé la:

Change / interval: s6 lugng cac thay ddi da xay ra.

Forward-Path Change: S6 thay ddi trén dudng chuyén
ti€p (forwarding). Gia tri nay dai dién cho su tich tu
cla s8 Prefix dugc thém vao, thay d6i Nexthop va thay
ddi Pathcount.

Prefix-Add: Mot tién t6 prefix mdi dugc thém vao bang
dinh tuyén.

Next-Hop Change: tién t6 prefix khong dugc thém vao
hodc g& bd, nhung next-hop s& dugc thay d6i. Théng
ké nay dudc chi nhin thay véi cac tuyén dudng da dugc
cai dat trong bang dinh tuyén.

Prefix refresh: Cho biét tiéu chudn bao tri bang dinh
tuyén. Cac hanh vi chuyén tiép ( forwarding) khdng
thay déi.

Minh s& c6d mdt s6 vi du va chdng ta cung nhau phan
tich d€ hiéu sau hon vé cau Iénh nay nhé.

Vidu 1:

Routerf# show ipi route profile

IF routing table change statistics:

Frequency of changes in a 5 second sampling interwal
Change/  PFwd-path Prefix  Nexthop Pathcount Prefix
interval change add change change refresh

4
]
]
]
0
0
]
0
0
0
0
0
]
105 ]
130 ]
155 ]
zZ80 ]
405 ]
530 ]
633 ]
780 0
1405 ]
zZ030 ]
2655 0
3z80 0
3905 0
7030 0
10155 0
13z80 ]
Overflow 0O

L e e Y Y Y Y e e Y Y e Y e O e Y Y e Y e e Y e Y e Y O e Y e Y e Y o Y o Y o ]
[ s s e Y s e s e e s e e ) e e Y s e o S s o e R s e e e R
[ T e s T e Y s Y e Y e I s e s Y s N e s Y e e Y s e s e s e e Y e s e N s Y s Y Y
[ Ty s s Y e s e s s e Y s e e s e e e s e Y )

Day s6 41 & hang dau tién ( hang 0) cé nghia la gi ?
Ta sé ldy 41 x 5 = 205 ( gan 3.5 phut)

Tinh n&ng nay c* mdi 5 gidy s& xem xét bang dinh
tuyén. Co nghia la trong 3,5 phut vira qua & hinh trén
clia ching ta khdng cd gi thay ddi trong bang dinh
tuyén.

Do dd, cac con sd trong hang dau tién la rat binh
thuGng Vay nghia la gi? Cé nghia la trong 3,5 phuat
cudi khdng cé thay d6i da xay ra trén mang.

Vidu 2:

Router# show ip route profile
IF routing table change statistics:
Frequency of changes in a 5 second sampling interwal

Change/ Fwd-path Prefix Nexthop Pathcount FPrefix
interval change add change change

[
wm
[}
OO0 O00000D0D000D00D00D000D0D00000000MNW
Oo0O00DO00O0O0Oo000000000000000000000 W
s e o o e e e e o o e e e e e e o e e e e e e o s e [0
OO0 O00000D0D000D0D0D00D000D0D000000000w
OO0 O00000D0D000D0D0D00D000D0D000000000w

Ta ldy 2 x 5 = 10(s). Nghia la d& cd su thay dbi trén
bang dinh tuyén trong 10s vira qua.
Vi du 3:

Router# show ip route profile

IF routing table change statistics:
Frequency of changes in a 5 second sampling interwval
Change/ Fwd-path FPrefix MNexthop Pathoount Prefix
interwval <change add change change

780

1405
Z0z0
Z655
3JZE0
3205
7030
10155
13280
Cverflow

[
ol
o
o e e e e e e e e e s [ 0 Y
D000 o0o0o0O0O00000000000R o000 000 008 W
e s e [ e e e e e e e e e e e e e e e e S
o T e e e e e e Y 4
o e e e e Y e e e o e e e e e Y Y e e e e Y e [ e Y

H&y nhin k¥ vao dong s6 30 va luu y rang da c6 nhiing
thay d6i da xay ra tir gidy 30 dén gidy 54 théng qua 5
gidy trong moi cot III va V. Piéu ndy tat nhién nguy
hiém bai vi mét s6 lugng 16n cac thay d6i trong 5 gidy
trén bang dinh tuyén. C4 thé cé van dé vai hé thdng
mang cla ban va van dé thudng gdp nhat do la dinh
tuyén bi loop ( routing loop).

Nguoi bién soan: Phan Thanh Phong
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Cach so sanh cac dong
Iénh cua Cisco

Trén trang web hd trg ctia Cisco cd mdt 1énh ma chiing
ta cd thé str dung dé so sanh nhitng thay déi da dién
ra gilta cac thiét lap cho Startup-configuration va
Running-configuration. Va hém nay chdng ta néi vé
lénh nay vi tién ich tuyét vai cia nd dé kham pha ra
mot s& 16i ma doi khi s& xuat hién trén cac phan ciing
cla cac thiét bi Cisco.

Bai viét nay sé gidi thiéu phuong thiic so sanh cac thiét
lap trén NVRAM vdéi cac thiét 1ap trong bo nhé RAM.
Cac ban sé haéi tai sao minh phai lam su so sanh
nhu vay?

DE tra 16i cau hdi nay minh s& yéu cau cac ban viét mot
sO Iénh trén router nhung gia s ban quén nhirng Iénh
muodn go. Va minh mudn biét néu ban thuc hién |énh
copy cac cau lénh tr Ram vao NVRAM hay bat ky van
d@ hodc xung dét cd thé s& xay ra cho ban.

V& |gi ich th(r hai, gid si rdng cac router da xay ra mot
van dé va ban muon lay mét ban sao copy cla cac thiét
Iap hién cd trong may chu TFTP. Nhung trudc khi ban
lam diéu nay, ban c6 mudn biét nhitng thiét 1ap da
dudc thay déi trong qua trinh ta 1am viéc véi thiét bi
nay hay ko?

Néu lam theo cach nay, minh khuyén cac ban hay

download phan mém Compare It. No sé giup ban so
sanh gilra cac tap tin va chi ra sy khac giau giita ching.

Vi 'du trong 1 bai LAB: Minh sé dat vai thiét lap cho
Router bao gdbm dat dia chi IP cho cdng FastEthernet
va slra hostname cua router thanh nettips.

BAOTAD CHUYEN GIA QUANTRI MANG QUGC TE

Minh sé go |énh Show archive config differences
system:running-config nvram:startup-config &
Privilege Mode

" show archive config differences system:running-config nvram:startup-config

va sau khi Iénh show bat dau chiing ta sé so sanh giira
hai dong Iénh trong hinh bén dudi:

nettipps#Se confiy differences system:running-config nvram:startup-config
Contextual Config Diffs:
+hostname Cisco

interface FastEthernet0/0

+ip address 192.168.2.1 255.255.255.0

-hostname nettipps

interface FastEthernet0/0

-no ip address

-shutdovm

nettipps#

o A\

Dau “+" trudc cac chir nghia la cac thiét 1ap nay & trén
phan NVRAM con dau “-" nghia la phan thiét [ap nay &
trén RAM hodc la Running-config.

Cau lénh Show archive config differences khong
chi so sanh gitra cdc NVRAM va RAM, ma con c6 thé so
sanh cac phan khac, bao gom ca TFTP. Ching ta ¢
mot danh sach cac tuy chon ma ban cé thé dung dén:

unreachable sau moi 500 milli-gidy ( 1/2 gidy), d6
chinh la ly do 1 trong 3 thong diép hoi dap tir router
s€ rgi vao trang thai “timeout” tuang Ung vai ky tu “*"
trong hinh minh hoa phia trén vi router ngam dinh da
“drop” bo packet thir 2.

nettipps#tshow archive config differences ?

archive: [filel path]
cns: [filel path]
flash: [filel path]
ftp: [filel path]
http: [filel path]
https: [filel path]
null: [filel path]
nvram: [filel path]
pram: [filel path]
rcp: [filel path]
scp: [filel path]
slot0: [filel path]
system: [filel path]
tftp: [filel path]
xmodem: [filel path]
ymodem: [filel path]

| Output modifiers
<cr>

Cau lénh sau day s& thay d6i khoang thdi gian cac
thdng diép ICMP unreachable dudc tao ra (c6 thé gui
1 packet c(r mdi 100 ms):

R5#conf t
R5(config)#ip icmp rate-limit unreachable 100

Céc cau lénh sau dugc ho trg tir phién ban I0S 12.4(2).

clear ip icmp rate-limit
show ip icmp rate-limit
nettipps#show archive config differences
Contextual Config Diffs:

t+hostname Cisco

interface FastEthernet0/0

+ip address 192.168.2.1 255.255.255.0
-hostname nettipps

interface FastEthernet0/0

-no ip address

-shutdown

.Sau khi tinh chinh, tién trinh trace route dién ra hoan
tat ma khéng cd bat ky dau hiéu “timeout” nao:

Nguoi bién soan: Phan Thanh Phong

Nguyén nhan tién trinh
“trace” bi «timeout»

Tinh nang ICMP Rate-Limit gidi han s6 lugng goi tin
«ICMP destination unreachable» ma router c6 thé hdi
dap nén doi khi ta sé thay tién trinh «trace» hién thi
trang thai «timeout».

Nguoi bién soan: Bui Quoc Ky

Tinh nang “ICMP Rate-Limit” gilp bao vé router khoi
nguy cd tan cong tur choi dich vu Deniel-Of-Service
bang cach gidi han s6 lugng ICMP packet ma router c
thé& guri ra khoi mot Interface. Méc dinh thi router chi
cd thé gui di mét thdng diép ICMP destination

YnPro
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Giai phap Cisco Voice Over
IP

Ngay nay cac doanh ngiép dang cé nhitng ha tang mang truyén dir
liéu, mang thoai, va mang phuc vu cho truyén video riéng ré dang
tim nhitng con duGng tGi uu cho viéc tich hgp chdng vdi nhau. Viéc
khai thac va tan dung ha tdng mang IP sin c6 dang la xu hudng
tich hgp cho cac doanh nghiép trong va ngoai nudc.

Trong moi trudng lam viéc hién nay, da so cac doanh nghiép cé hé
th6ng mang thoai riéng biét véi viéc sir dung cac tdng dai PBX
(Private Branch Exchange), trong khi dé van ton tai song song
mang truyén dir liéu dua trén nén IP. Viéc xay dung hé thong tich
hgp VoIP gitip mang lai nhiéu Igi ich cho doanh nghiép nhu :

—Tan dung tai nguyén san cé nhu duding truyén, may chd, thiét bi
~Giam chi phi cudc vién thong

—=SUr dung cac dich vu gia téng nhu Call Waiting, Call Transfer,
Conferencing, Voice Mail, Fax Messaging, Text-to-Speech (TTS),
Interactive Voice Response (IVR)...

IPPhone  Softphone

Céc thiét bi cén cho viéc tich hop va phét trién dich vu VoIP cua Cisco

Nhu vy, mét Doanh nghiép trudc khi dua dén quyét dinh c6 thé
tich hgp hé théng hay khong can phai hoi tu da yéu t6 vé ha tang,
vé gidi phap, dao tao nhan vién, hudng dan st dung cho ngudi
dung,.. va quan trong la can bang Igi ich va chi phi dau tu.

V& dao tao, Cisco khuyé&n nghi mét k§ su trién khai Cisco VoiP can
phai trai qua cip do6 thap nhat 1a CCNA Voice va c6 thé nang cao
dan CCNP Voice va cuGi cung la CCIE Voice. Nhu' mot nén moéng
ban dau, CCNA Voice cung cap nhitng kién thiic vé kién trdc, cac
thanh phan, chic ndng cia mét hé théng thoai trén nén tang IP
va giai phap truyén thdng hgp nhat ctia Cisco. Bén canh do, chuong
trinh con trang bi kién thiic v& gidm sat va mé réng cla téng dai
Cisco, chirc ndng hop thu thoai va hdi nghi truyén hinh. CCNA Voice
chitng nhén c&p dd cd ban vé viéc quan ly, trién khai cac cdng nghé
thoai trén nén IP nhu téng dai IP PBX, dién thoai IP, thiét bi cAm
tay, diéu khién cudc goi va giai phap hdp thu thoai.

CCNA Voice trang bi kién thific nén tang va nhifng tinh nang dua
trén cau tric Cisco Unified Communication Callmanger Express véi
quy md doanh nghiép vlra va nhd (~450 users). Va nhitng khai
niém va cau hinh co ban dua trén ki€én trdc Cisco Unified
Communication Callmanger Server véi quy mé doanh nghiép 16n
(~80000 users). Vdi Nhitng kién thirc va thuc hanh lab thuc té gitp
hoc vién cé du tu tin trién khai giai phap IP Telephony cho doanh
nghiép vira va nho.

truy cap vao website VnPro d€ biét thém chi tiét.

nPro
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VnPro thay doi nhan su
chu chot

H6i d6ng quan tri Trung Tam Tin Hoc VnPro vira ¢ quyét dinh bd
nhiém cac nhan su chinh trong nong cét lanh dao cla Trung tam.
Theo VnPro, su' thay di nay 1a thich hgp va cé Igi nhat cho nhitng
muc tiéu chién lugc trong 5 nam tdi dong thdi hudng dén su’ phat
trién &n dinh cla trung tdm trong giai doan 2015 — 2020.

Th? tr tir tréi qua 1a Ong Quéng Thanh, Ba Kim Thoa, Ong Minh Tuéh,
Ong Hoang Tuén

Cu thé, Ba V& Thi Kim Thoa dam nhiém chirc vu Gidm B&c Trung
Tam. Trudc khi budc |én vi tri nay, Ba Kim Thoa da dam nhan chdc
vu Phé Gidm déc Trung Tam va 1a nhan su’ gan két dong hanh véi
VnPro trong su6t han 10 ndm qua.

Ong Pham Hoang Tuan ndm gif cuong vi mdi la Trudng Phong
Kinh Doanh. Trong su6t han 5 nam cdng tac, lam viéc tai day, 6ng
Hoang Tuan cling la 1 giang vién giau kinh nghiém vé thuc t€, da
giang day cac khoa hoc Cisco va dat nhiing chirng chi quoc té nhu
CCNA, CCNP, CCIE Written Routing & Switching...

Hoi déng quan tri cling dua ra quyét dinh b6 nhiém 6ng Tran
Quang Thanh gitr chiic vu Trudng Phong Du’ An Pao Tao, vdi kinh
nghiém dao tao va lam viéc cho cac cong ty I6n nhu HPT, Saigon
CTT, EIS, DATA CRAFF, SBD, ... VGi cudng vi mdi, VnPro va 6ng
Thanh rét ky vong su hdp tac nay s& lam phat trién ddi ngli dao
tao, nang cao nang luc dao tao Ién hon nira.

Ong Pham Minh Tuan gilf cuong vi mdi 1a Trudng Phong Ky Thuét,
vGi cong viéc mdi 6ng Minh Tuan sé€ quan ly ky thuat cta VnPro,
phét trién ha tAng, ndng cap phong may va ap dung céc ky thuét
mdi vao quan ly CNTT.

Ba Nguyén Thi Nhat Thy gilf chiic vu K& Todn Trudng va ciing 1a
Trudng phong Tai Chinh Téng Hgp ctia Trung Tam, mot mat xich
rdt quan trong trong can bang tai chinh, thda thudn hop tac va
quan ly nguén nhan luc phu hgp vdi tinh hinh tang trudng trong
thai gian tdi.

Véi su' thay déi I6n vé mat nhan sy’ [an nay, trong giai doan ké tiép
VnPro sé thuc hién cac k€ hoach dai han tir nay dén hét 2020.
VnPro dat muc tiéu tang trudng 200% trong 5 ndm tdi, gilr virng
vi tri la Trung Tam dao tao vé quan tri mang I8n nhat trén ca nudc,
cung cap nhan luc IT chat lugng cao cho thi truGng lao dong trong
va ngoai nuéc.

Theo VnPro.

HOC VIEN TIEU BIEU i

Phong van anh Pham
DPang Anh Khoa

1. Anh c0 thé gidi
thiéu doi nét vé
ban than duoc
khéng? Hién tai
anh dang céng
tdc ¢ don vi ndao?
Chao ban, minh
tén la Pham Pang
Anh Khoa, la sinh
vién khoa cong
nghé thong tin trudng Pai hoc Qudc té truc thudc trudng PHQG
TP.HCM. Minh vira mdi hoan thanh xong dat thuc tap tai VnPro vao
thang 11 vira qua. Trong thdi gian thuc tap tai VnPro minh da rat
may man khi dugc VnPro tao diéu kién tham gia chuyé&n tham quan
thuc té trung tam diéu hanh mang toan cau cla tap doan KDDI,
mot tap doan vién thong I6n clia Nhat Ban va tng tuyén vao vi tri
ky su giam sat hé thng mang tai cong ty nay, hién tai minh da
dugc nhan vao lam tai KDDI.
2.Anh gan bo vdi linh vuc céng nghé théng tin duoc bao léu roi?
Anh co ké hoach gi cho tuong lai hay chua (ndng cao chuyén mon)?
Minh gan bd vdi linh vuc nay dugc 7 ndm rdi. Sap tdi ngoai viéc ¢
gdng hoan thanh t6t c6ng viéc ctia minh tai KDDI, minh hy vong
6 thé tiép tuc tim hiéu kién thic chuong trinh CCNP va hoc thém
vé bdo mét d& nang cao kha ning hiéu biét, xtr Iy su 8 hé théng
mang quy mo I8n va bao dam an toan thong tin cho hé thdng.
3. Trong vé van ung vién, anh di chudn bi CV va céch tra Ioi phong
vén nhu’ thé nao dé gdy an tuong vdi nha tuyén dung KDDI?
Trudc khi viét CV minh da tim hiéu vé cdng viéc va nhitng ky ning
can co cta 1 ky su’ gidm sat hé th6ng mang. Sau d6 minh ¢ géng
viét CV mot cach ngdn gon va néu rd nhitng diém manh, kinh
nghiém, trinh d& ctia minh sao cho phu hgp véi nhu cau tuyén dung
cling nhu nhitng d&c diém yéu ciu cua cdng viéc. Chadng han minh
da liét ké 1 s6 mon hoc da hoc trong trudng lién quan tdi mang,
kinh nghiém vé bao mat va kha nang cau hinh windows server,
router, switch cé dugc nhd hoc MCSA cua Microsoft va CCNA cla
Cisco, trong qua trinh hoc & trong truéng néu cé d6 an nao lam ma
lién quan téi mang may tinh minh cling néu tém tat ndi dung cla
dd &n d6 dé thu hit su’ quan tdm cua nha tuyén dung. Ngoai ra
minh con dua ra nhitng ky nang c6 dugc phu hgp véi yéu cau cong
viéc nhu ky nang nghe, ndi, doc, viét ti€éng Anh vi cong viéc cla
minh sau nay s& can phai giao ti€p vdi ngudi nudc ngoai nhiéu, ky
nang lam viéc nhém, ky nang xtr ly su’ cd hé thdng...
DE 6 thé phdng van thanh céng, ngoai viéc cung cd lai kién thic
chuyén mén minh ciing danh thdi gian dé tim hiéu vé van hda cong
s@, thai do lam viéc clia ngudi Nhat va cach dé cd thai dd ing xur
phu hgp trong budi phong van véi cdng ty Nhat. Qua viéc tim hiéu
minh biét 1a ngudi Nhat khong thich tré gid, ho thudng dén sém
15 phut, ho rat coi trong cach an mac & bén ngoai va rat chu trong
I& nghi. Vi th& minh d& di sém khoang 1 tiéng trudc gid phdng van,
&n méc lich su' va cli chao nha tuyén dung Nhét trudc va sau khi
phdng van. Khi ldng nghe va tra 10i phdng van minh nhin thang vao
ngudi phdng van va ¢§ gang dua ra nhiing cau tra I6i ngan gon,
truc ti€p vao ndi dung cau hdi. Ngoai ra nhd viéc doc dugc cudn

sach "USc ma cla ban nhét dinh s& thanh hién thuc" cla bac
Inamori Kazuo, ngudi thanh 18p nén cdng ty KDDI, minh ciing hiéu
thém v triét ly ctia cdng ty va thé hién nhirng tinh cach clia minh
sao cho phu hgp vdi van hda cla ho. Sau khi phong van xong du
khong biét dau hay rét minh van gl thu cdm on nha tuyén dung
dé& thé hién su biét on vi ho da danh thdi gian d€ phéng van minh.
4. Theo anh, chung ta cén tich I0y nhiing kién thuc, nhiing ky néng
gl khi con ngdi trén ghé nha truoing va khi theo hoc b6 tro thém &
bén ngoai?

Theo minh, sinh vién nén c§ gdng hoc tap va tich Illy cang nhiéu
kién thiic trong qua trinh hoc tap & trudng dai hoc cang t6t. &
truGng cac ban sé dugc day kha nhiéu mén hoc vé nhiéu mang
khac nhau trong cong nghé thdng tin, diéu nay gilp cac ban co
dugc 1 nén tang kién thic kha rong va linh hoat trong viéc lua
chon linh vuc minh s& theo dudi, ngoai ra cac ban c6 cg hdi trao
doi 1 s6 k§ ndng quan trong nhu ky nang thuyét trinh, lam viéc
nhom, viét bai luan. Diéu nay sé gilp ich rat nhiéu trong cong viéc
cla cac ban sau nay. Trong qua trinh hoc tap & truGng cac ban
cling nén di hoc thém & bén ngoai chuyén sau vé 1 linh vuc ma cac
ban dinh theo dudi, néu cdc ban mudn lam bén linh vuc mang cé
thé& hoc thém dé 18y cac chimng chi CCNA, CCNP, MCSA, MCSE, sau
khi d3 cé nén tang virng chdc can ban vé mang tir CCNA, MCSA va
céc ban ¢6 hiing thi v& bdo mat cd thé hoc thém CCNA security,
CCNP security, cdc ban quan tdm t6i an ninh mang cé thé hoc thém
vé CEH, CISSP, CHFI...Song song vdi qua trinh trau doi cac ky nang
chuyén mon, cac ban cling nén danh thai gian hoc thém tiéng Anh.
Nhu vay sau khi ra trudng véi tdm bang dai hoc, nhiing k§ ndng
mém co6 dugc, trinh d0 ky thuat chuyén sau, va kha nang giao ti€p
ti€ng Anh luu loat thi co hdi nghé nghiép clia cac ban sé rat rong
md. Trén day 13 nhitng suy nghi, chia sé ctia minh véi c&c ban, mdi
ngudi 6 thé cé 1 con dudng khac nhau dé dan tdi thanh cdng,
nhifng y ki€n ctia minh chi la tham khao, nhung du ban di con
dudng nao hdy c6 géng, nd luc mot cach kién tri va bén bi, minh
tin 13 cac ban déu sé sém dat dugc nhitng uGc ma ctia minh. Chic
cac ban thanh cong!

5. DE trd thanh chuyén vién quan tri mang gidi thi c&n cd nhiihg
kién thuc, ky nang va té chét gi?

D& trd thanh mdt chuyén vién quan tri mang gidi, theo minh nghi
dau tién can phai c6 dugc nén tang kién thic that vitng vang vé
mang va cach thdc hoat dong clia mét hé thong, thudng xuyén cap
nhat kién thirc vé nhitng c6ng nghé mdi dugc hodc s€ dugc dung
trong hé théng mang, tim hiéu ky cang vé diém manh, diém yéu
cling nhu nhitng nguy cd vé mat an toan théng tin clia cong nghé
nay trudc khi quyét dinh trién khai nd vao hé thng cla ching ta.
MOt khi d3 trién khai 1 tinh ndng hodc 1 cdng nghé nao doé vao hé
th6ng thi can phai thudng xuyén cap nhat cac ban va 16i va nhanh
chéng cip nhat céc thdng tin vé nhitng su’ c8 co thé xay ra dbi véi
cdng nghé nay (néu cd) dé c6 nhitng phuong phap x ly phu hop
s6m nhat c6 thé. Ngoai ra chuyén vién IT ciing phai chuén bi sén
nhiéu phuong &n dé du phong va d6i phd vdi céc su' ¢ hé théng,
thuding xuyén gidm sat hé théng dé phat hién ra nhitng dau hiéu
bat thudng, ludn gilr minh chi dong, tranh thé bi dong trong moi
tinh hudng nhdm cd thé dam bao va duy tri dugc thdi gian kha
dung va chét lugng dich vu mang cao nhéat cé thé. Béi véi minh,
s’ can than, kién nhan, tinh than ky luat, kha ndng nhanh nhay
trong x( ly su’ cd va su tim hiéu, hoc hdi khdng ngimng chinh 1a chia
khda, 1a nhitng yéu t& can thiét d& cd thé trd thanh mét chuyén

vién quan tri mang t6t trong tucng lai.
nPro
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Trién khai AAA trén
Router

O cac dong Router va Switch méi ctia hdng Cisco, méc dinh giao
dién diéu khién déu dugc bat 18n san, vi vay ban c6 thé truy cap
bang sgi cdp xodn d6i vao thiét bi ma khong can béat cir password
nao.

Trudce khi bat dau véi viée xac thuc va Gy quyén, ching ta cing 6n
lai 1 vai ki€n thic cii. Cisco IOS CLI c6 hai cG s ché do 1énh sau
day:

User EXEC mode — Router> (d3u “>" & cudi).

Privileged EXEC mode (enable mode) — Router# (dau “#" & cudi).

Ching ta s€ cdu hinh cac tinh néng AAA trén R1 va sau do telnet
tlr R2 dén R1 dé kiém tra anh hudng dén qua trinh thdm dinh va
cho phép két ni bang day console,VTY va AUX. Trudc tién ching
ta phai kich hoat hé th8ng ki€ém soat truy cap AAA, day |a mdt hé
th6ng mdi, bang cau lénh :

R1(config)#aaa new-model

Enter thém mot [an nifa, yéu cau nhap password cho R1 sé hién ra

Router bat ddu qua trinh xac thuc cho user(§ day user co tén la
netcontractor) sir dung phudng phap mac dinh la enable
password (Method=ENABLE). Mac dinh dugc thuc hién bdi vi cau
Iénh aaa authentication enable chua dugc xac dinh. Tiép theo,
Router s& guii mot yéu cau GETPASS dé nhic nha vé méat khau.

Trong trudng hdp nay enable password |a netcontractor, sau do
chiing ta nhan Enter.

Qua trinh két ndi béng console khdng cd gi thay ddi, van khéng co
su' xac thuc va Uy quyén, chi can bam Enter hai [an. Thuc hién Iénh
Iénh enable secret password cho su xac thuc VTY va AUX LOCAL
dugc kich hoat & privilege level 1 (dua trén cc sG dir liéu tén
ngudi dung cla Router). Tén ddng nhip va mat khdu can phai
dudgc xac dinh trén cac Router, enable secret password ching
ta s& dé level 15, néu khdng co Iénh nay .Mbét thong bdo dudc
hién thi : “% Error in authentication.”

Bay gid chlng ta tién hanh g6 I&énh nay trén R1 va cung nhau xem
nhifng gi dang xay ra khi telnet tir R2:

Luc nay Router hién ra dong chi ‘Permanent Local- day chinh
la phuong phap mac dinh da dugc kich hoat khi chiing ta nhap Iénh
aaa new-model.

\ P . ®
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Router sé€ ti€p nhan password vira nhdp vao, néu diang vdi
password mdc dinh. N6 sé hién ra thong bao truy cap thanh cong

Chung ta tién hanh g6 Iénh bén dudi vao R1:

sau d6 tén ding nhap va méat khiu xac thuc ( trong trudng hgp
nay méat khu 1a rong) dugc gui di tir R1

Router sé st dung phudng phap mac dinh bdi vi khéng cd phuang
phap nao khac dudc st dung- vi vay khi ngusi dung nhap |énh
enable no s€ dugc dua dén cap privilege level 15.

Trong trudGng hgp nay ching ta sé xac nhan va cho phép truy cap
vao bdng day console (két nGi bang cap dong truc) khdng chi nhap

Iénh aaa new-model ma ching ta phai cho phép xac thuc cho
line 0 mot cach ro rang. Nhitng Iénh dudi day sé dua user vao
level 15 sau khi nhap tén username va password.

e

Vay uy quyén cho VTY line thi thé nao? Ching ta mudn dugc uy
quyén cho ngudi stf dung vay khi ta dang nhdp vao qua dudng
VTY (telnet hodc ssh) dén cac router vGi username va password,
ching ta sé tu dong dugc dat trong ché do privileged EXEC
mode level 15. Giai phap rat daon gian, chi can mét dong Iénh ma

Khi chiing ta truy cap va nhadp username, password vao router vdi
phuong phap mac dinh tir trudc. User netcontractor s€ dugc dat
vao privilege level tuang 'ng dua trén Iénh d3 dugc cau hinh tir
trudc.

Nguoi bién soan: Phan Thanh Phong

Cau hinh NAT/PAT trén
Cisco ASA 8.4

Trong bai viét nay, ching ta s& trién khai cac yéu ciu ciu hinh
NAT/PAT nhu sau:

= 192,168.1.x/24 s dung outside interface IP cho tién trinh
Dynamic PAT

= 192,168.1.2 TCP Port 80 sé dugc s dung trong ti€n trinh
chuyén d6i static PAT thanh 1.1.1.3 Port 80

= 192.168.1.3 s& dudc trién khai trong static NAT (one-to-one)
hodn déi thanh 1.1.1.3

Luu y: Hai yéu cau bén dudi co vé bi xung dot véi nhau nhung

van hgp 18, néu luu lugng téi TCP port 80 clia 1.1.1.3 s& dugc

chuyén hudng téi 192.168.1.2. Moi luu lugng con lai géi téi 1.1.1.3

s& dudc chuyén hudng tdi 192.168.1.3.

Inside Outside
152.168.1.x/24 = PAT to Outside Interface IP

j — | Internet

192.168.1.3 ¥ STATIC NAT 1.1.1.3

M}Qu: port B0}

E

D3&i vdi cac phién ban ASA version 8.2 trd vé trudc, ching ta trién
khai NAT/PAT nhu sau:

nat (inside) 1 0.0.0.0 0.0.0.0
global (outside) 1 interface
static (inside outside) tcp 1.1.1.3 www 192.168.1.2 www netmask

255.255.255.255
static (inside,outside) 1.1.1.3 192.168.1.3 netmask
255.255.255.255

//ACL Entries—Note the translated addresses

access-list outside_access._in extended permit tcp any host
1.1.1.3 eqg www

access-list outside_access._in extended permit tcp any host
1.1.1.3 eq smip

access-list outside_access._in extended permit tcp any host
1.1.1.3 eq https

access-list outside_access._in extended permit icmp any host
1.1.1.3

access-group outside_access_in in interface outside

Trong vi du nay, chdng ta can cdu hinh cac cau lIénh NAT/PAT
theo th(r tu tr trén xudng.

ciscoasa(config)# static (insideoutside) tcp 1.1.1.3 80
192.168.1.2 80

ciscoasa(config)# static (insideoutside) 1.1.1.3 192.168.1.3
WARNING.: mapped-address conflict with existing static

TCP inside:192.168.1.2/80 to outside:1. 1. 1.3/80 netmask
255.255.255.255

D& trién khai NAT va ACL trén ASA version 8.4, ta ciu hinh nhu
Sau.

//object definitions

object network obj_any

subnet 0.0.0.0 0.0.0.0

object network obj-192.168.1.2

host 192.168.1.2

object network obj-192.168.1.3

host 192.168.1.3

//NAT Assignments

object network obj_any

nat (inside,outside) dynamic interface

object network obj-192.168.1.2

nat (inside,outside) static 1.1.1.3 service tcp www www
object network obj-192.168.1.3

nat (inside,outside) static 1.1.1.3

//ACL Interface Binding

access-group outside_access_in in interface outside

//ACL Entries—Note the real IP address

access-list outside_access _in extended permit tcp any host
192.168.1.2 eq www

access-list outside_access _in extended permit tcp any host
192.168.1.3 eq smitp

access-list outside_access _in extended permit tcp any host
192.168.1.3 eq htips

access-list outside_access _in extended permit icmp any host
192.168.1.3

Nhu ching ta c6 thé thay, hé thdng ciu lénh cdu hinh NAT trong
ASA 8.4 thay ddi rat nhiéu so vdi phién ban ASA 8.2 va cac phién
ban trudc dé.

Nguoi bién soan. Bui Quéc Ky

VnPro
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Cach mac do phu hop vé sac do

DE b két qua t8t nhat, moi mau sic trong bat clr
mot b6 trang phuc nao nén phu hgp vé murc do
sang hay t6i cla tirng mau. Ban cé thé két hop
mau sang véi mau sang, mau nhat véi mau nhat...
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Cac mau dé6i dién nhau trén vong tron mau sac
thudng bd sung cho nhau.

Dung nhirng mau sac bé sung cho nhau
Cac mau dbi dién vdi nhau trén vong tron mau sac
dugc coi la bd sung cho nhau, nhu doé va xanh 13
cay, vang va hong, xanh duong va cam. Két hgp
hai hoa cac mau vdi nhau la mot dau hiéu cta su
tu tin, am hiéu v& cach 8n mac va biét tao an
tuong riéng. Vi du, ban sé cam thay tu'tin khi budc
ra dudng véi mot cdi ca vat cam thanh lich va
chiéc sdmi xanh duaong trang nha.

Chon giay

Chon giay phu hgp véi quan cta ban, hodc it nhat
phai t6i mau han

Tat thi khong can phai phu hgp vdi giay. Tat chi la
phu kién dé di bén trong thoi.

Khi ma deo that lung thi nhd la phai hop véi giay

Déang mi giay bang, thang sé gilip che bét khuyét
diém cla ban. Tranh tuyét déi miii nhon va cong
bdi nd sé lam ban thap han day.

\ o (")
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V& mau sic, khong nén chon nhiing mau sang
hoac mau diéu da. Nhitng mau dé vira khé két hgp
quan do vua gay chud y. Nén chon mau nau hodc
den sé tot han nhiéu.

Ngudi thap:

Nén chon giay miii vuéng. Giay mii nhon chi phu
hap khi ban cao va 6ng quén cd thé phu gan hét
giay. Néu ban nho con ma dbi giay lai qua to hay
dai, trong ban sé hai giéng chang hé. Nén tidng
thém chiéu cao cho giay va mdc quan dai phua che
got giay.

C6 thé dung ca vat, day chuyén hay mi dé€ khudn
mat trd thanh trong tam cla su chd y thay vi chiéu
cao.

V@&i ngudi nhé con, nhitng hoa ti€t I6n trén trang
phuc sé nhan chim ho. Nén chon hoa tiét nho thoi,
c6 mau trdng hay den.

Hay c6 gdng dung hoa tiét can xirng vdi voc dang
cla ban.

Nén mac quan c6 ha day ngan (ha day la khoang
cach tir diing quan dén cap quéan) dé chén cd vé
dai hon.

Chon kiéu cd &o thanh manh. Loai ¢ I8n sé& khién
co thé ban khdng cén xding. Néu qué thap, ban
nén kiém loai ca vat khd nhé va ngan.

Ngoai ra, ban cling nén chil y mét chit dé két hop
vd@i quan ao phu hgp nira.

Chon cravat

Néu can thiét d&€ phu hgp méi trudng cong viéc
ma van thdi trang thi ban hdy chon nhithg miu
cravat ban nho tir 3,5-4cm

Phom nguGi nho nén tranh nhitng dao sG mi toi
mau. Néu co thé, ban hdy chon cho minh nhitng
chiéc 4o ké. Tuy theo su 18p ghép dé chon loai ké
mau, ké thua hay ké nhuyén sao cho hgp ly. Loai
ké doc may phom do vira gon vai mdc vdi quan au
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ding khong ly sé la gidi phap hitu hiénu cho ban
day.

Néu mudn tao cdm giac cao hon vé hinh thé, hay
chon chat liéu ké chim, xudc mg theo chiéu doc.
Loai nay nén két hgp véi do pull, 4o sG mi tran mot
mau, ban sé tu thdy minh gon hon, cao hon va
cling nam tinh han.

S0’ mi body: VGi nhitng chang nho bé thi s6 mi cd
dién sé khién chang cang “chim” han, vi vdy sc mi
body dang hai 6m (nhung khong phai bo sat nguai
nhé), vat bang cung chat liéu tho la Iua chon s6 1
danh cho ban. Vé&i trang phuc nay ban cé thé
“ddéng thung” cung quay tay khong ly hay quan
tho déu rat okie.

N&u van thay kho chon Iua, thi dé nhat 13 lua chon
cho minh mot chiéc 4o sG mi trang.

Ao sa mi trang hop véi moi thir

Sc mi trdng cd thé 8n nhap véi moi trang phuc
clia ban, ddc biét nhitng th& don sac ma ban
khéng chac la ching cé hdp nhau hay khdng. Hay
cho chdng di doi véi mot chiéc ca vat hoa van sang
mau hodc mot chiéc do len méng c¢d chif V mau

xanh lam. Ca hai cach ay la su’ két hgp hoan hao
va tinh té.

Va ban cling nén nhd rang mot chiéc do somi
trang c6 dién, vira van khdng bao gi¢ bi coi 13 I0i
thai.

Chuc cac ban vui vé!

(o I LS, )
Chiec xe trong mo kieu Bill Gates %
A

Tai mét trién 13m tin hoc, Chu tich Microsoft Bill
Gates da so sanh cdng nghiép phan mém vai cong
nghiép xe hai nhu sau: "NEu General Motors (GMC)
phat trién cdng nghé cho xe hai nhu cdng nghé
phan mém thi hién nay ching ta dd c6 thé mua
nhitng chiéc xe gia 25 dola, di 1.000 dam vdi 1 lit
xang".

D& phan hdi I5i binh luén cua Bill Gates, GMC tuyén
b3: "Néu General Motors da phéat trién coéng nghé
nhu Microsoft, ching ta sé di trén nhirng chiéc xe
c6 cac dic diém sau:

1. Xe van chay, nhung cd vao dugc xa 16 hay khdng
la cad mot van dé.

2. Mbi khi dudng s& dudc nang cdp thi ban phai
mua mot chiéc xe mdi.

3. Xe cla ban sé lién tuc chét may trén dudng
khong vi ly do gi ca. Ban phai khdi dong lai xe va
bat dau tur nai xuat phat.

4, Chiéc xe s€ giéng nhu cb gido gia cua ban, lién
tuc bat bé va doi ban xin 10i, néu khdng nd sé dirng
ira.

5. Chiéc xe ddi mdi ban vira mua hom qua thi hém
nay da trd nén nuc cugi.

6. Bon an cap sé ngdi trong xe clia ching va "nhoi"
cho ban nhitng hoa daon 1€ phi giao thdng khéng 19,
trong khi ban chang tham gia giao thong mot phit
nao.

7. Dén bdo hét xang, qua nhiét d6 va muc binh
dién dugc thay thé bang den bao hiéu "general car
default".

8. Khi xay ra tai nan, hé thong tudi khi bao vé cla
xe sé hoi ban: "Are you sure?" trudc khi bung ra.

9. Ban s& bdm vao nut "Start" dé tat may.

J
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switchport trunk allowed vian 10,11
switchport nonegotiate
Interface gig x/x

description Link-to-SecondaryBridge
switchport trunk encapsulation dotlg

ISP-A ISP-B

Chuan kién tric ha tdng mang 16p 2

Céc topology bén dudi md ta qua trinh di chuyén cua ludng

luu lugng trong subt qua trinh xay ra su c6 sé minh hoa ' ﬁ switchport mode trunk
nhitng d3c diém ndi bat cla kién tric ha tAng mang I6p 2 A dFe switchport trunk allowed vian 10,11
= ol switchport nonegotiate
chuan. o interface gig x/x
i description Link-to-Server
P By switchport mode access
. v switchport access vian 10
_Lf..m,k Z0F waroncnama switchport nonegotiate
B v spanning-tree portfast

@ vian 1z
[0 vuan13
W vian 14

Distribution Switch

Do 1o T e spanning-tree etherchannel guard misconfig
e MOt s§ giao thitc du phong dugc st dung tai I6p 2 la spanning-tree mode rapid-pvst
o 5 aeT de Rapid-PVST (802.1w) holc MST spanning-tree priority vian 1-4094 0
B o panning-iree mode Rapi (802.1w) - hogc spanning-tree portfast bpduguard default
O wan1a A H A N 4 Ay nre pY . .
:O: e Lubrng di chuyéh cia luts luong nés dung Trunk gép sur 6 (802.1s). Trong sG d6 minh hoa trén thi cac két ndi du’ phong /nte/féce' gig {(/x '
déu hudéng téi secondary root bridge s& bi “block” lai. description Link-to-AccessSwitch
) ~ s , , N n . switchport trunk encapsulation dotig
Cisco khuyén nghi dudng kinh cua STP khong nén vugt qua
Y gnt g g >t switchport mode trunk
7 hop. Bén canh d9, chung ta ciing nén thiét Iap nhiing VLAN switchport trunk allowed vian 10,11
cu thé nao dugc phép di chuyén trén dudng “trunk” dé gidi switchport nonegotiate
han cdc STP  instance  khdong can  thiét. spanning -tree guard root
o . o R interface port-channel 1
. Cac tinh nang dugc trién khai tai cac I6p bao gom: description Link-to-SecondaryRoot
e switchport trunk encapsulation dotlg
e Access Layer Distribution Layer switchport mode trunk
B e — _ switchport trunk allowed vian 10,11,12,13,14
B v -portfast -Cau hinh root va switchport nonegotiate
[ VLAN 13
i =O: wavte -bdpuguard secondary root Interface gig x/x
Lu,:. : -disable DTP -root guard description Link-to-SecondaryRoot-1
5 v | q disable DTP switchport trunk encapsulation dotig
= -loopguar ~disable switchport mode trunk
S -etherchannel Guard -etherchannel Guard switchport trunk allowed vian 10,11,12,13,14
T N N . switchport nonegotiate
Ludng di chuyén cua lus luong néu Router gép sur c6 Cong ,nghe EtherChannel giup giam thiéu so lan cac port channel-group 1 mode active
chuyén tir trang thai “blocking” sang trang thai interface gig x/x
“fSI‘WE\II‘dIng-" trén nhiéu dudng lién két link. description Link-to-SecondaryRoot-2
Cau hinh minh hoa: switchport trunk encapsulation dotlg
Ludng di chuyén cua luu luong néu Root gép sur c& Access Switch switchport mode trunk
spanning-tree mode rapid-pvst switchport trunk allowed vian 10,11,12,13,14
P g PP switchport nonegotiate

spanning-tree priority vian 1-4094 61440
spanning-tree portfast bpduguard default
spanning-tree loopguard default
Interface gig x/x

description Link-to-RootBridge
switchport trunk encapsulation dotlq
switchport mode trunk

channel-group 1 mode active
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