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Ban tin Dan Cisco — Bugc phat hanh bédi Cong Ty TNHH Tu Van & Dich Vu Chuyén Viét
Chiu trach nhiém xuat ban: Pham Minh Tuan

Gidy phép xuéat ban s6: 69/Qb — STTTT Ngay BK: 26/10/2011

Cong ty in: Sao Bang Design

SO lugng in: 2000 cudon/ky

Ky han xuat ban: 1 ky/thang

P

VnPro - 12 nam hinh
thanh va phat trién

12 nam, VnPro da di qua mot chan dudng dai va dat
dudc nhitng thanh tuu dang tu hao trong su’ nghiép
dao tao...

Bao mat mang vian mot
cach tot nhat

Bai viét nay tap trung vao van dé dam bao su an toan
cho VLAN va céch thuc hién né trong m6i trudng mang
doanh nghiép. ...

[Trang 12]

TIN TUC SU KIEN KHAC

01. Tin tdc cong nghé

02. Chuyén d6i chiing chi Cisco sang chiing
chi HP
09. Phéng van thay Tran Quang Thanh

3
V],

b

5 :é}ﬂ\d

s6 35
02/2015

BANEHINDT ¢ - |1 e

Dugc phdt hanh béi Cong Ty TNHH Tu' Védn va Dich Vu Chuyén Viét

/

f /

Ki nang lam chu cam
xuc - hoa gia ap luc

[Trang 15]

-~

11. Cau hinh theo d6i dudng Static Route st
dung tinh nang IP SLA

16. Chuyén vui ngay tét

17. Qua trinh khdi dong mac dinh cla
router Cisco

Website: http://vnpro.vn; Forum: http://vnpro.org; Network channel: http://www.dancisco.com
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Chuyén ddi chirng chi Cisco (Certs)
sang chirng chi HP

trang thai toi x0p va mdc d6 mau md cla dat, nhiét d6 moi
trudng xung quanh, dd 8m va cudng dé chiéu sang. Thong
tin c6 thé dugc gui [én mdi trudng dién toan dam may cla
may tinh hodc smartphone dé xur ly, hé théng sé& tinh toan
dé dua ra nhitng tham s& vé lugng nudc va phan bén tét
nhat cho tiing khu vuc va d6i vdi tirng loai dat cho ting loai
cay trong. Cac thong tin thu thap dugc cd thé bién dién dudi
dang sc d6, do thi theo ngay, tuan hodc thang.

Cac dang no6i day cap quang
Diéu gi sé xay ra
khi sgi cap quang
bi dit? Can mot
ngudi dé dinh vi
chd dit va khoi
phuc lai. Ky thuat
phuc hoi cac sgi
cap hay sap nhap v
hai sgi cap lai dé tang chiéu dai clia né dudc goi la ndi day.

HP dua ra mét s6 chiing chi nhu AIS - Network
Infrastructure va ASE Network Infrastructure.

FAST TRACK TECHNICAL CERTIFICATIONS
BUILD ON EXISTING SKILLS

Accelerate time to certification with HP Fast Tracks

Master Accredited

Systems Network Wireless

Engineer (MAS (SR LS et Networks  gueBts
E Vireless

HP AIS - Network Infrastructure

Nguoi bién soan: Bui Quic Ky.
Néu (rng ctr vién da c6 ching chi CCDA hodc CCNA Security

Accredited

N6 dugc thuc hién theo hai cach: : -1i : Systems — - e ! " 7 thi c6 thé thi ndng cdp Ién chiing chi AIS Infrastructure. AIS
1. Mechanical Splici Dich vu E-Line Carrier Ethernet Eraneer (055 RS — v;‘.‘:"..;.;’:‘:.; s infrastructure bao goém nhitng kién thirc dugc dé cap trong

. Mechanical Splicing . o T N S Ay aim A e

2. Fusion Splicing E-Line Carrier Ethernet Service dugc chia thanh hai phan: 5%&3 e G chuong trinh CCNA va mot s6 kien thuc khac. Tuy nhien, de

o Engineor (AIS) oy i b o nang cap lén ching chi AIS Infrastructure, ta phai c6 chirng
Moi cho ndi can dugc tinh toan nhat dinh. Fusion Splicing sé [7p) chi CCDA hodc CCNA Security va vugt qua ky thi delta exam

mat di 0.02 dB, Mechanical Splicing sé mat di 0.75 dB. Néu
khdng dudc thuc hién theo cach t6t nhat, nd cd thé tng

Point to Point E-Line Service
-

P e L

HP vira dua ra mot s& thay ddi trong hé théng chirng chi clia

ma mon thi HP2-Z18 vdi chi phi thi vao khoang $75. Ky thi
delta exam tuong ty nhu ky thi CCNA (ICND1, ICND2) véi

hau qua thiét hai trong toc do truyén dir liéu. Cach t6t nhat 7 - hang. V&i mot s6 chiing chi cua Cisco (Fisco certification), thdi gian lam bai 90 phut, s& lugng cdu hdi 55 cu va diém
dé kiém tra t8ng s6 chd néi cudi cling d& két thic mach la —on— P o . chling ta dd hoan tét tdi 77% yéu cau dé c6 dugc chiing chi  dau “passing score” a 73%.
dé xem cac bao cdo OTDR (Optical Time Domain Reflector) cE o P . cta HP (HP cert).

gilip dé tim ra van dé trong sdi cap.

Ngudi bién djch: Phan Thanh Phong.

Cac bd cam bién “sensor” thay doi
cudc séng & cac nudc dang phat

-2

trien

[inh vuc t&r ndng nghiép cho dén chat Iugng nudc & nhitng
qudc gia dang phat trién. Cac bd cam bién co thé dugc 18p
dat & nhitng giéng bam nudc tai vi tri can bam nudc va dinh
ky bao cho cac ky thuét vién dudi dang bi€u dd “dashboard”
hodc dudi hinh thic email hodc tin nhdn “message” biét
dugc vi tri, chat lugng nudc cac giéng téi hé thong mang
“cell phone” dé cac ky thudt vién tir d6 kip thdi stra chita khi
can thiét.

C6ng nghé IoE ciing cd thé dugc ap dung cho hé théng néng
nghiép. Cac bd cam bién cd thé dugc thiét |ap rai rac trén
céc canh dong trong trot cr mdi 6 dén 8 inch. Thong qua
cac bd cam bién, cac ky su ndng nghiép cd thé thu thap
dugc thong tin vé lugng nudc va phan bdn dugc s dung,

192.168.1.0/24 192.168.1.0/24

Ethernet Private Line aka EPL: Ethernet Private Line la

EVPL

su thay thé danh riéng cho TDM private line cho két ndi point
to point, gitp tiét kiém cap-ex cling nhu op-ex. Pay la port
chuyén dung va két ndi Ethernet 40 cho moi UNL.

Ethernet Virtual Private Line aka EVPL: Ethernet Virtual
Private Line la su thay thé cta frame relay va mach atm.
Nhiéu dich vu c6 thé dugc gbp trong moi UNI.

Nguoi bién dich: Phan Thanh Phong.

Website: http://vnpro.vn; Forum: http://vnpro.org; Network channel: http://www.dancisco.com

Tong quan hé théng chirng chi ExpertOne cua HP

MOt trong nhitng diém mdi clia hé théng chiing chi HP ciing
tuong tw nhu mdi tuang quan gitra chiing chi CCDE va Cisco
Certified Architect. Chirng chi Cisco CCDE la chirng chi lién
quan dén thiét k& tucng tu vai thach thirc dé vust qua dugc
ky sat hach CCIE lab. Cisco Certified Architect doi hoi Ung
cUr vién phai dat dugc mot s6 cac chiing chi nhat dinh, co

cr vién kha nang lén ké hoach xay dung ha tang mang, kha
nang du toan tai chinh va lua chon cac cong nghé sé sir
dung, cac cdng nghé cd thé rat da dang va co thé tuang tac
dugc gitra nhiéu hang thiét bi IAn nhau thay vi tap trung vao
co6ng nghé cla Cisco nhu trong ching chi Cisco cert.

Tong quan vé viéc chuyén ddi chirng chi Cisco (Certs)
sang chirng chi HP

Nhing kién thdc tim hiéu trong chiing chi CCNA nhu’ ARP,
DHCP, RIP, STP ciing dudc nhac lai trong ky thi chlng chi
HP cert. D& tranh hai lai nhiing diéu tuang tu, HP da dua ra
ky thi sat hach "delta" exam tap trung vao su khac biét gitra
phan kién thuc gilra chirng chi ctia HP va Cisco.

Website: http://vnpro.vn; Forum: http://vnpro.org; Network channel: http://www.dancisco.com

HP ASE - Network Infrastructure

Chiing chi ASE - Network Infrastructure thi tucng
dudng véi chitng chi CCNP (R/S), va ng ctr vién cd thé sir
dung chirng chi CCNP dé thi nang cap thanh chiing chi ASE
— Networrk Infrastructure.

m Cisco Career Certification Tracks

. - -m e ki€n thdc rong va chuyén sau vé cong nghé network lién
. N QL’laI’l‘dé'n rja t”éng mang Cisco; chirng chi nay tuagng duong t o . y . 3 y »
(ﬁsm(a;lgiz Ethern oo V@i trinh d6 Tién Si. g %’/ (@) (i () &g/:",;’“’u b;{:g &ﬂ/::" \i/;m
: ' Hé théng ching chi ExpertOne clia HP con dugdc goi |a . A & & ¢ R R __R_R_
Ethemet Virtual Private Line Master Accredited Systems Engineer (Master ASE) c6 tinh { KI/ ) oot o e \(p:“ hl klj'?xm Kl/‘?‘;'.f
chat tuong tu nhu chifng chi CCDE — c6 kién thic rong va | ] ( i i
] ShRIC chuyén sau vé van deé thiét k& ha tang mang — vdi cac bai Lﬂzm @i @ @)= klfz,;: A cj::w U Ugs
3 —\ ., i N —— kiém tra tuong tu nhu méc do chiing chi Cisco Architect. X a -,
C6ng nghé IoE technology co thé dugc str dung & tat ca moi Theo HP cho biét, chiing chi nay tap trung trang bi cho Ung )

W Network Designer/Architect Network Security Engineer N Data Center Network Engineer
B Service Provider Operations Engineer I 5ervice Provider Network Engineer

I Network Engineer

1 Wireless Netwaork Engineer
N \oice Network Engineer

Solid-colored tracks indicate required steps; dotted tracks indicate recommended steps

Hé théng chirng chi cta Cisco

nPro
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CHUYEN PE

Static NAT trén Cisco ASA

C6 hai phuong thirc network address translation (NAT) ph6
bién la dynamic port address translation (PAT) va static NAT.

PAT la phuang thifc many-to-one thudng dugc sir dung trén
ha tang mang nhé cho phép nhiéu host ndi bo stf dung dia
chi RFC 1918 chang han nhu 192.168.0.0/24 chia sé cung
mdt dia chi IP public mdt ngoai dé két ndi di Internet.

Static NAT |a phuong thiic one-to-one dudc st dung dé
“public” mot host néi bd, cho phép hé thGng mang ngoai
Internet co thé truy cap dich vu bén trong host ndi bd.

Bai viét nay sé gidi thiéu cach thirc ciu hinh Static NAT dé
“public” internal Web server ra ngoai Internet. Qua trinh
“public” mét mail server, FTP server, hay cac loai server khac
cling tuong tu.

Trong bai viét nay, ta st dung ASA software Version 9.0
(1) va ap dung cho Version 8.3 hodc cac phién ban sau
nay.

Outside Interface)
192.168.1.9/24

Cisco ASA
External Host on the Security
192.168.1.0/24 Network Appliance

Internal Web Server at 192.168.102.5

Thu'c hién 4 bu'dc sau dé trién khai static NAT:
1. Thiét 1ap network object va dinh nghia static NAT.

MOt network object s& dugc thiét 1ap d€ nhan dién cac
internal host (host ndi bo). Bén trong network object, ching
ta s& thiét 1ap static NAT dé& nhan dién outside interface, dia
chi IP va loai luu lugng sé dugc forward di:

object network InternalHost

host 192.168.102.5

nat (inside, outside) static interface service tcp 80 80
2. Pinh nghia NAT statement nhan dién céng giao
tiép outside interface

Trong dinh nghia static NAT nhu trén, ta s dung tir khoa
“jnterface”d& NAT sir dung bat ky dia chi nao trén cdng giao
ti€p outside interface. Pinh danh port 80 dau tién la
“originating port number”. Pinh danh port 80 thr 2 la
“destination port number”.

3. Pinh nghia Access-Control List Danh sach Access-
Control List dinh nghia luéng luu lugng nao sé dugc phép di
qua:

access-list OutsideToWebServer permit tcp any host
192.168.102.5 eq www

Vorin
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4. Ap ACL 1én cdng giao tiép outside interface thong
qua cau lénh Access-Group command:

access-group OutsideToWebServer in interface outside

Toan bd thong tin cau hinh dugc thuc hién nhu sau:

9
9t

Khi trién khai thanh cdng, cac host ngoai mang (outside
network) cd thé truy cép dich vu t8i internal Web server
thong qua dia chi IP mat ngoai clia ASA (outside interface).

Cau hinh ASA véi nhiéu dia chi Outside Interface

Chung ta khdng thé gan nhiéu dia chi IP 1én cng giao ti€p
outside interface ctia Cisco ASA nhung ching ta van c6 thé
cdu hinh dé& ASA tién hanh forward nhiéu dia chi outside tdi
nhiéu host bén trong inside network.

Chang han nhu ISP cip cho ching ta dai IP thubc I&p mang
/29. Gia sir chiing ta c6 thém mail server st dung POP3 va
SMTP va Web server sif dung HTTP va HTTPS bén trong
inside network. Chiing ta sé tién hanh thiét 1ap sao cho mdi
server sé dugc lién két tdi mot dia chi IP outside khac biét
nhau thong qua phuaong thirc static NAT.
Brares] e

N

)

/ inm—
/  cisxosa

External Host / Security \.

[/ Appliance \

/ \

Internal Web Server at 192.168.102.5
Listening on ports 80 and 443

Network Address of
192.168.1.192/29 | / NG
Possible Addresses: / 1 soundoining. net M
192.168.1.193 / [ et e E
192.168.1.194

192.168.1.195
192.168.1.196
192.168.1.197
192.168.1.198

Internal Mail Server at 192.168.102.6
Listening on ports 25 and 110

Cac bu'dc trién khai ciing tuong tu’ nhu qua trinh ciu
hinh single-address static NAT:

1. Cau hinh network object. Cau hinh mot network object
tudng (ing cho mdi internal host trong dinh nghia static NAT
static va chi dinh dia chi outside kém vdi service type (port
number) sé dugc forward.

object network WebServer-HTTP

host 192.168.102.5

nat (inside outside) static 192.168.1.194 service tcp 80 80
/
object network WebServer-HTTPS

host 192.168.102.5

nat (inside outside) static 192.168.1.194 service tcp 443
443
/
object network MailServer-SMTP

host 192.168.102.6

nat (inside outside) static 192.168.1.195 service tcp 25 25

Website: http://vnpro.vn; Forum: http://vnpro.org; Network channel: http://www.dancisco.com
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object network MailServer-POP3

host 192.168.102.6

nat (inside outside) static 192.168.1.195 service tcp 110
110

2. Cau hinh Access-Control List cho phép Iuu lugng
di vao.

access-list OutsideTolnside permit tcp any host
192.168.102.5 eq 80

access-list OutsideTolnside permit tcp any host
192.168.102.5 eq 443

access-list OutsideTolnside permit tcp any host
192.168.102.6 eq 25

access-list OutsideTolnside permit tcp any host
192.168.102.6 eq 110

3. Ap dung Access-Control List I&n cong giao tiép
outside interface.

access-group OutsideTolnside in interface outside

Toan bd thdng tin cdu hinh dugc trién khai nhu sau:

Nguoi bién soan: Bui Quéc Ky.

Kiém tra MTU véi cong cu
Ping

Cong cu “ping” thudng dugc st dung bdi cac nha quan tri
mang, cho phép kiém tra k&t ndi thdng subt gilta cac thiét
bi mang. Trudc khi kiém tra dugc gia tri MTU, chlng ta can
xac dinh kich thudc ciia mot packet:

Datagram/Packet size (IP Total Length field) = IP
Header + Payload

Kich thuGc clia packet tuong Ung véi datagram/packet size
sé bang IP Header + Payload.

Trén router cta Cisco, néu kich thudc packet size la 1000
byte nhu minh hoa bén dudi, thi ICMP Echo ping message
sé bao gbm 20 byte IP Header + 980 byte ICMP
Payload (ICMP type field: 1B, code: 1B, checksum: 2B,
identifier: 2B, sequence number: 2B, data: 972B).

R1#ping 10.0.23.3 repeat 1 size 1000

Type escape sequence to abort.

Sending 1, 1000-byte ICMP Echos to 10.0.23.3, timeout is
2 seconds:

/

Success rate is 100 percent (1/1), round-trip min/avg/max
= 80/80/80 ms

D3Gi véi hé diéu hanh Windows OS thi néu chidng ta khai bao
data size la 1000B thi do lai la kich thudc cila ICMP data
trong payload + cac trudng “field” trong ICMP + IP Header.
Trong trudng hgp dé thi IP packet size sé bao gém 20 byte
IP Header + 1008 byte ICMP Payload (ICMP type field:
1B, code: 1B, checksum: 2B, identifier: 2B, sequence
number: 2B, data: 1000B). Trong truGng hgp do la
Ethernet network frame thi kich thudc sé la 1042B (cong
thém 14B Ethernet II Header).

C:\>ping 10.0.10.1 -1 1000 -n 1

Chiing ta cé thé st dung chuong trinh bat gdi dé€ quan sat
kich thudc gai tin ICMP echo request khi sir dung cong cu
Windows ping tool.

ID: FastEtherretd/l

£0:00:01348:00:01 (70100100 48:00:01)

Tong két lai: Cisco ping size = toan bd chiéu dai IP
packet.

Windows ping size = chi c6 ICMP data va chua bao gom
cac trudng ICMP 8B field nhu truGng type, code,
checksum, identifier va sequence.

Phan manh Fragmentation va Maximum
Transmission Unit (MTU)

IP protocol MTU dinh nghia kich thudc cta IP packet (tuong
{'ng v4i tham s6 trong trudng IP Total Length field) c6 thé
guri di trén network device interface. Cac packet sau do ti€p
tuc dugc dong goi thanh frame tai I6p data link layer vdi kich
thudc du nho thi mai c6 thé dugc truyén di tly thudc vao
c6ng nghé truyén dan  physical  transmission
technology. Trong trudng hgp packet I6n han kich thudc toi
da maximum size so v&i cong nghé network technology dang
st dung thi IP packet can phai phan manh thanh cac phan
khtc IP chunk nho han. Tién trinh nay dugc goi la tién trinh
phan manh IP fragmentation, cac phan khic chunk sé dugc
tap hap trd lai tai phia dau xa ctia qud trinh truyén dan dugc
goi la tién trinh reassemble, ti€n trinh reassemble cac IP
packet dugc thuc hién tai dau cudi IP destination.

cae¥nPro
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CHUYEN PE

Cac van dé bat cap lién quan dén tién trinh phan
manh Fragmentation.

Fragmentation lam tang khéi lugng tac vu can x& ly
(overhead) trén ca receiver Ian sender. Cac thiét bj ding ra
thuc hién tac vu phan manh fragmentation can phai xay
dung header mdi cho mdi phadn manh fragment. Tai phia
thiét bi nhan receiver s& phai tiéu t&n tai nguyén bd nhé dé
phuc vu cho viéc tai phan manh cac fragment thanh mot
packet hoan chinh. Diéu nay cd thé khdng anh hudng nhiéu
dén cac host dau cubi nhung sé anh hudng rat nhiéu néu
thiét bj dau cudi la mot router.

MOt s6 bat cap thutng thay néu tién trinh fragmentation
dién ra:

« N&u tién trinh phan manh dién ra thi router s& phai xr ly
cac packet bang CPU (process switched) thay vi chuyén
mach dua trén phan cing (CEF switched), diéu nay anh
hudng nhiéu dén hiéu nang hoat dong cua hé thong.

« Trong trudng hop router phai diing ra dé thuc hién tién
trinh tai phan manh reassemble, ti€n trinh nay s€ tiéu toi
kha nhiéu tai nguyén bd dém buffer vi router c6 thé khdng
biét gi vé thong tin kich thudc cua IP packet nguyén thuy.

¢ Néu mot phdan manh fragment ctia mot IP packet bi drop
bo thi toan b IP packet s€ phai gui lai va ti€n trinh phan
manh lai dién ra thém madt Ian nita.

Fragmentation trén moi truong GRE va IPsec tunnel

Tién trinh IP fragmentation &nh hudng rét nhiéu trén cng
giao ti€p o GRE tunnel. Chang han nhu néu Router A nhén
dugc 1476B packet rdi sau d6 b8 xung thém phan
GRE header roi gUri di trén dudng tunnel. Gia s router tham
gia vao moi trudng MPLS cloud vai link MTU 1400B. Router
nay sé tién hanh phan manh GRE packet (thong tin GRE IP
header, inner origanl IP va TCP header s& nam trong
fragment dau tién), trong tinh hudng nay thi GRE tunnel
destination router s& phai ding ra d€ tii phadn manh
reassemble cac fragmented packet.

DE tranh tién trinh IP fragmentation, cach t6t nhat |a ching
ta tuy chinh tdng MTU trén cac hudng di chuyén cuia packet,
trong truGng hgp moi trudng mang nha cung cap MPLS
provider thi van dé phan manh it khi xay ra vi nhiéu nha
cung c&p déu hd trg tly chinh MTU Ién tdi gid tri 1600B dé
hd trg IPsec hodc GRE. Trong trudng hdp nha cung cap dich
vu provider khdng hd trg MTU cao hon mUc can thiét thi
ching ta ¢ thé giam IP MTU trén c6ng giao tiép tunnel
interface, tuy chinh gid tri MSS value hodc s dung
PMTUD. D& tly chinh gid tri MTU sao cho hgp ly, ching ta
6 thé thuc hién tién trinh “ping” md rong dé xac dinh gia
tri MTU hop ly.

VePribn
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Tinh huéng gia dinh

Gia sur ha tang mang cd 2 CE router, mot & chi nhanh branch
A va mot & chi nhanh dau xa remote branch B, ching ta sé
xac dinh lai gid tri MTU trén mdi hudng (path) trén ha ting
mang nha cung cap provider MPLS cloud véi gia tri xac dinh
la 15008B.

Dé kiém tra gia tri MTU trén mdi chidng dudng di (path),
cach thirc t6t nhat la gl di cac packet véi kich thudc tang
dan. Tinh nang “extended ping” véi tly chon sweep option
la tuy chon ly tudng gilp chdng ta thuc hién diéu nay. Nhu
trong vi du bén dudi, ching ta sé thiét 1ap qua trinh “ping”
gui di cac géi “ICMP echo request” véi tdng kich thudc dao
dong tir 1490B cho t&i 1510B vdi kich thudc géi tin mdi [an
tang la 1B. Mot trong nhiing tuy chon quan trong trong tinh
hu6ng nay la gia tri Don’t Fragment bit can phai dugc thiét
lap .

RI1#%ping

Protocol [ip]:

Target IP address: 10.0.23.3

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface:

Type of service [0]:

Set DF bit in IP header? [no]: y

Validate reply data? [no].

Data pattern [OXABCD].

Loose, Strict, Record, Timestamp, Verbose/none].:
Sweep range of sizes [n]: y

Sweep min size [36]: 1490

Sweep max size [18024]: 1510

Sweep interval [1]:

Type escape sequence to abort.

Sending 105, [1490..1510]-byte ICMP Echos to 10.0.23.3,
timeout is 2 seconds:

Packet sent with the DF bit set

i,

Success rate is 54 percent (50/91), round-trip min/avg/max
= 40/99/224 ms

Ching ta tién hanh gui di 10 ICMP echo request vdi kich
thudc bat dau la 1490B va nhan dudc 10 response tuang
ng, nhung 10 packet ti€p theo gui di thi khong thay hoi
dap, diéu d6 co nghia la cac packet khdng dé dén dugc dich
vGi gid tri MTU 18n han ngudng 1500B. Router dudc ki€ém
tra da cdu hinh MTU 13 1500B trén cac c6ng giao tiép nén
tién trinh debug cho phép chiing ta quan sat thay cac packet
I6n hon 1500B sé khong bao gid dugc “route” bdi bang FIB
Ian bang RIB.

*Mar 1 00:16:42.179: IP: tableid=0, s=10.0.12.1 (local),
d=10.0.23.3 (FastEthernet0/0), routed via FIB

*Mar 1 00:16:42.183: IP: s=10.0.12.1 (local), d=10.0.23.3
(FastEthernet(/0), len 1499, sending

*Mar 1 00:16:42.183: ICMP type=8, code=0

*Mar 1 00:16:42.219: IP; tableid=0, s=10.0.23.3
(FastEthernet(/0), d=10.0.12.1 (FastEthernet0/0), routed
via RIB

*Mar 1 00:16:42.223: IP: s=10.0.23.3 (FastEthernet(/0),
d=10.0.12.1 (FastEthernet0/0), len 1499, rcvd 3

*Mar 1 00:16:42.227: ICMP type=0, code=0

*Mar 1 00:16:42.231: IP: tableid=0, s=10.0.12.1 (local),
d=10.0.23.3 (FastEthernet0/0), routed via FIB

*Mar 1 00:16:42.231: IP: s=10.0.12.1 (local), d=10.0.23.3
(FastEthernet(/0), len 1500, sending

*Mar 1 00:16:42.231: ICMP type=8, code=0

*Mar 1 00:16:42.283: IP; tableid=0, s=10.0.23.3
(FastEthernet(/0), d=10.0.12.1 (FastEthernet0/0), routed
via RIB

*Mar 1 00:16:42.287: IP: s=10.0.23.3 (FastEthernet(/0),
d=10.0.12.1 (FastEthernet0/0), len 1500, rcvd 3

*Mar 1 00:16:42.291: ICMP type=0, code=0

*Mar 1 00:16:42.299: IP: tableid=0, s=10.0.12.1 (local),
d=10.0.23.3 (FastEthernet0/0), routed via FIB

*Mar 1 00:16:42.299: IP: s=10.0.12.1 (local), d=10.0.23.3
(FastEthernet0/0), len 1501, sending

*Mar 1 00:16:42.303: ICMP type=8, code=0

*Mar 1 00:16:44.295: IP: tableid=0, s=10.0.12.1 (local),
d=10.0.23.3 (FastEthernet(/0), routed via FIB

*Mar 1 00:16.:44.299: IP: s=10.0.12.1 (local), d=10.0.23.3
(FastEthernet0/0), len 1502, sending

Router gui di 20 packet (véi kich thudc bt dau tur 1490B
cho tdi 1510B). Trong do, chiing ta da gui di 10 packet vdi
1490 + 10 vdi kich thudc I6n nhat la 1500B va vi router cau
hinh 1500B MTU nén cac packet vGi kich thudc I6n hon sé
bi “drop” bd bdi vi cac packet dugc nhing vao DF bit set.

Vi du — GRE over IPsec

Fragmentation sé anh hudng nhiéu dén hoat dong cla
router néu chdng ta sir dung GRE over IPsec khi thi€t bi dau
cudi cdu hinh IPsec tunnel cho phép nhing vao GRE Header
roi thuc hién tién trinh ma hda. GRE header s& b8 xung thém
24B vao packet, IPsec vGi ESP 56B sé lam tang thém kich
thudc packet 80B overhead. Giai phap cho tinh hudng nay
cé thé 13 sir dung cd ché phét hién MTU [a PMTUD, tuy nhién
néu nhu cac router “drop” bd cac ICMP message do chinh
sach bao mat thi cd ché PMTUD sé& khdng thé hoat ddng
dugc dé xac dinh dugc kich thudc MTU size phu hgp trén
cbng giao tiép tunnel GRE interface. GRE source router sé
diing ra thuc hién tién trinh IP fragmentation truGc khi bd
sung thém GRE va IPsec header. D€ tinh toan gid tri MTU

tugng ’ng cho dudng tunnel thi tuy chon t6t nhat la tan

dung c6ng nghé “sweep ping” nhu dé cap & trén.

Néu chuing ta thié€t Iap GRE/IPsec gilta R1 va R3 thi R3 router
s8 tiéu tdn kha nhiéu tai nguyén CPU dé xur ly va tdc do
truyén tai cling chiu anh hudng theo néu tién trinh fragment
dién ra. Vi thé, chiing ta can phai xac dinh dudc gia tri MTU
nhd nhat cd thé guri di trén dudng tunnel dé tranh tién trinh
IP fragmentation c6 thé xay ra.

Ching ta khéng thé ping vdi DF bit dugc thiét 1ap dé gia
lap luu lugng GRE/IPsec bdi vi router sé khéng sao chép
DF bit sang IPsec header ( GRE tunnel sé g& bo moi gia tri
DF bit trtr phi chiing ta s dung tunnel path-mtu discovery
under tunnel GRE), thay vao dd, ching ta cd thé ping véi
gdi tin IP thuan tdy dé xac dinh gia tri MTU trudc khi trién
khai IPsec tunnel.

Xac dinh gid tri MTU nhé nhat trén chdng dudng di dén dich:

RI1%ping

Protocol [ip]:

Target IP address: 10.0.23.3
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface:
Type of service [0]:

Set DF bit in IP header? [no]: y
Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]: y
Sweep min size [36]: 1300
Sweep max size [18024]: 1500
Sweep interval [1]:

Type escape sequence to abort.
Sending 1005, [1300..1500]-byte ICMP Echos to 10.0.23.3,
timeout is 2 seconds:

Packet sent with the DF bit set

MMMMM
Success rate is 68 percent (101/147), round-trip
min/avg/max = 4/19/60 ms

Sau 101 lan gui di goi tin request thanh cong véi kich thuGc
goi tin ICMP la 1300B tGi 1400B tir d6 ta xac dinh gia tri MTU
nho nhét la 1400B. M cho th4y géi tin khong thé bi phan
manh fragment. Sau d4, ta c6 thé I8y giad tri 1400B tuang
Ung v@i tham s6 IP MTU nho nhat trir di cho 80B (24B GRE
va 56B ESP tunnel IPsec).

Nguoi bién soan: Bui Quéoc Ky
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VNPRO - 12 NAM HiNH THANH VA PHAT TRIEN

12 ndm, VnPro da di qua mét chan dudng dai va dat dugc nhiing thanh tuu dang tu hao trong su’ nghiép dao tao: bi dau trong linh vuc dao
tao cong nghé mang Cisco tai Viét Nam; Chat lugng dao tao tai VnPro dugc danh gia cao; Cd sa vat chat trang bi dap ing day du cho ting
Hoc vién; Doi ngli nhan su, Giang vién cao cap trong nganh; Cung cdp ngudn luc chat lugng cao cho thi trudng; Cac chuang trinh uu dai
hd trg sinh vién; Cac chuong trinh hoat dong tir thién x& hoi.

VnPro di déu trong finh vuc ddo tao
cong nghé mang C

ZEE verrenvoees < [ 1 ca oo i e
oy

VnPro chat Iugng dao tao luon dugc dat Ién hang dau

Dao tao céc k§ su mang dat tiéu chuan quéc t& do 1a tiéu chi dugc dit 18n hang dau
trong cdng tac dao tao nhan luc cho thi trudng tuyén dung cta VnPro, xét theo thdi
siane diém hién nay thi Viét Nam c6 khoang gan 50 CCIE trong s§ d6 dugc dao tao tai

CHAT VnPro chiém 10 CCIE, ngoai ra con c6 hang ngan CCNP dang lam cho cac doanh
4 nghiép trong va ngoai nudc. V4i tiéu chi dat chat lugng 1én hang dau, VnPro cam
két tat ca cac hoc vién theo hoc néu thi trugt cac chiing chi Quéc Té déu dugc dao
tao lai hoan toan mién phi, ngoai ra VnPro con c6 chinh sach tu van hd trg hoc vién
trong sudt qué trinh hoc va lam viéc, ho trg gidi quyét nhitng khé khin nhiing thach
thirc trong cdng viéc. Hang thang VnPro thudng xuyén td chirc cac I6p 6n tap mién
phi, cac I6p upgrade cong nghé, hdi thao chuyén nganh..

*

V@i 12 nam dao tao, VnPro luén mong muon tat ca cac hoc vién cd mot kién thirc
that viing chac va tu tin budc vao linh vuc cdng nghé mang va lubn thanh cong.

VnPro co sé vat chat luén dudc dau tu méi theo nhu cau thi truong

Trong 12 ndm hoat ddng, VnPro ludn ludn d&i mai phdng hoc va thiét bi phli hap
vGi cdng nghé hién tai. Tinh tir thdi diém mdi thanh I18p cac Router 2500 d& dudgc
dua vao st dung, thdi diém dé thiét bi nay dugc xem la hang top trong linh vuc
mang, cho tdi nay toan bd da dugc thay thé bang cac thiét bi Router 2800, Switch
da I8p 3560, PIX thi dugc nang cap 1én ASA 5520.. cac PC déu dudc trang bi tir core
2 duo trd Ién. Hang ndm VnPro luén nang cao chat lugng thiét bi, va mdi day nhat
Ia hé théng Lab Voice dugc dua vao s dung vdi cac thiét bi mdi nhu Cisco IP Phone

€O SO VAT CHAT LUON PAU TU MOI DOI NGU GIANG VIEN CHAT LUGNG CAO

THEO NHU CAU THI TRUGNG

Anh téng hop hoat ddng dao tao

7960G, Voice Gateway ...

Trong tuong lai gan, VnPro s& ndng cap cac thiét bi 1én thanh Router 2900, Switch 3700 ... nhdm dap &'ng nhu cdu cho cac khéa hoc mdi,
gilp hoc vién tu tin hon sau khi hoc xong.

VnPro doi ngii nhan su, giang vién cao cap trong nganh

VGi khoang 70 giang vién fulltime va parttime la thac sy, ky su, va chuyén vién cao cap dang lam viéc cho cac cong ty, tap doan I6n trong
nudc. Ap dung cic phudng phap dao tao gidng vién chuyén nghiép, trai qua nhiéu ky sat hach dé dat tiéu chuan gidng day tai VnPro. Ngoai
ra cac giang vién déu co cac chirng chi qudc té phu hgp vdi chuang trinh giang day tir cap do CCNA dén CCIE. Tham gia cac khoa hoc, hoc
vién dugc truyén dat cac kién thic thuc t€, cac mo hinh doanh nghiép dang ap dung gilp hoc vién ¢ cai nhin nhan thuc t€ sau khi hoc va
ap dung dugc ngay trong cong viéc hién tai.

VnPro di dau trong linh vu'c dao tao cong nghé mang Cisco

VnPro thanh I8p tir thang 3/2003, thdi diém nay cling |a Idc cdng nghé Cisco dudc dua vao dao tao tai Viét Nam (VN) phé bién. Cac khda
hoc dau tién dugc to chiic cling su' dan d&t clia CCIE d4u tién 1a Thay D&ng Quang Minh (CCIE#11897), ti€p budc thanh cdng nay VnPro d3
dao tao thanh cong 10 CCIE lab va hang ngan CCNA va CCNP R&S. Bén canh do, VnPro cling la trung tam di dau vé sy thich (ng trong céng
nghé vdi chu ky khoang 3-4 ndm lai cdp nhét thay ddi cdc mén hoc 1 [an theo tiéu chudn Qudc t& va Ian cap nhat mdi day la CCNP Version
2 vGi 3 mon hoc Route (300-101), Switch (300-115), Tshoot (300-135) da dua vao dao tao tir thang 9 nam 2014.

DaGi véi nhitng linh vuc dao tao khac ngoai Routing & Switching truyén théng nhu’ Security, Voice, Data center, ... VnPro cling la trung tém
di dau trong phét trién dao tao cac cong nghé nay, cu thé hon dé 1a CCIE Security dau tién tai VN - Thay Bui Nguyén Hoang Long ciing dugc
ra ddi tai Mo luyén” nay. Nhan thay su phuc tap va khé khén trong cdng viéc nghién clru va trién khai tich hdp truyén théng hdp nhét vao
hé thong, VnPro cling da cung cap cho gidi IT doanh nghiép cac khda dao tao CCNA Voice (640-461) va CCNP Voice gitp cho doanh nghiép
hién thuc dugc cac dich vu gia tang mot cach hoan thién han. Véi sy tin nhiém cla sinh vién, IT doanh nghiép va cac doanh nghiép I6n nhu
ISP, Ngén hang, IDC, cong ty tai chinh, DN nudc ngoai... cling chirng té dugc nang luc dao tao va chat lugng dao tao uy tin cla VnPro
trong suét 12 nam hoat dong.

VnPro cung cdp ngudn lyc chét lugng
cao cho thi trudng lao dong

VnPro thudng xuyén 18 chic

cac hogt dong “vi cong dong”

waziil._)l {08 AR T

| ~

Mot s6 hoat dong tur thién
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Cung cap nguon luc chat lugng cao cho thi trudng lao dong

Gan 12 nam hoat dong, cling ngan ay thdi gian VnPro cung cap cho thi
trudng lao dong hang ngan IT cd trinh d6 chuyén mon chat lugng cao
sau dao tao. Theo dd la cac chuong trinh Roadshow, két nGi doanh
nghiép, két ndi nha tuyén dung, chinh sita hd sg, chuyén tiép hd sg
cho nha tuyé&n dung. Véi su tin tudng cla cac nha tuyén dung 16n nhu
FPT, HPT, HiPT, VNPT, Viettel, SPT.. khGi ngan hang nhu ACB, HDBank,
HSBC, Sacombank, VietinBank, SHB...va hang ngan doanh nghiép khac
trong va ngoai nudc. Hang thang VnPro déu nhan dugc théng tin tuyén
dung va gigi thiéu cung cap ngudn luc chat lugng cao. Chuang trinh
két nbi déu dugc VnPro tai trg va thuc hién trong su6t qua trinh hoat
dong.

Chuang trinh hd trg sinh vién, tir thién xa hdi

DG véi sinh vién,
VnPro la noi dao tao
nén tang ban dau
dé hdi tu nhitng k§
nang nhat dinh
trong budc tién su
nghiép ctia mdi sinh
vién, hang nam
VnPro t& chic 4 dot
ti€p nhan sinh vién
thuc tap tU cac
truGng, thong qua
cac gido trinh thuc
tap khat khe, hdu hét tit cd cac ludn van déu dugc bao vé thanh cong
va nhan dugc danh gia cao tur hdi dong nha truGng. Qua trinh thuc
tap, sinh vién sé dugc hudng dan cu thé tiing chi tiét nhd, dugc ho trg
t5i da vé thiét bi, phong lab, dugc hudng dan nhiét tinh qua cac tinh
hubng thuc té... day cling la hanh trang gilp cac ban ra dgi cd thém
nhiéu thanh cong han.

Nhom sinh vién thuc tap tai VnPro

Vi tinh than vi cong dong nén trong sudt 12 nam hoat dong, VnPro
lubn chia sé bdt nhitng kho khan ctia xa hoi tir nhitng chucng trinh
thi€t thuc nhu phat gao tir thién, phat dong ing hd ho nghéo, quyén
gop dong bao bi I{i lut thién tai, tang vé xe buyt cho sinh vién, chucng
trinh hién mau nhan dao va hang trdm hoc béng khuyén hoc Cisco do
VnPro tai trg.

Hang ndm, Ban gidm ddc VnPro ciing trich ra 1 phan tir kinh doanh dé
tham gia cac chuong trinh tir thién xa hoi do phudng, quan, hay cac
doan thé hiép hdi cung t& chiic, véi mong mudn san sé nhing khd
khdn clia moi nguGi trong cudc séng.

Tiép budc 2015, VnPro tiép tuc khdng dinh vi tri ciia minh trén thi
trudng: Bi dau trong linh vuc dao tao Cisco, chat lugng dao tao, ...
Trong thdi gian t&i VnPro d&t muc tiéu phat trién trung tdm 16n manh
han nita, cé nhiéu chuang trinh thiét thuc hon nita va cong tac cong
ddng s6i dong han nira.

(VnPro News).
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Phong van thay Tran
Quang Thanh

Thay Tran Quang Thanh — Trudng
phong Du an dao tao, Giang vién
CCIE cta VnPro va cling la chuyén
gia network vdi han 10 nam kinh
nghiém trong nganh, thuc hién
nhiéu du an 16n cho cac tap doan
da quéc gia, cac cong ty 16n trong
nudc va quoc té. Thém vao dé thay
cling thudng xuyén tich Ily kinh
nghiém, nang cao kién thdc vdi
nhiéu chirng chi nhu CCIE WR,
CCNP VoIP (Voice over IP),
. Security, Datacenter...

D& gilip cac ban hoc vién ¢ thé hiéu rd hon v& chuyén nganh
network, VnPro da c6 cudc trao d6i ngan vdi thay Thanh vé nhiing
xu hudng hé thGng mang trong tuong lai, kém theo dé nhitng IGi
khuyén cla thay danh cho cac ban hoc vién, gilp cac ban c6 thém
nhitng dinh hudng vé nganh network.

Chéo thdy Thanh, VnPro mudn hdi thdy I3 tinh dén thoi diém hién
tai thdy di gan bo vdi linh vue céng nghé théng tin duoc bao Idu
16/ ? Va ké hoach sép tdi cda thdy s€ co nhithg du én mdi cho céng
tdc giang day tai VnPro hay khéng ?

Hon 10 ndm gén bd vdi cdng nghé thdng tin, véi trai nghiém cla
toi trong nganh tai cac doanh nghiép I6n trong va ngoai nudc thi
cac ky su cong nghé thong tin hién nay can trang bi cho minh
nhiing ki€n thdc cd ban nhu Routing & Switching, Security. Ngoai
ra, dé theo kip v6i cdng nghé thi nhithg mang nhu VoIP, Datacenter
cling dang la nhitng lan gid mdi trong mang doanh nghiép mang
lai Igi ich I8n vé kinh t€. Vi thé, ké hoach cuia t6i trong cong tac dao
tao tai VnPro ngoai viéc tap trung update version R&S, Security sé
cobn ddy manh thém cdc mang VoIP va Datacenter.

Vay theo thady, vdi s6 luiong Ion kién thuc nhu’' vdy chung ta sé phai
CO bi quyét nao dé gilp thdy hoc tot, va trd thanh 1 networker gioi
?

Phuang cham hoc cta t6i * hoc di d6i véi hanh” khi chiing ta nghién
clru kién thic gi thi phai kiém chlng tinh chinh xac cla kién thic
dd qua lab hodc la ban be dong nghiép roi sau dé viét document
lai d€ luu gil nhitng kién thiic, hé thdng lai d€ cd nén tang viing
chéc vé chuyén mén.

Vdi tdm nhin cua thdy vé chuyén nganh mang, theo thdy mang nao
cua Cisco s€ la mang phat trién trong tuong lai & nudc ta ?

Theo t3i, nén tang van 1a Routing va Switching, tuy nhién trong
tugng lai s€ c6 thém cac mang Voice base over IP (VoIP) va
Datacenter. Hién tai & nudc ta VoIP dang la lubng gié mdi trong
linh vuc cdng nghé, tich hgp hé thdng thoai dua trén nén tang IP
tao nhiéu thuan Igi trong cong tac quan tri (Management), kha
néng md réng (Scalability) dé dang tan dung t5i da néng suét
san pham (Productivity) va gidm chi phi dich (Cost) vu vé& hdi
thoai, mang lai nhiéu tién Igi va Igi ich kinh t€ cho doanh nghiép.
Con V6i cac doanh nghiép tir xua dén nay thi quan trong nhat van
la cq sG dir ligh; khi d%anh nghiép phat tri€n cang manh thi cg s
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di¥ liéu cang phinh ra nhung van dam bao truy xuat gilr liéu phai
c6 két qua nhanh. Mudn dugc nhu vay thi cadc doanh nghiép phai
trién khai, xdy dung hé théng Datacenter dam bao tinh security,
backup dir liéu va s md réng cla cd sé dif liéu khi quy md doanh
nghiép ngay cang phét trién.

Th8y c0 thé cho cdc ban hoc vién VinPro biét thém cdc du’ én Ion
ma thdy da thuc hién trién khai thanh céng trong céng viéc cua
minh tu luc thdy theo nganh ?

VGi han 10 ndm theo nghé thi nhitng du an tdi trién khai rat nhiéu
vd nhu' : HSBC, BP Oil & Gas, AIG/AIA, Nestle, Colgate, Pepsi, Coca
cola, QTSC, Adidas, Citi Bank, Fubon Bank, Dai-chi-life, VINCOM,
VTI+FPT+Cisco System VN (Telepresence System), HoTram Resort
Casino 5 star plus....

Cam on théy Thanh rét nhiéu !

Cudc tro chuyén ngan vdi thay da gilp cho céc ban hoc vién VnPro
dinh hudng va hiéu biét thém rat nhiéu vé& cdng viéc trong tucng
lai cGia cac ban.

Chuc Thay nhiéu stic khde va ti€p tuc gat hai dugc nhiéu thanh
cbng!

Sinh vién thuc tap dugc
trai nghiém va lam viéc
thuc té tai VnPro

. Nham tao diéu kién
dé& cac ban sinh vién
tai cac truong bDai
Hoc, Cao Dang,
Trung Cap dugc thuc
tdp va trai nghiém
trong moi trudng
lam viéc chuyén
nghiép, gilp cac ban
tich Ity kinh nghiém thuc t&. Hang ndm, Trung Tam VnPro t& chirc
déu dan cac dgt ti€p nhan sinh vién thuc tap.

Thuc tap tai Trung tam tin hoc VnPro, céc ban sé dugc hudng dan
tur ly thuyét dén thuc hanh, cac ky nang mém can thiét cho cong
viéc tur trudng bé phan, cac chuyén vién va doi ngii giang vién nhiét
tinh va giau kinh nghiém.

Trong dgt thuc tap nay, bén canh viéc nghién c(tu, thuc hién dé tai
ctia minh, céc ban sinh vién s& dugc tiép xtc va trién khai thuc té:

- Xay dung thuc té hé thdng mang VolIP tir A-Z phuc vu doanh
nghiép.

- Xay dung cd ché quan ly, danh nhan thiét bj theo tiéu chuén
quoc té.

- Trién khai ndng cip hé thdng mang, switch Cisco ctia doanh
nghiép Ién tdi thi€u 1Gbps.

- Thuc hién du an vu di chuyén hé thdng mang doanh nghiép
Ién mGi trudng ao hoda.

Va day la nhitng chia s&, cdm nhan cla cac ban sinh vién dang
thuc tap tai VnPro trong dot nay:

Website: http://vnpro.vn; Forum: http://vnpro.org; Network channel: http://www.dancisco.com

Cam nhan tir ban Lé Hoang Khanh:

VnPro s@ hitu riéng cho minh hé thong mang doanh nghiép véi quy
mo han mét trdm nhan vién. Thuc tap tai day minh dugc lam quen
vGi mo hinh mang thuc t€, truc ti€p cau hinh, xr ly cac su’ 6. Ngoai
ra, minh cdn dudc tham gia vao du an xay dung mdi hé théng téng
dai VoIP véi su huéng dan nhiét tinh tir cic gidng vién giau kinh
nghiém cla trung tdm. Thém vao dd, cac cdng hang ngay tai trung
tam nhu quan ly website, dién dan, hd trg hoc vién, quan ly thiét
bi... giip minh rén luyén su ti mi, can than, tinh ki luat, thai do d6i
vGi cOng viéc. Ba thang thuc tap tai VnPro da gilp minh budc dau
tich Ity dugc nhitng kinh nghiém thuc t€ phuc vu cho cong viéc
sau nay.

Cam nhan tir ban Cao Tran Hitu Loc:

Ban dau, minh dén vdi chuang trinh thut tdp VnPro véi mong udc
dugc trao doi ki€n thdc cia minh vé linh vuc mang may tinh. Sau
hon mot thang thuc tdp, minh nhadn ra dugc nhiéu diéu hon thé.
Tuy nhitng y dinh va du &n ban dau van chua cd thdi gian thuc
hién, nhung bl lai minh dugc ti€p xuc rdt nhiéu vdi nhitng cong
viéc mang tinh thuc t&€ hon, tr nhitng viéc nhe nhung nhiéu nhu
kiém tra thiét bi, sira chita may tinh, dan nhan... d&n nhitng du an
mang tdm véc vi md nhu trién khai hé thdng VoIP cho cdng ty. Cac
anh chij trong trung tam ciing rat than thién, moi truGng lam viéc
rat thoai mai. Tuy khGi lugng thdi gian va cong suic bd ra & VnPro,
cdng véi chuong trinh hoc & trudng, cd thé ndi 1a kha vat va vdi
minh trong thdi gian dau, tuy nhién giG day minh da quen dan véi
mach lam viéc va that su rat vui vi quyét dinh thuc tap cta minh.

Cam nhan tir ban Pham Thanh Pong Khé:

Hién tai minh da hoan thanh chugng trinh dai hoc. Trong thdi gian
chd nhan bang t6t nghiép, minh quyét dinh xin thuc tap tai VnPro
dé hoc hoi, tich Ity kinh nghiém, tim hiéu mdi trudng lam viéc thuc
té.

Minh da thuc tap day dugc 2 tuan. Ngay ngay dau tién vao thuc
tap minh da dugc tham gia du’ an vé VoIP, tir nghién clru s¢ do
mang dén mua sam thiét bi, 13p d&t cho cac phong hoc vi sap tdi
VnPro s& |a trung tdm d&u tién tai Viét Nam t8 chiic khda hoc CCNA
Voice. Day la [an dau tién minh tham gia vao cac cong viéc nhu thé
ndy nén hdi vat va nhung ngudc lai minh nhan dugc su hudng dan
tan tinh cta cac thay, cac anh ky thuat ciing cac anh chi khac tai
trung tam va cac ban cung thuc tap cling rat nhiét tinh, vui vé.
Ngoai ra minh con dugc tham gia vao cac cong viéc khac nhu déng

Website: http://vnpro.vn; Forum: http://vnpro.org; Network channel: http://www.dancisco.com

bai, quan tri cac website ctia VnPro, dugc sir dung cac thi€t bi mang
that ctia Cisco, biét dugc cac thong tin tuyén dung ctia cac doanh
nghiép gui dén trung tam,... day déu la cac hoat dong thuc t€ rat
c6 ich véi ngudi sap ra trudng nhu minh.,

Cam nhan tir ban Nguy&n Hoai Nam:

VnPro la trung tdm nghién cru va dao tao mang Cisco vdi doi ngii
giang vién day kinh nghiém, da cd nhiéu hoc vién dat chiing chi
CCIE-chirng chi cao nhat ctia Cisco. VnPro c6 doi ngii giang vién
day kinh nghiém, giang day va hudéng dan hoc vién mét cach tudng
tan, bam sat vadi thuc t€...Khi dugc thuc tap thuc té tai VnPro em
cam thay rat thoai mai va vui vé.

Chiic VnPro cang ngay cang phat trién trén nhitng budc tién sau
nay.

Cam nhan tir ban Luang Ngoc Pirc:

Dén vdi VnPro chi la dip tinh cd. Nhung sau thai gian hoc CCNA &
day, téi cam thay noi day cé mot th(r “tinh” gi dé khac la. Vira vui
vé, hoa dong, than thién lai c6 chit quan tdm, lo 1dng clia moi
ngudi. Quay lai VnPro lan nay, vdi vai tro la thuc tap sinh, t6i cang
tin tudng hon vé kha nang quyét dinh lua chon cong ty thuc tap
clia minh, dugc cac anh hudng dan tan tinh tir nhitng viéc dau tién,
tUr nhitng th& nhd nhét. Noi vé VnPro, chéc cd |18 con nhiéu 13m,
moi ngudi rdi s& cd nhitng cdm nhan va ki niém riéng khi gan két
vGi ndi nay. Cdm an VnPro da cho t6i thém nhiéu ki€n thic, hanh
trang d€ budc vao ddi. Hra hen mét ngay khdng xa, tdi lai quay
vé VnPro [an nifa. Chic VnPro ngay cang phat trién I6n manh, viing
bén.

Cam nhan tr ban Pinh Pai Pong:

Dén vdi VnPro, dugc hoc tap va thuc tap do la mot diéu vo clng
may mén d6i véi minh. & day, minh nhan dudgc rat nhiéu su gitp
dd va hudng dan tan tinh ctia cac thay, anh chi va cdc ban ngoai
ra con co ca co lao cong, chl bao vé nifa. Nhirng ki€n thic va kinh
nghiém minh nhan dugc khong nhiing gilp ich rat nhiéu trong qua
trinh hoan thién ki€n thdc, nang luc ban than ma con ca sau nay
khi minh di lam... M6t [an nifa minh xin cdm on VnPro - ludn tan
tam va sé chia!

Cam nhan tr ban Truong Quang Lan:

Minh la Truong Quang Lan, sinh vién khoa Cong Nghé Thong Tin,
trudng dai hoc Khoa Hoc Ty Nhién Thanh Phd HO Chi Minh. Minh
rat cam dn trung tam VnPro da tao cc hoi dugc thuc tap tai trung
tam trong 3 thang dudi su hudng dan clia anh Tuén. Trong thdi
gian nay minh da nhan dugc nhiéu sy gilp d& tU trung tdm nhu
dudc ho trg mién phi thiét bi dé thuc hién cac dé tai thuc tap, dudc
sur chi dan tan tinh tir cac thay... Chinh nhitng diéu nay da gitp
minh hoc hoi dugc thém nhiéu ki€n thiic va kinh nghiém nang cao
trinh d6 chuyén mon vé chuyén nganh mang.

Bang chinh nhiing chia sé nay VnPro hy vong sé& cho ban sinh vién
thuc tp mua sdp t6i nhitng cai nhin thuc t&€ vé mdi trudng thuc
tap tai VnPro.
VnPro xin chic cac ban sinh vién thyc tap ti€p tuc gat hai dugc
nhiéu thanh cdng, thu dugc nhiéu kinh nghiém trién khai hé théng
mang thuc t€ sau khi két thic dot thuc tap. Chic cac ban hoan
thanh va dat két qua t6t trong hoc tap.
VnPro — Pao ta%chuyén gigma
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Cau hinh theo doi dudng
static route su dung tinh
nang ip sla

Trong moi trudng mang hién nay, yéu t6 du phong
(redundancy) la mét trong nhitng khia canh quan trong
nhat, bat k& 8 mang LAN hodc mang WAN. Trong chu dé
nay minh sé st dung tinh nang du phong trong mang WAN
v@i nhiéu két ndi WAN trén mot router duy nhat.

Céch tot nhat va dan gian nhat dé thuc hién tinh ndng du
phong mang WAN trén cdc thiét bi Cisco la sir dung sao luu
cac tuyén dudng tinh dang tin cay (Reliable Static backup
routes) v3i cong nghé IP SLA tracking.

IP SLA la mot tinh nang cé trong phan mém Cisco I0S cho
phép cac quan tri vién cd kha nang phan tich cac cap do dich
vu IP cho cac Ung dung va dich vu IP. IP SLA s dung cong
nghé traffic-monitoring dé€ gidm sat hoat déng giao thdng
lién tuc trén hé thong mang. Bay la mot phuong phap dang
tin cay va hang dau trong viéc do IuGng hiéu suat mang. Cac
Router clia Cisco cung cap tinh ndng IP SLA Responders, n6
cho biét tinh chinh xac cltia dit liéu do dugc qua hé thdéng
mang.

V@i IP SLA, thiét bi Router va Switch thuc hién phép do dinh
ky. S8 lugng va loai ctia cac phép do cd sin la rat I6n va
trong bai viét nay minh sé ndi vé tinh nang ICMP ECHO.
Chung ta hay 1ay mét vi du vé cac dudng lién két du phong
trong mét mang WAN cc ban nhu hinh dugi day:

PRIMARY

LINK
LAN Network

SECONDARY
N LINK
< |

Trong hinh trén cac thiét bj cta Cisco dugc két ndi vai ISP1
va ISP2. Cac thiét Iap phd bién nhit ma ching ta s dung
trong cudc séng hdng ngay la phai cd cdu hinh default
routes trén router Cisco vGi next-hop IPs tuong (ing nhu
hinh dudi day:

u Ri{configf# ip route 0.0.0.0 0.0.0.0 2.2.2.2
R1(configf# ip route 0.0.0.0 0.0.0.0 3.3.3.3 10

Néu ban chu y t6i s6 AD (Administrative Distance) cla
dudng secondary route tro tdi ISP2 sé dugc tdng 1én 10 dé
no trd thanh cac dudng lién két du phong (backup link).

hgp ma cac cong router két ndi vai cac lién két WAN dang &
trang thai up/ down hodac down/ down. Nhung trong rat
nhiéu tinh hubng, ching ta thdy rang mac du cac lién két
van & trang thai up nhung chlng ta khdng thé tiép can tai
cdng gateway, van dé nay thudng xay ra va 16i [a & phia ISP.

Trong tinh huéng nhu vay, IP SLA trd thanh ngudi ban tot
nhat clia mot ky su’ mang. V3i khoang 6 cau |énh dugc thém
vao, ching ta cd thé cé mdt mdi trudng tu’ ddng chuyén déi
du phong dang tin cay han.

SU dung IP SLA ban Cisco I0S co kha nang st dung Internet
Control Message Protocol (ICMP) dung |énh ping dé xac
dinh khi mot lién két WAN bi tat khi qua trinh truy cap két
thuic va khi d6 nd sé cho phép bat dau mot két ndi sao luu
tir mot port thay thé. Lénh Reliable Static Routing Backup
st dung tinh néng theo ddi d6i tugng dé cd thé dam bao
dudng du phong dé dang tin cay trong trudng hop ciia mot
vai trudng hgp xdu nhit ¢ thé xdy ra, nhu ddt mach
Internet hay cac thiét bi ngang hang bi Ii.

IP SLA dugc c3u hinh dé& ping mot muc tiéu, chdng han nhu
mot dia chi IP cong khai hoac mot muc tiéu bén trong mang
cong ty hodac mét next-hop IP trén router cta ISP. Lénh ping
s& dugc chuyén tdi mét cdng duy nhét.

Sau day la mét vi du vé& cdu hinh cua IP SLA dé tao ra lénh
ping icmp nham muc tiéu vao cac ISP1 next-hop IP:

L 4 Ri(configyip sia 1
Ri{configl# icmp-echo 2.2.2.2 source-interface FastEthernet0/0
Ri{configi# timeout 1000
Ri{config# threshold 2
Ri(config# frequency 3
Ri{configi# ip sla schedule 1 life forever start-time now

Xin luu y rang cac cau lénh Cisco IP SLA d& thay d6i qua cac
ban I0S khac nhau. D& biét Iénh chinh xac phu hgp véi ban
I0S, cac ban nén kiém tra tai liéu cta Cisco. Cac I&nh trén
la danh cho I0S 12,4(4)T, 15(0)1M va cac ban I0S sau nay.

C4u hinh trén da tao va bat dau mot cudc do xét IP SLA.

e Lé&nh ICMP Echo c* mdi 3 gidy s& gui mét géi tin ICMP
Echo tGi next-hop 2.2.2.2 IP.

e Thi gian chd timeouts dudc thiét 1ap (tinh bang mili gidy)
cho moi hoat dong clia Cisco I0S IP SLA dé chd dgi mot
phan (ng tr géi theo yéu cau cta no.

¢ NguGng nay tao ra mot su kién phan ting va luu trir thdng
tin lich st cho su van hanh Cisco I0S IP SLA.

e Sau khi xac dinh cac hoat déng IP SLA, budc ti€p theo cla
chidng ta la xac dinh mot doi tugng theo déi tham do SLA.
Piéu nay co thé dudc thuc hién bang cach s dung 1énh
I10S Track Object nhu hinh du@i day:
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R1(configh# track 1 ip sla 1 reachability

e Lénh trén sé theo doi tinh trang hoat déng IP SLA. Néu
khong co |énh ping phan hoi tir IP next-ho, qua trinh theo
ddi s& bi tat di va nd s& ma lai khi hoat dong IP SLA bat
dau nhan dugc 1énh ping phan hoi.

« D€ kiém tra, theo ddi tinh trang, ta st dung lénh “show
track” nhu hinh dudi day:

i] R1# show track

Track 1

IP SLA 1 reachability

Reachability is Down

1 change, last change 00:03:19
Latest operation return code: Unknown

e K&t qua trén cho thdy qua trinh bi tdt. Moi hoat dong IP
SLA duy tri mot gia tri ma tra vé (return-code). Ma trd vé
nay dudc giai thich bai qua trinh theo ddi. M3 tra lai cd thé
tra 10i OK, mat khac, mot s6 ma tra lai sé cho gia tri khac.

e Cac hoat ddng khac nhau cd thé cé gia tri ma tra lai khac
nhau, vi vy chi ¢6 vai gia tri phd bién cho t&t ca cac loai
hoat dong dugc sir dung. Bang dudi day cho thay cac qua
trinh theo doi mot ma IP SLA tra lai:

Tracking Return Code Track State

Reachability OK or over threshold Up

Budc cudi trong cau hinh IP SLA Reliable Static Route la
thém "track" cac tuyén dudng default routes trd dén cac
router ISP nhu hinh duGi day:

R4 Rilconfigh ip route 0.0.0.00.0.002.2.2.2 track 1
R1(config)# ip route 0.0.0.0 0.0.0.0 3.3.3.3 10

Su két hop tir khda s6 theo ddi va 1ap luan xac dinh rang cac
dudng dinh tuyén tinh (static route) chi dugc cai dat néu
trang thai cla d6i tugng theo doi la Up. Do dé néu trang
thai cla d6i tugng theo doi la Down, dudng dinh tuyén du
phong (secondary route) s& dugc s dung dé chuyén tiép
tat ca cac luu lugng truy cap.

Nguoi bién soan: Phan Thanh Phong.
Lién két tham khéo:
http.//www. firewall.cx/cisco-technical-

knowledgebase/cisco-routers/813-cisco-router-ipsia-
basic.htm/

Bao mat mang vian mot
cach tot nhat

Bai viét nay tap trung vao van dé dam bao su’ an toan cho
VLAN va cach thuc hién ndé trong moi trudng mang doanh
nghiép. Minh sé& dua ra nhitng meo va ciu Iénh cla Cisco dé
gilip cac ban nang cap do6 an toan cho mang VLAN.

Mac du nhiéu quan tri vién va nguGi quan ly CNTT déu nhan
biét dugc khai niém va cong nghé clia VLAN. Nhung khong
may thay, thuc t€ da chitng minh rang ching ta khdng thé
ap dung no cho viéc bao mat mang VLAN. Trong phan nay,
ching ta chu yéu tap trung vao viéc thuc hién trén switch
Cisco, nhiéu khai niém c6 thé dugc &p dung trén cac thiét bi
Switch clia nha cung cap khac.

Nguyén tdc dau tién trong viéc ddm bao mot mang VLAN an
toan la bao mat vat ly (physical security). Néu ban khong
muon thiét bi cia minh bi gia mao, truy cap vat ly (physical
access) dén cac thiét bi phai dugc kiém soét chat ché. Cac
Core switch thudng dugc dat mot cach an toan trong mét
trung tam dit liéu (datacenter) véi truy cap han ché, tuy
nhién cac Switch ving bién (edge switches) khong dugc
may man nhu vay va thudng dugc dat & nhirng nci ma co
thé dé dang tiép xtc dugc.

Cling nhu hudng dan cla viéc bdo mat vat Iy (physical
security) yéu cau cac thiét bi phai dugc dat trong mot
khdng gian kiém soét, bao mat mang VLAN dua trén doi hoi
viéc stf dung cac cong cu dac biét va vai “hoat dong bao mat
t6t nhat"dé cung cap cac két qua nhu mong mudn.

Chung ta hay xem xét mot vai budc quan trong ma mot quan
tri vién (Administrator) hay mot IT Manager dung dé xur
ly cdc van dé an ninh hau hét cAc mang méac phai trong thai
buGi hién nay:

1. Loai bo cac loai cap CONSOLE-PORT, gigi thiéu vé
viéc st dung truy cip bang CONSOLE/VTY co
password véi quy dinh vé timeouts va gigi han
truy cap.

C6ng Console 8 mat sau thiét bi Switch ctia Cisco gitp chiing
ta truy cap truc ti€p vao hé thong. Néu cac ban khong chu
y dam bao an toan cho phucng phap truy cap nay, khi dé
thiét bi Switch c6 thé dudc truy cip vao bdi bat c(r ai, chi
bang mot sgi cap console mau xanh ducong kha phd bién
hién nay. Thdng tin ngudi st dung thiét bj s& dugc hién thi
trén day console va cac cdng telnet/ ssh s& dam bao ngén
chan bat cr ngudi la nao khi c8 gang truy cap vao thiét bi.
Su dung cac Iénh dac biét nhu I1énh “exec-timeout', khi
ngudi quan tri Administrator vO tinh quén dang xuat khdi
phién truy cap, thiét bi cé 1 khoang thdi gian chd (timeout)
dugc cau hinh tuy chinh va s€ tu dong logout sau khi hét
khoang thai gian chd dé
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Sau day la mét tap hgp cac I1énh sé gilp cac ban thuc hién
cac bién phap han ché truy cap vao Switch:

u Switch# configure terminal
Switchiconfighf username admin privilege 15 secret *Firewall.cx™
Switchiconfigi# line console 0
Switchi{config-line}# login local
Switchi{config-line}# password cisco
Switch{config-line# exec-timeout 60 0

Minh cling ap dung cac Iénh nay tuong tu vao phan VTY
(telnet/ ssh) va tao ra access-list 115 dé€ han ché truy cap
telnet/ ssh tir mét s6 cac mang va host nhat dinh:

u Switch (configl# line vty 0 15
Switch (config-line}# password cisco
Switch (config-line}# login local
Switch (config-line# exec-timeout 60 0
Switch (config-line}# transport preferred ssh
Switch (config-line# access-class 115 in

Dudi day la access-list 115 ma minh da tao ra:

u Switch (configl# access-list 115 remark =[Restrict VTY Access]=-
Switch (configh access-list 115 permit ip host 74.200.84.4 any
Switch (configl# access-list 115 permit ip host 69.65.126.42 any
Switch (configl# access-list 115 permit ip 192.168.50.0 0.0.0.255 any
Switch (configi# access-list 115 remark

Nhu mot quy luat chung, nguGi quan tri mang nén lugt bo
bGt VLAN, va d3dc biét Ia VLAN 1 tir tt ca cac cdng noi ma
VLAN dé khong can thiét sir dung dén.

Vi du sau day minh da lugt bd VLAN 1-5 va 7-8, chi cho phép
truy cap vao VLAN 6 khi & ché do trunking mode. Hon
nifa, minh cting chi gan cac c6ng vao VLAN 6 ma thdi:

u Switch(configh# interface fastethernet(/24
Switch(config-if# switchport trunk allowed vlan remove ? (help)
WORD VLAN IDs of disallowed VLANS when this port is in frunking mode

Switch(config-iff# switchport trunk allowed vlan remove 1,2,3,4,5,7,8
Switch(config-iff# switchport access vlan 6

3. Tat cac giao thirc ma cé nguy cd bi tin céng cao
trén cac cdng khdng dudc sir dung

Néu mét cdng dudc két nGi véi mot thiét bi bén ngoai, khdng
nén cd gang hdi dap lai nd — Bdi vi nd cb thé dugc chuyén
sang lgi thé cho ngudi khac va st dung chdng lai mang cla
ban. H3y dam bao rang cac ban da tat cac giao thirc nhu
CDP, DTP, PAgP, UDLD (Unidirectional Link Detection
Protocol) va lubn luén bat chifc nang portfast spanning-
tree bpduguard trén cong.

Dudi day minh sé difa ra mot vi du vé cach dé tit cac giao
thic néu trén va cho phép spanning-tree portfast
bpduguard

Ludn lubn dam bao viéc str dung cac thong sb "Secret' han
la thong s6 “Password’ trong cl phap tén dang nhap cla
ban. Khi xac dinh t&n ngudi dung (usernames) va mat khau
(passwords) clia ho, théng s6 “Password’ sir dung mot
thuét todn ma hda y&u hon nhiéu ma né cd thé ma hda mot
cach dé dang.

2. Tranh s dung VLAN1 (DEFAULT VLAN) cho hé
thong dir liéu mang cua ban.

VLAN 1 Ia VLAN d&c biét dugc lua chon dé chira cac théng
tin cu thé cho cac giao thiic nhu CDP (Cisco Discovery
Protocol), VTP, PAgP va nhiéu haon nifa. VLAN 1 chua bao
gi& dugc du dinh s& dugc sir dung nhu’ mét VLAN tiéu chuén
dé chira cac dit liéu mang.

Bd&i vi cdu hinh mac dinh, bat ky lién két truy cap (Access
Link) trén mot switch Cisco déu dugc dat vaoVLAN 1, diéu
nay gay ra mét van dé an ninh quan trong nhu viéc truy cap
truc ti€p dén cac mang backbone. Va két qua la, VLAN 1 cd
thé két thuc viéc md rong hé théng mang mot cach khéng
ki€m soat néu khdng loai bd mdt sd tinh ndng nhat dinh.

Viéc str dung mot VLAN nhu vay cho muc dich quan ly sé
lam cdc thiét bi dang tin cay cd nguy cc bi tan cdng an ninh
tlr cac thiét bi khéng tin cdy rdng bang cach cdu hinh sai
hodc khai thé¢t nhiing 16i ¢ ban dé truy cap vao VLAN 1 va
5 ic 1hGng bao méat bat ngd nay.
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u Switch(configl# interface fastethernet0/24
Switch(config-if# no cdp enable
Switch(config-if# no udld port
Switch(config-if# spanning-tree portfast
Switch(config-if# spanning-tree bpduguard enable
Switch(config-if# spanning-tree guard root

Cudi cling, néu cac cdng khdng dudc st dung, hdy sir dung
|énh “Shutdown’ d€ dam bao nd s& khdng thé dugc truy
cap bdi bat cr ai ma khong dugc cho phép.

4. VTP DOMAIN, VTP PRUNING va PASSWORD
PROTECTION

C6 hai su' lua chon & day - mot la cau hinh VTP domain thich
hop hodc la tét VTP hoan toan! VTP la mot cdng cu tuyét voi
dé dam bao tat ca cac thdng tin VLAN dugc chfa dung trén
cac Switch trong hé thng mang ctia ban. Néu cac bién phap
an ninh can thiét khong dugc thuc hién, viéc lan truyén cau
hinh VLAN trong hé th6ng mang ctia ban 13 dé dang nhu két
noi véi mot Switch dugc cdu hinh mot cach toi té nhat.

Mot Switch gia mao dugc cau hinh véi cing 'VTP domain',
Vi vai tro la “Server” va cd s6 “VTP revision” cao han so VGi
s6 “VTP revision” ciia VTP server that su (thudng la Core
Switch), la tat ca nhiing gi can thiét dé gay ra su gian doan
I6n va rGi loan trén bat ky quy md mang nao. Tat ca cac
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switch khac sé tu dong "lang nghe" VTP Server gia mao va
x0a tat ca thong tin VLAN hién cé.

Sau day minh s& dua ra vai Iénh cg ban dé gidp Core Switch
cUa cac ban tranh trudng hgp nhu trén:

u CoreSwitch(configl# vip domain firewall.cx
CoreSwitch(config)# vtp password fedmag secret
CoreSwitch(configl# vtp mode server
CoreSwitch(configl# vtp version 2
CoreSwitch(configl# vtp pruning

Cac Switch & vung bién (edge switches), sé cau hinh theo
yéu cau: “VTP mode client” va “VTP password”, sau khi cau
hinh Iénh trén, cac switch nay sé tu dong ti€p nhan tat ca
cac thong tin cta VLAN tir Core Switch ciia ban.

Céc ban cd thé ki€ém tra cdu hinh bang cach sir dung Iénh:
show vip status

5. Kiém soat Inter-Vlan Routing bang IP Access lists

Inter-VLAN routing la mot tinh nang tuyét vai va can thiét.
Bdi vi trong nhiéu trudng hdp cd nhu cau dé cd 1ap VLAN
hodac han ché truy cap gilra ching, viéc sir dung IP Access
lists la bat budc.

IP Access lists dudc tao ra bang cach van cho phép ludng
dit liéu gilra cac VLAN thong subt, nhung khong tiép xuc vdi
cac mang can dugc bao vé. Sau khi Access Lists dugc tao
ra, ching dudc gan truc tiép trén cdng VLAN cla Swicth
Core layer 3. Tat ca luu lugng truy cap tir cac VLAN dugc
gan néu c6 gang dé vuot qua cac VLAN khac sé bi tir chdi
theo Access Lists, dam bao mang Core khong dugc tiép xuc.

Ching ta hay 18y mdt vi du phé bién dé thuc hién tha thudt
nay thuc té han.

Cac ban tao moét VLAN guest (VLAN 6 — mang
192.168.141.0/24) dé cung cap truy cap Internet mién phi
cho khach hang dén cong ty ca ban. Yéu cau la cho phép
truy cap Internet day du, nhung han ché quyén truy cdp vao
cac VLAN khac. Ngoai ra, cau hinh mot DHCP Server cling
dudc coi 1a can thiét, dé lam cho cudc séng cua ban dé dang
han va it phién ha.

Pay la cau hinh sir dung cho DHCP Server phuc vu VLAN
nay:

u CoreSwitch(config# ip dhep pool vlan6-Guest-Internet
CoreSwitch(dhcp-configl# network 192.168.141.0 255.255.255.0
CoreSwitch{dhcp-config}# dns-server 192.168.130.5
CoreSwitch(dhcp-config}# default-router 192.168.141.1

Luu y rdng 192.168.141.1 la dia chi IP cta VLAN 6 trén Core
Switch va 192.168.130.5 Ia dia chi DNS Server nam trén cac
VLAN khac nhau.

Ti€p theo, chiing ta tao ra mét Access Lists can thiét.

u CoreSwitch{config}# access-list 100 remark —[Allow Guest DNS requests to DNS Server]—
CoreSwitch(config)# access-list 100 permit udp 192.168.141.0 0.0.0.255 host 192.168.130.5 eq 53
CoreSwitch({config)# access-list 100 remark [Necessary for DHCP Server to receive Client requests]
CoreSwitch({config)# access-list 100 permit udp any any eq bootps
CoreSwitch(configl# access-list 100 permit udp any any eq bootpc
CoreSwitch(config}# access-list 100 remark —[Deny Guest Access to other VLANs]-
CoreSwitch(config}# access-list 100 deny ip 192.168.141.0 0.0.0.255 192.168.50.0 0.0.0.255 log
CoreSwitch(configl# access-list 100 deny ip 192.168.141.0 0.0.0.255 192.168.130.0 0.0.0.255 log
CoreSwitch(config)# access-list 100 deny ip 192.168.141.0 0.0.0.255 192.168.135.0 0.0.0.255 log
CoreSwitch({config)# access-list 100 deny ip 192.168.141.0 0.0.0.255 192.168.160.0 0.0.0.255 log
CoreSwitch({config)# access-list 100 deny ip 192.168.141.0 0.0.0.255 192.168.131.0 0.0.0.255 log
CoreSwitch(config)# access-list 100 deny ip 192.168.141.0 0.0.0.255 192.168.170.0 0.0.0.255 log
CoreSwitch(config}# access-list 100 deny ip 192.168.141.0 0.0.0.255 192.168.180.0 0.0.0.255 log
CoreSwitch(config}# access-list 100 remark —[Permit Guest Access to everywhere else —Internet ]--
CoreSwitch(configl# access-list 100 permit ip 192.168.141.0 0.0.0.255 any
CoreSwitch(configl# access-list 100 remark

Chu y rdng chiing ta cho phép DNS va DHCP theo yéu cau
ban dau, va sau do tur chdi truy cap dén tat ca cac VLAN.
Cudi cung chlng ta cho phép truy cap & khdp moi nai khac.
C4u tric hgp ly nay clia Access Lists dugc xdy dung dé phu
hdp Vi viéc thuc hién kiém tra Top-Down Access List trén
cac Core Switch.

Néu ching ta dat DNS hoac BOOTP cuGi cung trong Access
Lists, DU nd sé khong r6 rang nhung viéc tir chdi truy cap
van dugc &p dung. Cudi cing, cac thdng s6 “log” sé dugc
bdo cao va guri vé cho Core Switch, cho phép ching ta theo
ddi va phat hién ra bat ky khach hang nao dang c6 géng dé
truy cap VLAN khac trong cong ty.

BudGc cubi cuing, cac ban s& gan Access Lists vao cdng VLAN
mdi dugc tao ra:

u CoreSwitch{configl# interface vlan 6
CoreSwitch (config-iff# ip access-group 100 in

Tom lai

Cong nghé VLAN la tuyét vGi - né cung cap nhitng cai tién
rat tot cho hé thdng mang va cung cap duding dan dé chay
nhiéu dich vu trong méi trudng bi c6 Iap ma khong bi mat
tdc do, chat lugng va hiéu ndng clia hé thong mang. Néu
cac nguyén tac bao mét co ban can thiét dugc dua vao xem
xét trong qud trinh thuc hién ban dau, nd cd thé thuc hién
diéu ky diéu va lam gidm dang k& chi phi hanh chinh tir quan
tri vién IT (Administrators) hodc quan ly (Managers). Mat
khac, néu cac nguyén tac bao mat bj bd qua, hé théng mang
cla ban sé co nguy co bi tan cong va chi van dé chi la thoi
gian ma thoi.

C6 I€ sai [dam nghiém trong nhat ma mot quan tri vién IT
(Administrators) hodc quan ly (Managers) la danh gia thap
tam quan trong cla tang Data Link layer, va cac VLAN dac
biét trong kién truc cta hé théng mang.

Nguoi bién soan: Phan Thanh Phong.
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“M&i ngay chon mét niém vui” dé hudng téi gia tri
song tich cuc.

Trong d&i ai cling cd thé ddi dién vdi nhitng bat ngd gay sdc,
lGc d6 k§ ndng (ng phd va ban linh cla tirng ngudi sé dugc
béc 16 va dudc xa hdi thdm dinh mot cach rd nét nhat. Tai
sao ngudi ta lai khiing hoang, cé khi khing hoang ndng né
dén vay? Lam sao d€ cd thé vugt qua khing hoang va (ing
Xt phl hgp véi nhitng bat ngé khong mudn cé dé...?

-
Hin nin

Su’ c&ng thang c6 thé dén vai ching ta bat ky Iic nao khi
ngudi ta khong nhin nhan van dé moét cach binh thudng,
khong xem xét van dé mot cach thong thudng. Moi van dé
d8u cd thé ly giai trén nhiéu gdc dd, nhung néu chu thé nhin
nhan su’ viéc mét cach bi kich thi van dé sé trd nén nghiém
trong, tham chi hét stic tram trong. Diéu do sé lam cho cac
chl thé trd nén lo 13ng thai qua, mat phuong hudng va nay
sinh nhitng phan (ing tiéu cuc. O mét khia canh khac, mot
khi cht thé ngd nhan vé gid tri that cia minh, khdng nhan
biét chinh xac thai do tiém &n cta ngudi khac d6i véi minh
hoac c6 nhiing du bao qua chd quan vé phan (ng tir cong
ddng, chl thé ciling s& hoang mang, mat tu’ chd va nay sinh
phan Urng tiéu cuc...

Mat khac, khi su kién nao dé xay ra, nhitng phan (ng cla
cdng dong cé khuynh hudng thai qua, vugt khoi sirc chiu
dung clia ca nhan cd lién quan dén su kién dy thi ho cling
s8 “dung dung ndi gidn” va... dién tiét vdi nhitng phan (ing
bt thudng. D& trit bd céng thdng va cd nhitng phan (ing
phu hgp, ngudi ta cé nhiéu cach thirc hét sirc da dang va
tuy thudc vao tinh hudng, tuy thudc vao ngudn goc van dé
cling nhu moi trudng tac dong. Tuy nhién trudc hét can chu
y mot s6 nguyén tac, nhiing yéu cau cd ban gilp ching ta
han ché nguy ca d6i dién véi cédng thang, stress ,phong nglra
va han ché nhitng phan (g thai qua.

=

&

- Lam chd cam xic, diéu khién ban than dé thich (ing
véi nhitng bién ddi cia méi trudng. DE 1am dugc diéu nay,
ching ta hdycé gang sdng that véi cam xic.

- S6ng that don gian véi mot quan niém rat don gian
“diéu gi ciing c6 thé xay ra, diéu gi ciing cé thé giai
quyét”. Cudc s6ng ludn xuat hién nhiéu su kién, ca tich cuc
Ian tiéu cuc, nhung néu chlng ta nhan thic cac su kién
trong ddi song xa hoi véi mot thai do hét sirc thién chi va
véi niém tin cda chinh minh thi han ching ta s& cam thdy an
toan va chang bao gid cdng thang. Nhiéu ngudi vi qua dét
ndng chuyén thang thua trong cudc chdi, qua quan trong
héa thanh tich d3 trd nén hut hing va céng thang.

- “M&i ngay t6i chon médt niém vui” 13 mot cach o6 thé
gitp chdng ta trit bd mét nhoc dé hudng tdi nhitng gia tri
tich cuc cta van dé. Diéu nay phan anh mot nguyén tac hét
stic quan trong la “dy niém vui Idn at mudn phién”, mot khi
chiing ta tu tim dugc niém vui, chiing ta da that su' chd dong
giai phong dugc nhitng ap luc tlr moi truéng va s€ cam thay
thanh than mot cach tu nhién...

- Chap nhan van dé nhu chinh né dang dién ra dé
khéng c6 cam giac that bai vi néu c¢6 gang chéi bd su that
thi van deé cling s€ khéng dugc cai thién. Chap nhan su that
nhu la mét phuang phap tu minh can bang dugc cam xuc,
khoéng tu’ minh ddn vat ban than, khéng tu’ minh lam minh
cam thady mat gia tri, diéu do cling lam chinh ban than khong
cam thay hoai nghi minh. Hay Ia chinh minh, diing ¢6 gang
trad thanh mot ai d6 khong phai nhu ban chat cla minh. Mot
khi biét dugc ban than minh 13 ai, chinh minh s& trg nén dé
chiu vdi ngudi khac, tré nén can bang khi canh tranh vdi
ngudi khac.

- Hay c6 gang hop tac véi moi ngudi dé dugc chia sé
cam xuc va ti€p surc trong hoat dong. Moi truGng hoat dong
than thién vdi nguGi xung quanh lam moi ngudi it cd cam
gidc bat an, su tu vé& khong phai 13 ndi lo 4m anh, diéu dé
lam tinh than trd nén phan chan va sé san sang “quéng ganh
lo di d€ vui sdng”.

- Diéu quan trong cudi cung, hay that binh tinh xem su
viéc xay dén nhu mét bai hoc dé mdi ngudi 6 co hdi tu
diéu chinh minh va rat kinh nghiém dé nhiing “rui ro” khéng
cdn xay ra va san sang thich (tng moét cach chl dong va tu
chu. DU khong that don gian nhung néu mdi ngudi cé thién
chi va cd ky thuat lam chu ban than, hanh vi ctia ching ta
6 thé sé dugc kiém soat.

Piép khic mua
xuan

Hai vg chdng no clng lam mot
cd quan, chong thudng hay di
cobng tac xa, gan Tét chong
dién vé hdi vag:

- “Em da thay mua xuan chua?”.

Hiéu y chdng mudn hoi: “Pa cd tién thudng Tét chua?”, vg
lién tra IGi:

- “Xuan da vé&” r6i, nhung ma “Anh cho em mua xuan”
nghe...

Chong cut hirng tha dai:

- Nhu vay la doi v6i anh “*Mua xuan khéng con nira” u?

- buong nhién roi, do la “biép khldc mua xuan” ma anh!
Tim do that lac

Pém Giao thira, mot bdm nhau loay hoay quanh cbt dén
dudng, canh sat hoi:

- Anh dang lam gi & day?

- T6i dang tim cai vi bi mat.

- Anh c6 chac anh danh rci & day?

- Khong! Nhung chi cé chd ndy cd &nh sang dé tim!!!
Tién li xi

Cu Ty nhan dugc rat nhiéu tién Ii xi nhan dip ndm mdi. Cau
bé duing s6 tién dé dé mua sb-cd-la, ngudi ban hang néi:

- Chau nén dung s6 tién nay dé lam tir thién thi hon.

- Khdng. Chau s& mua sb-cd-la va bac s& duing sb tién do dé
[am tlr thién.

Thay do lam biéng

C6 mdt thay dd rét IuGi biéng, thuting kiém cd dé khéng
phai day do gi ca.

Mot hdm 6ng vao I6p hdi hoc tro:

- Tui bay biét hdom nay hoc cai gi khong?

Ca I6p tra loi:

- Thua thay khéng!

Thay do to vé gian dir:

VUi ngay tét

- Khéng biét? Vay tui may tdi trudng dé lam céi gi? Cut vé
hét dil

Pam hoc tro khim nim kéo vé hét va ban véi nhau la [an
sau thay cd hoi thi sé cd cach tra IGi xem thay tinh sao.

HOm sau, thay giao lai hoi:

- H6m nay tui bay biét s€ hoc cai gi khong?

Ca I6p dong thanh tra 15i:

- Da biét!

- B2 biét hét roi thi tui bay con & day lam cai gi vay? Vé hét
di!

Tui hoc tro tc 1am, cho nén ban rang ki sau thay cé hdi thi
ntra I6p sé tra 10i “co” va nlra I8p sé tra IGi “khong” coi thay
tinh sao.

Ngay k€ ti€p thay hoi:

- Bay biét hdm nay hoc cai gi khong?

NUra 16p tra Ioi:

- Thua biét!

NUa I8p tra 10

- Thua khong!

- Vay thi d(fa nao biét & lai day may dira khdng biét, con tao
vél

Bai ve chic Tét

Nghe vé nghe ve, nghe vé chlc Tét

30 mung MGt, ndm mdi can ké

Bao ndi bon bé qua ndm 13 hét

ChG an banh Tét bao do lién tay

Tai Ioc van may khong mong cling dén

Tinh duyén cap bén hanh phtic dao gia

Chuc khap moi nha quanh ndm no du

Tién vO day tu, su nghiép vinh quang

Vui vé ho hang ngu@i ngudi phan khéi

Hoc hanh tan téi khédi su’ thanh cong.
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Chuyén doi dia chi MAC
Multicast thanh dia chi IP
Multicast

Trong bai viét ndy, chiing ta s& cting ban luan vé khai niém chuyén

déi dia chi IP thanh dia chi MAC.

- D& thuc hién viéc chuyén dsi dia chi IP Multicast & layer 3 va
dia chi MAC multicast & layer 2, day 23 bit bac thap (low-order)
cua dia chi IP ( layer 3) s& dugc chuy&n vé ddy 23 bit béc thap
(low-order) cuia dia chi MAC (layer2).

- D3y 4 bit bac cao cla dia chi IP layer 3 dugc chuyén thanh

1110 dé& chi ra khdng gian dia chi I&p D (class D) tir 224.0.0.0
dén 239.255.255.255

- Dia chi MAC Ethernet b3t dau tir ddy 01:00:5E, cho phép cho
mot pham Vi tor 01:00:5E:00:00:00 dén
01:00:5E:7F:FF:FF.

- Vdi tdng s6 32 bit hién dién trong mét dia chi IP va 4 bit bac
cao cta nd chuyén thanh 1110. Minh s& chira lai 28 bit clia dia
chi IP @6 ma ching ta c6 thé sir dung dugc (32-4 = 28).

- Nhung hdy nhd rang, 23 bit bac thap trong s 28 bit c6 san
dugc anh xa tdi dia chi MAC, chi con chtra lai cho ching ta 5
bit.

- VGi 5 bit thém dugc chong 1én nhau, c6 32 dia chi IP multicast
(275 = 32) dudc chuyén thanh mdt dia chi multicast MAC.

Vi du sau day s& chi cho céc ban thdy cach chuyé&n 32 bit cta dia
chi IP thanh mot dia chi MAC

D& tham khao, minh sé str dung biéu dd sau day dé& chuyén d6i ma
thap luc phan thanh nhi phan va ngugc lai:

DECIMAL 0 1 2 3 4 &5 & 7 & 98 10 11 12 13 ¥4 1§
HEX /55110 0 T N 1 [ (0 N
BINARY 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

Hay bét dau bang céch str dung dia chi MAC dua ra trong séach:
01:00:5e:0a:00:01

1. Chuyén déi dia chi MAC hé thap luc phdn
01:00:5e:0a:00:01 dé nhi phdn

0000 0001:0000 0000:0101 1110:0000 1010:0000
0000:0000 001
01 00 oF 0A 00 01
0000 (001 0000 0000 0101 1110 00CO 1040 00O 0000 OO0 0001
2. C6 lap day 23 bit bac thap cua hé nhi phan tir dia chi
MAC d3 chuyén déi:

0000 0001 : 0000 0000 : 0101 1110 : 0000 1010 : 0000
0000 : 0000 0001

3. L&y day 23 bit tir buodc 2 va gan no vao day 23 bit cua
djia chi IP (Iam diéu nay trong hé nhi phan):

1110 xxxx : x000 1010 : 0000 0000 : 0000 0000

VinProw
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+ 1110 — D&y 4 bit bac cao cua dia chi IP cho khéng gian
dia chi multicast (224.xxx).

+ XXXX X - 5 bit con lai sau khi 23 bit cta dia chi IP dudc
anh xa téi dia chi MAC cong véi day 4 bit bac cao (1110). t&ng cong
32 dia chi IP.

4. Chuyén déi ddy nhi phan cua dia chi IP vé hé thap phan,
thay thé cic bién x vdi tat ca cdc gia tri dé cé duoc tat
cad 32 dia chi IP co thé:

e 11100000: (000 1010 : 0000 0000 : 0000 0001=
224.10.0.1

e 11100001 : (000 1010 : 0000 0000 : 0000 0001=
225.10.0.1

e 11100010: (000 1010 : 0000 0000 : 0000 0001=
226.10.0.1

e 11100011: (000 1010 : 0000 0000 : 0000 0001=
227.10.0.1

e 11100100: (000 1010 : 0000 0000 : 0000 0001=
228.10.0.1

e 11100101: (000 1010 : 0000 0000 : 0000 0001=
229.10.0.1

e 11100110: (000 1010 : 0000 0000 : 0000 0001=
230.10.0.1

e 1110 0711: 0000 1010 : 0000 0000 : 0000 0001=
231.10.0.1

e 1110:000: (000 1010 : 0000 0000 : 0000 0001=
232.10.0.1

e 11107001 : (000 1010 : 0000 0000 : 0000 0001=
233.10.0.1

e 1110:010: (000 1010 : 0000 0000 : 0000 0001=
234.10.0.1

e 1110:011: (000 1010 : 0000 0000 : 0000 0001=
235.10.0.1

e 11107100: (000 1010 : 0000 0000 : 0000 0001=
236.10.0.1
11101707 : 0000 1010 : 0000 0000 : 0000 0001=
237.10.0.1

e 111071710: (000 1010 : 0000 0000 : 0000 0001=
238.10.0.1

e 1110717177: (000 1010 : 0000 0000 : 0000 0001=
239.10.0.1

e 11100000 : 1000 1010 : 0000 0000 : 0000 0001=
224.138.0.1

e 11100001 : 1000 1010 : 0000 0000 : 0000 0001=
225.138.0.1

e 11100010: 1000 1010 : 0000 0000 : 0000 0001=
226.138.0.1

e 11100011: 1000 1010 : 0000 0000 : 0000 0001=
227.138.0.1

e 11100100: 1000 1010 : 0000 0000 : 0000 0001=
228.138.0.1

e 11100107 : 1000 1010 : 0000 0000 : 0000 0001=
229.138.0.1

e 11100710: 1000 1010 : 0000 0000 : 0000 0001=
230.138.0.1
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e 11100717: 1000 1010 : 0000 0000 : 0000 0001 =
231.138.0.1

e 1110:000: 1000 1010 : 0000 0000 : 0000 0001 =
232.138.0.1

e 11107001 : 1000 1010 : 0000 0000 : 0000 0001 =
233.138.0.1

e 1110:010: 1000 1010 : 0000 0000 : 0000 0001 =
234.138.0.1

e 1110:011: 1000 1010 : 0000 0000 : 0000 0001 =
235.138.0.1

e 11107700: 1000 1010 : 0000 0000 : 0000 0001 =
236.138.0.1

e 11107701 : 1000 1010 : 0000 0000 : 0000 0001 =
237.138.0.1

e 11107710: 1000 1010 : 0000 0000 : 0000 0001 =
238.138.0.1

e 11107717: 1000 1010 : 0000 0000 : 0000 0001 =
239.138.0.1

5. Tat cad 32 dja chi IP 6 budc 4 duoc anh xa thanh dja chi
MAC: 01:00:5e:0a:00:01.

(*)Chuyén déi dia chi MAC Multicast thanh dia chi IP
Multicast

Tuong ducng, mdt dia chi IP multicast cé thé dugc chuyén dbi
sang dia chi MAC. M6t khi ban da tim ra cach dé& chuyén déi dia chi
MAC & layer 2 thanh dia chi IP & layer 3, thuc hién nd rat dé dang.

DE bat dau, chiing ta c6 thé chon b4t ky dia chi tir 32 dia chi IP ma
minh d& chuyé&n déi & trén. Hay chon mdt dia chi ngau nhién nhu
227.138.0.1

- PAu tién chuyén dbi dia chi 227.138.0.1 thanh nhi phan:
+11100011: 10001010: 00000000: 00000001

+Chung ta chi quan tam dén phan mau do dai dién cho 23 bits bac
thdp cla dia chi IP.
+Ch y réng chiing ta bo bit béc cao clia octet thi hai.

- Chuyén ddi day 23 bit vé hé thap luc phan: 0A:00:01

- Chung ta d3 biét rang 3-byte dau tién (24 bit) clia dia chi MAC
la 01:00:5E. Diéu nay da dugc ndi & phan trén. Ban gian chi
can thém két qua budc 2 dén 3 byte dau tién va ban co dia chi
MAC: 01:00:5E:0A:00:01

+Céc ban c6 thé chon b4t ky trong s 32 dia chi IP ¢d trong danh
sach & trén va ban sé luén cé dugc dia chi MAC la
01:00:5E:0A:00:01 néu lam theo cac budc & trén.

7om tat

- Octet 1 - Ch( y rang octet dau tién lubn dirng mot minh.

- Octet 2 - Ban chi can chuy&n ddi 7 bit cudi thanh hé thap luc
phan. Octet th( hai trong hé thap phan la 138. Nhung néu ban
Iugt bo bit cao nhat, nd sé tra thanh mot s6 thap phan 10 hoac
sO thap luc phan OA.

- Octet thir 3 - Chuyén déi truc tiép cho thanh hé thap luc phan.

- Octet thr 4 - Chuyén d6i truc ti€p cho thanh hé thap luc phan.

Nguoi bién soan: Phan Thanh Phong

Lién két tham khao.:
http.//routemyworld.com/2009/03/04/ip-multicast-to-mac-
address-mapping/

Thiét 1ap l1énh tat T“alias
command” trén thiét bi Cisco

Chung ta lién tuc s dung céc cau lénh nhu show ip interface
brief, copy run start configure terminal, show running-
config.....Dé tiét kiém thdi gian va su' 13p lai cta Iénh nhap nhiéu
[3n, ban c6 thé str dung nhitng 1énh gd tét. Cisco I0S cho phép ban
cdu hinh mot 1&nh tit ho&c mot 1énh phiic tap. Mdt [énh tit co thé
dugc cdu hinh d& [am bét c(r diéu gi co thé trén mot dong 1énh,
nhung 1énh gd tit khéng thé di chuyén gitfa cac ch& do, gd mét
kh&u, hodc thuc hién bat ky chiic ndng tucng tac.

Dudi day Bang chira 1énh tat cho 1énh gbc Cisco.

h help

lo Logout
P ping

5 show
Uorun undebug
w where

SUr dung 1énh show aliases trén Cisco Router d€ show ra bang:

Cisco-Router#sh aliases

Exec mode aliases:

h help

lo logout
= ping

r resums
=} show

u undelbug
un undelbug
W where
Cisco-Router#

Céc |énh gd tat dugc cdu minh & ché dd modes exec: Privilege #,
global configuration: (config)#, interface configuration: (config-
if)#, router configuration: (config-router)#. Ban c6 thé thuc hién
Iénh show aliases ? d€ xem c6 bao nhiéu ché& d6 dang c6

o Al Pro
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Cisco-Router#sh alias 7
Buffer config-owner—-buffer

RITE-profile Router IP traffic export profile
command mode
RMI-Node-Config
RMI-Resource—Group

Resource Policy Nodes Config mods
Resource Group Config mode
Resource Manager Config mode
Resource Policy Config mode

SASL profile configuration mode
ARR attribute list config mode
ARE user definition

VPODN group accept dialin

RMI-Resource-Manager
RMI-Resource-Policy
SASL-profile
aaa-attr-list

saa-user
accept-dialin
configuration mode
accept-dialout
configuration mode
acct_mlist
definitions
address—family Iddress Family configuration mode
aic Zlarm Interface Card
configuration mode
appfw-application-aim ppfw for AIM Configuration Mode
w—application-msnmsgr RAppfw

VEDN group accept dialout

LAL accounting methodlist

for MSN Messenger
iguration Mode

w—application-ymsgr 2Zppfw for Yahoo! Messenger
iguration Mode

ppfw-policy 2Application FW Policy
Configuration Mode

application-http 2ppfw for HTTP Configuration Mods
archive Erchi 1 r

mode

.......... output removed

config Global Configuration mode
output removed

exec Exec mode

output removed

CAu |énh dé thuc hién chiic néng g tat & global configuration mode
la alias mode <command-alias> <original-command>

Cisco-Router(config)# alias exec prt partition—privileged
EXEC mode

Cisco-Router(config)# alias configure sb source-bridge—
global configuration mode

Cisco-Router(config)# alias interface rl rate-limit—interface
configuration mode

Cisco-Router(config)# alias exec scn show cdp neighbor —
Privileged Exec Mode

Cisco-Router(config)# alias interface ns no shutdown

Néu céc ban thuc hién I1énh gb tat & ‘interface mode’ va ‘privileged
mode’ thi s dung |énh:

Cisco-Router(config)# alias configure sir do show ip route
Cisco-Router(config)# alias interface sir do show ip route

DE& xem céc 1énh tat do mic dinh hodc do ngudi dung tao ra, st
dung |énh show alias command.

Nguoi bién soan: Phan Thanh Phong.
Lién két tham khao:

http.//www.ciscoconsole.com/wany/cisco-general/how-to-
configure-cisco-alias-commands-on-cisco-router. htmj/

Qua trinh khéi dong mac dinh
cua router cisco

Router Cisco c6 thé khdi ddng IOS tUr c&c nai sau day:

- Flash memory.
- TFTP server.
- ROM (mét s6 I0S khong hd tro).
Qua trinh khéi ddng mac dinh ctia Router dé& xac dinh cac I0S:

- NVRAM.
- Flashndi ti€p).
server gkhc’ii dong qua mang).

nProis
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- ROM (chtra 1 phéan IOS).
Luu y: cac 1énh hé théng khdi ddng cua Cisco cd thé dugc st
dung dé& xac dinh ngudn I0S chinh va IOS du phong.

Toan b0 quan trinh khai dong Router cutia Cisco va dinh vi cac 10S
Cisco:

1. POST (Power On Self Test) va ma Bootstrap dugc thuc
hién:

Perform Post Load Bootstrap

—

POST la mét qué trinh dugc sir dung dé ki€ém tra phan citng Router.
Sau khi POST dugc chay, chuang trinh bootstrap sé dugc nap.

2. Xacdinh vi tri phan mém Cisco IOS va tai n6 vao bo nhé

RAM cua Router.

Cac chuang trinh bootstrap xac dinh vi tri cta Cisco IOS va tai nd
vao bd nhé RAM. Cac tap tin Cisco I0S c6 thé dugc dét tai mot
trong ba dia diém: bd nhd flash, TFTP server, hodc mdt vi tri khac
dudc chi ra trong tap tin cau hinh khdi dong. Theo mac dinh, Cisco
I0S dudgc tai Ién tir bd nhd flash. Cac thiét Iap cau hinh phai dugc
thay ddi dé tai 10S tir mdt trong nhitng nai khéc.

L. Kiém tra gid tri cAu hinh Configuration Register (NVRAM) ma né
cd thé dugc stra ddi bang cach st dung 1&nh config- register tir
ché d6 Global mode trén Router clia Cisco.

0 = ché d6 ROM Monitor.
1 = ROM IOS.
2-15 = startup-config trong NVRAM.

I1. Kiém tra tép tin Startup-config cho cac 18nh khdi ddng hé théng
NVRAM).

a) Néu hé thong khdi dong Iénh trong startup-config

Hé théng khdi dong chay lénh theo thr tu ma ching xudt hién
trong startup-config d& xac dinh vi tri I0S

[NEu Iénh hé thdng khdi dong khong thanh cong, qua trinh khdi
dong mac dinh sé xac dinh vi tri I0S & dau? (Flash, TFTP, ROM)]

b) Néu khong cé |énh khai dong hé thdng trong startup-config,
no sé st dung cac trinh ty khai déng mac dinh trong viéc xac dinh
vi tri cac I0S Cisco:
¢ Flash (noi ti€p).
e TFTP server (khdi dong qua mang).
¢ ROM (chtra 1 phan I0S) hoac ti€p tuc nap qua TFTP phu
thubc vao mo hinh router.

Locatethe IOS __ Load the 10S

in the Flash e
Memory or

TFTP Server

Luu y: Néu Cisco I0S khong dugc xac dinh hodc bi gian doan tur
Iénh khdi dong hé théng va trinh tu khdi dong mac dinh, Router sé
nhap vao ché dé man hinh ROM hoac ché d6 rommon.

Website: http://vnpro.vn; Forum: http://vnpro.org; Network channel: http://www.dancisco.com

3. Xac dinh vi tri va thuc hién cac tap tin cau hinh khdi
dong.

Néu I0S dugc nap, chuong trinh bootstrap tim ki€m cac tap tin cau
hinh khai dong trong NVRAM. Tap tin nay chifa cac Iénh cdu hinh
d3 luu trudc doé va cac théng s6, bao gdm ca dia chi cac cong,
thdng tin dinh tuy&n, mat khiu va cac théng s8 cau hinh khac. Néu
tap tin cau hinh khéi ddng ndm trong NVRAM, né sé tai vao bd nhé
RAM khi chay cau hinh.

Locate the Load configuration
configuration — file or enter setup
file situated in mode

the NVRAM,

TFTP Server or

Console

Néu khong cd tap tin startup-config, Router Cisco sé st dung du
phong méc dinh hodc ché dd tu khdi ddng dé xac dinh tap tin
startup-config va sau dé nd sé vao ché do setup mode hodc
setup dialogue.

¢ NVRAM
o TFTP server
e Setup Mode

Cac Iénh khdi dong hé théng cua Cisco:

Cisco-Router(config)# boot system flash I0S filename - khdi dong
tur b6 nhd FLASH.,

Cisco-Router(config)# boot system tftp 10S filename tftp server ip
address - khdi dong tir mot mdy chu TFTP server

Cisco-Router(config)# boot system rom - khdi dong tu hé théng
ROM,

Cau Iénh cdu hinh Configuration Register trén Router cua
Cisco:

Cisco-Router(config)# config-register Ox10x (chi¥ x cudi cung
thuong la O-F trong hé thap luc phan).

Khi chi x cudi cung thudng la:

0 = khdi dong vao ché d6 ROM Monitor

1 = khdi dong ROM 10S

2-15 = dua vao tap tin cdu hinh startup-config trong NVRAM.

Bang dudi day mo ta cac thao tac tién trinh khai dong Router véi
gia tri Configuration register va cac |énh khdi dong hé thong:

Gia tri Chirc nang
Boot
0x0 Vao ché dé rommon va bod qua cac Iénh khai dong
hé thdéng
Ox1 Nap IOS tir ROM va bé qua cac Iénh khdi dong hé
thong. Diéu con dugc goi la ché do RXBoot mode.
0x2-0xF | NEu str dung Iénh khdéng khdi dong cdu hinh, dau
tién cac tap tin I0S trong Flashmemory dugc tai;

néu that bai, router sé tim ki€ém mot I0S trén may
chi TFTP. Néu that bai, IOS tir ROM dugc nap.

0x2-0xF | Néu sir dung vdi Iénh khdi dong hé thong ROM,
I0S tir ROM sé dugc nap.

0x2-0xF | Néu sir dung vdi Iénh khdi dong hé thong tir Flash,
tap tin dau tién trong B6 nhd flash sé dugc tai.

0x2-0xF | Néu sir dung Iénh khai dong hé thdng flash
file_name, I0OS vdi file_name quy dinh dugc nap
t&r b0 nhd Flash.

0x2-0xF | Néu sir dung Iénh khai dong hé thdong tftp
file_name 10.1.1.1, IOS vdi file_name quy dinh
dugc tai tr may cha TFTP server.

0x2-0xF | Néu sir dung nhiéu Iénh khdi dong hé thdng, mét
qua trinh xay ra dé tai I0S dua trén 1&nh khdi
dong dau tién trong cdu hinh. Néu that bai, Iénh
khai dong thr hai dugc st dung, vv., Cho dén khi
mot I0S dugc nap thanh cong.

Bi€u d6 Trinh tu khéi déng cha Router:

POST
bootstrap

Yes Found TFTP?
Yes
Load
Config
File
The boot process

Nguoi bién soan: Phan Thanh Phong.
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