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Duoc phdt hanh béi Céng Ty TNHH Tu Vén va Dich Vu Chuyén Viét
J/

-

Hon 2,6 ty ngudi st
dung internet trong (GF ° o i hoc vien civahoc
nam 2014

® Tang khoa hoc MPLS va VPN

/

Nang cao quan ly e

Chat Luong Thi Cur

Cai tién qui trin ddnh gid chdt lugng déo tao cdc bac
hoc tai Viét Nam la 1 vdn dé néng dang duoc quan tam
cla xa héi. Viéc ddanh gid thi cr khéng chi don thudn la
cdc bai kiém tra co ban theo truyén théng ma can phai
cdu triic lai dé thi, ma tran héa dé thi, da dang céu hdi, da
dang ndi dung... déy la mét phdn trong dé dn “Cdi tién

thi ctr 2015 ctia Bé Gido Duc va Bao Tao”
[Trang 01] : : C

7 loai cdu héi trong ky thi
chung chi Cisco

Céc ky thi ctia Cisco bao gém céc dang cau héi sau day:
- Multiple-choice, single-answer
- Multiple-choice, multiple-answer
- Drag-and-drop
- Fill-in-the-blank

- Simulation
- Testlet & =~
- Simlet [Trang 02] VnPro nhén ky niém chuong do UBND TPHCM trao téng
 EGOETTITT.
01. Tin tdc cébng nghé 09. Giai dap céng nghé théng tin
04. Cau hinh Cisco ZFW - Cisco Zone Based Firewall 12. Thu gian
06. Tusach LabPro 13. Tailiéu Céng nghéThoéng tin

08. VnPro phat trién déi ngl Gidng Vién
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TINTUC CONG NGHE

Hon 2,6 ty ngudi st dung internet
trong nam 2014

Trong khoédng thai gian cudi thang 2 vira qua, té chic
phi Igi nhuan Internet.org dudi 1a c& cla Facebook da
phat hanh mét ban bao cdo rat tha vi vé quy mé ngudi st
dung internet toan ciu. Qua dé, ta cé thé biét duoc ring
37,9% (tuong duong hon 2,6 ty ngudi) dan sé thé gidi déu
Ién mang it nhat mét [an méi nam, va 90% dan sé da duoc
pht séng internet mobile.

Bao cdo néu rd, tai nhitng nudc phat trién, ty 1& ngudi
dan Ién mang dat téi 78%, nhung & nhiing nudc dang
phét trién thi con s6 nay mdéi chi dimng lai & muc 32%. Ré
rang, do phad séng internet tai nhirng nuéc phat trién & Au
- My c6 su chénh léch I6n d6i véi nhiing nudc dang phat
trién vi nhu'Viét Nam. Du kién dén hét nam 2015, toan ciu
sé ¢6 hon 3 ty ngudi sif dung internet.

Xu huéng Mobility trong céng viéc

Céc thiét bi théng minh smart phone da thay di nhiéu
mat clia cudc séng hang ngay trén nhiéu linh vuc khac
nhau. Véi cac thiét bi nay, ta cé thé nghe nhac, xem phim,
tai cac ing dung phuc vu cho céng viéc va ca nhan. Cac
doanh nghiép khéng ngling ndng cip t6c d6 mang
khéng (wireless speed) dé dap ting nhu ciu cta nhan
vién, bén canh d6, cac nguyén co bao méat dén ti xu
huéng dem céac thiét bi cd nhan vao phuc vu cho céng
viéc BYOD ciing gia tang khéng ngting.

Xu huéng di déng héa Mobility

Ngudi bién soan: Bli Quéc Ky

Virus co suc tan pha ghé gém nhat
lich s&t may tinh

ILOVEYOU dugc xem la mét trong nhitng virus nguy
hiém nhat trong lich st céng nghé, khi gay ra thiét hai lén
t6i 10 ty USD, véi khoang 10% luong PC trén toan cau bi
lay nhiém. Virus nay duoc tao ra bdi hai lap trinh vién
ngudi Philippines la Reonel Ramones va Onel de Guzman.

Theo d6, ILOVEYOU lay nhiém théng qua email, khi
ngudi stf dung click vao tép tin dinh kém dugc nguy trang
thanh mét 1&i té tinh. Sau d6, né sé tu déng gui email dén
nhing ngudi khac trong danh sach dia chi lién hé cla
ngudi bi lay nhiém. Diéu dang cha y |a hai tac gia cla virus
nay khéng hé bi buéc t6i, do thoi diém &y (nam 2000),
Philippines chua c6 cac quy dinh phap luat lién quan dén
phan mém déc hai.




. CHUNG CHi QUOC TE _Jaﬁ' f’{ < i 0
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7 loai cau hodi trong ky thi chung chi Cisco

Cac ky thi ctia Cisco bao gébm céc dang céu hai sau day:
- Multiple-choice, single-answer
- Multiple-choice, multiple-answer
- Drag-and-drop
- Fill-in-the-blank
- Simulation
- Testlet
- Simlet
Which fams afe the names of specific compuler openabng syslems? (Choode three.)
™ Apple
q‘l:rm:l
I~ Google
WV Windows XP
7 Windows 98
™ Microsoft

Hau hét moi ngudi da quen thudc véi cau héi multiple
choice. Mt s8 cau hdi cé mdt cau tra 1&i chinh xac va mét
s thi cé mét vai cau chinh xac. Cisco sé luén cho ban biét
c6 bao nhiéu su'lua chon duling trén cau hoi va sé canh bao
ban néu ban da chon qua it hoac qua nhiéu.

Drag each item kisted on the lefl 1o its proper calegory on the nght.
Not all items will 1 ihe categories.
Layer 3 Routed Layer 3 Routing

D | hoocn Pratocol

Cau hdi Drag-and-drop yéu cau ban phai kéo cac cau
tra 16i dén cac 6 tréng trén man hinh. Théng thudng, cac
ban dugc yéu cau dé kéo cac diéu khodn vao cac dinh
nghia tuong Uing ctia né hoac cac loai thich hgp. Ban ciing
c6 thé dugc yéu cau kéo cac muc vao mét so dé mang.

Vhat are the respective Celsius values for 32 degrees
Fahrenheit and 68 degrees Fahrenheit?

32F P]c
68 F [20] ¢

Mot cau hdi fill-in-the-blank yéu cau ban dién cau tra | &i
vao mét hoac nhiéu 6 text. Mac du minh chua bao gi&
thdy Cisco s dung cau hdi fill-in-the-blank nhung Cisco
c6 thé cho ra bat c( Itc nao.

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com

Cau hoi mé phong (Simulation questions) yéu cau ban
phai cdu hinh mét hoédc nhiéu hon cac thiét bi Cisco bao
gbém router, switch va cac thiét bi khac. Minh da thay ca
hai mé phéng dua trén 10S va dua trén GUI. Tat ca caclénh
va céc tinh ndng cé thé khéng cé sdn nhung nhiing cai
ban cdn dé hoan thanh cau hadi sé cé sin. Cau hdi mé
phoéng 6 xu hudng danh vao tdm ly ctia ngudi du thi. Tuy
nhién, ban cé thé vuot qua bang cich thuc hanh thuc té
vdi cac router Cisco hoac véi mét phan mém mé phéng
giéng nhu Boson's NetSim.

What is the IP address for the Ethernetd interface? |
M2I6A151.1
LA T RN}
192168121
R AL BiFRL

Cau hoi Testlet thuong duoc trinh bay nhu mét nhém
3-6 cau hdi. Nhiing cau hoi nay déu dua trén mét trudng
hop chung hodc mét mé hinh mang. Cau lénh dau ra sé
dugc cung cip cho ban trong cau héi d6. Cac ban cé thé
tra |&i cac cdu hdi testlet theo thi tu nao cing dugc
nhung mét khi rdi khai testlet thi khéng thé quay lai.

Céc ban khéng thé thay tat ca cac loai cau hdi trén méi
ky thi chiing chi Cisco. Tuy nhién, ban cé thé sdn sang cho
bat ky cau hdi nao bang cach kiém tra Cisco Certification
Exam Tutorial (thé hién trong cac hinh dnh & trén). Day la
hudng dan tuong tu ma ban sé nhin thdy & dau mai ky thi
chiing chi Cisco. Néu hiéu ré cac khai niém cacloai cau hai
trén khéng cé van dé gi véi cac ban dau, Cisco chi strdung
dé kiém tra kién thic cia ban ma thoi.

Ngudi bién dich: Phan Thanh Phong

nPro




CHUYEN DE

Cau hinh Cisco ZFW - Cisco Zone LA
Based Firewall

Khai niém ctia Cisco Zone Based Firewall (ZFW) rat don
gian nhung néu ban khéng hiéu 1am thé nao dé thiét ké
né, ban sé khéng lam duogc gi ca. ZFW vé ca ban phan loai
cac cdng vao moét khu vuc an toan, cidc cdng & ving
Intra-zone cé thé vuot qua luu lugng truy cap tu do gitia
méi céng. Tuy nhién luu lugng gilta cac céng & ving
Inter-zone dugc gidi han bdi mac dinh. Mét vi du cé thé
nhanh chéng lam sang té thém vé khai niém nay. Hay xem
xét mé hinh mang don gian dudi day:

LA EZCNE

= ;
a__ 11/0 Cinly Retum Traffic should be allowed
- 192.160.4.0/24

Nu R2 m -
)G 1.1.1.0/30 =
Lan_?one - ——
t2/0 f1/0

f1/1

~ : 192.168.5.0;/24
/1
HITE =1 1cMP policed at 0000 bytes

HTTPS - HTTP, HTTPS, ICMP, 5SH shuuld be sllowet! o go
[FMP outside from inside
o . Only return traffic should be allowed in
- Traffic shoukd flow freely between
192.168.4.0,/24 and 192.168.5.0,/24

Wan_7one

i

Chuing ta cé 2 khu vuc 1a LAN Zone va WAN Zone. Céng
Fast1/0 va Fast1/1 trén R2 sé dudc phan loai vao LAN Zone
va ké tir khi 2 c8ng ciing ndm trong 1 khu vuc thi luu
lugng gilia ching sé dudc tu do. Céng Fast2/0 cla R2 sé
dugc dua vao WAN Zone va khi d6 cdng Fast1/0 va Fast1/1
so VGi Fast 2/0 sé khéng thé truy cap 1an nhau vi nam khac
khu vuc.

Cau hinh cac Interfaces trén Router

Cdu hinh http va https server trén R3

Tao Security Zones

Chuing ta da ciu hinh tat cd cic cdng, tiép theo latao ra
khu vuc an toan (security zones). M6t cho LAN va mét cho
WAN. LAN dén WAN chi nén cho phép cac mang con va
céc giao thuic cu thé va chi cho phép luu lugng truy cap tré
lai t&r WAN dén LAN.

Tao Access-list khdp véi LAN Subnets




Tao Class-maps #* Dynamips(0): R2, Console port

RZ2ffi=sh run int fast

E? Dynamipslﬂ)!: Rz. Cnnsola PDI’t Building configurstion...
=3 wap type inspect mwatch-all LANZWAN HTTPS

group name Lan Subnets

ch-all LANZWAN pt nnec > R4 Internal LAN ZONE

Subnetcs 55.0

AN_HTTP

# Dynamips(0): R2, Console port

solicy=map Lvype inspect LANZWAN
type inspect LANZUWAN ICHMP
Jal={nd®

ce 64000

inspect
INTERNET Z

Verify and show commands

Hdy xem nhiing gi sé xay ra khi ban ping tcr R5 dén R3 va R3 dé R5

Mét cdch khdc khéng st dung policy-map

Tao Zone-Pair / Apply policy-map
Luu y rdng ping ti R5 dén R3 thi ok, tuy nhién ping tu

R3 R5 thi khéng dugc va day la hanh vi da dugc du kién
theo khu vuc an ninh ctia ching ta. Nhé lai rang bat c
diéu gi bat dau ti "bén ngoai" déu bi tir chéi vi ching ta

Gan Security zones vao cac interfaces khéng tao ra mét vung déi tir WAN t&i LAN.

Chung ta dang gan hoan thién qua trinh, tat ca nhing
gi phai lam 13 chi dinh cac cdng cu thé cho khu vuc an
ninh thich hap. Nhé lai ring céng Fast1/0 va Fast1/1 I3
LAN ZONE va Fast2/0 la WAN / External Zone.

Ngui bién soan: Phan Thanh Phong

Vui Iong truy cap VnPro.org dé xem tiép

nPro
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DAO TAO MANG CISCO TAI VNPRO

\CCN )

SW'1T CHING

CISco

(\CC NA /’
SECURITY

Chuong trinh CCNA R&S Chuong trinh CCNA Security
CIScOo CISco
CER‘T’IFIED CER‘I’IF!ED CERTEFIED \ CERTIFIED
\ / \ / \‘SECURITY \S‘ECURITY
Chuong trinh CCNP ROUTE Chuong trinh CCNP SWITCH Chuong trinh SECURE Chuong trinh FIREWALL
CISCO CERTIFIED
CERTIFIED (CCI E)
\C:C:_NP / ROUTING AND
SWITCHING
X ; ~
Chuong trinh CCNP TSHOOT Chuong trinh CCIE

&)

¢ Tang khéa hoc MPLS va VPN
e Uu dai hoc vién cii va hoc
vién dong nhom

Cam két loi ich khi hoc tai VnPro

Vdng hoc duoc hoc bu, khéng hiéu bai duac hoc lai mién phi.

- Gido trinh giang day chuan quéc té va LabPro tiéng Viét.
' « Thuc hanh >70% thoi lugng chuong trinh va truc tiép 100%

trén thiét bi chinh héng, hién dai. (>100 gid lab)
Dugc thuc hanh mién phingodi gio.
Chung chi VnPro duogc céng nhdn trén toan quéc.

Thi dédu quéc té sau khi hoan tat khéa hoc.
| ——

%P‘wd
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La trung tém duy nhdt trong ca nudc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdap nhat,
ndng cap thudng xuyén theo chudn gido trinh quéc té

s o v

HUGNG DAN
HOC Vi THI BCBA

CCNA Routing CCDA On thi CCNA trong 24h
& Switching Gia: 250.000 VNB Gia: 120.000 VNB
Gia: 220.000 VNB

" ST

CCNP LABPRO ROUTE CCNP LABPRO SWITCH CCNP LABPROTSHOOT On thi Route On thi Switch
Gia: 120.000 VN Gia: 120.000 VND Gia: 120.000 VND Gia: 90.000 VN Gia: 100.000 VNP
[rm— [ [ e | e
AN
N ot 661 Vi CCNP LABPRO

\LabPro

F———

—

Tt e s
On thiTshoot CCNP LABPRO BsCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gié: 80.000 VNP Gié: 95.000 VNP Gia: 70.000 VNP Gia: 120.000 VND SNAF & SNAA

Gia: 120.000 VND

T

S5 P

w0 Cda #O0 T ORIE Ol
CCIE ROUTING
& SWITCHING

—_—

CCSP LABPRO

SNRS

CCSP LABPRO CCSP LABPRO CCNA SECLABPRO CCIE R&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VND Gia: 150.000 VND Gia: 90.000 VNP
Gia: 90.000 VNP Gia: 140.000 VND

* Khi mua sach LabPro online. Link mua sach online: http://www.vnpro.vn/sach-labpro/ ®
VinPr
ynrro
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GOC GIANG VIEN & HOC VIEN VNPRO

NANG CAO QUAN LY CHAT LUGNG THI CU

Cdi tién qui trin ddnh gid chdt lugng dao tao cdc bédc hoc
tai Viét Nam la 1 vdn dé néng dang duoc quan tém ctia xa
héi. Viéc ddnh gid thi cir khéng chi don thudn la cdc bai kiém
tra co ban theo truyén théng ma cdn phdi cdu trac lai dé thi,
ma trén héa dé thi, da dang céu hdi, da dang ndi dung...
déy la mot phan trong dé dn “Cai tién thi cir 2015 cla B6
Gido Duc vabao Tao”

Trung Tam Tin Hoc VnPro, noi dugc cac chuyén gia
mang danh gid cao chat lugng dao tao cac ching chi
quan tri mang Cisco, nhu chiing chi CCNA, CCNP, CCIE.. qui
trinh t8 chuc thi cli, cAp ching nhan hoan tat khéa hoc
ciling dugc khao sat danh gia lai trong thaoi gian qua. Cu
thé mét s8 déi méi sé dugc thay thé nhu sau nhu sau:

- Cai ti€n mot s6 chu dé cua khéa hoc méi pht hop hon

véi thuc té.

- Cai tién thai gian thi thuc hanh (120 phat cho nhém

3-4 hoc vién)

- Céc bai lab duoc xay dung phu hop véi hé théng lab

do hoéa dung Cloud Router

Theo &ng Bui Nguyén Hoang Long - Gidam déc Pao Tao
Trung Tam cho biét “Viéc thay d8i cac thi cf 1an nay sé do
Phong Pao Tao chiu trach nhiém té chiic thi, chdm diém,
viéc cham diém sé dugc danh gia dua trén tiéu chi:

- Tinh than lam viéc nhém (15%)

- Kha nang giai quyét van dé (15%)

- Hoan thanh chii dé ctia bai thi (70% t&i da)

Phong Dao Tao sé té chic hudn luyén néi bé cho cac
giadng vién dé hiéu rd viéc huéng dan bai thi thuc hanh
cudi khéa cho hoc vién va chdm diém hoan thanh khoa
hoc”.

Cang nam trong ké hoach thay déi cai tién thi cur 1an
nay, viéc nang cap Server Test cling dugc thay déi, theo dé
Phong Ky Thuat VnPro da hoan thanh xong dé an nang
cdp va di chuyén server tir Viét Nam sang USA véi phan
ciing va ky thudt méi nhat dugce ap dung, ddm bao thai
gian dap ung cho ky thi la 24/7, cung cdp thi tuyén truc
tuyén véi s6 lugng I6n hoc vién. Su thay déi 1an nay sé
mang lai két qua t&t nhat cho hoc vién, danh gia chinh xac
nang luc hoc tap cla tiing hoc vién, gitp hoc vién cé
nhirng trdi nghiém thuc té qua hé théng Cloud Router va
thuc hanh tai nha bat ky ltc nao.

V&i mot dia chi duy nhat tai 149/1D Ung Van Khiém,
P25, Binh Thanh. Trung Tam Tin Hoc VnPro ludn la dia chi
tin cdy dao tao nhan luc IT, cung cdp nhan luc IT chat
luong cho cac doanh nghiép trén dia ban TRHCM.

Theo VnPro.

/ﬂPJ’d

NHUNG DIEM SANG TRONG HOAT DONG
VNPRO QUY 1 NAM 2015

Doanh thu ting trudng 40%, miic cao nhat trong vong
5 nam tr& lai day va vuot xa moi du doan trudc do

Két qua kinh doanh quy 1, dac biét la muc tang trudng
40% la két qua cho nhirng nd luc clia Phéng kinh doanh
VnPro. Theo thong 1&, quy | ¢é thai gian nghi Tét dai anh
hudng dén sadn xudt kinh doanh tuy nhién nam nay,
Phong kinh doanh da c6 nhiing budc thay déi quan trong
vé nhan su va dat duoc két qua kha quan.

Tép thé phong kinh doanh

Té chiic hang loat su kién dé hoc vién ¢6 cd hdi viéc
lam, hoc vién hiéu thém vé cac yéu cau trong céng viéc
thuc té

Phéng kinh doanh cling t6 chic cic hoat déng tham
quan doanh nghiép cho hoc vién, gigi thiéu viéc lam. Pac
biét &n tuong la cac hoat déng phéi hgp tuyén dung gitta
VnPro va tap doan KDDI Vietnam da mang lai nhiéu viéc
lam cho hoc vién VnPro.

Hoc vién Anh Khoa nhén dugc viéc lam tai KDDI sau chuyén
tham quan do VnPro t6 chiic

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com



P dan

Khéi dong hang loat du an nang cap, dau tu méi ha
tang mang, thiét bi thuc hanh

Cing trong quy 1, Phong ky thuét ctia VnPro da tién
hanh cac du an dau tu may moc thiét bi phuc vu khéa hoc
CCNA Voice - Colaboration. H& th6ng may chiéu, cac thiét
bi router cling dugc nang cap phan ciing va phdn mém dé
dap Uing céc yéu cau cao nhéat cta chuong trinh hoc. Pac
biét, VnPro ky hop déng véi Viettel dé trién khai mét
dudng vién théng E1 nham gitp céc hoc vién thuc tap
trén méi truéng thuc.

Mét s6 thiét bj phuc vu khéa hoc CCNA Voice — Colaboration

Nhan bang khen ciia UBND TPHCM, ky niém 12 nam
thanh lap

VnPro nhan ky niém chuong do UBND TPHCM trao téing

Céc hoat dong ky niém 12 nam thanh lap ciing duoc té
chtic trong quy 1. Nhiing né luc ctia tap thé nhan vién
VnPro da duogc xa héi ghi nhan. UBND TPHCM da trao
bang khen cho VnPro vi cac déng gép cho thanh phé
trong viéc tao viéc lam cho thanh nién.

VNPRO PHAT TRIEN POI NGU GIANG VIEN

Nam trong ké hoach ting cudng ndng cao déi ngii
giang vién, dau quy Il ndm 2015 Phong Du An Dao Tao
Trung Tam Tin Hoc VnPro bé sung thém hai gidng vién
mdi la Thay Luong Tri Ding va Thdy Nguy Ducng Minh.
Hai thdy sé cing ddm nhiém céng viéc dao tao cac khéa
hoc CCNA, CCNP va cling tham gia vao déi ngl nghién
ctru phat trién mén hoc méi tai VnPro.

Thay Luong Tri Diing hién dang |a IT cdia 1 tap doan I6n
trong Tp. HCM, Thay Ding dang quan ly hé théng Data
Center cula tap doan. V&i cong viéc hang ngay la van hanh,
khai thac, xtr ly su c6, véi cac thiét bi chuyén dung cho hé
théng Center. V&i kinh nghiém lam viéc va giang day
trong nganh CNTT t& ndm 2006, Thay Diing rat vui khi
dugc tham gia giang day, dugc chia sé nhiing kién thic
minh tich ldy bao lau nay cho céng déng IT va dac biét la
cac hoc vién VnPro.

Thay Nguy Duong Minh hién dang quan ly hé théng
mang CORE clia mét nha cung cap dich vu mang (ISP) tai
Viét Nam. Thay Duong Minh chia sé “Kién thtic mang v6
cling to I&n, céng nghé mang lién tuc thay déi, viéc hoc
theo cac code CCNA, CCNP, CCIE sé giup cho chung ta rat
nhiéu trong con dudng hoc tap nghién ciiu cling nhu lam
viéc lién quan dén network”.

R -
Thay Nguy Duong Minh

Qua day VnPro xin g&i dén hai thay 16i chuic stic khoe,

binh an va thinh vuong!

Theo VnPro.
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GIAI DAP CNTT

L\a m thé néo dé Célu h‘| N h - Bay gi& chung ta hay nhin vao R3. D& mé phéng mét

may cht chiing ta can phai vé hiéu hoa viéc dinh tuyén

FH RP = IRDP? trén R3 s dung lénh "no ip r.outing" va kich hoat

“ipirdp’,

"o

- Trong bai nay, chiing ta sé cau hinh IRDP trong d6 st 1p9dp Iredp” 1rén cing thich hap.

dung "ICMP" @€ gtii théng tin default gateway dén may
chu hosts.

ntemer o e

19 WY L - B pead 1 ! “p
102.168.2 3,34 - [FDP ored 50

- Muctiéu:

+ C&u hinh R1 va R2 véi IRDP

+ R1 sé la default gateway chinh va R2 phai la backup
default gateway.

+ R2 sé thay thé vi tri ctia R1 khi R1 gap su c6

- DAutién chung ta hay xem lam thé nao cé thé ciu hinh
R1 va R2.Chuy lénh irdp address preference ##' Router
V@i Uu tién cao hon sé dugc Iua chon bdi cac host cling
nhu cng default gateway ctia né.

- Cau hinh irdp da duoc thuc hién.
Ngudi bién soan: Phan Thanh Phong

2.168.1.1 100

u hinh NAT két hop
route-map nhu thé nao?

Theo quan diém clia minh, st dung route-map dé thao
tac NAT la mét chi dé kha héc bua. Vi vay, dé nam chic
khai niém nay, cdc ban nén lam that nhiéu bai Lab va doc
nhiéu tai liéu dé hiéu.

Mé hinh ma ching ta sé st dung trong bai:

Nat Outsida fi‘o 1@

111.0/30 &3
sl 171

222030

i
H
p RS @ 1 Public NAT interface - Fast 171

&

Wat Inside
R"‘ uu 168, 1.0/24 R2y 2

//www.vnpro.org; Network channel: http://www.dancisco.com



1) Muc tiéu la R5 (192.168.1.5) dudc NAT véi dia chi IP

(2.2.2.2) trén céng fast2/0 cha R2.

2) Muc tiéu la R4 (192.168.1.4) dudc NAT véi dia chi IP

(1.1.1.1) trén céng fast1/1 cha R2.

Tién hanh cau hinh trén cac céng.

. -
01
H Nat Outside 10 ,‘@
Mal Tnsicke: H
n2t

11.1.0/30
R4 VA ThH AL 4 /1 b
A 270 o
2 Mat Outside

L]
: el RitE ]
: Public NAT iInterface - Fast L/1

narnips [3): R¥, Console port

Nat utside f1/0 '*@

111030

Nat nside
1972.163.1 0724 rzy 2  fn

>
# 10 wu

H Nt Outside
2220/30

]
.
: Public NAl interface - Fast 171

+ CAu hinh c6ng fast1/0 trén R2 va chic chan dé cé cau

Iénh 'ip nat inside’ vi day la céng phai d6i mat véi cac
may chtl bén trong.

+ CAu hinh céng fast1/1 va céng fast2/0 trén R2 va chic

chdn phai cé cau Iénh 'ip nat outside’ vi day la céng
phai d&i mat véi cdc may chi bén ngoai (thudng la
internet).

ok R
H hat Dutside /o

nat Iresice . 1.1.00/30

R TR AGH LI 7

T i
. 2220550 f1/

'

H

Public NAT Interface - Fast 171

Tao 2 access-lists dé néi dia chi IP Address cia R4 va R5.
Tao duding route-map dé néi dia chilp Address trén R4.
Tao dudng route-map dé néi dia chilp Address trén R5.
Tao cac bao cdo NAT véi route-map va chi dinh cac
céng NAT outside thich hop.

Ll

+ Thuc hién lénh ping tir R4 d&n R5 va kiém tra xem NAT
hoat déng nhu thé nao.

+ Tur R4 chiing ta dang ping R3 va R6. Cha y rang khéng
c6 van dé gi bén trong la 1.1.1.2 (R2 fast1/1). Ly do la
trong bao cdo NAT, chiing ta da xac dinh rang bat cu
diéu gi tim nguén cung Ung tir (192.168.1.4) R4 nén
duogc NAT téi 1.1.1.2.

Vuilong truy cap VnPro.org dé xem tiép

4
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KY NANG MEM

5 Cdch gitip ban cén bang
céng viéc va cuéc séng

Can bang gilta cong viéc va cudc séng luodn la dé tai
néng cla nhitng ngudi ban roén. Vira giai dugc bai toan
cédng viéc trong khi van tan hudng duoc cubc séng cb
phai la qua khé khan?

Tat nhién trong bat c nganh nghé nao, dé cé thanh
coéng thi ban luén phai tap trung 100%. Nhung néu dé
cdng viéc chiém hét 100% thai gian thi lai 1a chuyén
khéng tét chat nao.

Hay thir 5 cach dudi day dé tim ra nhiing khoang thai
gian tréng cho riéng minh, tdn hudng thanh qua lac déng
va gitip ban than lay lai nang luong can thiét.

Tudn tha thoi gian biéu

Du nghe ra cé vé khéng giéng “tdn hudng” chit nao,
nhung néu khéng kiém soat dugc 24 trong ngay mot
cach cé hiéu qua, ban sé dé roi vao canh khéng cé du thai
gian dé ngti cho du gidc hodc phai vat chan Ién ¢ cho kip
deadline.

Ban cén phai tuan tha nghiém ngat véi thai gian biéu
da dat ra voi tit cd cac hoat dong dé dam bao két qua
cdng viéc clng nhu ddi séng ca nhan dugc my man. Su
dung céc ing dung hé trg I&n thai gian biéu va nhic tré
trén smartphone cling la mét chon lua kha hay.

Pdnh thirc ban thdn ding cdch vao buéi sang

Khi dang bén rén v&i céng viéc, thi hdu nhu lic nao
trong dau ban ciing 1&n vén véi cac y tudng, trach nhiém,
muc tiéu... Nhung du thé nao di nira, viéc “thic” ban than
lam viéc ngay khi vira tinh day vao sang sém la rat khéng
tét cho stic khoé. Hay gianh thdi gian cho co thé “tinh”
hoan toan va thu gian trudc khi quay lai véi cdng viéc. Roi
ban sé thay minh hoat déng hiéu qua hon rat nhiéu, ciing
nhu cdm thay thodi mai hon dang ké.

nPro

Sdn sang cho cdc ky nghi

Viéc danh théi gian nghi ngoi tam xa céng viéc la rat
quan trong vi mot ly do duy nhat sau: khi duoc giai tod
khdi stic ép céng viéc, ban sé cé thé suy nghi vé cac van
dé ton dong mot cach ré rang hon khi quay lai.

Gianh thai gian nghi ngoi sé trao cho ban nhiing cach
nhin méi va sang tao hon vé phuong phap xtr ly van dé.
Nhiing trdi nghiém mdi la trong ky nghi tham chi cé thé
tao anh huéng Ién d&i séng céng sd& clia ban.

Tin tudng vao nhirng déng nghiép tét

Mét trong nhiing cach hay nhat dé tiét kiém thai gian
lam viéc cia ban than la ban c¢é nhiing ngudi cdng su gioi
va dang tin cdy. Lam viéc chung véi ho sé thuc ddy ban
tién lén phia trugc va x( ly céng viéc nhanh nhay hon. Ho
clng sé giup ban it nhiéu trong nhiing truéng hop qua
cang thang va can nghi ngoi ngay lap tuc.

Han ché cdc trdch nghiém ngoai lé

Muén gianh thdi gian bén canh gia dinh hay thu vui thé
thao thi ban nén han ché mét cach téi da nhiing trach
nhiém ngoailé ctia minh - nhu xt ly céng van, gidy t&, lam
nhing viéc khong thudc phén su cta ban... Biéu nay
clng gitp gidm muc dé cing thing cla céng viéc -
khéng chi tao Igi ich cho ban than ban, ma ca cuéc séng
gia dinh va su nghiép.
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MOT S0 BIEU CAN LUU Y BE

EMAY AN TOAN MUA M

[ TRANG BL DI AUA K

Mén chon ma bdo hiém Full-face
Kinh phai cd chire ndng chiing
—\\_ b suomg mi, chiing bidm nu, ..

Néfy mic do mua cinh di nén butng
vat trudr xudng ddu gbi, khéng nén
phil ra trete déu xe T

X

‘thon gang tay day, chdng nige
nén o can su i mat trong dié
chéng truot

mén chon qudn do di ma rii
chéing thdm t8t. C6 thé c6  ~——
mau sdc ndi bat, hodc dai phan
quang d& gay sy chi ¥

Che dang di s cao su,
chiing nuee td1, nén mang

Nén mang thea tii nylan va T
< thea t&t du phing.

béng keo di che chin halo,
uli va phy kién mang theo.
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001 MO BAO HO VA TRANG BI

PHANH B80ONG CACH KHONG CHAY HANG 80/

U THE NGdi BONG

T

GILF KHOANG CACH AN TOAN BAT DEN CHIED GAN (CiT)
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CHAP HANH GIAD THONG TAP TRUNG QUAN SAT “CAU VONG MAT BUTNG™

Tim CHE TRO KHI NGUY HIEM

TAM LY THOAI MAI

CH ¥ BE MAT KIM LOAI

nCisCo

#1-1 HANH DONG
Can nhé nguyén tac 1 hanh dong khi
trisi musa. Lic binh thudmg: ¢6 thé tang tdc

THAM KHAO KHI BI AU

khi 6m cua, trd 58 khi dang cua hogc nhiéu kigu phdi hop cac

hanh ddng cing mdt lic. NHUNG khi trii mura, cac thao tac phai
duge thie hign [an lgt. Th dy nhu trd s trede khi vao cua, tang téc
sau khi d3 thoat cua,... Hay nh ma sét gira bénh xe va mat dwdng lic
nay khong con nhr lic trid kho.

#2 - VAO CUA

Gidm tdic dg, vé sd, quan sal trede khi vao cua. Khong phanh khi cua. Khi thodt cua nén
tng tc nhe va déu dé xe 14y lai tdc 4. khong phéng nhanh.

#3 - QUA KHU VUC NGAP NUGC
Han ché chay xe trén duimg bi ngdp vi khd xdc dinh dwge nd bi ngap bao nhidu, nde cd thé
vi pd sé lam xe bj tdt méy, 1am hu hong mat sd chi tiét cha xe. Khi phai di (muc nude tir
20-25¢m) Vi xe si: vé s 1 hodc sd 2, chay tir téin va déu ga. Véi xe ga: chay tir tn va
déu ga, khang nhdi ga, nén han ché chay nhimg noi nirde ngap sau qua dng po xe.

lﬁjo DUBNG XE THUDNG XUYENK

Idp va dp sudt ldp Dau nhét , Diéen - Chi
%) Lp bom ding dp sudt o Thay theo dinh - o dutmg thiomg
do nha san xudt yéu ¥ kj phis hop véi ™ xuyén, d4c biét 3
cdu khi di mura ding co trong misa mua
Phanh Xich - dia Wi ndi dign
l [ Kiém tra va bao duimg Nén tra déu nhit €6 thé bj i sét do
I diing cach kiém tra dinh ki nude mura. Neén kidm
tra thirdmg xuyén

Bugi 0 khda
Lau chii thuimg xuyén Diing RP7 hoic cic , Eﬂingﬁt -ndp
kiém tra ndp chyp chat chong gi : nh xdng
GOR  Riaxe lam kho Cham nuric gidi Ve sinh, bdo dutmg
E ngay khi di mua vé nhiet néu cdn foc gié
trdnh gi sét

CHUC CAC BAN LATXE AN TOAN
TRONG A MUA BRO !

gudin: hitps:/ www.tinhte v /threads, chia-se-nhurg-dieu-nen-luu-y-khé-chay-e-may-luc-tiok mua. 2300320/
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TAILIEU CNTT

Lab CCNA Voice:
CME CALL ROUTING

1. So dé dédu néi thiét bi

Trong bai thuc hanh nay, cac hoc vién can chudn bi mét
router Cisco 2811/2911 v&i CME 8.6 hodc 9.0. Bén Cisco IP
Phone 7942/7961 hé tro SIP/SCCP. Budng truyén E1 do
nha cung cap FPT/Viettel/VNPT. Hoc vién cling can chuin
bi 1 cap thing (chan 1245) dé d4u néi card E1 trén router

vao céng E1 trong phong thuc hanh.

viettd

M

il 14T CHAMKEL

.

TRIMNETRG

PHORMNE L HCMNE 2

Bdng dia chi IP ctia router va switch

VLAN SUBNET GATEWAY

Vlan 6 — voice vlan 192.168.6.0/24 192.168.6.1

Vlan 1 - Data vlan 192.168.1.0/24 192.168.1.1

Router subinterface F0/0.6 192.168.6.1

Router subinterface F0/0.1 192.168.1.1

Router loopback 10.103.3

Bang thong s duimg E1

Router Signaling | Framing Li 1 Switchtyp Ti
Active

VnPro_CME | E1 PRI NO-CRC4 | HDB3 PRIMARY-NETS | 1-31

Day sé dién thoai do Viettel cung cdp

862887210 862887239

S0 dién thoai chinh 862887234

Bang danh ba dién thoai ndi bo

Tén nguii dimg/mit khiu | Tén dién thoai | Directory number | Phone/Giao thic
Thanh Trimvapro | Phonel | 6001 7960/SCCP
Ngoc Niv/vopro Phone 2 6002 T960/8CCP
Lé Uyén/vnpro Phone 3 6003 T960/SIP
Bich Diém/vnpro Phone 4 6004 T960/SIP
So' dé chan ciia cdp ding cho E1RJ48
RJ-28C
aka T1/E1
=g
e
e i
s TTip
l P — TRing
L 7= RTip
— RRing

nPro
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2. Yéu cau ky thuat chi tiét
1.Tao vlan 1 va vlan 6 trén switch. Pat tén cac vlan
tucng (ing: vlan 1 DATA, VLAN 6 VOICE

2. Tao mot két néi trunk trén switch vé router R1 dé
cho phép dinh tuyén gilta cac vlan. Diing giao thuc
OSPF dé hé tro két néi dén cac thiét bi mang khac
trong ha tdng mang.

3. C4u hinh router ¢6 hostname 12 VnPro_CME. Ciu
hinh VnPro_CME nhu mét may chi DHCP cung cap
hay day dia chi choVLAN 6 vaVLAN 1. Dia chi bat dau
ctia DHCP pool 12 tir 192.168.6.40 dén 192.168.6.140.
Pia chi cia pool 1 la 192.168.1.200 dén
192.168.1.220. (Gai y: cdu hinh excluded address
cho cac dia chi)

4. Hay cau hinh router VnPro_CME nhu la TFTP server.
Hay nap cac I0S firmware ctia cac loai IP Phones
duoc st dung trong bai thuc hanh nay vao flash. Cau
hinh router dé chia sé cac file firmware nay. (Goi y:
cau hinh cac |énh tftp-server flash)

5. Hay cau hinh router sao cho dia chi voice vlan
interface dugc dung nhu dia chi nguén cta cic
SCCP Phone.(Ggi y: Dung Iénh source address trong
telephony service)

6. Hay dam bdo rang cac SCCP Phone khéng tu dong
dang ky vdi router. (Goi y: dung Iénh no auto-reg)
7.Hay cdu hinh dé cac SCCP Phones hién thi dong chit
“VnPro CCNA Voice/Collaboration” & duéi cling cua

dién thoai. (Dung lénh system message)

8. Hay cdu hinh dé dia chi voice vlan interface trén
router dugc dung nhu dia chi nguén cla cac SIP
Phone.

9. C4u hinh co ché DTMF sao cho tuong thich véi
RFC2833 (dtmf ntp-rte)

10. C4u hinh hai dial-peer trén router. Mét dial-peer
dung cho chiéu inbound, ti€p nhén tit ca cac cuéc
goi dén sé 862887234. Mét dial-peer dung cho
chiéu outbound. Khi nhan vién muén goi ra ngoai,
ho sé& nhan s6 9, sau dé nhap vao sé dién thoai can
goi.

11. B-ACD: hay cau hinh ting dung AutoAttendance
trén router diing B-ACD TCL scripts. Ung dung nay
c6 s6 ndi bd 1a 6500. Cac cudc goi tir bén ngoai goi
vao s 862887234 déu dugc chuyén dén tng dung
B-ACD. Ngudi goi tir bén ngoai goi vao cé thé nghe
I&i chao. Khi nhan “0% cuéc goi sé dugc chuyén dén
s6 6001.

3. Huéing dan cdu hinh

Tao vlan 1 va vlan 6 trén switch. Pat tén cac vlan tuong
tng: vlan 1 DATA, VLAN 6 VOICE.

Tao mot két néi trunk trén switch vé router R1 dé cho
phép dinh tuyén gilta cac vlan. Dung giao thic OSPF dé
hé tro két néi dén cac thiét bi mang khac trong ha tang
mang.




router ospf 1

router-id 10.10.3.3

network 192.168.1.00.0.0.255
network 192.168.6.0 0.0.0.255
area 0

Ta ciu hinh router cé hostname 13 VnPro_CME. Ciu
hinh VnPro_CME nhu mét may chd DHCP cung cap hay
day dia chi cho VLAN 6 va VLANT. Pia chi bat dau cla
DHCP pool |4 tir 192.168.6.40 dén 192.168.6.140. Dia chi
ctia pool 11a 192.168.1.200 dén 192.168.1.220.

ip dhcp excluded-address 192.168.6.1 192.168.6.39

ip dhcp excluded-address 192.168.6.141 192.168.6.254
ip dhcp excluded-address 192.168.1.1 192.168.1.199
ip dhep excluded-address 192.168.1.221 192.168.6.254
!

ip dhep pool vian1

network 192.168.1.0 255.255.255.0

default-router 192.168.1.1

option 150 ip 192.168.6.2
!

ip dhep pool viané

network 192.168.6.0 255.255.255.0
default-router 192.168.6.2

option 150 ip 192.168.6.2

Sau d6, cac ban hay cau hinh router VnPro_CME nhu la
TFTP server bang cach nap cac 10S firmware clia cac loai
IP Phones dugc stf dung trong bai thuc hanh nay vao
flash. Cau hinh router dé chia sé cac file firmware nay.

tftp-server flash:/7965/SCCP/apps45.9-3-1ES8.sbn alias apps45.9-3-1E58.5bn
tftp-server flash:/7965/5SCCP/cnu45.9-3-1E58.5bn alias cnu45.9-3-1E58.sbn
tftp-server flash:/7965/5SCCP/cvm45scep.9-3- 1ES8.sbn alias cvm45scep.9-3-1E58.5bn
tftp-server flash:/7965/SCCP/dsp45.9-3-1E58.5bn alias dsp45.9-3- 1E58.sbn
tftp-server flash:/7965/SCCP/jar45sccp.9-3-1E58.5bn alias jar45sccp.9-3- 1E58.sbn
tftp-server flash:/7965/SCCP/SCCP45.9-3-15R1-15.loads alias SCCP45.9-3-15R1-15.loads
tftp-server flash:/7965/SCCP/term45.default.loads alias term45.default.loads
tftp-server flash:/7965/SCCP/termé65.default.loads alias term65.default.loads
tftp-server flash:term42.default.loads

tftp-server flash:51P42.9-3-15R2-15.loads

tftp-server flash:jar42sip.9-3-1E513.sbn

tftp-server flash:apps42.9-2-1TH1-13.5bn

tftp-server flash:cnu42.9-2-1TH1-13.sbn

tftp-server flash:cvm42scep.9-2-1TH1-13.5bn

tftp-server flash:dsp42.9-2-1TH1-13.5bn

tftp-server flash:jar42sccp.9-2-1TH1-13.5bn

tftp-server flash:5CCP42.9-2-15.loads

tftp-server flash:termé2.default.loads

Cau hinh router sao cho dia chi voice vlan interface
dugc dung nhu dia chi nguén clia cic SCCP Phoneva dé
dam bao rang cac SCCP Phone khéng tu dong dang ky vai
router ta dung |énh no auto-reg-ephone. Ta diing Iénh
system message dé cdu hinh cdc SCCP Phones hién thj
dong chir “VnPro CCNA Voice/Collaboration” & duéi cung
cua dién thoai.

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network c
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telephony-service

no auto-reg-ephone

max-ephones 50

max-dn 100

ip source-address 192.168.6.2 port 2000

service phone webAccess 0

service phone sshAccess 0

timeouts interdigit 5

systemn message VnPro CCNA Voice Collaboration
load 7960 SCCP45.9-3-15R1-15

time-zone 23

time-format 24

moh enable-g711 "en_bacd_music_on_hold.au”
date-format dd-mm-yy

max-conferences 8 gain -6

call-park system application

web admin system name admin password vnpro
dn-webedit

time-webedit

transfer-system full-consult

create cnf-files version-stamp 7960 Jul 09 2014 01:10:45
!

Cau hinh dé dia chi voice vlan interface trén router
dugc dung nhu dia chi nguén clia cac SIP Phone.

voice register global

mode cme

source-address 192.168.6.2 port 5060
timeouts interdigit 5

max-dn 100

max-pool 50

authentication register
authentication realm all

load 7960 sip7960.4-15R1-2
timezone 23

time-format 24

date-format D/M/Y

tftp-path flash:

create profile sync 0189034475820059
!

C&u hinh co ché DTMF sao cho tuong thich véi RFC2833
voice register pool 1
busy-trigger-per-button 4
id mac 1C10.86C5.8106
type 7961
number 1dn 1
presence call-list
dtmf-relay rtp-nte
voice-class codec 1
username leuyen password vnpro
description LeUyen
!

Dé xem ddy du bailab, méi cdc ban truy cdp vnpro.org

VnPro
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DADTAD CHUYEN GIA QUAN TRIMANG QUOC TE

TANG KHOA HOC

MPLS va VPN

Uu dadi HV ciiva HV déng nhém

LICH KHAI GIANG THANG 5

Ma I1&p ‘ Tén khoa hoc

Ngay khai giang  Ngay hec

CHUGNG TRINH CGNA

Gi# hoo Hec phifkhéa | Thévi gian

230 11:30AM 3,360,000
0705 3 5-7 2:00 - 5:00PM 3.360.000
B3 — D3P & 7200000
B30 — | 1:30AR F. 360000
200 — SAINPM 3 3RLO00
G — BN & 7200000
230 — 11:30AM 3,360,000
2:00 — 5:00PM 3,360,000
630 — 9.30PM 6,720,000
Oin tap CONA 630 9:30PM Midin phi
. CCNA Security 30 — 9 - 7o
AR3 (640-554) 19405 3_5-7 630 — 2:307M H.720.000 100 gier
AVZ 05405 3-35-7 630 — 9:3PM & TZ20.000
CCNA Volce 2:00 - 5:00PM 6,720,000 100
AVA (610-161) e ol i)
AN 630 — 9.30PM 6. 720.000
CHUGONG TRINH CENP
Pl1-Ks ®:30 — 11:30AM 65.600.000
PIKS ROLTE 130 I-4=8 | sooeM £ M OUHD 140 gitr
i (300-101)
TI-T 21/03 F=5=7 6:30 — 9:30PM 2.800.000
PIE4 R0 - 11:30AM 5 HRO ()
PIKG SWITCH 11/05 2-4-06 | 2:00— 5:00PM 5.880.000 120 wiv
Pad (300 - L15) 6:30 — 9:30PM £.232.000
Pa-s 19405 3-5-7 6230 - 9:30TM 8.232.000
TSHOOT ., - -
P34 300115 06/05 2-4-6 |630-930PM 900,000 140 giix
CHUGNG TRINH CEIE
pws | CCLE WRITIEN 2805 3-5-7 630 9:30PM ‘ 11.760.000 120 gier
(Vaersion 5h
Bang KyEROCHE
Lé Uyén Email : tranleuyen@vnpro.org Mobile : 0903 834 636
Thanh Tram Email : thanhtram@vnpro.org Mobile : 0949 246 829
- . = " " - "
Bich Diem  Email : bichdiem@vnpro.org Mobile : 0909 399 223
Lién h$ dy én dde 1go - tu vén h$ théng mang - thud thiél b| phéng hoe - mua séch
Website: www.vnpro.vn  Email : vnpro@vnpro.org Dién thoai: (08) 35124257

Trung Tam Tin Hec VnPro - 149/1D Ung Van Khiém, BT, TP.HCM - (08) 35124257 - émail: r

Ban tin Dan Cisco - Dudc phat hanh béi Cong Ty TNHH Tu Van & Dich Vu Chuyén Viét
Chiu trach nhiém xuit ban: Pham Minh Tuan
Gidy phép xuat ban s6: 69/QP - STTTT Ngay PK: 26/10/2011

Cong ty in: Sao Bang Design
S6 lugng in: 2.000 cudn/ky
Ky han xuat ban: 1 ky/thang
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