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BAT TUNG CAM XUC CUNG SINH VIEN KHOA
DAO TAO CHAT LUGNG CAO - BH SPKT TP.HCM

Ngay 26/06/2015 VnPro da phoi hop cung véi Khoa
dao tao chat luong cao trudng Pai Hoc Su Pham Ky
Thuat Tp. H6 Chi Minh t6 chic héi thdo chuyén dé:
“MANG TRUYEN THONG - XU HUGNG TUYEN DUNG VA
KY NANG TRONG XIN VIEC”,

Chi Kim Thoa dai dién VnPro tdng hoa va qua luu niém cho
Trudng khoa CLC
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Tin tuc cong nghé
6to4 IPv6 Tunneling
Ta sach LabPro

VnPro déng hanh sinh vién CNTT
“Tu tin chinh phuc nha tuyén dung”

* Qua tdng:
e Lép ngay: do thun
o Ldép dém: balo
% Uu dadi hoc phi:
® 20% hoc vién cd, 10% hoc vién méi

Chiing chi CCNP Security
¢6 nhiéu thay doi

Hé théng chiing chi CCNP Security c6 mot s6 thay déi
mdi. Cisco loai bo cac chiing chi SECURE, IPS, FIREWALL
& VPN va thay vao d6 la cdc module méi:

- SISAS - Implementing Cisco Secure Access Solutions

- SITCS - Implementing Cisco Edge Network Security Solutions

- SENSS - Implementing Cisco Security Mobility Solutions
- SIMOS - Implementing Cisco Threat Control Solutions

CISCO
CERTIFIED
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Céc module méi sé tuang duong véi cdc module nhu sau:
- Module SISAS tuong duong véi module SECURE .
- Module SITCS tuong duong véi module IPS.
- Module SENSS tuong duong véi module FIREWALL.
- Module SIMOS tuong duong véi module VPN.

Nguoi bién dich: Phan Thanh Phong.

[Trang 01]

09. Giai dap cong nghé théng tin
12. Thugian
13. Tailiéu Cong nghé Thong tin
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TIN TUC CONG NGHE

Chimg chi CCNP Security
c6 nhiéu thay doi

Hé théng ching chi CCNP Security c6 mot s6 thay doi
mdi. Cisco loai bd cac ching chi SECURE, IPS, FIREWALL &
VPN va thay vao dé la cdc module méi:

- SISAS - Implementing Cisco Secure Access Solutions

- SITCS - Implementing Cisco Edge Network Security Solutions
- SENSS - Implementing Cisco Security Mobility Solutions

- SIMOS - Implementing Cisco Threat Control Solutions

CISCO
CERTIFIED
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Cac module mdi sé tuang duong véi cac module nhu sau:

- Module SISAS tuong duong véi module SECURE .

- Module SITCS tuong duong véi module IPS.

- Module SENSS tuong duong véi module FIREWALL.
- Module SIMOS tuong duong véi module VPN.

Nguai bién dich: Phan Thanh Phong.

Cisco phdt hanh ban cdp
nhét vd 16 héng trén
khoa SSH hard-coded

Khéa SSH (Secure Shell) hard-coded mac dinh trén 3
Ung dung phan mém an ninh tur Cisco c6 thé bi hacker két
nGi tGi cac san pham cla hang véi diac quyén cao hodc
gidi mé luu luong di liéu qua cac san pham nay.

3 phan mém bi anh hudng bao gobm Web Security
Virtual Appliance (WSAv), Cisco Email Security Virtual
Appliance (ESAv), va Cisco Security Management Virtual
Appliance (SMAv). Tat ca déu cé chung cac khda SSH hgp
I& va cac khoa SSH chi trong tat ca cac cai dat.
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“M6t tin tac c6 thé khai thac 16 héng nay bang cach
chiém ldy mot trong nhiing khéa SSH ca nhéan va s dung
dé gid mao hodc ma héa cac giao dich gitra WSAv, ESAv, va
SMAvV,” mét ¢6 van an ninh ctia Cisco cho biét.

Cisco khac phuc tinh trang nay bang cach phat hanh
cac ban cap nhat phan mém mién phi cho tat ca cac san
pham bi anh huéng cla hang.

Luu luong Mobile Traffic
biing nd cling véi su'ting
trudng cua Internet of
Everything

Global Connected Wearable Devices Traffic
Global Connected Wearables Traffic will Grow 18-Fold from 2014-2019
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Internet of Everything (IoE) c6 tam anh hudng kha
manh mé Ién ha tdng mang toan ciu (global network) ké
turlic Internet of Everything xuat hién 24 thang trudc day.
Chung ta c6 thé nhan thdy tdm anh hudng cla loE théng
qua chi sé thong ké VNI ( Visual Networking Index) sau:

« Sé& c6 khoang 8 ty thiét bi di déng (mobile device)
dugc két ndi vao ndm 2019

« 3.2ty trong s6 8 ty thiét bi - chiém 40 phan tram cac
thiét bi mobile Internet — sé dugc két ndi véi nhau
dudi hinh thiic machine-to-machine chdng han nhu
cac thiét bi dién t& mang trén ngudi (wearable
device) chdng han nhu thiét bi dinh vi, theo doi
(fitness tracker), déng hé théng minh (smart glass),
céac thiét bi thé thao (sport accesory), cac thiét bi
cham séc suic khde (healthcare device).

+ Cisco du doan luu lugng mobile traffic phat sinh tu
cac thiét bi “wearable device” sé tang gap 18 lan tu
nam 2015 dén 2019.

« Su gia tang luu lugng clia cac thiét bi “wearable
device” khién cho sé luogng cac thiét bi “wearable
device” tang lén gap 5 lan, tir 109 triéu thiét bi vao
nam 2014 1én 578 triéu thiét bj vao nam 2019.

Ngudi bién soan: Bui Quéc Ky
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Néi dung cua khéa hoc CCNA Collaboration

CCNA CCNA
Voice Collaboration

Introducing Cisco Voice
and UC({\C%nlvlrf:/ﬁtratlon geeft vrijstelling voor
640-461 ICOMM

DE s& hitu chiing chi CCNA Collaboration, thi sinh phdi
vuogt qua 2 ky thi 210-060 CICD va 210-065 CIVND. Khéa hoc
CICD ra dvi thay thé cho khéa dao tao CCNA Voice (ICOMM)
véi mé mén thi méi la 210-060. Khéa hoc CIVND ra doi thay
thé cho khéa dao tao VIVND véi méd mén thi méi la 210-060.

Implementing Cisco
Collaboration Devices
(a[ap)

210-060 CICD

Implementing Cisco Video
Network Devices, Part 1
(CIVND1)

210-065 CIVND

Khda dao tao 210-060 CICD sé trang bi cho ngudi hoc
cac kién thuic vé giai phap truyén thong hop nhat Cisco
Unified Communications (UC) solution véi cac ndi dung
cu thé sau:

- 15% ndi dung ctia chuong trinh mé ta cac dac diém cua
gidi phép truyén thong hgp nhat Cisco Unified Commu
nication
0 M6 ta cac thanh phan va chic nang ctia Cisco Unified
Communications
0 M6 ta cac ludng tin hiéu call signaling va media flow
0 M6 ta tién trinh d@m bao chat luong dich vu cho ha
tang VolP network
- 24% ndi dung cla chuong trinh trang bi kién thic vé
quan tri cac “End User” va tuong tac véi cac thiét bi dau
cuoi
0 M6 ta cac tuy chon thiét lap user trén Cisco Unified
Communications Manager va Cisco Unified
Communications Manager Express
o Khai tao va tinh chinh tai khodn user account trén
moéi  truong Cisco Unified Communications
Manager
o Khai tao va tinh chinh tai khoan user account trén
moéi  truong Cisco Unified Communications
Manager Express thong qua giao dién d6 hoa GUI
o Khéitao va diéu chinh cac endpoint trén méi trudng
Cisco Unified Communications Manager
o Khéitao va diéu chinh cac endpoint trén méi trudng
Cisco Unified Communications Manager Express
théng qua giao dién dé hoa GUI
0 Mo ta chuic nang calling privilege va anh hudng cla
calling privilege déi véi cac tinh nang cia hé théng
system
o Khai tao va diéu chinh cac directory number
o Kich hoat cac tinh nang user feature va tuong tac
gitra calling privilege v6i extension mobility, call
coverage, intercom, native presence, va cau hinh
unified mobility remote dau cudi
o Kich hoat cac end user trén méi trudng Cisco Unified
IM va Presence

o Kiém tra hoat déng clia cac tinh nang tuong ting vGi
user
- 27% ndi dung clia chuong trinh trang bj kién thiic vé cau
hinh “Voice Messaging” va “Presense”
o M6 ta cac tluy chon thiét lap user cho voice
messaging
o Khdi tao va diéu chinh user account trén méi truong
Cisco Unity Connection
o Mo ta Cisco Unified IM va Presence
o Cau hinh Cisco Unified IM va Presence
- 10% ndi dung cta chuong trinh trang bi kj nang bao tri
hé théng Cisco Unified Communications System
o Xuat file CDR va CMR report
o Xuat file capacity report
o Xuét file usage report
o Xuat file RTMT report dé giam sat hoat déng ctia hé
thong
o Gidam sat viéc st dung voicemail
0 GG bd cac unassigned directory number
o Thuc hién backup hé théng thu céng
- 25% néi dung clia chuong trinh trang bi ky nang hé trg
ngudi dung dau cudi cho cac“End User”
o Kiém tra két n6i PSTN connectivity
0 Xac dinh cac 16i phat sinh cac end user gap phai
o Khdc phuc cac van dé lién quan dén dau cuéi
endpoint
o Nhan dién cac 16i phat sinh vai voicemail va giai
quyét cac van dé lién quan dén user mailbox
0 M6 ta nguyén nhan va triéu chiing chat lugng cudc
goi
o Reset cac thiét bi device
0 M6 ta cach thuc st dung cac ung dung phone
application

Khda dao tao 210-065 CIVND sé trang bj cho ngudi hoc
cdc kién thic va ky ndng trién khai cdc thiét bj ddu cudi Cisco
Video endpoint trén ha tdng Cisco video infrastructure. Bén
canh dé, khéa hoc con trang bj cdc kién thic va ky ndng
trién khaiva khdc phuc cdc su ¢6 lién quan dén Cisco Unified
Communication & Collaboration, TelePresence, va Digital
Medlia Player trén kién tric ha tdng gidi phdp Cisco business
video. Néi dung cu thé ciia khéa dao tao CIVND bao gém cdc
cha dé sau:

- 21% ndi dung clia chuong trinh gidi thiéu cac khai niém
“Video Concept’, mo ta chiic nang cac thanh phan cda
gidi phap video

o Provisioning & scheduling Management

o Video compositing

o Streaming video

o Recording & storage

o Media players

Dé xem ddy du bai lab, mdi cdc ban truy cdp vnpro.org

VnPro
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CHUYEN DE

6to4 IPv6 Tunneling

"6to4 tunneling" 1a mot co ché chuyén tiép IPv6 dugc
mé ta trong RFC 3056. Gidng nhu nhiéu ca ché chuyén déi
khac, nd cho phép dong goi cac goi tin IPv6 thanh IPv4 dé
[uu thong trén mét mang IPv4. Néi don gian 6to4 la cho
phép bién dich dia chi IPv6-to-IPv4 mot cach tu dong, va
d6i xr v6i cac mang IPv4 nhu mét mang ludi 16n
Non-broadcast Multiaccess (NBMA), cht khéong phai la
mot tap hap céc lién két point-to-point doc lap.

Hay xem hinh bén dudi:

2001:db8:0:1::1/64
ol
10.0.

&

2001:db8:0:3::1/64

2001:db8:0:2::1/64

10.0.1.1/30 10.0.2.1/30

C6 ba khu vuc, méi khu c6 IPv6 LAN riéng cia minh,
dugc két néi véi nhau thong qua mot IPv4 backbone. Mot
cach dé két néi d6 1a mang LAN IPv6 sé dugc cau hinh
point-to-point IPv6-in-IPv4 tunnels, méi khu vuc sé cé
mot céng dudng ham ca nhan dé dén dugc tat ca cac khu
con lai.

2001:db8:0:1::1/64

7

2001:db8:0:3::1/64

2001:db8:0:2::1/64

Mot giai phap hiéu qua hon sé tu dong dao dudng ham
6to4. 6to4 hoat ddng bang cach tan dung mét IPv6 prefix,
2002 :: / 16. Mot c6ng 6to4 tunnel sé tu dong chuyén déi
32 bit trong dia chi IPv6 cla né sau prefix nay dén mot dia
chi global unicast IPv4 dé luu thong trén mot mang IPv4
nhu Internet céng céng.

Cdu hinh 6to4

P& cau hinh mét dudng ham 6to4, dau tién ching ta
can phai tao ra moét céng tunnel trén mébi edge router
dual-stack. Cé ba thanh phan quan trong c6 lién quan dén
6to4:

- The tunnel mode (6to4)

- The tunnel source (c6ng hoac dia chi IPv4)

- The 6to4 IPv6 address (2002 ::/ 16)

%Py@@

Trén R1, minh tao ra cac cng tunnel, ciu hinh la 6to4,
va chi dinh cng IPv4 clia né la tunnel source:
R1(config)# interface tunnelo

R1(config-if)# tunnel mode ipv6ip 6tod
R1(config-if)# tunnel source 10.0.1.1

Pé xac dinh cac dia chi IPv6 clia c6ng tunnel, chung ta
chuyén déi dia chi IPv4 source address sang IPv6 hexa, tu
10.0.1.1 thanh 0a00: 0101. Sau d6 ching ta néi n6 vai cac
6to4 prefix (2002 :: / 16), va dién vao phan con lai cta dia
chibdng s6 0. Host masks (/ 128) dugc sir dung cho cac dia
chi 6to4 trong bai nay, mac du do dai prefix lengths khac
(va cac dia chi trong / 48) c6 thé dugc st dung tét hon.

R1(config-if)# ipv6 address 2002:200:101::/128

Qua trinh nay dugc 13p di 13p lai d€ tao ra cac cbng
tunnel 6to4 cho hai khu vuc khac. Chi c6 mét c8ng tunnel
duy nhat cho méi router.

R2(config)# interface tunnelo
R2(config-if)# tunnel mode ipv6ip 6tod

R2(config-if)# tunnel source 10.0.2.1
R2(config-if)# ipvé address 2002:a00:201::/128

R3(config)# interface tunnelo

R3(config-if)# tunnel mode ipv6ip 6tod
R3(config-if)# tunnel source 10.0.3.1
R3(config-if)# ipv6 address 2002:200:301::/128

Luu y rang, khdéng gidbng nhu khi cdu hinh
point-to-point tunnels, ching ta khéng chi dinh bat ky dia
chi tunnel destination nao.

Bay gid dia chi 6to4 cila mdi router da dugc biét dén,
chiing ta c6 thé quay trd lai va thém cac static routes can
thiét dé dat dugc két néi IPv6 gilta ca ba khu. 3 dudng
static routes phai dugc thém vao méi router. Viéc dau tién
chira rdng 2002 :: / 16 la c6 thé di ra cac c6ng Tunnel0. 2
khu con lai la cac dudng route cho cac /64 prefixes vao
mét trong cac khukhac, dé dugc route qua dudng ham
6to4.

R1
ipvé route 2002::/16 tunnel®

ipvé route 2001:db8:0:2::/64 2002:200:201::
ipvé route 2001:db8:0:3::/64 2002:200:301::

R2

ipv6 route 2002::/16 tunnele®
ipvé route 2001:db8:0:1::/64 2002:200:101::
ipvé route 2001:db8:0:3::/64 2002:200:301::

R3

ipvé route 2002::/16 tunnel®
ipvé route 2001:db8:0:1::/64 2002:200:101::
ipvé route 2001:db8:0:2::/64 2002:200:201::

Tai thoi diém nay, ching ta can phai c6 két néi IPv6
trong mang LAN IPv6 & tat ca ba dia diém:

R1# ping 2001:db8:0:2::1

Type escape sequence to abort.

Sending 5, 100-byte ICHP Echos to 2001:088:0:2::1, timeout is 2 seconds:
i

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/31/56 ms
R12 ping 2001:db8:0:3::1

Type escape sequence to abort.
Sending 5, 100-byte ICHP Echos to 2001:0B8:0:3::1, timeout is 2 seconds:
.....

Success rate is 100 percent (5/5), round-trip min/avg/mex = 12/12/16 ms

moi cdc ban xem thém tai vnpro.org
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Ethernet VPN -
2 —d 2? A

Kha nang moréng Layer 2

Gigi thiéu
MPLS (Multi-Protocol Label Switching) la c6ng nghé tién

tién va da duoc chon réng rdi béi hdu hét cdc nha cung cdp

dich vu trén toan cdu. Ban ddu né dugc trién khai cho cdc
switch nhung do kha ndng maé réng, kha ndng phuc héi va
giao thuc tu' nhién bdt kha tri da lam cho né thanh céng hon
trén mang. VPLS (Virtual Private LAN Services) la mét trong
nhing dich vu trong MPLS gitip cung cdp cdc phdn mé réng
cla tén mién phdt séng tor moét dén nhiéu trang web trén

WAN. VPLS tr& nén phé bién hon sau khi biing phdt cdc lién

két néi trung tam dir liéu. Ly do hang ddu déi véi cdc phan

ma&réng cua Ip layer 2 la khéi lugng céng viéc di chuyén (su
dich chuyén ctia cdc mdy do téi mét trung tam dit liéu khdc),
tinh sdn sang cao, va kha ndng du phong dia ly.

Nhiing thach thuc hién tai véi VPLS

1. Mé& réng quy mé clia hang ngan dia chi MAC (mbi mot
mat ao yéu cau dia chi mac duy nhat): cac iing dung o
héa dang thuc day nhu cau clia Mac-address trong
mang. Mot may chu duy nhat ma c6 thé luu trir hang
trdm may do va moi may tiéu thu moét dia chi mac cho
'(cjhé’y ré yéu cau ma rong quy mo cla bang Mac-ad-

ress.

2. T6i uu forwarding cia Multicast: Multicast LSP c6 thé
dugc hinh thanh cung v&i VPLS nhung gidi han tu point
to multipoint trong do tiéu thu tai nguyén mang hon la
khong cé dinh nghia thiét 1ap cac théng s6 trong VPLS
dé tao multipoint to multipoint LSPs multicast.

3. MultiHoming: VPLS hé trg Active / standby BGP m6 hinh
multi homing. MultiHoming véi tat cd cac mach kém
theo hoat dong la diéu khong thé. Trong hop déng,
khach hang c6 thé si dung chi 50% trong cdc lién két
thay cho thanh toan 100%.

4. C-Mac (Customer Mac) Transparency: hién tai giai phap
VPLS khéng hé trg transparency cac dia chi mac cla
khach hang.

5. Fast Convergence for C-Mac Flushing: Trong trudng
hgp thét bai clia cdc mdy do hodc méy chu vat ly, mang
hoi tu sé xay ra nhung cé thé dan dén cac van dé lam
ngap dia chi Mac.

Giai phap dé xuat
Ethernet Virtual Private Network (E-VPN) la gidi phap

dugc dé xuat dé khic phuc nhiing van dé ndi bat cta

VPLS. E-VPN st dung cac dudng backbone MPLS / IP hién

¢6 dé van chuyén cac két ndil&p 2 trong nhing trung tam

d liéu khac nhau ciing 1a mét phan ctia cing mét VPN.

Céc gidi phap xur ly cac dia chi Mac la dia chi route va st

dung giao thiic MP-iBGP hién c6 dé van chuyén cac dia chi

Mac cta khach hang. Trong E-VPN, viéc hoc Mac tai cac

router bién (edge routers) khéng xdy ra trong di liéu

nhung trong nhiing két qué diéu khién kiém soat nhiéu
hon c6 thé dugc dp dung co ché nay. Qua trinh nay cing
tuong ty nhu cac IPVPN nhu da dé cap trong chuan RFC

4364. Cac thudc tinh chinh sach quy dinh tai E-VPN la gan

nhu tuong tu trong MPLS VPN. RD va RT van gilt nguyén,

nhung thay vi chuyén ti€p dinh tuyén 4o gi& day ching ta
c6 Ethernet VPN Instance. Cac théng tin vé Ethernet TAG
clia EVI dugc quang cao bai BGP NLRI do la E-VPN.

«+Traffic Forwarding From Hosl(H2,M2) To Host(H1,M1)—

Trong EVPN, viéc hoc Mac c¢6 hai loai: 1. Local Mac
Learning. 2. Remote Mac Learning. Trong qua trinh hoc
Local Mac, MPLS Edge Switch (MES) phai hé trg qua trinh
hoc Local Mac théng qua cac giao thiuc chudn. Mét khi
qua trinh dugc hoan tat, MES c6 thé quang ba cac nai hoc
dia chi mac t&i cac nut tir xa MES théng qua MP-iBGP. Qua
trinh nay nhan dugc dia chi mac tur xa cda khach hang
thdng qua MP-iBGP goi la qua trinh Remote Mac learning.

Giai phap cho MultiHoming va Tranh Layer 2 Loops
trong EVPN

Ethernet Segment ID (ESI) dugc st dung khi thiét bi
Customer Edge la multi home t&i cac MPLS Edge Switches
khac nhau nhu thé hién trong hinh 2. N6 c6 MPLS BGP
Label Extended community dugc s&f dung cho cac thi tuc
split horizon trong cac tinh huéng MultiHoming. Nhu mé
ta trong hinh 2, host H1 c6 dia chi mac ctla M1. N6 sé gui
cac yéu cau broadcast dén MES-1 va MES2. MES-1 va
MES-2 da xéac dinh rang cac yéu cau dén tu Extended
Segment ID-1, vi vay trudc khi nhan rong cac frames, MESs
s& noi thém mot nhan split horizon trén frames. Mot khi
n6 dugc thuc hién, frames dugc trao déi gitta cac MESs. Tat
ca Mess kiém tra nhan SH va néu tim thay cung ESI-1 dugc
gan truc tiép, luu lugng sé am tham dugc lugt bo vi mét
frame cé ngudn goc ctia mét segment sé khéng duoc
nhan badi cing mot segment. Ky thuat nay gitp tranh cac
vong lap loops trong céc tinh huéng MultiHoming.

Luu y: - nhan Split horizon chi dugc s dung cho
unknown unicast, multicast va broadcast

Vai tro cia Forwarder Designated

Theo hinh 2, MES-3 va MES-4 sé nhan dugc cac multi
destination frames thong qua MP-iBGP cho segment cu
thé. Chi Forwarder Designated sé chuyén tiép cac frame
téi segment cu thé va Designated forwarder election
dugc thuc hién bdi méi PE quang ba ESI trong dudng
route BGP. T4t cd non-Designated Forwarder MES sé chan
c6ng tuong Ung ddi véi segment d6 nhu thé hién trong

moi cdc ban xem thém tai vnpro.org /
N ‘ ®
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DAO TAO MANG CISCO TAI VNPRO
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DY AMIANUA HE SO DONG

*% Qua tdng:
e L6p ngay: do thun
e Lop dém: balo
* Uu ddi hoc phi:
e 20% hoc vién ci, 10% hoc vién méi

10% hvme

Cam két lgi ich khi hoc tai VnPro

«  Vdng hoc dugc hoc bu, khéng hiéu bai duoc hoc lai mién phi.

- Gido trinh gidng day chudn quéc té va LabPro tiéng Vieét.

« Thuc hanh >70% thdi lugng chuong trinh va truc tiép 100%
trén thiét bi chinh hédng, hién dai. (>100 gid lab)

- Bugc thuc hanh mién phi ngodai gio.
«  Ching chiVnPro dugc c6ng nhdn trén toan quéc.
« Thi ddu quéc té sau khi hoan tdt khéa hoc.

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com
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La trung tdm duy nhdt trong cd nuéc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro dugc cdp nhdt,
ndng cdp thuéng xuyén theo chudn gido trinh quéc té

HUGNG DAN ON THI CCNA

HOC VA THI CCDA Trong 24h

)

(e,

CCNA Routing CCDA On thi CCNA trong 24h
& Switching Gia: 250.000 VND Gia: 120.000 VND
Gia: 220.000 VND

GNTHISLUITEH;

CCNP LABPROROUTE  CCNP LABPRO SWITCH  CCNP LABPRO TSHOOT On thi Route On thi Switch
Gia: 120.000 VND Gia: 120.000 VNB Gia: 120.000 VNDB Gia: 90.000 VNB Gia: 100.000 VND

TG A T i S
T ThU T o VRS

OIS | CCJ:{\%F
\Laolf 704

BSCI

CCNP LABPRO o
ISCW CE5P LAY

On thi Tshoot CCNP LABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gia: 80.000 VND Gia: 95.000 VNB Gia: 70.000 VNB Gia: 120.000 VND SNAF & SNAA
Gia: 120.000 VND

b o

5P LIBPR CCNA SEC E@?qﬂl‘”&l
R : i CCIE ROUTING
; | | : & SWITCHING

CCSP LABPRO CCSP LABPRO CCNA SECLABPRO CCIE R&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VNB Gia: 150.000 VNB Gi&: 90.000 VNB
Gia: 90.000 VNP Gia: 140.000 VND

* Khi mua sach LabPro online. Link mua sach online: http://www.vnpro.vn/sach-labpro/ % ®
nPro
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GOC GIANG VIEN & HOC VIEN VNPRO

BAT TUNG CAM XUC CUNG SINH VIEN KHOA
DAO TAO CHAT LUONG CAO - PH SPKT TP.HCM

Ngay 26/06/2015 VnPro da phoi hgp cung vai Khoa
dao tao chat lugng cao trusng Dai Hoc Su Pham Ky Thuat
Tp. H6 Chi Minh t6 chiic hdi thdo chuyén dé: “MANG
TRUYEN THONG - XU HUGNG TUYEN DUNG VA KY NANG
TRONG XIN VIEC”.

Hoi thdo dugc t8 chiic nhdm muc dich trang bi thém
cho céc ban sinh vién nhimng kién thic méi nhat trong
linh vuc mang may tinh va nhiing xu huéng tuyén dung
clng nhu la ky nang trong xin viéc.

[

Chi Kim Thoa dai dién VnPro tdng hoa va qua luu niém cho
Trudng khoa CLC

Chi Kim Thoa va thdy Ngé Lam trao hoc béng CCNAX
cho 2 ban sinh vién xudt sac

\A Pro

VnPro chup hinh luu niém véi thdy Bich va thday Lam

Ho6i thdo that su mang lai moét gia tri khong nho cho
han 100 ban sinh vién dén tham du chuong trinh. Dén
vai héi thao lan nay khéng nhiing cac ban dugc trang bi
thém kién thic chuyén mén con c6 thém nhiing kinh
nghiém dé chuén bi sang mét trang mdi cGia cudc ddi khi
chinh thuc ra trudng va di lam. Ngoai ra VnPro con danh
tdng 2 sudt hoc béng cho 2 ban sinh vién cta khoa da c6
nhiing thanh tich xudt sac trong qua trinh hoc tap cling
rat nhiéu phan qua danh cho cac ban tham gia hoéi thao.

Cang vé cuéi hoi thao khong khi cang thém séi dong.
Vi hang loat nhitng cau hoi danh cho cac giang vién cla
VnPro vé ky ndng trong xin viéc va cach thiic dé chinh
phuc nhiing nha tuyén dung khé tinh.

Ho6i thao két thic nhung da dé lai nhimng an tugng kho
phai trong long céac thay c6 va ban sinh vién ciing nhu la
ban t6 chiic chuang trinh. V&i nhiing kién thic va chia sé
kinh nghiém trong budi héi thdo VnPro mong riang da
gop thém hanh trang cho cac ban budc vao nguéng ctra
mdi clia cudc dai.

VnPro xin gtri dén dén Quy Thdy Cé va cdc ban sinh vién
I&i cam on chdn thanh va sdu sdc, chic Quy Thdy Cé va
cdc ban sinh vién thanh céng hon nira trong céng viéc va
trong cuéc séng.

HOC VIEN BOI MUA BEN VNPRO
ON TAP ROUTE MIEN PHi

Budi &n tap Route hoan toan mién phi do trung tam tin
hoc VnPro t6 chiic vao t8i 18/06/2015 da két thuc t6t dep
V@i s6 lugng dang ky va tham gia rat dong.

On tap Route la mét trong nhiing hoat déng dugc
VnPro t6 chiic hang thang nhdam hé trg hoc vién én luyén
lai tat ca cac kién thuc c6t 16i nhat ctia chuong trinh CCNP
- Route. Tir d6 gitp cac ban hoc vién ciing ¢6 lai that chac
kién thuc va dong thdi cing bé sung nhing phan cap
nhat mé&i nhat ctia chiing chi CCNP dé gilip cac ban tu tin
di thi quéc té.

Ddc biét: Cdc hoc vién tham gia khéa 6n tdap con duoc
phdt Voucher giam gid 20% khi ddng ky hoc tai VnPro.
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Theo khéo sat ctia VnPro sau khi két thac budi én tap,
c6 dén hon 95% y kién cho rang ndi dung ctia budi én tap
rat thu hat va ddng nhu cau hién tai ctia hoc vién dang
can, va hoc vién cdm thay rat hai long vé budi 6n tap nay,
mong mudn VnPro sé duy tri va thudng xuyén t6 chuc
nhimng budi én tap nhu vay.

Dudi day la mét s6 cdm nhan cla hoc vién vé budi 6n
tap do VnPro t6 chuc:

* COng tac té chiic chudn bi 6n tap rat tot.

*Thay gidng rat dé hiéu, hudng dan qua nhiét tinh va
trinh bay rat chi tiét gitp hoc vién cling c6 lai nén tang
kién thic da hoc.

* Thay giang trinh bay day da kién thuc cda chuong
trinh, thu hat.

VNPRO DONG HANH SINH VIEN
CNTT “TU TIN CHINH PHUC NHA
TUYEN DUNG”

Sang ngay 20/06, VnPro da t6 chuc budi Hoi Thao “Tu
Tin Chinh Phuc Nha Tuyén Dung” vdéi rat déng cac ban
sinh vién tham gia.

Ndm trong chudi hoi thao “Vi Cong DBong Mang May
Tinh Viét Nam I6n manh ca vé chat va Tuong”. VnPro da té
chuic budi hoi thao “Ty Tin Chinh Phuc Nha Tuyén Dung”
v6i muc dich giup cac sinh vién cé thém nhiéu kinh
nghiém va tu tin hon khi di xin viéc. Trudc ngudng cudc
dai, cac sinh vién khéng tranh khoi nhiing néi lo lang vé
tuong lai sau khi t6t nghiép dai hoc véi hang loat nhiing
cau héi va thach thuc dugc dat ra: Phai bat dau ti dau,
can phairén Iuyen thém kinang gi, nén xin viéc & cong ty
nao, lam sao dé c6 dugc mot CV dep cho nha tuyén dung,
can chuén bi gi cho nhitng cudc phéng van.

Tham dy hgi thao co:

* Ba Trdn Ngoc Trdn dién gia chuyén dé vé phong van
tuyén dung véi Jobstreet.com, cac trudng dai hoc.

* Ong Pham Hoang Tudn dai dién tuyén dung nhan su
tu VnPro.

* Cung hon 40 sinh vién dén tir cac trudng dai hoc cao
dang.

V{Fm 1

Dién gid Tran Ngoc Trdn
chia sé kinh nghiém tuyén dung véi sinh vién

Thdy Pham Hodng Tuén
chia sé vé nhiing kinh nghiém trong lua chon céng viéc

Rat nhiéu cac thdc méc tur cac sinh vién da duogc cac
dién gia giai dap can ké: Doanh nghiép can gi & sinh vién
t6t nghiép, lam thé nao dé thuc tap hiéu qua, co hoi viéc
lam cho nganh c6ng nghé thong tin, cach gidi quyét
nhiing cau hoi khé khi phdng van... Bang cach nay, Hoi
thao da xay dung dugc maéi tuong tac tir ca hai phia -
dién gia va thinh gia; khién cho Hoéi thao khéng nhimng
tré nén cdi m& hon véi sy hudng Uing nhiét tinh tU phia
cac sinh vién ma con khang dinh nhiing tac dong tich cuc
clia phan chia sé d6i véi ho.

Sau hon 3 gig, nhitng cau héi clia cac sinh vién da dugc
cac dién gia chia sé va giai dap mot cach thoéa dang, hi
vong cac ban sinh vién c6 thém hanh trang dé tu tin budc
vao xa hoi va sdn sang “Tu Tin Chinh Phuc Nha Tuyén

Dung”!
\4 Pro
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GIAI DAP CNTT

Kiém sodt luu luong qudn ly
mang trén Router nhu'thé nao?

Figure 1 Control-plane Architecture with Control Plane Protection
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Nhu cdc ban c6 thé nhin thdy tir biéu dé trén, dp dung
mét control-plane policy (Copp) dp dung mét policer téng
hop cho tdt ca traffic truy cdp danh cho cdc CPU. Cdc ban
¢6 thé nhin thdy ba sub-interfaces ciia control-plane:

* Host - host sub-interface xU ly traffic danh cho céc
router hodc moét trong cac interface riéng cdia minh. IE:
Mgmt lién quan dén traffic va mét s6 giao thic dinh
tuyén. (EIGRP iBGP)

* Transit - sub-interface nay xUr ly switched IP traffic.

* CEF-Exception - sub-interfaces dién hinh xu ly non-IP
nhu ARP, LDP, Layer 2 keepalives cing v&i mét s6 giao
thiic dinh tuyén. (OSPF eBGP).

Ddu tién ching ta sé tao ra mét vai ACL dé phir hop véi traffic:

]
ip access-Tist extended mgmt_stuff
permit udp any any eq snmp
permit tch) any any eq 22
i

ip access st extended Route_Proto
permit ospf any any

permit tcp any any eq bgp

permit tcp any eq bgp any

I

DPua cdc ACL nay vao Class-Map:

class-map match-all cM_mMgmt

match access-group name mMgmt_stuff
class-map match-all CM_Route_Prot
match access-group name Route_Proto

Bdy gid, chuing ta tham khdo cdc Class-Maps trong Policy-Map:

Cudi cting ching ta dp dung mét service-policy lién quan dén
Policy-Map vtra tao.

Ngudi bién dich: Phan Thanh Phong.

VoPro

Lam thé nao hanh x4 luu luong

broadcast trén Cisco router?

Chung ta c6 2 loai dia chi IP broadcast address:
- All subnets broadcast IP (255.255.255.255)
- Directed broadcast - specific subnet broadcast IP (e.g.
10.0.12.255 for 10.0.12.0/24 subnet).

1. Directed broadcast:

Ta tién hanh ping tir R1 dén 10.0.23.255. Vi R2 dugc két
noi tryc ti€p dén subnet 10.0.23.0/24, sé tra 16i dén echo
thong qua echo reply nhung sé khong chuyen tiép cac
goi tin ICMP trén link Fa0/1 huéng t&i R3. R3 sé khong bao
gid c6 dugc né.

Debug IP packet tir R1 sau khi ping:

R1# ping 10.0.23.255 repeat 1

Type escape sequence to abort.

Sending 1, 100-byte ICMP Echos to 10.0.23.255, timeout is 2
seconds:

1
Success rate is 100 percent (1/1), round-trip min/avg/max =
60/60/60 ms

R1#

*Mar 1 00:24:54.467: IP: tableid=0, s=10.0.12.1 (local),
d=10.0.23.255 (FastEthernet0/0), routed via FIB

*Mar 1 00:24:54.471: IP: s=10.0.12.1 (local), d=10.0.23.255
(FastEthernet0/0), len 100, sending

*Mar 1 00:24:54.475: ICMP type=8, code=0

*Mar 1 00:24:54.515: IP: tableid=0, s=10.0.12.2 (FastEther-
net0/0), d=10.0.12.1 (FastEthernet0/0), routed via RIB

*Mar 1 00:24:54.519: IP: s=10.0.12.2 (FastEthernet0/0),
d=10.0.12.1 (FastEthernet0/0), len 100, rcvd 3

*Mar 1 00:24:54.523: ICMP type=0, code=0

Nhu ban c6 thé nhin thdy R1 héi ddp lai R2.

Thém cau Iénh no ip directed-broadcast vao Fa0 / 1 trén
R2 va xem két qua:

R2(config-if)#int fa0/1
R2(config-if)#no ip directed-broadcast

R1#ping 10.0.23.255 repeat 1

Type escape sequence to abort.

Sending 1, 100-byte ICMP Echos to 10.0.23.255, timeout is 2
seconds:

|
Success rate is 100 percent (1/1), round-trip min/avg/max =
36/36/36 ms

R1#

*Mar 1 00:03:56.839: IP: tableid=0, s=10.0.12.1 (local),
d=10.0.23.255 (FastEthernet0/0), routed via FIB

*Mar 1 00:03:56.843: IP: s=10.0.12.1 (local), d=10.0.23.255
(FastEthernet0/0), len 100, sending

*Mar 1 00:03:56.847: ICMP type=8, code=0

*Mar 1 00:03:56.863: IP: tableid=0, s=10.0.12.2 (FastEther-
net0/0), d=10.0.12.1 (FastEthernet0/0), routed via RIB

*Mar 1 00:03:56.867: IP: s=10.0.12.2 (FastEthernet0/0),
d=10.0.12.1 (FastEthernet0/0), len 100, rcvd 3

*Mar 1 00:03:56.871: ICMP type=0, code=0

*Mar 1 00:03:56.931: IP: tableid=0, s=10.0.23.3 (FastEther-
net0/0), d=10.0.12.1 (FastEthernet0/0), routed via RIB

R1#

*Mar 1 00:03:56.935: IP: s=10.0.23.3 (FastEthernet0/0),
d=10.0.12.1 (FastEthernet0/0), len 100, rcvd 3

*Mar 1 00:03:56.939: ICMP type=0, code=0
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Nhu cdc ban c6 thé nhin thdy, R1 héi ddp lai tir R2 va R3:

Kiém tra trén R2 va R3:

R2#*Mar 100:10:16.995: IP: tableid=0, s=10.0.12.1 (FastEther-
net0/0), d=10.0.23.255 (FastEthernet0/1), routed via RIB
*Mar 1 00:10:16.999: IP: s=10.0.12.1 (FastEthernet0/0),
d=10.0.23.255 (FastEthernet0/1), g=255.255.255.255, len 100,
forward directed broadcast

*Mar 100:10:17.007: ICMP type=8, code=0

R3#*Mar 1 00:07:20.491: IP: s=10.0.12.1 (FastEthernet0/1),
d=255.255.255.255, len 100, rcvd 2

*Mar 100:07:20.495: ICMP type=8, code=0

*Mar 1 00:07:20.499: IP: tableid=0, s=10.0.23.3 (local),
d=10.0.12.1 (FastEthernet0/1), routed via FIB

*Mar 1 00:07:20.499: IP: s=10.0.23.3 (local), d=10.0.12.1

Cac ban c6 thé thay ip directed-broadcast thay d6i desti-
nation directed broadcast address (10.1.23.255) cho tat c3
subnet broadcast 255.255.255.255.

R2#show run int fa0/1

interface FastEthernet0/1

ip address 10.0.23.2 255.255.255.0
ip broadcast-address 10.0.23.255
ip directed-broadcast

R3 bat goi ICMP packet directed tGi subnet broadcast
10.0.23.255:

R3#*Mar 1 00:41:35.391: IP: s=10.0.12.1 (FastEthernet0/1),
d=10.0.23.255 (FastEthernet0/1), len 100, rcvd 3
*Mar 100:41:35.395: ICMP type=8, code=0

=

R1

10.0.23.0/24

10.0.12.0/24

[ so0ms [ oio0zass | e B o o s
3
RZ{ ' '}-'Dd cted -broadc:
[ oo Jowonass | [ swo0zr o wonzs |
2. Subnets broadcast:

Vi du: Théng diép ddu tién duoc goi la DHCP Discovery dugc
gui dén dia chi broadcast 255.255.255.255. Mdc dinh router
sé bé qua gai tin nay va drop bé. BE xir ly duoc né va gui nhu
mét unicast IP tGi dich cudi cling, ching ta phai sitdung Iénh
ip helper-address tai interface Fa0/ 0 trén R2.

10.0.12.0/24 a0/0 fa0/1

==

10.0.23.024

R1 R2 DHCP
Server
By default router ignore broadcast and drops packets
sooo0es |0 } 510012267

Nguai bién dich: Phan Thanh Phong.

An dinh chiéu dai téi thiéu cua
password trén Router?

Lénh ”securlty passwords min- Iength <x>"la mc}t [énh
han che su dung local password ngan hon "<x>" Day la
mot nd luc rd rang dé budc cac admin vao viéc tao local
password an toan han trén Router va Switch. Lénh nay
khong gidi quyét cac yéu cau phuc tap (truong hop hon
hop, ky tu dac biét, vv) ma thudng dé dap ing mét t§
chtic bao mat tét nhat.

Router(config)#security passwords min-length ?
Minimum length of all user/enable passwords
Router(config)#security passwords min-length

Pé kiém tra, minh sé bat dau bang cach kich hoat
“service password- encryption” va tao mat khau "cisco".
Nhu dé thay dudi day, I0S yéu cau su dung mét mat khu
thay thé cho “enable password”,

Router(config)#service password-encryption
Router(config)#enable secret cisco
Router(config)#enable password cisco

The enable password you have chosen is the same as your
enable secret.

This is not recommended. Re-enter the enable password.
Router(config)#enable password cisco1
Router(config)#username test1 password cisco
Router(config)#username test2 secret cisco
Router(config)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#do show run

| inc vty|username|enable|password

service password-encryption

enable secret 5 $15$J3j15kDafwbNSYVLpmYqLXYA/F1
enable password 7 00071A1507545A

username test1 password 7 01100F 175804
username test2 secret 5 $150P2ESNZWtTscYAIhIZk5KF.1/y.
line vty 0 4

password 7 104D000A0618

line vty 515

password 7 104D000A0618

Cdu hinh password c6 chiéu dai téi thiéu la 8 ky tu.

Router(config)#security passwords min-length 8
Router(config)#
Router(config)#do telnet 192.0.2.1

Trying 192.0.2.1 ... Open
User Access Verification
Password:
Router>en
Password:

Router#exit
[Connection to 192.0.2.1 closed by foreign host]
Router(config)#

Dé xem ddy du bai lab, mai cdc ban truy cdp vnpro.org

%Py@o
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7 ky ndng mém can c6 ciia mét
ngudilam CNTT

Hau hét moi nguoi nghi rdng véi nghé  cong nghe thong
tin (CNTT), cdc ky ndng nhu gidi quyét vén dé, giao tlep va
thuyét trinh hiém khi dugc xét téi thi trén thuc té dé la
nhimng ky ndng phai co cho mét ngusi lam CNTT thanh
cong.

Thuén thuc cac ky nang vGi may tinh va xt ly 16i la mot
phan thiét yeu cla mét ngum lam viéc trong linh vuc
CNTT, nhung néu nghi nhu vay la du thl ban khé c6 thé
tién xa. Dudi day la nhiing ky ndng mém ban nén luyén
tap dé trd thanh mét ngudi chuyén nghiép:

1. X(flySlICO

Khi ban chiu tréch nhiém vé nhing van dé nhu may
tinh, mang, phan mém hoéc website, diéu toi quan trong
la ban phai biét cach x{r ly cac su c6. Diéu nay c6 nghia la
ban phal biét cach phat hién ra van dé cliing nhu phat
trién cac giai phap mot cach nhanh chong Ky nang xu ly
su co khong chico nghla la“phdn tng lai” ma con phai la
“cht dong” Vi du, néu mot nhém CNTT phat hiénramot 16
hong an ninh trong cong ty, ho phai biét cach tién hanh
xU ly van dé cling nhu nang cap hé théng dé phong ngua
cac nguy co an ninh chi khéng chi chd dén ldc cong ty bi
hack méi hanh déng.

2. Giao tiép

Lam viéc trong moi trudng CNTT yéu cau su giao tiép
va tuong tac gan nhu ngay tic thdi. Bat ci khi nao su c6
may tinh xdy ra, hoac khi ban quan ly mot nhom, ban phai
biét lam thé nao dé tuong tac va giao tlep tét vai nhiing
ngudi khac du & bat i cap nao. Ban can biét cach trinh
bay va giai thich van dé ré rang, ciing nhiing ngusi khac
tim ra va thyc hién giai phap, giao nhiém vu cho cd nhém
mét cach hiéu qua.

3. Khad ndng dich thuat ngfrchuyén nganh

Khi lam viéc trong linh vuc céng nghe ban sé bat gap
nhiéu thuat ngt chuyén cho linh viic ma ban lam, thudng
thi nhufng nguol ngoai nganh khéng thé hleu dugc. Do la
ly do vi sao cac ky su CNTT chuyén nghiép can phai c6 ky
nang giai thich cac van dé phuc tap cho nhiing ngudgi chi
c6 moét chat hodc khéng hé biét gi vé linh VUc CNTT. Néu
may tinh cdia mét nhan vién bj lag vianh nay khong co du
RAM, ngudi ky su pha| biét cach giai thich cac van dé nay
dé bat cu ai ciing ¢6 thé hiéu duoc.

VePro

4. Lam viéc nhém

Dé c6 mdt su nghiép thanh céng trong mang CNTT,
ban phai biét cach lam viéc véi nhiéu ngudi. Di nhién,
cing c6 nhiing du dn ma ban dong vai trdo duy nhat tu
dau dén cuéi, thé nhung hau hét cac du an déu can su
hop tac chat ché cha nhiéu ky su. La mot thanh vién cla
nhom CNTT, ban can biét cach lang nghe ngudsi khac,
nhan chi trich va huéng dan ciing nhu chiu trach nhiém
thuc hién moi thi mét cach dang dan va dung hen.

5. Thuyét trinh

Lam viéc trong linh vuc CNTT yéu cau ban phai c6 kha
nang thuyet trinh thoai mai va tu tin truéc dam dong. Bat
cu khi nao ban trinh bay sén pham clia nhém minh cho
mot cap cao hon, gidi thich diéu gi 6 méi cho moi ngudi
trong b6 phan hodac trinh bay trong mét budi dao tao, k)"/
nang thuyét trinh 1a rat quan trong véi nhimng ngudsi
chuyén nghiép. V&i tu cach la mot ngudi lam CNTT
chuyén nghiép, ban dugc ky vong c6 thé thuyét trinh doc
lap trong mot budi hop quan trong ma khong gap phai
vap vap nao.

6. Ky nang cham soéc khdch hang

Nghé CNTT yéu cau ban phai c6 kha nang gitp dé
ngudi khac 6 muic ca ban va do la ly do vi sao ban can co
ky nang cham séc khach hang Ban can giur thai do tich
cuc khixir ly mot van dé nao do, dui déi khind cé ky cucva
hién nhién dén thé nao, phai biét lang nghe, thé hién su
quan tam, thong cam. Ban ciing pha| biét cach “ha nhiét”
khi c6 truc trac xdy ra trong nhédm cdia minh.

7. Kién nhan

Mot phan quan trong clia nghé nay doi hoi ban phai
gidi thich cac y tudng phurc tap cho ngudi khac, dao tao
nhiing ngudi méi vao nghé hodc hé trg cong nghé mdi
cho nhiing ngudi chi biét déi chiut vé CNTT. Nhiing thu
nay déu doi hoi ban phai hét stic kién nhan va khi ban du
kién nhan dé luén binh tinh di trong nhUng trudng hdp
“ic ché” thé nao, hodc c6 thé tra |oi di tra 16i lai mot cau
héi ma khéng néi cau thi ban ¢ hi vong tién xa trong
nganh.
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TAILIEU CNTT

La{aPro Wireless:
Cau hinh Access Point
1130AG cua Cisco

Yéu cau:

- Gi6i thiéu so lugc vé Access Point Aironet 1130AG.

- C4&u hinh cac Access Point tao ra cac SSID. Cho cac AP
hoat dong cung kénh & chuin B dé kiém tra nhiéu

déng kénh (co-channel). Kiém tra chat lugng tin hiéu.

Thuc hién:

1. Giéi thiéu so lugc vé AP 1130AG

1 | Power connector 5 | Padlock por

2 | Ethernet port 6 | Mode button

3 | Keyhole port 7 | Ethernet (E) and Radio (R) LEDs
4 | Console port 8 | Status LED

AP 1130AG ¢6 2 anten dipole tich hgp bén trong, mét
cho chudn 802.11b/g (interface dot11 radio 0) va mét
cho chudn 802.11a (interface dot11 radio 1). Luu y: kiéu
danh sé thu tu cho cac interface radio nay giéng nhau
trén tat ca cac AP 802.11a/b/g ctia Cisco.

AP 1130AG hé trg 2 kiéu cau hinh: CLI (command line) va
WEB.

2. Cau hinh basic bang giao dién WEB

Trudc khi c6 thé cai dat cau hinh basic, AP va PC phai c6

dia chi IP (d€ c6 dia chi IP ctia AP xem phan gan dia chiIP

st dung CLI).

Cac buéc dé cdu hinh co ban cho AP 1130 st dung GUI

Express Setup.

Budc 1: M& trinh duyét va go dia chi cia AP vao thanh tac
vu dia chi. M6t man hinh username va password
xuat hién.

Budc 2: Go username Cisco va password Cisco. Username
va password cé phan biét ch{t hoa,
thudng.

Budc 3: Nhan Enter. Trang Summary Status xuat hién.

%Py@@

Cuer Srortey ¥ m
Cisco Aironet 1130AG Series Access Point
HOME Hostname 2 3p uptime Is 7 minutes
Assacition
| casots0 | Repsaters.0
Network ety
1P Agoress [lﬁll‘m
[ e nseress | omor 1420
B gaetces
ertace MAC Address Transmission Rate
Py — 000B % 1420 1005
N psgorsnz g 0008 fek 1620 54 s
N Rag01. 902114 00011220 e
Bantion
Tune | seveeny | Descripon
[ I
g

Budc 4: Click Express Setup. Trang Express Setup xuat
hién.
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Cisco Aironet 1130AG Series Access Point
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Budc 5: Cau hinh céc cai dat st dung nhirng hudng dan
sau

Host name

-Tén hé théng la mot tén cla AP dé€ nhan dang né trén
mang

- Mac dinh: ap

Configuration Server Protocol

- Chi ra cadch ma AP lay dia chi IP.

- Tuy chon: DHCP va static IP

- Mac dinh: DHCP

IP Address, IP Subnet Mask

- Gan hoac thay déi dia chi IP kém subnet mask ctia AP.
Néu DHCP dugc cho phép, AP 13y dia chi tir DHCP server.
Ban c6 thé gan dia chi IP tinh trong phan nay.

Default Gateway

- Xac dinh dia chi AP st dung dé truy cap vao 1 mang
khac. Gateway nay dugc cung cap bdi ngudi quan tri
mang. Néu DHCP dugc cho phép, dé tréng phan nay.
Web Server

- Cai dat nay chi ra kiéu HTTP dugc st dung dé truy cap
AP théng qua trinh duyét WEB.

- Tuy chon: HTTP chudn hodc HTTPS

- Mac dinh: HTTP chuan
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SNMP Community

- Xac dinh va cai dat nhiing thudc tinh cho giao thiic
quan ly mang don gidn (SNMP) dugc dung dé quan ly
mang ma AP truc thudc.

Thudc tinh Mbé ta

Read - Only AP chi cho phép truy cap doc

Read - Write AP cho phép truy cap doc va doc ghi

Radio 802.11G and 802.11A Setup Sections

Role in Radio Network

- Cai ddt nay xac dinh chuc nang ctia AP trong mang
khong day

- Tuy chon: AP root hodc Repeater nonroot

- Méac dinh: AP root

Optimize Radio Network for

- Cai dat nay t6i uu hda hoat déng ctia AP trong moi
trudng khong day bang céch hiéu chinh toc dé dir liéu.
Cai dat nay phai giéng nhau trén cac client.

- Tuy chon: Throughput, Range, Default, Custom

- Mac dinh: Default

3. Cau hinh basic bang CLI

K&t néi tGi AP bang cap console.

Budc 1: MG nédp day AP

Budc 2: Dung céap noi ti€p DB-9 to RJ-45 (9 chan, female)
néi port ndi ti€p RJ-45 trén AP dén
c6ng COM trén PC.

Budc 3: Dung Hyper Terminal véi cac théng s6 mac dinh
dé giao ti€p véi AP: 9600 baud, 8 bit dir liéu,
khong dung parity, 1 bit stop va khéng c6 diéu
khién luéng. Truy cap vao AP véi username
Cisco, password Cisco.

Budc 4: Gan dia chi IP cho AP st dung CLI
ap#conf t ap(config)#interface BVI 1
ap(config-if)#ip address 10.0.0.2 255.0.0.0

Budc 5: St dung CLI, ta 6 thé cai dat tat ca cac cdu hinh
cd ban (va nang cao) nhu khi st dung
giao dién WEB.

4. Kiém tra chat lugng tin hiéu khi dat cac AP gan
nhau va cau hinh ciing kénh truyén hodc kénh truyén
ké can trong chuan B/G.

Cau hinh AP Linksys bang giao dién WEB, tao ra SSID
VnPro, quang ba SSID ra ngoai dé PC detect thdy, AP hoat
déng & chuan B-only, kénh 1. Trén 2 AP Aironet lam
tuong tu, tao ra cac SSID Cisco va Microsoft, hoat dong &
chuan B-only, cing kénh 1.

a. Cau hinh AP Linksys:

2 Linksys - Microsoft Internet Explorer
Ble £t yew Favortes Jooks tep ar

Om - © A @ G| Poweo Fyreem @ 2- 23 B

Adcress [ 48] nto://192.168.1. 296/

Wireless

Network Name (SSO):
Cnannet
550 Broaccast

Mose:
Network Name (SSO):
Channet

$S0 Broaccast

b. Cau hinh AP 1130:

Dung CLI:

Budc 1: Tao ra SSID trong configuration mode, chon kiéu
xac thuc va quyét dinh c6 quang ba SSID ra ngoai théong
qua céac beacon hay khéng:

apt#tconf t ap(config)#dot11 ssid cisco
ap(config-ssid)#authentication open/* bat xac thuc kiéu
Open System */

ap(config-ssid)#guest-mode/ * quang ba SSID trong cac
frame beacon */

Budc 2: Chi dinh SSID nao dugc két hop véi interface
Dot11Radio 0 hoac 1, sau dé bat interface lén:

ap#conft

ap(config)#interface dot11radio 0

ap(config-if)#ssid cisco /* cho SSID cisco két hop véi
interface dot11radio 0 */

ap(config-if)#no shut /* bat interface radio 0 1én */

Budc 3: Chon t6c dé va kénh truyén cho cac interface
radio

ap(config)interface radio 0

ap(config-if)#speed basic-1.0 2.0 5.5 11.0

Luuy:

- Interface BVI (Bridge Virtual Interface) 1 chi la interface
4o dugc st dung cho muc dich quan tri AP (giéng nhu vai
tro cda Interface VLAN 1 trong cac switch layer 2 cla
Cisco).

- Cac interface Radio, FastEthernet dugc cdu hinh theo
kiu bridging. AP c6 chiic nang giéng nhu hub trong
mang c6 day nén cac interface Radio va FastEthernet
phai dugc cau hinh bridge.

Dung WEB:

Tao SSID va cho qudng ba SSID trong Beacon.
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Tén khoa hoc Gio Hoc

Hoc phi/Kho# | Théi gian

CHUONG TRINH CCNA

8:30 — 11:30AM 3.360.000
06/07 2-4-6
6:30 — 9:30PM 6.720.000
8:30 — 11:30AM 3.360.000
2:00 — 5:00PM 3.360.000
6:30 — 9:30PM 6.720.000
AK28 CCNAX 8:30 — 11:30AM 3.360.000 .
(200-120) 152 gio
2:00 — 5:00PM 3.360.000
6:30 — 9:30PM 6.720.000
8:30 — 11:30AM 3.360.000
28/07 3-5-7 |2:00—5:00PM 3.360.000
6:30 — 9:30PM 6.720.000
CCNAX He 15/07 2-3-4-5.6 | 2:00 — 5:00PM 2.900.000
CCNA Security Crary o
(640.554) 21/07 3-5-7 |6:30-9:30PM 6.720.000 100 giy
2:00 — 5:00PM 6.720.000
CCNA Voice =
2-4-6
(640-461) 22/07 100 gio
AV6 6:30 — 9:30PM 6.720.000
CHUONG TRINH CCNP
6-600-000
PIK6 8:30 — 11:30AM
07/07 3-5-7 5.900.000
P1-7 ROUTE 6:30 — 9:30PM 9.800.000 140 giv
PIKS (300 -101) 2:00 — 5:00PM 6.600.000
15/07 2_4-6
P1-8 6:30 — 9:30PM 9.800.000
P2K4 8:30 — 11:30AM 5.880.000
SWITCH o <. 120 gi>y
P2K6 (300 - 115) 22/07 2_4-6 |2:00-5:00PM 5.880.000
P2-4 6:30 — 9:30PM 8.232.000
TSHOOT .
. 21/07 —5— 6:30 — 9:30PM 9.800.000 140
P3-5 (300 - 135) /! 3-5-7 gio
CHUONG TRINH CCIE WRITTEN
By | CC0 WRITTEN 28/07 3-5-7 |6:30-9:30PM 11.760.000 120 giv
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