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Buoc phat hanh bai Cong Ty TNHH Tu' Vidn va Dich Vu Chuyén Viét
h vy

VNPRO TRI AN GIANG VIEN PHONG DA-BT

NHAN NGAY 20/11

Hem 1.3 mdim nady VnFBeo luder fa i chon g Gdu
cua nhirng K¢ sumang may Hnh v cdc ban sinh wien
trevng widy i chaoe non e bé phaeg cha wide o chleeh
prfee dindy coo i Ehae, B0 mogu gidng vidgn chuwen
aghiép va kv ndng su pham fuvet vod ludn 1 niém tu
e coer VnPro,
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So lugc vé mang khéng day

1. Mnnu Il'hnng rla:p'
; mang Wi-Fi, mang

~ac thiét bi cd kha
nh ca -:|.:|r| Adapter
s dung ddy

¥ i f an trong

khong gian th-:nng qua Cal tr..-:nu thu/phat song.
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08. VnPro bing né cing Sinh vién Bai Hoc Tén Bic Thing
wiil chusomeg trink Tu' vian hudng nghiép
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Hidn tai 58 Jugmg thiét bi két ndi mang dang nhidu gdp
i 5o vl Jufgmg ngudn’ trdn Trdl XL Tl nhimg B iy khidn
rehiét 8, cora, TV cho gén cde mdy bam nudt, odc hé théng
cormt B, robnaf, dién thood, TV 1E od déu duoee god chiing iid
internet of Things [oT). Nhung van a8 ndm & chd ching
kfidang b rdd mdt ngde pgd” chung bdo od, widc gioo Hidp
gitia cdc HEr Bi loT van cén Id moat wan 08 nan gidi, Odi thi
g WI-Fi, cdi thi xai Bluetoath, mar 58 khde thi dong sdng
rardio hay cdc loar k€F ndi km gdin, Vay ldm sao mol thiet bi
ccd WI-Fi két ndi duioe wai thide bi chi oo Bluetooth? Gdn nhur
khdng thé ndo. Chinh vi viy, khdng sai khi ndi rding thé gici
leT dang bi thigw di mar thanh phdn quan trong: mit giao
thie két ndi khdng ddy chung.

Hién nay cde thiét b loT thutmg dimg két ndi gi?

Ching ta da kha quen thudc woi Wi-Fi va Bluetooth v
ching xudt hidn gy xung guanh mink. Hidn Gl rit nhidu
thigt bi da ding mat trong hai hodc cd hai ket ndi nay, ti
smartphone, tablet, TV, B0 lanh, 15 i sdng cho dén céc
bong dén thang minh. Bén canh da, nhimg thiét bi mang
tinh céng nghiép hom, ching han nhu méy bom, van dp
sudt, robob. thi hodc ding Wi-Fi, hodc ding ZigBee.
ZigBee con dugc goi la chudn B02.15.4, nd Id mit giao
tiép thm gin dugc ky vong 5@ Bng rudng manh trong
vong 5 ndm tdi, bl con 53 425 trigu thigt bi & hién tai Bn
thanh 2,1 6 w0 ndm 2019 theo 56 Bt ABl Besearch.
Hién cing da co bang déen Philips Hue 13 ding figBee,

ScAZ Rt
Oe 50"
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Andrews Zignani, mét nha phan tich oda ABI, cho hay:
"Khd ndng tidu thu dién thip, gid ré va k&t ndi ngang
hang gita nhiéu thiét bj cda ZigBee sé khién cha chiing
trds thanh cdng nghi két ndi khong day duee chon ding
cho nhiéu loai sén pham, tlr nha cda, tv déng hda trong
cang nghidp, do ludmg théng mink cho dén gidl tl tai
gia.'

Mhung khéng dimg L& Sy, thi trudng ke cdnood mdt
vai ké hoach khac

Bluetooth, Wi-Fi, mang di d6ng hay sdng radio?

Phil Willlams, kidn trac su trudmg cia Backspace, mdi
cong ty chuyén wé dién todn dam may, binh ludn: "Cac
chudn chung trang linh viic loT van cén rét lung tung,
nhung ca nhan 1i thi chon Wi-Fi bai vi sy phd bign cda no
trong cac hés gia dinh, ngoai ra Bluetooth LE clng cé thé
duge s0 dung dé ghép ndi thiét bi loT vdi dién thoai di
dong” Ong con nghl dén vitc tén dung hé thdng dién
trong nhd dé ké ndd nhanh thiét bi loT vl nhau.

Can mang di ddng thi cd thé dugc ding dé theo dbi
xem nhing tai sin, goi hang dang luan chuyén dén dau,
hodc dé gidm sdt cac phuong tién giao thang cong cdng.
Wi du, nha mang ATET & My di cung cdp mt dich v sd
dung thé 5IM dé theo ddi cic tic pham nghé thudt khi
ching duge chuyén gida cic cude tridén lam, hodc khi
dang thing dé chuyén di nhing noi ¥a hon,

fartin Poppelaars, pha chid tich mang ban hang cia
cong ty cong nghé Lantronix, ndi thém: "Vé oo bdn thi
mhifig kEL ndl nal trén khéng duge xem nhid mot giao
thiic, chiing chila céc dudmg dng € ndi nhdng thiét bi lai
wilrl mbau”, W thed gidd dang chn mdt “giae th th tu®

Vi sao Wi-Fi, ZigBee khdng phdi Id via chon tét nhdt?

R6 rang Wi-Fi va ZigBee khong thé phi song di xa. Néu
chi diing trong nhé thi dn, nhung khi dua vao cic xudng
san ®udl, cac canh dong ndng luong gia, hé phic hop
khai thac ddu md, dén dudmg va ndng trai thi Wi-Fi khéng
con b lua chon 6L Moi cach khac, wdi nhimg mdn 3 loT
tiéu ding nhu bang dén, 1& vi song, cdm bién gén trong
v thi cd thé <l Wi-Fi hode ZigBee, nhung con cle sin
phim céng nghiép thi khdng.

Va mdng cdng nghigp mdi that su lai manh d3t mau
me cha g dung 0T, Bay cOng 13 noi ma cac Bp doan
lam mhid Siermens, GE, RBockwell b céc cdng ty cdng nghé
nhu Cisco, Intel, Oracle, Qualcomm nhdm tai. Thi trudng
thidt bl cdng nghigép thudng A3t hang vl sd lugng len,
mitic dd téi 50 dung caao, lai con ob thé thu dugc nhidu tién
ko tri trong nhidu ndm sau khi ban san phim nén khbng
la khi ma cac tip doan lan déu mudn khai thac na,

CHivier Hersent, CEC, CTO kidm nhd sang Bip oda Actili-
ty - cong tv gidi phidp mang cho thiét bi 10T - ndi thém
rang kol hidn tal 5@ Uép e ding Wi-Fl va ZigBee, nhurg
vi cac han ché vé thai lugng pin, 46 bao phi va mang LAN
khd quan by nén diy khéng phai 13 nhing lua chon tét,

con g .
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Bar Jang tdn hudng Saternet mign phi™ i hang td digm
fray cohp WA-FI rdd e O o widn, quide o phé S ke, mhed
hang dn udng hay bar / pub no kie, d6 Id chua ké mat sd
diém ciing ching Idn, chiu chal cldng phi sdng WIFT midn phi,
Mo bhir trdmg oo vé wid fad wi hdng trdm, thdm ol hdng
ngan NGuan cng dong chumg mhuban kig red, Vay nhung..,
bian 5@ khdng the ngd duoe mot didw rdng mat ngudi g ndo
dd wdin od thé hiét dupc nai sinh cida ban, nhing ngdi tridng
md bon 0@ trdi qua, k€ od lich s dudt web maoi Sy nhdt
trong vong 20 phot coa ban v Nguy higm hon, nhing
gt g dy thdm chi cd thé ddng nhdp tai khodn Facebook
cura bar 9 xem tin nhdn, doc whimg status coa bon bé ban
hode... ddng status glim ban ludn khi ho cing két ndl chung
mat mang Wi-Fi

A nay, dimg i cac thang tin trén ma ban khong bao gid
dam ding mang WiFi céng cong nia nhe, bdi do khéng
phdl 181 hoan toan & cac nol cung cip WIFL, Thay vao dd,
ching ta hiy cing tim higu xem t3i sao cac mang Wi-Fi
céing cong lal trér thanh t6 maét 161 cudn gidi hacker dén
thé, va cac tay hacker dy ding nhing manh Idi nao d&
tham nhap may tinh va danh cip théng tin ti ban.

Vi sao cdc mang Wi-Fi cong cdng tro thanh dich ngdm
hdp ddn? Va cde hacker lam cdch ndo d€ thdm nhdp bat
hop phap may tinh coa nguoi ding?

Héu hift cdc mang WIFI midn phi ma ching ta dang
diong hién nay hodc 1 oing ding chung mat khaw, hoac
nhiu not dé dal han thi @& "open” va bat ky al cing cb
thé két nai. Chinh vi way nén nghiém nhién cic mang
Wi-FI cong cbng trd thanh miéng mél ngon cho céc
hacker tim dén thi thé tai ndng.

Cac hacker s& ding cach thic dimg gida ngudl ddng
va trang web hay dich vu internet ma nguoi dung dang
truy cap dé thu thip thing tin, Cong vide niy tudng rang
khéng don gidn nhumig that ra vdi v 56 cong cu bé khoa,
dds quét mang céng thém chat ndng khigu pha phich coa
chinh céc hacker thi moi vige bdng trd nén don gidn,
nhung chua hét, chinh ban than ngudi dung cing da tiép
tay cho cée hacker khi b hot ding wh chia s& cée thdng
tin guan trong, nhay cdm bing chink mang Wi-Fi céng
Camg.

Tin cdng theo hinh thic Man in the Middle
By 1a cach thic tin cong phd bién va duodc gidi hacker

va chudng nhdt. Wil hinh thic thn cdng Man In The
Middle, cidc hacker 5& co thé thiy moi théng tin dugc
truydn dén vl O U mdy tink cls ngud ddng, Vai nhidng
gi da thu thap duoc thi ho od the can thiép va thay dai thy
thich &8 phuc v cho muc dich pha hoai,

Tédn cdng theo hinh thuc Evil Twin

By [d mdt phién ban bién tiu oba tn céng Man InThe
Middle. D€ tdn cang Evil Twin, cac hacker s& dung lén cac
diém truy cap WiFi gid, va ngudi ding s& ngay tho két ndi
vo midt mang oo cai tén tréng hoan toan v hai dai koai
nbi“Free Public Wi-Fi* Lim khi trong khi két ndi cdn suyt
wia rAng "ngudi tt van con nhiéu diy chid”,

Chicd diéu 1 ngudi ding Iac ndy 3 ngoan ngodn
nguyén chui ddu vao by bdi mat khi dd ket ndi thanh
cing thi tat thn tit nhing trao dbi qua lai trén mang diu
duoc cic ngudi bt gidu mét ngdm nghia, thu thap.

Co khdng it hacker con tinh ranh han khi dat mat cai
tén mang (55100 gan gidng nha tén cda cac hang quan
quanh 44, ching han Coffee Bean 1 (giad) o khac gi so voi
Coffes Bean (that)? The 1 wo 58 cho nai vang ngo ngéc lot
bdy thil. Mt sd hacker cao tay hon thim chi cdn o the
broadcast cac chung chi va credential gia {ma nhu that)
phiils g il thdng S0 ola oo rouber md ngudl ding ting
k&t ndi, v wai trink dd nay thi dai da =8 ngudi dong pha
theéng chi od nudc 1 cheét dén b thueng md win khdng
ngdt cam kich tham rdng "dai van nhiéu nguidi B88 cho
khéng bidu khang [dm,

Tam céng theo hinh thic Packet Sniffer

Mgoai tin cdng Man In The Middle va Evil Twins ra thi
cac hacker 58 con ding phan mém ggi la packet sniffer dé
thu thap céc dd ey ngud ding glae djch trén internet,
Phin mém packet sniffer s& nghe ngong va bt tat ci cic
gl dir libu dang duge trao Ad] qua lal trén mang, vh cdng
viéc con lai coa cac hacker |13 ngdi sang loc nhimg gi ding
duge cho hg vé sau, That ra thi phdn mém bit gdi thing
tim packer sniffer van duoe cac gudn tri vién hé thang may
tinh sif ceng dé gidm sdt v b Iy cic truc trisc phat sink
trém duding truvén mang. Mhung vai muc dich si dung
bt chinh cia gidi hacker thi hau gua d4 1ai 1d khan luémg.

Trén diy 1 ba hinh thic t3n céng mang phd bién nhat,
tiép theo ching ta s& tim hidu xem lidu ngudi ding b
thé lam gi dé tu bdo vé ha.

Whimg gi ngudd ding c6 thé lam

Mot =8 digm truy cip Wi-Fi cong cong od dii hdi nguiéd
diirg phdi ding nhdp, nhiung thye 8 1 thao the by khdng
gitip bao vé ngudi dang dugc bao nhiéu ma 44 chi la mot
hinh thie nhan dang nguil ding dé. xudt hda don tink
tién trong truding hop mang Wi-Fi do oo tink phi. Cac
phiseng phap sau mdi that sy gidp ngud ding bio v
chimh hao.

cn Tigp ..
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CHUYEN DE LABPRO

LAB CME. Cau hinh CME
cdp 56 Directory Number cho cdc IP Phone

K 4:
Bude 9: Cdiw hinh tinh ndng chuyén hudng cude goi Call
Forwarding trén CME

Tinh ndng chuyén hudng cudc goi Call Forwarding cb
thé duoe thuc hién bing cach sd dyung glao dién hién thi
phone display trén IF Phone, hodc ob thé chuydn hudng
b g el gt ddeg & trang thal bdn busy bang cach
cau hinh trén CME,

Cisco [P Phones ob mdt softkey trén giao dién phone
display cha phép chuyén hudng cude goi calls tdi mat sé
dn number khic. Phone user chi ¢dn nhin vao CRwdAll
softkey trén man hinh hién thi display, dials téi extension
mé cudc goi calls sé duge forward tdi, nhdn tidp EndCall
softkey dé kich hoat téc vu chuyén hudng cude goi.

Khi tinh nang chuyén hudng cude gol farwarding duige
kich hoat {active), tdt ¢d cic cudc goi t3i extension sé
khedng phat tin hidw rireg trén phome hign tal, md sé dugg
chuyén hudng hét tdi extension chi dinh trudc 96, 8 hdy
bd (cancel) tinh nang call forwarding, nhan mt ChwdAll
key thém lan mia.

£ chuyén hudng cudc goi ty dong néu ngudi ding &
trang thai ban busy, hodc ngudi ding khéng bBit may sau
midit 58 lin may dd chudng, ta cin cdu hinh tinh nang call
forward trénm CME bang cdu l&nh "call-forward command"
vidi mhigu options khéc nhau chédn han nhu forwarding all
calls hode forwarding calls automatically after haours,
trong dicd 2 option phd bién nhat 14 chuyén hudng cudc
gl forwarding calls khi phone & trang thal busy vi
forwarding calls néu nhu ngudi dong khéng bat mdy sau
khodng thixi gian xac dinh trudc [a set amount of Hime) wi
tuy chon (cal-forward noan) option sao cho cudc goi calls
céi thé duie g tdi voicemail, téng dai vién operator, hoac
chuyén sang ché do trd |&i tu ddng auto- attendant.

Ta sé& cdu hinh dé ephone-dn 1 58 chuyén hudng cudc
goi forward calls b8 extension x1003 khi ephone-dn &
trang thai ban busy va khi ephone-dn khang tra |&i cudc
gl sau 12 gidy.

mi; Forums | TLEE MW,

CHEfconfigl¥ eghone-dn 1

CMEfconfig-ephone -dni# call-foresrd ¥

ail forward il calls

husy forward call on busy

rmax-lerigih max number of digits alfowed for CRwd &V fram [P
phane night-senice fanvard ool on activated night-serice
fiodan forward cal on no-ahswer

CMEfronfig-ephone-dnkd call-forsand busy 1003
CEfrondig-ephane-dnkd call-forward noan 1003 Hmeour 12

Bé test tinh nang call forward, tr IP Phone 21002 ta
thyic hién cubc goi tdi x1001, sau 3 1&n IP Phone x1001 48
chudng ma khdng oo ngudi bit may, cude goi b x 1002 58
dugc chuyén 130 IP Phone x1003,

MU o gl gol o, trén Cisco 1P Phomes o mal 4 glay
lai db chudng mét n, cén trén PSTH phone ob mai & gidy
lai A6 chudng mot 1in. Néu nhu ching ta mudn chuyén
cudc goi call forwarding sau 5 1dn d8 chudng fring) ta ob
thé chinh thés glan timeoute 1 20 gidy.

Thay vi call foward tai x1003, ta co thé thiét lap dé
chuyén cudc goi tdi voicemail. B¢ thuyc hién dugc tink
ndng forward khi ngudi ding & trang thai ban busy
ical-forward busy), ta cin hiéu chinh ephone-dn st dung
dac tinh dual-line d8 dua cude goi dén incoming call &
trang thdi call waiting. €& 2 kénh channels & ché d&
dial-Hrve $éu duge <0 dung khi 0 dung Wy chon call-for-
ward busy option,

Méu ephone-dn 1 chuyén cudc gol forward o
ephone-dn 2. Méu khdng of ai bit méy tai ephone-dn2,
ephone-dn 2 lal chuyén cude gol cho ephone-dn 1, tal
pphone-dn 1 cing khéng oo ai bt may, cudc goi dén
incaming call chuyén chuyén ai cho ephone-dn 2, tién
trinh nay cu [ap lién tuc va vinh vién trén hé théng. BE giai
quiyet vin &€ nay, ta oo thé thiic hién ciu lénh “max-redi-
rect command™ & ché dd telephony-service thiét lap 55
lan chuyén hudng redirect cudc goi trudc khi cudc goi bi
it kit ndi (cisconnected),

telephony-service
rmax-redirect 5

Bé kiém tra gid tri "max-redirect”, ta co thé thuc hién
cau lénh show telephony-service command,

CHES show telephony-service

CONFIG {Wersion=2.1)

Version 7.1

Cisco Unified Communications Manager Express
<OUEGT armitted > ma-regirect 5

< Qi T armif g

Butde 10: Thiét Idp User cho IP Phone

B User cd thié dang nhip vio hié thdng system thay
dai cac thigt lap setting tuong Ong cho IP Phone cda
rguidi ding déu cudi, ta cdn phai thyc hién céc tac vy sauw;

CMErconfiglfephone 3

CMEfrondfig-ephanefusermame UKy patoword 1003
CHEfconfig-ephaneifpin ?

WIORD A sequence of digits - representing personal ldentificg-
Hewt AURber

ynprovetg; Network channal: hitpe e
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CMEfconfig-ephoneifpin {003
CMEfconfig-ephoneilexit
CMEfconfigly

Butde 11: Cdu hinh Coll Detail Records & Accounting

Tinh ndng Call Detail Records & Accounting oo thé duoe
s dung dé tinh phi dich vy, ki€m sodt cic cudc goi duitng
dai, cude goi gqudc t8 va ciing oo the duoe sirdung 48 khic
phus sy cd,

Ca 2 ol logging svstems B system event logglng v
call detail records ([CDR). System event logging hd trg khic
phig sy cd lién quan dén ha tng mang nebwork gear,
trong khi call detail records duge sddung dé giam satthu
thép théng tn cls mdl oude god call gol ra ngodl khdi ki
thdng system. Cac thang tin thdng ké ca thé duge luu tri
&1 b nhs cyc bé local buffer trén thidt bi device hodc cling
o thé ducc g Ui tdi syslog server.

Trong qud trinh khic phisc su cd trén router, ta sé guan
sat thang tin céc bogs dé thu thap thong tin. Tt ca cac
théng diép event messages hién thi tai giao dién console
cd thié duge g 1l local logaing facllity cuc bé tal thist b
device va tinh nang nay bi va hiéu hoa theo médc didjnh,

B¢ thudn tidn cho vide khic phuc sy of duge dé ding
hon, ta cin chinh thai gian cda hé thing sao cho dang
din, 6 thé chinh thi cong hode dé thidt bt dong didu
chinh thai gian =0 dung giao thic NTP (Mebwork Tim
Protocol), Khi g4, cac nhan thdi gian timestamps tueng
Ureg v cac sy kign events 58 hd tro dic luc chio tién trink
khidc phuc sy b hi théng.

MWhan thai gian timestamps dai vai céc su kién hé thang
system events oo thé dugc thidt l@p s dung local time
zone using bdng chu lénh “service Hmestamps command”®
vidi ti khoa localtime keyword,

CMEconfgl# service lmestamps kg datetime maec looallime

B¢ kich hoat tién trinh logging, didu chinh kich thusde
size cla bo dém buffer duge s dung dé luu trir cac
messages (58 dnh hudng mit phin dén bd nhd memory
sif dung} bing cdu lénh “logging buffered command’

CMEconfgl# logging ufered 512000

B¢ phat sinh cac log message, ta cd thé tién hanh
restart lai [P Phone,

CMEfconfigl# ephone 1

CME feowifig-ephanel @ restort

restarfing 0 0L AQSEABF)

Fely 26 18AF32. 779 MilPPRONE-5-UNREGISTER _NORMAL:
ephaine- SEPRIT DFOSEARET

WET0LT VAT T Sackers Device Tppe-Plaone has wregiitered

mormaliy

Feb 26 18:37524 495 %IPPHONE-S-8EG ALARM: 23:
Mame=5EP00T0R0SEARFT Lopd= 300P42.58-4-

2% Last=Reset-Restart

Feb 26 183724, 53 5 5%PPHONE-&-REGSTER:
ephome- [SEPIE DAEEASFT IR 10,1 TEQ1
Socket? DeviceTypecPhane hios registered,

0 dung cau lénh “show logging command”dé quan sat
ephone unreqgister va registration messages tai bd nhd
i bueffer:

Website: hittpyiw Forum: hitp

CARER show logaing
Sywdog togaingr enabied ( meiseges dropped, 4 mesiages
rte-limited,

{ asties, @ overrung, sl dispbied, fltering disobied)

Mo Active Message CWscrimrimaor

e iercliee Metiage Discrinvindglon

Console logging: fevel debungging, 92 messages logged, xmi
disabied, filtanng alsabled

Monitor kagepimg: fevel detiagering, & messages kageed, sml
disabied, filffering dlsatiled

filrering disabled Logeging Exceplon tize (4056 bytes)

ami disabiled,

Cowl and fimmestame logging messages; disaivad Bergohent
Ingeping; disabled

Mo active filter modules.

ERAL f mssanges dropmed

Trap fogging: level informational, %6 message lines logged
Lowg Buffer (512000 bytes):

Feb 26 T8:36:57.31 1 %EY5-5-CONAIG_L: Configured from
console by consale Felr 26 18:37:23 7% SFPHONE-6-UIN-
REGISTEA_MNORMAL: ephosne- LEEP DFISEASFT
P10 71 500 1 Socketd DevicaTypa:Phona has unnegisterad
noymaily,

Feir 26 183724, 405; %P PHONE-6-REG_ALARM: 21
hame=5EPJOTDFOSEABFT Load= S0CP42 B-4-

25 Lastefesed-Restort

Fab 26 T8:37-24. 535 WP PHONE-6-REGISTER:

aphone- LSEFORT DFOSEAEFT FE10 0 15017

Socket:? DeviceType:Phone has registered,

Fab 26 T 3810947 MAYS-5-CONFIG_ (| Configured from
comsnle by comsole

CMES

Vigc thue hign cude gol call gida cac [P Phones sé khdng
lam cac logged messages phéat sinh. Lac nay, ta 8 phéi s
durg e tinh nang CORs,

Vigc xudt céc logging messages b external syslog
server cho phép ta st dyung cic scripts 48 loc lai cac
output hién thj, ching ta ciing khong cin lo lang vé viéc
miat mat cac record néu nhu thiét bi khai dong lai hodc bi
Al ngudn GOt gt

CORs co the duoo gli tai syslog server [olng oo thé si
dung BADIUS hodc FTP) dé thu thip thang tin tinh phi
detailed billing information va call tracing. ©é thiét lap
CORs, ta thue hidn cdu lEnh “dial-control-mib command’,
dé thigt lip =0 luong dong entry t5i da imaximum
number of entries) dugc si dyng &8 luu trif cic record, ta
s dung cau lénh max-size kevword va dinh nghfa khodn
thén gian Iuu gil cic records nay bang ciu lénh retain-tim-
er keyword. & giii CORs tdi syslog server, ta thue hién cau
Iénh gwe-accounting syslog command, va thuc hidén cdu
lenh logging command dié khai béo dia chi IP address cia

syslog server,

CMEfconfigl# dial-controd-mib max-size 500
CMEconfigh# aial-conmtro-mib retain-timer 10080
CME{configl# ger-aoootinting spskog

CMEcaniigl# kageging P _oddreis_of syslog_senver

£ ki€ tra, ta tigén hanh thyc hién cudc goi tirIP Phane
1 13 [P Phone 2. Syslog server 58 nhan duoe cac COR

@ %,Prd

q: Network channel: b

cin tidp.



DAO TAO MANG CISCO TAI VNPRO

CISGO i 1500
CERTWFIED CERTIFIED
kCCNA ) \
O OMBOUTHRGE .
SNTTOHING
Chuwng trink CONA RES Chuiong trink CCNA Security
I'_'IEC-EL CIEC0
'."'EF!TIFIED CERTIFIED ﬁ M
CCNP \GGNP \E_CNF‘) \‘3_‘3”':' /
EECLUAITY EECLRITY
Ehhwﬂulﬂﬁffﬂ?ﬂﬂm fﬁl!ﬂiﬁlﬂﬁfwmm Chistareg drimh SECURE Chisamg drimh FIREWALL
CIECD
EEF:TIFIED {\ CERTRED \,
{CCIE)f
EWTTCHING
ﬂrnﬁmg frivaly CCNP TSHOOT Charmng trink CCTE

\ccwﬁ%
VIICE

L&p sang, chiéu: # Lép sdng, chiéu:

+ Tdng gido trinh, do thun +Tang gido trinh, do thun.
¥ ]
Lap toi: % Lop ti: .
+ Hoc 1 tng 1 + Hoc 1 tang 1 (Tdng khoa Voice cdn ban).
30‘.‘}{ + Uu dai 30% Hoc phi gianh cho Sinh Vién
+ Uu dai 0 (ké todn kiém tra va chup hinh thé Sinh vién
kep chung form khi ddng ky)

Cam két lgi ich khi hoc tai VnPro

Vidng hoc duge hoe bi, khang hidu bai duae hoe lai mign phi.
«  Gido trinh gidng day chudn gudc té va LabPra tiéng Viét.
‘ - Thuc hanh =70% thai luwong chuong tinh va truc tiép 100%
trén thiét bi chinh hdng, hién dal. (> 100 gl lab)
Eige thue hdnh mién phi ngodi gid.

Chifng chi VinPro duigc céng nhdn trén todn qudc,
Thi ddu quéc 18 sau khi hodn tdt khoa hoc.

Jﬁ?m @

Website: hitpo/fwwwonproam; Forume hitpSswwwovnprowerg; Network chanmel: hittpe




La trung tam duy nhdt trong cd nuidc phat hanh hon 20 ¢
sdch mang LabPro tiéng Viét. Gido trinh VnPro dugc cap
ndng cdp thuing xuyén theo chudn gido trinh qudc té

Gl 2200000 WMNE

O THI RO ETL

W LCE 1)

CCTP Lok M
W

T

CC5F LABFRD
SMAF & SMNAR
Gid: 120 000V

gl e 1Y ]
L |I.-I=|.'.._I T h'l.-
& BWITCFING

oz 0,000 WY Gia: 140000 WNE
* Chufong trinh wu dai sach: Ap dung chinh sdch mdi la gidm 10% khi 451 sidch online
*Ehi mua sach LabPro online. Link mua sach online:htipswwwsvynproan/sach-labpro/ J
@ ¥nPro

Wabsite: hitp/wenwnproon; Farum: Mipo s vnprsorg; Metwork chanmel; bitpsSswwistdandscocom




GOC GIANG VIEN & HOC VIEN VNPRO

VNPRO TRI AN GIANG VIEN PHONG DA-DT
NHAN NGAY 20/11

Hom 1.2 ndm nay, VinPro lude 4 lua chon hdang ddu cia
nhing ky su' mang mdy tinh va cdc ban sinh vién trong
wviéc lua chon nol lam bé phdng cho wde mo chinh phisc
dinh coo tA thire, B30 hgl gidng vidn chuyén nghidp va ky
ndng supham tuyét vai ludn la niém tuhdo coa VnPro,

Wi ddi ngld bao gém & gidng vién lam viéc toan thdi
giam, ¥iPro 1 trung thm duy nhdt of S ngd nhdn sy
déng déo manh mé cd vé& chat va lugng. Cac gidng vién
khéng chi cd kign thic chuyén mén cue ki vitng chic két
hop vai kif ndng su pham ma con hidu rd tudng tan cac

kinh nghiém quan |y dy an thyc té

£1di ngl gidng vign chinh thidc cia YaPro (b rai gua: thay Exdc Phuong
thady Thanh Phang, thiy Hoang Long, thiy Minh Tién, thiy Gude Ki)

Bl nggd ghdng sidn cda VoPro ludn khdngnging hoo
héi wai tink tham ciu thi vi ho biét ring chi cd khéng
mgiing tidn ken mdi ob thd dap dng duge yéu clu hoc hdi
ngay mot cao coa cong nghé, Chinh vi the tat cd gidng
widn cls phdng Bbo Tao déu 35 dat Juge nhdng chidng

chi gquéc t& va kinh nghiém thuc tién v cing phong pha.

Hoc phai di d&i wai hanh, ly thuyét phéi luan song hank
cting thifc tién dé tao nén mat nén tng ving chic. Thau
higu duge didu dd nhing gidng vién cda VnPro dic ket
hrn 12 ndm kinh nghiém dae tao cong kink nghigm this
ey cla minh tao nén nhdng leat sdch thye hanh CCLak
Fro Tiéng Vigt, Gido trinh LabPro v nhing thidt bi thét
chinh hiing Cisco tao thinh mat diém tya ving chic hd
trg chio hoo vién VnPro thue su biét lam cha khéng ohi od
I thiusndt sudng

Nam 2015 phing Du én dao tao cdng tidn hanh cditd
va chuan hod phuong phép day va hoo dong thai cho ra
mdt chuong inh dao tao Collaboration 14n ddu tién
duge gidng day tai Viét Mam. Vai chuong trink mai nay,
VnPro trd thanh trung t3m duy nhat tai TpHOM néi riéng
vaa Wist Mam ndi chung, oo day dd oo so vat chit cing kink
nghiém dé dap dng dugc nhimg yéu céu khic khe coa
wiise ddo tao khod hoco nay.

Pﬂi [07]

Wi prosn; Forwms hitp Sy

Mhan dip 20011 VnPro trdn trong gdi 130 i &n dén dii
ngi giang vién cla phong Bao Tao, Hy vong trong tuong
lai cac thay =& nd luc va phin dau hon nda d& trd thanh
digm tifa vimg chic trong qué inh xdy dyng VoPro trd
thanh “Trung Tam Bac Tao Chuyén Gia CQuan Tri Mang
Hang £xu Viet Mam”,

VNPRO RA MAT DAN THIET BI CAO CAP
PHUC VU CHO NGHIEN CUU VA GIANG DAY

Traong ké hoach phat trién dai han 5 ndm b0 2015-2020
cla WnPro thi uu tién hang diu chinh 14 viéc ndng cap
trang thiét bi cho gidng vién va hoc vién coa minh, Chink
vl |8 dd ma gida thang 10 vita qua VnPro da nang cdp hé
thing LAB cia minh thea tibu chudn qudc té bing viec
trang bi thém cac thiét bi cao cap oda Cisco,

Hinh dnh maéi nhdt tircde trang thigt bi tai VePro:
WP

iP Phone Cisco chagén dung cho khod hoo Voios tai VnPro

Hom 12 ndam qua VnPro khéng ngimg d6i mai dé phdt
trién déng thed te ndng edip minh lén mdt tdm coo meil,
Thang gua vidge ndng cdp ede thidh bf nghidn ol va gidng
day VnPro ngay cang khang dinh vai trd d8u téu cha mat
trieng bdm dao boo chuven gia quan By mang hang Jdu
Viét Nam.

stiy; Metwork channal: ht




VNPRO BUNG NG CUNG SiNH ViIEN DH TON DUC THANG
V31 CHUONG TRINH TU VAN HUGNG NGHIEP

Sdng mgay 04/11/2015 viia gqua, VnPro da phdi hap
cimg wdi Khoa £ién - Bién Tur trudng Bai Hoco Tan Enic
Thdng té chic héi thde “HUONG NG.H!FEH NHU CAU
TUYEN DUNG THUC TE VA UNG DUNG CUA CISCO TU LY
THUYET DEN THUT TIEN"

Hai thio dugc t8 chudc vdi muc dich tao didu kigén cho
cac ban sinh vién Nganh Bién Tl Vidn Théng b cdi nhin
ro rang va i thé hon vé phuong thic dinh hudng nghd
nghiép cho minh trong tuong lal,

. il

Cac ban sinh widn od mEl il eat w5 dE tham gia chwang tinh

Thidy Trdn Thanh Phuong - Phed Ehoa $iin - Sién T dai deén
pht bigw trong chuomg tinh
— - e ————

Thidiy L Exic Phuong rhid tinh chia s kinh nghigém trong wiéc
lira chcan |'uJ|'||'i g i vl Cad Ban sinh wién

Website; httpy fwenwvniproovn: Forume hitpy!

wyniproorg: Metwork channel: b

Thity Ehireg Mgoc Minh Bnic - Trudmg be man Bdin Td vidn Thang
wol chukrmg trink b thEm may man

Blai dign Vnfro va Khoa Bign - Bién Til traa hoc bang
chex caC ban sinky vidn dgt thankh Tl suar sac

Chuemg trainh A3 thu kot kan 100 sinkh vidn cua Mganh Bién
T Vidn Thang Sai Hoo Ton Bie Thdng tham du, B8n vl hal
than tan may khding nhimg cac ban Juoc trang bl thém Kidn
thise Chuyén man ofm cd thém nhiimg kink nghigém d& chudn bl
sang mdt trang madl oda cutc dai khi chinh thic @ trodmg va di
l&r Mgodl ra VaPre con danh tang 2 sudt hoo bdng cho 2 ban
sinh wign cia khoa 43 o6 nhong thanh tich xudt sdc trong qua
trinh hoc tép cing At nhidu phan gua danh cho cic ban tham
gia hii thaa.

Ehong kil cOa bwbl hdl thdo sol déng ngay o bic bat J&u cho
dién tan phut cudl oimg. Yol hang beat nhidng chu bl danh cho
didn gid 1& théy Lé Bwic Phuong w8 lua chon nghé nghiép oing
nhwi la wige ua chon cac khod hoo phi hop wi minh g3 YnPro

Hi thao két thoc nhung 3 38 lai nhimg dn tuong khd phai
trong lang cic théy of vi cic ban sinh vién cing nha 13 ban 3
chiic chuang trinh, Yo nhdng kign thoc va chia & kimh nghsgm
trong budi hii thio VnPro mong ring 35 gdp thém hanh trang
cha cic ban bude vio mgudng cda mad coa cude dii,

WnPro win gl dén dén Cuy Thay C5 wa cac ban sinh vién lai
cam on chan thanh va saw sac, chic Quy Thay Cowa cac ban sinh
wien Lthanh cong hon ndia trong cong vieo va rong Cudo sandg

V/Pm

e dancisco.com




CHALLENGE LAB

Challenge LAB - CDP

Gla thie COP (Cisco Discovery Protoool} [ mét giao
thiie |6p 2 trong méa hinh 051 thuang duoc s dung dé
kiem tra két ndi kop 2 da thong sudt hay chua, Bay [5 mot
céng oy hd trg dic luc cho qua trinh khéc phuc sy cd hé
théng mang.

COP duge bt mdc dinh trén cdc ddng Cisoo Switch vh
Cisco Bouter, voi thdng tin thu thdp duge 1 glao thise
COP ta cd thé vé nén toan bd so dd hé thdng mang hoan
chinh tif cang didu ndi cho 9 so d3 IP coa hé thang
TN,

1Tr. 18 1. 1207 8 172.08.1. 53

ﬁmu :¢alﬁ

Chéng han nhw trong 50 39 hé théng trén, ding tai
router R1, ta khéng thé ping duge 16 router B2 nén lic
nay ta co thi xac nhdn 1 kit ndl lap 3 dang od viin dé.
Tiép dén, ta cd thé kidm tra két ndd lép 2 da thong sudt
hay chua bing cach quan sat thang tin trang thai line
protocol” da & trang thai “up® hay chua thang qua ndi
dung hién thi cda ciu lénh sau:

A& show it /0

FastEthemendyl is ug Wne profecod B up fconmed tad)

Hrdware 15 Lonce, ackiress (5 000,630,307 (e 00016304, 3807)
fterrel gdddress s (7206, ). 12028

MTL 1500 beytes, BW 100000 K, DLV 100 wser,

refalbility 255255, taioad 17255, aiood [/255

Bén canh cau lénh “show int f0/0" ta clng cd thé kiém
tra thang tinm 16p 2 di théng sudt hay chua bing cich s0
dung giso thoo TP,

H 1 &show colp melghbars

Copatility Codes: 8 - Rouler, T- Trovs 8ridge 8 - Sowce Aoate Bridge
5 - Switch, H- Hast, I- IGM# r - Regeater, P - Phane

Device )l Loca inlefee Holdtme  Copebiiy Platform Port 1D
fiz Fars 040 166 i L2800 fosoeT

Riz

Ta cd thi thiy tal B1 cd the quan sat duge cic thang tin
lign quan dén router B2 thong qua ciu [Enh “show cdp
neighbors” vidi cac thang tin cu thé nhu sau:

- B2: 1a théng tin hostname coa router B2 nhw minh

hoa & sor dd bén trén,

- R1 sdrdyng cdng 1070 did kit ndl b 1001 cda R

= R2 |a dong router 2800,

Bén canh cac thong tin trén, tai router BT ta cing cb
theé xéc dinh duogc P ma router R2 dang s0 dung |a
172.16,1.32 bang cach thém tir khoa “details® & phia sau
chu [énh *show cdp nelghbor”

Ri&show cdp neighibors detail

Device {82

Entry address(es):

W address - 172, 167,32

Flatform; cisoo (2800, Capabilities: Rowter

Intarface: FastEthermedd o, Port 1D foutgelng poetl: FastE thes-
nerly

Hoildiime: 146

Version :

Chica 1056 Sorhwigne, J800 Software (LI ADVTPSER-
VICESKS-MI, Varsion 124715171, RELEASE SOFT WARE (fe)
Techsical Suppart: iitpwwaeciica.comsTechsupaarn
Copyright i) 1 986-2007 by Cisco Systemns, dnc

Conmpited Wed T8-J-07 06:2T by gt _red_team
advertisement warsion: &

Dl fol!

Ri#

Wigi thong tin dia chi cla router B2 ma ta vl xac dinh
duge 14 172.16.1,32, ta cb thé xac nhan nguyén nhan ma
R1 khéng thé ping dugc tdi router R2 1 do IP gida router
B wi K2 khdng clng I8 mang vl nhau, B 1 chie ndng
khdc phuc sucd ma COP dem lai, bén canh do, ta cd thé
vi duge so dé hé thdng théng gua ndi dung hién thi coa
cau l&nh “show cdp neighbors details”,

Quan st théng tin hidn thi sau ddy:

S feh@ sl ool niefginbors deral)
Device (0: Houter
Entry addressies):
i aadress: 172 T16.1.199
Plafform: dsco C2800, Capabilitles: Rowtar
Intarface: FastEthermetdys, Fort 10 foutgolng portl: FastEther-
mefliid
Holdhime: 749

Version :

Cisen IO8 Sofbeare, 2800 Software (C2E00NM-ADVIPSER
VICESKS-M, Version 124715171, RELEASE SOFTWARE (fe2)
Technical Support: hitpaidwwwecisco.comyTechsupport
Coprpright ) 1 B86-2007 by Cisco Spstems, e,

Compited Wd T8-J-07 0627 by ot _red_team
acvertisentent version: 7

Duigphes: fell

Device iD: /7

Entry address(es):

TP address: 172 16.1.129

FPlatform; dsco C2800, Capabilities: Rowter

Interfoce: FastEthernetdly!, Port 10 foutgeing porti: FastEther-
me bl

Holdbime: 169

Version ;

Chicn IOS Boftwarre, 2800 Software (C2S00NM-ADVIPSER
VICESKG-MY, Wersion 12,471 5171, RELEASE SOFTWARE (fe.2)
Technical Support; hitpaiwwweciico.comdlechsuppord




Coaprrigind o) 3R 2007 By Cisre Spsieemn, i
-0 7 Qg
DOVErFEEMENS VeI 2F

Croipiies il

Corpdied Wedd 18-4

R L AT

Lrewing ILn Mowres
Entry addressies)

WP ocledress - (72,061,032
Flaffarrre S SR, Copobailied: Roaler
interface: FestErhemativd, PorriDourgaing pout)
£the 20

Flrdgdfpe: 175

WM

Cisco M35 Jaftware, 2800 Software (280N M- ADVIPSER
PICERRS-AAL Veraon 12401507, RELEASE 5OF NAARE (fe2)
fechadcal 3upport, brtos s dnd cscooommitechauepon!
Capyright ol T8 2007 by Cisoo Spstems, inc

Cormpiled W 18 il 97 Q82 b pt mel tenem

adverissment veriione F
Cipies: fuil

Dl e

Cau hdi tinh hudng?
Cruestion: Vai theng tin hign thi phis trén, ta vé duoc so
i midao saw day:

Angwer 1:

172 . 18.1.129 172 14.1. 133

F050 041 -qr:i-.rﬁ

17308, 01.199

ol

Answer 2.

178, 16 9,178 ATE. A6 N, 1 E
Ao D alf1q¢

L

173, 18,1199
F250

Website: bt

Pdan el O T Semw e

At 3:

172 148.8.10% 173.14.1.13%
0/e .

'l 2

1TH.16.0. 10
W

Arsweer A; Khamig phai s dd mao Dong =0 cac so di tén




HOC MANG

So lugc vé mang khong day

1. Mang khong day

Mang khédng diy (hay cdn goi la mang Wi-Fi, mang
Wireless, 802,11 1 1a mang két ndi cac thiét bj cd khd nang
thu phat sdng (nhu may vi tinh cd gin Adapter khing
déy, PDA,...} 1ai vii nhau khong sa dung day dan ma s
dyng song v tuyén dugc truyén din trong khéng gian
thémg qua cas tram thu/phat sdng.

2, Cae ing dung cha Mang Wirekess

Mén thigt lap Wireless & nhimg noi cd tink chat tam
thai dé lam viéc hodc & nhiing noi mang Cable truyén
khing thé thi céng hodc lam mét thim my quan: Nhu cac
tod nha cao tang, khach san, bénh vién, nha hang noi ma
khach hang thudng s0 dung mang khdng day woi cudng
dd cao va dii hdi tinh oo ddng cao.

Mang Wireless 15 ky thudt thay thé cho mang LAM hing
tuveén, nd cung cdp mang cudi cong vai khodng céch ket
nidi tai thidu gilia mat mang xudng song va mang rong
nha hodc ngudi dung di dong trong cac co quan.

3. Mguvén by hoat ddng

Mang WLAN s0 dung =ong dign B0 (v tuydn va tia
héng ngoai) dé truyén thong tin to diém nay sang diém
khdc ma khdng dua vao bat ky két ndi vat by nao. Cac
song wa buyén thudng la cac song mang v tuyén bdi v
chung thue hign chde ndng phén phat ndng luong don
gidn toi mady thu & xa. DO ligu truyén duge chong [En trén
song mang vo tuyén d& no duoc nhin lai ding & may
thu. 84 |3 sy digu bién =ong mang theo théng tin dugc
truyén, Mat khi di éu dugc chdng (duge didu ché) 1én
trém sdng mang vo tuyén, thi tin higu vo tuvén chidém
nihigéu hon mét tn 53 don, vi tdn 56 hodc tdc dd truyén
theo bit coa théng tin bign digu duoc thém vao song
marg.

nPro m

Wabsite: hitpwwwnpro

Mhigu song mang v tuyén tan tai trong cong khéng
gian tal cong mot that didm ma khang nhidu val nhau
néu ching duge truvén trén cac tan 50 wd tuyén khac
nhaw, £ nhan dif léu, may thu v tuyén bat séng (hodc
chion) mat tan 58 wd tuyén xac dinh treng khi loai b tat
cd cac tin hidu v tuydn khic trén cic tin s6 khic.

Trong mat ciu hinh mang WLAN tiéu biéu, mat thist bi
thu phat, dugc gol mat diém truy cap (AP - access point),
ndi tdi mang ndi diy b mak v bri od dinh sd dugj cap
Ethernet chudn. Eiém truy cdp (access point) nhan, luu
vaa bd nhd dém, wh truyén I lidu gids mang WLAN v
o 5 han tang mang ndi day. Mat diém truy cip don hd
try e b phed ngudi S0 dgng v win hanh bén rong
mat pham vi vai meét tdi hang chuc mét. Biém truy
caplhodc anten duogc gdn 1ai nd) thdng thudng dugc gan
trén cao nhung thuc t8 dugc gén bat o noi ddu mién la
khodng vo tuyén cin thu dugc,

Cac ngudi dang dau cudi truy cip mang WLAN thang
qua cac card giao tdép mang WLAN ma Juge thye hidgn
nihi cac card PC trong cac méy tink d€ ban, hodc cac thigt
bi tich hgp hodn todn bén trong cac may tinh cam tay,
Cac card giao tiép mang WLAN cung cap midt giao diégn
gitfa hé didu hanh mang (NOS) va song triéd [qua midt
anten). Ban chat oba két ndi khdng day 1 trong sudt voi
MIOE,

4, Uu va nhuge diém cla mang khang day
4.1, U didm (lgi ich cla mang Wireless)

- B tin twdng cao trong ndi mang oda cac doanh
nghidp v sy thng trudmg manh méé oba mang Internet vh
cac dich vu truc tuyén 1 bing ching manh mé a0 wai loi
fch cda diF ldu wi th nguyvén ding chung, V& mang
Wireless, nguai ding truy cép thdng tin ding chung ma
khdng tim kidm ché dé cam vao, va cic nha quan ly mang
thiét ldp hodc b sung mang mé khing lip 3t hodc di
chuyén day ndl. Mang Wireless cung cap hidu sudt sau;
kha nang phuc vy, tién nghi, va cac lgi thé vé chi phi hon
han cac mang néi day truyén thing.

- Khad ndng luu dong cdi thién higu sudt va dich vu: Cac
hé thdng mang Wireless cung cdp su truy cap thang tin
thai gian thye tai bat b ddu cho ngudi dang mang trong
td chiic cia ho. Kha ndng luu ddng nay héd trg cac co hii
wid hidw sudt va dich vu ma mang ndi day khing thé thue
hién duar.

- Ban gidn va the 49 nhanh trong cai dat: Cai dit he
thdng mang Wireless nhanh va dé dang va loai trii nhu
cau ko diy qua cac tudng v cac trdn nha,

- Linh hoat trong cal it Cong nghé khdng day cho
phép mang di dén cac noi ma mang ndi diy khang thé.

- Glam bat gld thanh s& hine: Trong kil du o ban du
cuia phan cing can cho mang Wireless oo gia thanh cao
hon céc chi phi phin cing mang LAN hilu tuyén, nhung
chi phi cai dat toan bd va gid thanh tinh theo tudi tho
thip han dang ké,

- Tinh linh hoat: Cac hé thong mang Wireless duoc
dinh hinh theo kiéu topo khac nhau d€ dap dng céc nhu
cdu cda cac ung dung va cai dat cu thé. Cau hinh mang

vi; Forums hitpd Swwwvnproorg; Network channel: hitp e



dé thay ddi ti cac mang dbc lap phi hop wdi s8 nhd
ngudi ding dén cac mang oo s& ha tdng vl hang nghin
ngudi sO dung trong mét ving rdng lan,

4.2, Nhuge didm

- Bdo mdt: Mai trugng ket ndi khang day 1 khdng khi
nén khd ndng b thn cdng oba ngu dang T et cao.

- Pham vi: Mét mang chudn 802.11g woii cac thigt bi
chudn thi cd thé hoat déng 16t trong pharm v val chuc
mét. Mo phi hop trong mot cén nha, nhung woi mot toa
rthi lém thi khdng dap ing duge nhu ciu. Bé dap tng
duge nhu ciuw, B¢ dép dng cdn phai mua thém Repeater
hay access paint, dan dén chi phi gia ting,

- B tim cdy: Vi st dung séng v tuyén dé truyén thong
maine Wit b nhidu, tin hidu b gldm do the ddng cla cae
thigt bi khac (1o vi stng,...} la khdng tranh khai. Lam giam
ding ké hidu qua hoat déng cha mang.

- Téc dd: Toc A& oha mang khéng day {1 - 125 Mbps)
rat cham 5o wii mang 0 dung cap (100 Mbps dén hang
Ghpsl.

Cau hinh Port Security nhu thé nao?

Cdu hinh mde dinh coa Port Securify:
Festuse | Dl Setiieg
Pt srunity Deaabled on s port
Myvimummnunber | 1
of merare MALC
ntddress
Wiilat ion mmnds Ehwtdown. Pom cir e maimmes nieskes cosdis
bl necame MUAT vyt quik, vil et thiveg ko
WP trap w due gk
| Aging Drasbled
| Aging type Abscluse
Stk Ading Dbl

Cdu hinh mdc dinh frong port secunty

Mat 6 nguyén the khi chu hinh Port Security;
» Mot secure port khéng the ciu hinh trén port trunk,

« Mot secure port khéng phéi 1d mét port dich cho
SPAN,

« Mat secure port khéng thé thudc vé mét interface
port-channel. Céc cu énh ciu hinh Port Security:

Ci lgub Sige dick
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Ly hiwdy Port Securily

« B quay lai interface & diéu kiégn méc dinh 1 port khang
an toan (tdt port security), sif dung lénh cdu hinh

interface

no switchport port-security

« P& xda mat dia chi MAC tir bang dia chi, si dung cau
Ik
no switchport port-security mac-address mac_address

= P& trd vé mode violation vdi tink trang miac dink {shut-
down mode), 50 dung cdu lenks;
no  switchport  port-secure
shutdown}

« P38 3t sticky learning trén mat interface, s0 dung cu
lenh;
switchport port-secure mac-address sticky. Interface
chuyén ddi dia chi sticky MAC secure cho cdc dia chi
dynamic secure,

« & wda midt dia chi sticky secure MAC 10 bdng dia chi, s
dureg ciu IEnh
switchport port-security sticky mac-address mac_ad-
cress,

« P8 wda tAt cd dia chi sticky trén mot interface hodc
WVLAM, s dyng cau lEnk;

no switchport port-security sticky interface interface-id

« € xoa dynamic leamed port security MAC trong bang
CAM, s dung céu lénb:
clear port-security dynamic, Cac 10 khoa dia chi cho
phidp xda mdt dja chi secure MAC, Cac 1l khda interface
cho phép xda tdt cd cic dia chi bdo mat trém mdt
interface,

violation {restrict |
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CUNG HOC TIENG ANH

Tiéng Anh that la “ky quac”

A ship-shipping ship ships shipping-ships

Eiic dnk bin dudi chinh 1 38 minh hoa cho ciu*A ship-shipping ship ships shipping-ships” diy! MOt cach vidt lai cho di
higu 13 & boat-shipping boat transports shipping-boats’, va& nghia cda nd 13 'Mat con thu chuyén chd thu dang chd
nhidreg con thu chuyén chd thu khac' Trong Béng Anh cbn rdt nhiéu trebng bop tueng Wi clu bedn todn ddng ngd phap
va co nghia nhung doc 18n lai nghe “long bing nhu thén chd’, nguyén nhan 15 do hién wong ddng dm va da nghia coa
i, Chiang ta cong khdm pha thém wdl chu oue "ky quadi™ dudl $ay nhd!

Buffale buffalo Buffale buffale buffale buffalo Buffalo
buffalo

Ban dd cadm thiy hoa mit chua? Co dén 8 nr “buffala” diy!
Trong =4 nay, t "Buffalo” viét hoa la tén mot thanh phé &
MAE Trong cac b cdn lai, ngoai Ia danh 1l guen thuds chi
“con rau) "buffale” con ddng vai ro déng bl vwai nghia “lan
at, bt nat’, tuong ty nhu “bully? Cau nay cd thé viét lai
thanh "The buffalo from Buffalo who are buffaloed by
buffala from Buffalo, buffako other buffale from Buffalo’
nighia & *Con trdu & thanh phd Buffalo ma bi con triu khac
& thanh phé Buffalo bat nat, thi né ciing di bét nat con triu
khiac & thanh phd Buffalo”

Rose rose to pul rose roes on her rows of roses

Cau may khi doc 18n 58 chda rat nhidu van Jfow’, do hign tugng dong dm. Mghia cda cic tltrong céu bao gdm:

o Foses tEn mét nguld phu nd

= Raose: gua khi cia rise [diing day, vuan [€n]

« Hose: mad hdrg

« Roes: tring ca {trong truding hop nay [a mat loai phan banj

« Rows: ludig, hing
Roses: hoa hdng

Ngh-ra clia cdu la: “Co Rose nidin nguidi lén dé bén loai phdn trimg cd mdu hdng vdo mdy ludng hoa hing cia cb dy.”

WV, w0 AR wamilT WIS il

Tusrng Wy cdu trdn, WEwill™ trong cdu ndy cOng ob rit nhidu chie ndng kbas nhau, swina B tbe ngudl i ddy lai od 0én 3 ban

trimg t&n Willl}, wira 13 tro ddng 10, vira |3 déng t0 chimh ("d8 lai tai san theo di choc”) wiia 1a danh ti"di chic™). Cau nay

ot théé tam dich nhu sau: Wil &, cdu cd nghi anh Will kia s& 88 lai di chic chia thi sdn cho anb Will no khdng?™

Mhidng ta Tiéng &nh ky la nhat trong to dién

1. Bookkeeper (nhdn vidn ké toan b trduy nhat ob ba chd nhdn 980 En nhau,

2. Hai tir dai nhat thé gidi chi cé duy nhat 1 trong & nguyén dm bao gdm ca chi y & "defenselessness”™ (su phong tha) va
“respectiessness” (s thidu thn trong).

3. "Forty"” (40] 15 58 duy nhat co céc chi cdi theo thd by alphabet. Can "One” (1] 14 28 duy nhét ¢ céc chid céi theo thd b
U Lk,

A. Tl dai nhat "honorficabilitudinitatibus" {d3t nudc oo kha ndng dat dugc nhidu nidm vinh du) oo cac nguyén am va phu
drm wen kE nhau,

5. "Antidisestablishmentarianism’ (trudec déy nd oo nghia 1 viéc chong lai sy b&i b thiét lip nha the & Anh, va béy gio la
sif chéreg [l midm tin rdrg khdng b sy hidén didn cha mdt nha thd chinh thdng ndo tromg mude) ducs B0 kE trong Lo
dién Cxford da tmg duge coi 13 t0 dai nhit nhung gid day ngdi vi dy da thudc vé thudt ngd v hoo "preumonoultrami-
croscoplosilicovalcanoconiosis * (mdt biénh phdi do hit phai byl thach anh trong cdc vu ndi IGa phun trao), nhung o6
mat bl khdc 1& tén coa mat chat hda hoo gdém 267 loai amino axit va enzyme xing dang & t0 dai nhat, tuy nhién day
chi It ghedp tr nhidu 1 khdc nhau, khdng duge sem i mdt il viingl

& "The sixth sick sheik's sixth sheep's sick” 15 cum ti khién ta phai liu ludi nhigu nhat khi phét dm., Mgoai ra minh con biét
thdm vl clu la: "She sells seashells on the seashore®

7. Trong tiéng Anh chi co mét bl duy nhat co & nguyén dm ding li8n nhau 15 "queusing” (x8p hang).

&, “Asthrma” then sunedénd wh isthmi® (kénh ol I hal trduy nhdtod chir ddu v chir cudd déu cing mdt ngusndn dm odn &
gida toan phu &m.

2. “Rhythms” (nhip didu) B 00 ddi nhdt khéng ob ngusdn dm binh thisdng a, e, 0, o hay u,

Wi vnproety; Network channel: hitpe/fenenwdandcisc
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Make PEACE with your PAST soit doesnt spail your

present. Your past does not define your future - your actions and beliefs do.

'What others THINK of you is none of your business.

/ It's how much you value yourself and how important you think you are.
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' No one is the reason for your own HAPPINESS,
d | except you yourself, Waste no time and effort searching for peace and
~ contentment and joy in the world outside.

= Don’t COMPARE your life with others’, you have no

| idea what their journey is all about. If we all threw our problems in a pile
! and saw everyone else's, we would grab ours back as fast as we could,

Stop THINKING too much, its alright not to know all the
' answers, Sometime there is no answer, not going to be any answer, never
has been an answer. That's the answer! Just accept it, move on, NEXT!

' SMILE, you don't own all the problems in the world. A smile can
brighten the darkest day and make life more beautiful, It is a potential
curve to turn a life around and set everything straight.
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