56 46 )

06/2016

? .- o | o & &
a8 B A B
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Chéng MAC Layer Attack | | NHUNG VITRi CONG VIEC BAN CO THE
trén Switch PAM NHAN KHI THEO NGHE NETWORK

VnPro thudng xuyén nhin dudc céu héi tur rét nhiéu

1.A:tacke_rﬂnc:ls CAM . i e . .
‘:ﬁmﬁ’:ﬁiﬂm ban tir khap noi @ Viét Nam la: "Sau khi hoc Network
ot v vl xong minh sé lam gi? Lam viéc & déu va lam nhiing cdi
2 gi?" Dé gidi ddp nhifng thac mdc dé cia tdt cd cdc ban,
VnPro sé tong hap tdt ca nhifng vitrima cdc ban cé thé

dam nhdn khi theo hoc qudn tri mang.

2. Hormal traffic is
flooded out all
ports because
no CAM entries
wxist for valid

hosts.

[Trang 07]

Chufong trinh uu dadi cdc khoa hoc:
Bdng CAM (Content Addressable Memory) luu trif cdc dia Lépsdng:  Ldp chiéu:

chi MAC cta cdc port, va cdc tham s3 VLAN trong switch. .

Khéng gian nhé trong bang CAM ia han ché nén cé nguy co : ;z:f L':?:r:" : £ EEHNAA; ::;.m‘g =RoN
tran bdng CAM. Kiéu tdn céng lam tran MAC sé ¢6 gdng lam 3.360.000 - Tang sdch LabPro.
tran bang CAM cua cdc switch, khi d6 switch sé cu xir nhu cdc Lop téi: i ' ‘

hub. Mét cuéc tdn céng kiéu nay tréng giéng nhu luu lugng
tir hdang ngéin mdy tinh dugc chuyén dén mét port, nhung
thuc té Ia né chi dén tor mét mdy gid mao dia chi MAC cda

+ U ddi 30% Hoc phi dédnh cho Sinh Vién

+ U dai 10% Hoc phi danh cho Hoc vién ci.
+ U ddi déanh cho khdch hang doanh nghiép.
+ Tgng Balo, gido trinh khi dang ky hoc

i TN TUCsUKiEN kHAC

hdng ngan host gié mao.
g ng g : [Trang 11]

HOC KY THUAT

HAY KINH TE ?

[Trang 08]

09. Challenge LAB
12. Bai viét chuyén dé
13. Cung hoc tiéng Anh

01. Tin tie cong nghé
03. Tin tire cong nghé
06. Tusach LabPro
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Cisco Certified Network Associate (200-125)

CISCO
CERTIFIED

CCNA

Chiing chi CCNA Routing and Switching ver 2.0 (200-120) da
duogce cdp nhat Ién version 3.0. Ching chi CCNA Rot.m'ng and
Sw.ftcmng (200-125) ver 3.0 sé ddnh gid, kiém tra kién thuc va ky
ndng clia ngudi du'thi tdp trung vao cdc phdn nhu:

- Mo hinh mang co ban.

- Coéng nghé chuy&n mach trong mang LAN

- Ky thuat dinh tuyén IPv4 va IPvé.

- Céc dich vu ha tdng va bao mat trong cong nghé mang WAN.

Thi gian thi sé kéo dai trong ving 90 phit bao gém 50 - 60 cau

hai tric nghiém. Cisco vin cho phép céc thi sinh thi version 2.0

dén hét ngay 20/08/2016.

Vé phén dao tao, Cisco da bd sung thém mét vai phdn nhu sau:

- Nang cao kién thifc, hifu biét v kién trdc ha ting mang.

- Chu dé VPN duoc bé sung thém cac ky thuat vé Dynamic
Multipoint VPN (DMVPN), site-to-site VPN va VPN client.

- Tang cuéng tap trung vao kién thuc va cdu hinh giao thic
dinh tuyén IPve.

- Tim hiéu vé trién khai tai nguyén dién toan dam may (Cloud)
trong ha tdng mang doanh nghiép.

- Tim hiéu v& cac khai niém va (ng dung cta QoS (Quality of
Service) trong ha tdng mang doanh nghiép.

Cdc chd dé cua chuong trinh CCNA Routing and Switching
{200-125) ver 3.0 dd dugc cdp nhdt nhu'sau:

15% 1.0 Network Fundamentals

1.1 Compare and contrast OS5l and TCP/IP models

1.2 Compare and contrast TCP and UDP protocols

1.3 Describe the impact of infrastructure components in an

enterprise network

.3.a Firewalls

.3.b Access points

.3.c Wireless controllers

4 Describe the effects of cloud resources on ente prise

network architecture

1.4.a Traffic path to internal and external cloud services

1.4b Virtual services

1.4.c Basic virtual network infrastructure

1.5 Compare and contrast collapsed core and three-tier
architectures

1.6 Compare and contrast network topologies

1.6.a Star

1.6.b Mesh

1.6.c Hybrid

1.7 Select the appropriate cabling type based on implementa-
tion requirements

1.8 Apply troubleshooting methodologies to resolve problems

1.8.a Perform and document fault isolation

1.8.b Resolve or escalate

1.8.c Verify and monitor resolution

1.9 Configure, verify, and troubleshoot IPv4 addressing and
subnetting

1.10 Compare and contrast IPv4 address types

1.10.a Unicast

1.10.b Broadcast

1.10.c Multicast

1.11 Describe the need for private IPv4 addressing

1.12 ldentify the appropriate IPv6 addressing scheme to satisfy
addressing requirements in a LAN/WAN environment

1
1
1
1
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1.13 Configure, verify, and troubleshoot IPv6 addressing

1.14 Configure and verify IPvé Stateless Address Auto Config-
uration

1.15 Compare and contrast |Pv6 address types

1.15.a Global unicast

1.15.b Unique local

1.15.c Link local

1.15.d Multicast

1.15.e Modified EUI 64

1.15.f Autoconfiguration

1.15.g Anycast

21% 2.0 LAN Switching Technologies

2.1 Describe and verify switching concepts

2.1.a MAC learning and aging

2.1.b Frame switching

2.1.c Frame flooding

2.1.d MAC address table

22 Interpret Ethernet frame format

2.3 Troubleshoot interface and cable issues (collisions, errors,
duplex, speed)

24 Configure, verify, and troubleshoot VLANs (normal/ex-
tended range) spanning multiple switches

2.4.a Access ports (data and voice)

24b Default VLAN

2.5 Configure, verify, and troubleshoot interswitch connectiv-
ity

25.a Trunk ports

2.5.b Add and remove VLANs on a trunk

2.5.c DTP VTP (v1&v2), and 802.1Q 2.5.d Native VLAN

26 Configure, verify, and troubleshoot STP protocols

2.6.a STP mode (PVST+ and RPVST+)

2.6.b STP root bridge selection

2.7 Configure, verify and troubleshoot STP related optional
features

2.7.a PortFast

2.7.b BPDU guard

2.8 Configure and verify Layer 2 protocols

2.8.a Cisco Discovery Protocol

2.8b LLDP

2.9 Configure, verify, and troubleshoot (Layer 2/Layer 3)
EtherChannel

2.9.a Static

2.9.b PAGP

29c LACP

2.10 Describe the benefits of switch stacking and chassis
aggregation

23% 3.0 Routing Technologles

3.1 Describe the routing concepts

3.1.a Packet handling along the path through a network

3.1.b Forwarding decision based on route lookup

3.1.c Frame rewrite

3.2 Interpret the components of a routing table

3.2.a Prefix 3.2.b Network mask

3.2.c Next hop

3.2.d Routing protocol code

3.2.e Administrative distance

3.2f Metric

3.2.g Gateway of last resort

3.3 Describe how a routing table is populated by different
routing information sources

3.3.a Admin distance

3.4 Configure, verify, and troubleshoot inter-VLAN routing

3.4.a Router on a stick

3.4.b SVI

3.5 Compare and contrast static routing and dynamic routing

36 Compare and contrast distance vector and link state
routing protocols

3.7 Compare and contrast interior and exterior routing
protocols
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3.10 Configure, verify, and troubleshoot single area and
multi-area OSPFv3 for IPvé (excluding authentication,
filtering, manual summarization, redistribution, stub,
virtuallink, and LSAs)

3.11 Configure, verify, and troubleshoot EIGRP for IPv4 (exclud-
ing authentication, filtering, manual summarization,
redistribution, stub)

3.12 Configure, verify, and troubleshoot EIGRP for IPv6 (exclud-
ing authentication, filtering, manual summarization,
redistribution, stub)

3.13 Configure, verify, and troubleshoot RIPv2 for IPv4 (exclud-
ing authentication, filtering, manual summarization,
redistribution)

3.14 Troubleshoot basic Layer 3 end-to-end connectivity issues

10% 4.0 WAN Technologies

4.1 Configure and verify PPP and MLPPP on WAN interfaces
using local authentication

42 Configure, verify, and troubleshoot PPPoE client-side
interfaces using local authentication

43 Configure, verify, and troubleshoot GRE tunnel
connectivity

44  Describe WAN topology options

44.a Point-topoint

4.4.b Hub and spoke

4.4.c Full mesh

4.4.d Single vs dual-homed

45 Describe WAN access connectivity options

4.5.a MPLS

4.5.b Metro Ethernet

4.5.c Broadband PPPoE

4.5.d Internet VPN (DMVPN, site-to-site VPN, client VPN)

46 Configure and verify single-homed branch connectivity
using eBGP IPv4 (limited to peering and route advertise-
ment using Network command only)

4.7 Describe basic QoS concepts

4.7.a Marking

4.7 b Device trust

4.7 ¢ Prioritization

4.7 c. (i) Voice

4.7.c. (i) Video

4.7 c. (i) Data

4.7.d Shaping

4.7.e Policing

4.7 f Congestion management

10% 5.0 Infrastructure Services

5.1 Describe DNS lookup operation

5.2 Troubleshoot client connectivity issues involving DNS

53 Configure and verify DHCP on a router (excluding static
reservations)

5.3.a Server

5.3.b Relay

5.3.c Client

5.3.d TFTR, DNS, and gateway options

54 Troubleshoot client- and router-based DHCP connectivity
issues

5.5 Configure, verify, and troubleshoot basic HSRP

5.5.a Priority 5.5.b Preemption

5.5.c Version

56 Configure, verify, and troubleshoot inside source NAT

5.6.a Static

56.b Pool

56.c PAT

5.7 Configure and verify NTP operating in a client/server

mode
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11% 6.0 Infrastructure Security

6.1 Configure, verify, and troubleshoot port security

6.1.a Static

6.1.b Dynamic

6.1.c Sticky

6.1.d Max MAC addresses

6.1.e Violation actions

6.1f Err-disable recovery

6.2 Describe common access layer threat mitigation
techniques

6.2.a 802.1x

6.2.b DHCP snooping

6.2.c Nondefault native VLAN

6.3 Configure, verify, and troubleshoot IPv4 and IPvé access
list for traffic filtering

6.3.a Standard

6.3.b Extended

6.3.c Named

6.4 Verify ACLs using the APIC-EM Path Trace ACL Analysis
tool

6.5 Configure, verify, and ftroubleshoot basic device
hardening

6.5.a Local authentication

6.5.b Secure password

6.5.c Access to device

6.5.¢. (i) Source address

6.5.c. (i) Telnet/S5H

6.5.d Login banner

6.6 Describe device security using AAA with TACACS+ and
RADIUS

10% 7.0 Infrastructure Management

7.1 Configure and verify device-monitoring protocols

7.1.a SNMPv2

7.1.b SNMPv3

7.1.c Syslog

7.2 Troubleshoot network connectivity issues using ICMP
echo-based IP SLA

7.3 Configure and verify device management

7.3.a Backup and restore device configuration

7.3.b Using Cisco Discovery Protocol or LLDP for device
discovery

7.3.c Licensing

7.3.d Logging

7.3.e Timezone

7.3f Loopback

7.4 Configure and verify initial device configuration

7.5 Perform device maintenance

7.5.a Cisco I0S upgrades and recovery (SCP, FTR, TFTP, and MD5
verify)

7.5.b Password recovery and configuration register

7.5.c File system management

7.6 Use Cisco I0S tools to troubleshoot and resolve problems

7.6.a Ping and traceroute with extended option

7.6.b Terminal monitor

7.6.c Logevents

7.6.d Local SPAN

7.7 Describe network programmability in enterprise network
architecture

7.7.a Function of a controller

7.7.b Separation of control plane and data plane

7.7.c Northbound and southbound APIs

Network channel: http://www.dancisco.com



CCNA VOICE - DAQ TAO KY NANG TRIEN KHAI VolP
TRONG HA TANG MANG DOANH NGHIEP

VolIP (Voice over Internet Protocol) chinh la buéc tién I6n trong vién théng néi riéng va céng nghé

.....

hanh mang PSTN truyén théng, tirdé trién khai thém cdc dich vu gia tdng nhdm téi uu héa lgi nhuédn

cho doanh nghiép.
Integrated Management

——

el C=x [ B O
Customer

- Workplace Voicemail Mobila Rich Media
Resources and UM
Thiét b /50 &
Péu cudi Cisco IP Phones  Wireless Phone
Didu khién = =<
cudc goi CaliManager =
e
Ha tang L=l ":.:
Routing, Go§  Switching

Mét sé uu diém cua gidi phdp VolP khi dp dung vao doanh nghiép:

- Goi dién mién phi gitrta cac chi nhanh trén cung mét quéc gia hoac cac quéc gia khac nhau.

- Hé trg cudc goi audio lan video trén cac thiét bi dau cudi.

- Hé trg thuc hién cudc goi nhém (conference) gitra nhiéu ngudi dung khac nhau.

- Céthé két ndi véi cac nha cung cap dich vu Internet Phone dé goi qudc té ma khéng can nang
cap thiét bi.

- Nhén vién tir xa c6 thé dang nhap vao hé théng dé thuc hién cac cudc goi ndi bé va nhan bat
ky cudc goi tir bén ngoai & bat ky dau trén thé gidi.

- Nhiéu tinh nang néi tréi nhu Am thoai tuong tac (co ché tra 16i tu déng da cap) véi ngudi dung,
cudc goi hoi nghi, tich hap kha nang ghi am cudc goi, gi tin nhan Voice Mail.

- C6 thé dung dién thoai ban, dién thoai di déng dé goi quéc té gia ré théng qua téng dai IP.

- Dé dang nang cap, co thé tich hop nhiéu ing dung khac.

- Dé dang di chuyén dién thoai gitta cac phong ban, chi nhanh ma khéng can phai di day lai.

VnPro
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- Khoéa hoc CCNA Voice la chiing chi & cap db co ban vé viéc quan ly, trién khai cac céng nghé
thoai trén nén IP nhu téng dai IP PBX, dién thoai IP, thiét bi cam tay, diéu khién cubc goi va giai
phap hop thu thoai.

CISCO
CERTIFIED

CCNA

- VOICE

Sau khi hoan tét khéa hoc CCNA Voice tai VnPro ban sé duoc trang bi kién thirc nén tang va nhing
tinh nang dua trén cdu tric Cisco Unified Communication Callmanger Express v&i quy mé doanh
nghiép viia va nhé (~450 users). Va nhitng khdi niém va cdu hinh co ban dua trén kién trac Cisco
Unified Communication Callmanger Server véi quy mé doanh nghiép Ién (~80000 users). V&i Nhiing
kién thurc va thuc hanh lab thuc té giip hoc vién c¢6é du tu tin trién khai giai phdp IP Telephony cho
doanh nghiép vira va nhé.

Tim hiéu thém vé lgi ich ma khéa hoc CCNA Voice mang lai, vui long lién hé:

TRUNG TAM TIN HOC VNPRO

149/1D Ung Van Khiém, Phuang 25, Quan Binh Thanh, Tp. H6 Chi Minh.

PT: 083 5124257 | Email: vhpro@vnpro.org

Hoac:

Ms. Thanh Tram: thanhtram@vnpro.org | 0949 246 829

Ms. My Trang: mytrang@vnpro.org | 0964 464 377

Ms. Lé Uyén: tranleuyen@vnpro.org | 0903 834 636
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DAO TAO MANG CISCO TAI VNPRO

cisco |
CERTtFIED i, f[ CERTIFIED |
\CCNA ) \CCNA/
\ . ROUTING & /, N\ SECURITY
Chuong trimh CCNA R&S Chu'ong trinh CCNA Security
CERTIFIED _GERTIIED
-! ] -’ i i A i
CC;E(R::"FIFEED I C(:!;EgiFEED - t.la‘ W ; | CC N P I.’
NP, NP | \ / \
. SECURITY /, \ SECURITY /,
Chuong rrmh CCNP ROUTE Churang tr!nh CCNP SWITCH Chu'a.'ngl trinh SECURE Chuong trinh FIREWALL
CISco
| (=g |
\ CCNP \CCIE)
N / P \
Sl CERT!F[ED :
Chuwong trinh CCNP TSHOOT Chwiong trinh CCIE

\vodce /

' '

L3 - r r F
Chu'ong trinh wu dai cdc khoa hoc:
Lép sdang:  Lép chiéu:
+ Tdng do thun + Lap CCNAX thuong: 2.900.000

+ Sdch LabPro + Lop CCNAX Heé:
3 < 3.360.000 - Tang sdch LabPro.
Lép téi:

+ Uu dai 30% Hoc phi danh cho Sinh Vién

+ Uu dai 10% Hoc phi danh cho Hoc vién cii.
Uu dai danh cho khdch hang doanh nghiép.
+ Tang Balo, gido trinh khi dang ky hoc

Cam két loi ich khi hoc tai VnPro

« Gido trinh giang day chudn quéc té va LabPro tiéng Viét.

trén thiét bi chinh hang, hién dai. (> 100 gic lab)

«_ «  Thuc hanh >70% théi luong chuong trinh va truc tiép 100%

%PM

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com

«  Buoc thuc hanh mién phi ngodi gid.
«  Chting chi VnPro dugc céng nhan trén toan quoc.

« Thidau quéc té sau khi hoan tdt khéa hoc.




SACHLABPRO

La trung tém duy nhdt trong ca nudc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cap nhdt,
ndng cdp thuéng xuyén theo chudn gido trinh quéc té

CCNA Routing CCDA Huéng din hoe CCNA
& Switching Gia: 250.000WVNE Routing & Switching
Gia: 130,000 VNE Gia: 180.000 VNE

OGN THIROUTE
B R

Sl p—————

CCNP LABEPRC ROUTE  CCNP LABPROSWITCH  CCNP LABPRO TSHOOT On thi Route On thi Switch
Gid: 120.000 VNE Gld: 120.000 VNE Gid: 120.000 VNE Gid: 90.000 VNE Gid: 100.000 VNE

CCNP LARPRO

15CW

H:. i
LT 5

el E A BT

©On thi Tshoot CCNPLABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO I1SCW CCSP LABPRO
Gla: 80.000 VND Gid: 95.000 VNE Gid: 70,000 VNB Gid: 120,000 VNE SNAF & SNAA
Gid: 120,000 VNE

(g B IR
f.‘:‘é .i'I:Oll."n'.ll:.'G.
& SWITCHING

RSP LAY CLSP LABRRD

CCSP LABPRO CCSP LABPRO CCNA SEC LABPRO CCIE R&S CWNA
IPS & CSMARS SNRS Gla: 150.000 VNE Gid: 150,000 VND Gid: 00.000 VND
Gld: 90.000VND Gla: 140.000 VNE

Chuong trinh vu dai sach: Ap dung chinh sach la giam 10% khi dat sach online
* Khi mua sach LabPro online. Link mua sach online:http://www.vnpro.vn/sach-labpro/

nPro
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GOC GIANG VIEN & HOC VIEN VNPRO

NHUNG VI TRi CONG VIEC BAN CO THE
PAM NHAN KHI THEO NGHE NETWORK

VnPro thudng xuyén nhdn dugc cdu hoi tir rat nhiéu
ban tir khdp noi & Viét Nam la: “Sau khi hoc Network
xong minh sé lam gi? Lam viéc & dédu va lam nhiing cdi
gi?" D€ giai ddp nhifng thdc médc d6 clia tdt cd cde ban,
VnPro sé téng hop tdt ca nhitng vi tri ma cdc ban cé thé
dam nhdn khitheo hoc quan tri mang.

Quén tri mang (IT Admin)

Vi tri nay la quan tri mét hé théng mang da cd san trong
doanh nghiép. D&i vdi cac doanh nghiép |dn thi da cé su
phéan céng cdng viéc mot cich rat rd rang, nhung déi véi
cac doanh nghiép vira va nhé déi khi vi tri nay cé thé
kiém rat nhiéu céng viéc tham chi kiém ludn vai tro IT
Helpdesk.

Vi tri lam viéc nay rat phi hgp véi cac ban sinh vién mdi
ra trudng, can tich liy thém kinh nghiém.

Cac cong ty 51 (System Integrated)

Céc céng ty Sl cung cap cho khéch hang cac géi dich vu
vé giai phap, trién khai, hd trg ki thuat va phan phdi
thiét bi. Cac céng ty S tiéu biéu & Viét Nam nhu: FPT,
CMC, Sao Bic P4y, ...

Nhiing vi tri khi lam viéc tai mét cong ty SI ngudi ky su
mang c6 thé d3m nhan nhu:

* Sales: Vi tri nay doi héi ngudi ky su mang ngoai chuyén
mén vé ky thugt & mic dé co ban cin co thém cdc yéu té
khde nhu: ki ndng giao tiép, ky néng bdn hang, nédng
déng va diic biét la phdi cé khiéu ndi chuyén.

* Pre-Sales: Vi tri nay dugc coi la rdt quan trong trong quy
trinh tu vdn gidi phdp ctia mét cong ty 5l. Cdc Pre-Sales
phai la nhitng ngudi cé kinh nghiém ldu nam véi vén
kién thirc chuyén mén cuc tét. Tir d6 dua ra gidi phdp
phii hop véi tiing déi tugng khdch hang khde nhau. Phi
hgp vdi nhing ngudi da co kinh nghiém lam viéc chuyén
mén ti' 3-5 ndm.

VinPro

* Port-Sales: Vi tri nay hay con goi la nhan vién trién khai.
Khi lam viéc d vj tri nay tai cdc cong ty 51 ban sé c6 co hoi
dudc lam viéc truc tiép tai méi trudng thuc té. doi hdi
ban phdi chiu di céng tdc xa dai ngay. Vi tri nay rét thich
hap vdi cdc ban sinh vién méi ra trudng mudn trdi
nghiém cdng viéc va khéng ngai khé khan.

Caccéng ty Dich Vu

Céc céng ty cung cap dich vu céng nghé théng tin
cho céc doanh nghiép: bdo tri, quan tri, trién khai...
Nhiing céng ty dich vu kha néi tiéng & Viét Nam nhut:
KDDI, NTT, CSC.,... Lam viéc tai moi trudng nay ngudi ky
su mang sé ¢é cd héi hoc tap d& néng cao kinh nghiém
cia minh. Vi tri nay phi hop vdi sinh vién mdi ra trudng
can méi trudng hoc tap tich lay kinh nghiém.

Ky su'sdn phdm cho edc Distributor hodc Vendor

Pay dudc coi la vi tri dudc rat nhidu ngudi ki su mang
dat cho minh muc tiéu. Bdi 1€ vi tri nay ban sé& dudc lam
viéc cho cac Vendor rat néi tiéng nhu: Cisco, Microsoft,
Juniper, HP. ... Hoac cac Distributor nhu FPT, Sao Bac
Pau, ... Nhitng ngudi lam viéc & vi tri nay phai cap nhat
théng tin vé cac dong san phim mdi clia hang hodc phai
nghién cdu va nam ving, sif dung thanh thao cac thiét
bi cla hang.

Vi tri nay doéi hoi ban phai cé kién thic chuyén mén
cuc tét, nam viing cac nguyén Iy hoat déng cing nhu la
thong s& ky thuat cia cac dong san pham. Vi tri nay
thudng doi hdi kinh nghiém phai ti 3-5 nam.

Cdc céng ty ISP (Internet Service Provider)

Néu ban <6 khao khat dugc lam viéc trong mét hé
théng mang I6n chuyén cung cap dich vu ha ting mang
nhu: truy cap Internet, kénh thué riéng, ... thi cac ISP la
diém dén rat ly tudng. Cac ISP néi tiéng & Viét Nam nhu:
FPT, VNPT, Viettel, ...

Cac ISP ciing la nhiing diém dén ly tudng cho cac ban
sinh vién mdi ra trudng mudn tich liy thém kinh
nghiém.

Trén day chi la mét vai vi tri ban c6 thé ddm nhan khi theo doi
nghé Network. Ngodi ra cdn rdt nhiéu vi tri chuyén mén cho
dén quan Iy khdc ma ban cé thé dam nhan khdc niva. Tuy vay
d la céng viéc nao thi cling cdn phdi ¢6 cdi TAM va DAM ME
néu khong ban sé rdt kho dé theo dudi.

Bé phan Marketing — Phdng Kinh Doanh

Website: http://www.vnpro.vn; Forum: http//www.wnpro.org; Network channel: http://www.dancisco.com




_.dank, L,,’\_\:
HOC KY THUAT HAY KINH TE ?

Hay.,
CON DUONG -

su nghi¢p cua ban

Giéng nhu tiéu dé bai viét, VnPro mudn gli gdm dén nhing ban dang chuén bi lua chon cho minh mét nganh nghé
ma biét dau minh sé gan bo sudt ca cudc dai.

CEO cia Word Link Japan INC éng Ito Junichi cho biét: “Néu bat dau vai cong viéc nhd, lao déng chan tay, lam nhiing
viéc ky thuat, thi khi lam trén mutc d6 quan ly, hay kinh doanh, cé thé nam bét va hiéu ré cét 16i cia van dé déng thai x
Iy t&t hon nhing ngudi chi hoc ly thuyét, tudng tuong”.

Hién nay, hau hét cac hoc sinh cap 3 &Viét Nam déu thiéu maét di dinh hudng nghé nghiép, diéu do dan dén khi budc
chén vao Pai Hoc van khéng biét rang sau nay ra trudng sé lam gi va lam nhu thé nao. Song song vdi viéc d6 la lva chon
nghé nghiép tuong lai theo xu thé, thd vui ma quén mat di mét diéu rit quan trong |a dam mé va sd thich. Kinh t& ngén
hang, ké toan, ... ndm nao cling déng, ra trudng ciing rat nhiéu, ma ty 1& that nghiép (hoac lam trai nghé) theo nhu
théng ké thi 1én dén 63% theo théng ké cla B Gido Duc.

Mét théng ké khac & Bac My cho thay réng tir nam 2004 dén 2014, viéc lam vé khoa hoc va ky thuat STEM ting 269,
tic 1a gép 2 1an so véi téc d6 tang trudng trung binh cia cac nganh nghé khac (diéu nay that su rat khac biét khi & Viét
Nam).

Viét Nam hién nay nhan dugdc su dau tu rdt 16n tir cic nudc trén thé gidi, bdi day la thi trudng hét sic tiém nang. Pong
thai véi nguén nhan luc déi dao that su la diém dén tiém nang clia cic tip doan 1dn trén thé gidi. DE c6 thé lam viéc tai
cac céng ty da qudc gia nay, ngoai von tiéng Anh cuc tot thi ban can phai gidi trong chuyén mén cta chinh minh. Vé cac
linh vuc kinh té lai thiéu di mét su minh chiing can thiét, trong khi néu ban la mét ngudi ky thuat thi bing cap va cac
chiing chi Quéc Té sé |a diém tua wiing chéc cda ban khi d8i dién véi nha tuyén dung.

Chét Igi, du Ic ban lua chen nganh nghé nao, ky thuat hay kinh té diéu quan treng han ca chinh la dam mé, yéu nghé
va phis hdp véi xu thé toan cdu.




CHALLENGE LAB

LAB DHCP over VLAN, DNS, ACL cam truy cap facebook

KY 1

[L T
@53;1— 4N [} Intarnet

[l
E0/Q.L (VLAY L) 183.168.1.1/24

E0SD .2 (VLAN 2y 192 163.2.1.524
#O00.3 (VIAW 3) 162 162.3.1/24

inkt wlan 1
192 164.1,2/24

Céng f0/1 ctia R1 sé tién hanh dau ndi tdi OutLet trén

tuting (st dung cap thang) dé truy cap dugc di Internet.

L]

Outlet RI45
Yéu cau:
1. Cau hinh co ban trén céc thiét bi.
2. VLAN:
a. Tao VLAN 2 trén Sw1, dat tén cho VLAN 2 13

PhongKinh Doanh, gom cac port f0/1 téi f0/2 vao
VLAN 2.

b. Tao VLAN 3 trén Swi1, dat trén cho VLAN 3 I3
PhongKeloan, gom cac port f0/3 tai f0/4 vao
VLAN 3.

3. Trunk: Trén Sw1, cdu hinh f0/5 thanh dudng trunk sd
dung kiéu déng géi dot1q.

4. InterVLAN: Trén R1 tao céc sub-interface réi lién két
cac sub-interface vao VLAN tuong Ung.

5. DHCP:

a. Cau hinh DHCP Server trén R1 cap IP xuéng cho cac
PC va thié€t bi thudéc mang VLAN 2 dai IP thudc Iép
mang 192.168.2.0/24,

b. Cau hinh DHCP Server trén R1 cap IP xuéng cho cac
PC va thié€t bi thudéc mang VLAN 3 dai IP thudc Iép
mang 192.168.3.0/24,

c. Cau hinh DHCP Client trén cong f0/1 xin IP tu
Router tai VnPro.

VinPro
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6. NAT: Cau hinh NAT Overload trén R1 dam béo cic PC
thuéc VLAN 1 va VLAN 2 c6 thé truy cap Internet.

7. HTTP: Cau hinh R1 tr& thanh HTTP Server.

8. DNS: Cau hinh R1 tr& thanh DNS Server phan giai tén
mién www.facebook.com thanh IP 192.168.2.1 dé
chuyén hudng Iuu lugng clia ngusi dung ti trang
www.facebook.com sang website cia R1 |3
192.168.2.1.

9. ACL: Cdu hinh ACL trén R1 ca8m cac PC thudc VLAN 2

truy cap www.facebook.com, VLAN 3 van cé thé truy
cap www.facebook.com binh thuéng.

Thuc hién:

Yéu cdu 1: Cau hinh co ban trén céc thiét bi (dat IP trén
cac cong giao tiép, cau hinh cd ché chéng tréi donh 1&nh
“logging synchronous’, cau hinh bé qua cd ché phan giai
tén mién ‘no ip domain-lookup”).

Y nghia clia cau 1énh “exec-timeout 0 0™: Khi dang cdu
hinh tai giao dién console (Hyperterminal, Putty hodc
SecureCRT), néu sau mét khoang thai gian nhat dinh ma
ngudi quan tri khéng go Iénh nao ciing nhu khéng thuc
hién bat ky thao tac nao thi phién truy cip console sé tu
déng bi “logout’, ngudi quan tri sé phai dang nhap lai dé
tién hanh cau hinh. Cau lénh “exec-timeout 0 0" diing dé
tat cd ché tv dong“logout”.

Mac dinh cac Cisco Switch si dung giao thic STP
(PVST+4), &€ ting thdai gian héi tu cda hé théng mang, ta
cé thé chinh giao thic RSTP (PVRST+) trén cac Switch
bang ciu l&nh “spanning-tree mode rapid-pvst”. RSTP sé
dugc tim hiéu trong nhimg bai hoc sau.

Trong bai LAB nay, ta nén tién hanh ciu hinh tinh néng
“spanning-tree portfast” cho cac Port tir f0/1 t&i f0/6 cda
Sw1.

Cau lénh “spanning-tree portfast” ding dé tang thdi
gian héi tu cha hé théng Ién. Théng thudng, khi PC két
ndi vao mét port clia Switch, dén tin hiéu trén port lap tdc
chuyén thanh mau cam. Port sé & trang thai mau cam
trong vong khodng 30 gidy dé tinh toan chéng “loop”
bang giao thitc STP trudc khi chuyén sang mau xanh |a.
Trong sudt khoang th&i gian 30 gidy & trang théi mau
cam, port khéng thé gli hodc nhan di lidu duge nén
ngudi dung PC can phai dai it nhat 14 30 gidy thi mdi bat
dau truy cip vao hé théng mang dudc. Céu lénh *span-
ning-tree portfast” sau khi dudc cdu hinh trén céng sé bd
qua 30 gidy & trang thai mau cam va lap tuic chuyén sang
mau xanh 1 nén ngudi ding mang user cé thé gii nhan
dit liéu lién ma khéng can phai ché doi. Tinh nang “span-
ning-tree portfast” chi nén cau hinh trén cac port dau ndi
xudng PC, khong nén cau hinh tinh ning “spanning-tree
portfast” trén cac port déng vai trd 1a dudng trunk. Céng
nghé Trunk, STP sé dudc tim hiéu trong nhiing bai hoc
sau.
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Sw1(config)# interface range f0/1-4
Sw1(config-if-range)# switchport mode access
Sw1(config-if-range)# spanning-tree portfast

%Warning: portfast should only be enabled on ports
connected to asingle

host. Connecting hubs, concentrators, switches, bridges,
elc... to this

interface when portfast is enabled, can cause temporary
bridging loops.

Use with CAUTION

%Portfast will be configured in 4 interfaces due to the range
command

but will only have effect when the interfaces are in a
non-trunking mode.

Sw1(config-if-range)# exit
Swi{config)#

Cdu hinh co bdn trén Switch Swi.

hostname Swi

interface vian 1

ipaddress 192.168.1.2 255.255.255.0
no shutdown

exit

ip default-gateway 192.168.1.1
spanning-tree mode rapid-pvst
interface range f0/1 - 4
switchport mode access
spanning-tree portfast

exit

linevty 04

privilege level 15

no login

exit

line console 0

logging synchronous
exec-timeout 00

exit

no ip domain-lookup

Cdu hinh coban trén R1.

hostname R1
interface f0/0

no shutdown

exit

linevty 04

privilege level 15

no login

exit

line console @
logging synchronous
exec-timeout 00

exit

no ip domain-lookup

Thiét lap PC tré thanh DHCP Client xin IP dong bé&ng ciu lénh
théng qua chuong trinh cmd nhu sau.

Kiém tra t&n cla card mang bing cach vao giao dién "Network
Connections” Thuc hign nhdn t8 hgp phim Window + R réi go
tiép command line "ncpa.cpl’

-

= fun ===

=5 Type the name of z program, folder, document, or Internet
resource and Windows will open it for you,

Dpen: nepa.cpl v

[ OK H Cancel H Browse... |

Tai giao dig&n"Network Connections’, quan sat tén cia card mang
hién tai la “Local Area Connection”.

C——'“\.L/l |.=-" » Control Panel ¢ Mebwork and Internet » Metwork Connections »

Qrganize =

Local Area Connection
= inidenttied networ|
E2 Realtek 2070 FF Farrily Cortraller

Thiét lap PC trd thanh DHCP Client xin IP dong bing cau l2nh
théng qua chuong trinh cmd. Phai ddm bao két ndi cap va tin
hiéu dén da sang mdi ti€n hanh gé lénh.

Céch 1: Thiét lap PC tré thanh DHCP Client xin IP déng tir DHCP
Server.

CAPC> netsh
netshz interface ip

netsh interface ipv4> set address name= ‘local Area
Connection” source=dhcp

netsh interface ipv4: exit
CAPC>

Cach 2:Thiét lap PC tré thanh DHCP Client xin IP va DNS déng ti
DHCP Server.

C\PC> netsh interface ip set address name="Local Area

Connection” dhcp

CAPC=> netsh interface ip set dns name="Local Area Connec-
tion" dhcp

Website: http://www.vnpro.vn; Forum: http://www.vnpro. Network channel: http://www.dancisco.com




Chong MAC Layer Attack trén Switch

1. Attacker floods CAM
table with framee with
numeraus invalld source
MACs, Valid hosts cannot
create CAM entries, !

e
floaded out all

pors because % &

no CAM entries Mac/ LJ

:?:Em valid AER iy Aftacker
| -] T

Bang CAM (Content Addressable Memory) luu trif cac
dia chi MAC cha céc port, va cidc tham sé VLAN trong
switch. Khéng gian nhé trong bing CAM 14 han ché nén
€6 nguy cd tran bang CAM. Kiéu tdn céng lam tran MAC
sé& cd gang lam tran bang CAM cha céc switch, khi dé
switch sé cu x& nhu cac hub. Mét cudc tan cong kiéu nay
trong giéng nhu luu lugng tir hang ngan may tinh dudc
chuyén dén mét port, nhung thuc t& 12 né chi dén tir mét
may gid mao dia chi MAC cda hang ngan host gia mao.

2. Normal traffic is I.

VD: Macof |3 mét céng cu théng dung dé thuc hién cac
cubc tén céng kiéu nay, cé thé tao ra hang chuc ngan
MAC entry gti dén port méi phat. Khi d6, switch nhin
thay luu lugng va nghi réng cac dia chi MAC tii cac g6i ma
ké tan céng gt dila cac cdng hgp 1& va no sé thém entry
vao bang CAM. Khi tran bang CAM, switch sé& broadcast
luu lugng trén VLAN ma ko can théng qua bang CAM
nifa.

Tan cdng lam ngap lut bang MAC 13 1 trong nhiing ki
thuat tdn céng phé bién nhat & Layer 2. Trong kiéu tan
cong nay thi Switch da bi lut vdi cac gdi tin chia cac dia chi
MAC khac nhau, do dé lam tiéu hao bd nhé trong Switch,
lic nay Switch sé trd thanh Hub. Do dé ngudi diing bat
hgp phap cé thé sir dung 1 céng cu Packet Sniffer dé thau
téom cac dif liéu nhay cdm. Sau day sé l1a mdé hinh md
phéng cuéce tin c6ng MAC Flooding.

Nguyén tic phong chéng: Nguyén li chung cuia cac
phuang phéap phong chéng 1 khéng dé cac géi tin ¢ dia
chi MAC la di qua switch. Phuong phap phéng chéng
hiéu qua nhét 1a ciu hinh port security trén switch. Day la
mét dac trung cdu hinh cho phép diéu khién viéc truy
cap vao cbng switch théng qua dia chi MAC c(a thiét bi
ganvao.

nPro m
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Khi switch nhan dugc mét géi tin chuyén dén, né sé
kiém tra dia chi MAC nguén cla géi tin véi danh sach cac
dia chi da dudc cau hinh trudc d6. Néu hai dia chi nay
khac nhau thi tuy theo su cau hinh ctia ngusi quan tri ma
switch sé x1 li géi tin dén véi cic midc d6 khac nhau.

Cau hinh Port Security
Cac l1énh cau hinh port security:
« Switch(config-if)# switchport mode access

+ Switch(config-if)# switchport port-security: cho phép
c6ng dugc hoat dong trong ché do port-security.

+ Switch{config-if }# switchport port-security maximum
value (tuy chon): cau lénh cho phép ciu hinh s6 dia chi
MAC t6i da ma cong c6 thé hoc tu déng va cho phép cac
thiét bj nay truyén dit liéu qua. Mac dinh thi céng chi cho
phép mét dia chi MAC (mot thiét bi) dugc gan vao va s
dia chi c6 thé ndm trong khoang tir 1 dén 1024.

« Switch(config-if)# switchport port-security mac-ad-
dress mac_address (tuy chon) : bén canh cach ciu hinh
cho phép switch hoc tu déng dia chi MAC; 6 thé géan tinh
mét s6 dia chi MAC c6 thé truy cap vao mét port. Néu sé
lugng dia chi gan tinh méa nhé hon sé dia chi MAC switch
cé thé hoc tu ddng thi sé dia chi MAC con lai sé dugc hoc
tu déng.

« Switch(config-if}# switchport port-security violation
{protect | restrict | shutdown} (tuy chon) : Déy la cac bién
phap ma ngudi quan tri cé thé tién hanh khi mot géi tin
dén khéng pht hdp véi yéu cau cla port-security (khi cé
nhiéu hon s& dia chi MAC téi da dudgc hoc hodc khi géi tin
dén cé dia chi MAC khéc so véi céc dia chi MAC da dugc
cdu hinh tinh). Cac bién phap x{ li ¢6 thé la:

1. shutdown: céng sé bi ngling hoat déng; khong nhan
va chuyén géi tin.

2. restrict: cdng chi cho phép cac géi tin c6 dia chi MAC
hap |& di qua; cac géi tin vi pham sé bi huy. Péng thai
56 lugng cac ban tin vi pham sé dugc théng ké va bao
cho ngudi quan tri biét.

3. protect: cling giéng nhu trong trudng hop restrict, tuy
nhién viéc vi pham sé khéng duagc ghi lai.

Phuong phap nay tuy cé yéu ciu cong viéc cla ngudi

quan tri tang lén doi chat tuy nhién né la phuong phap

rat hiéu qua dé khoa cac géi tin khéng ré nguén géc cé y

dinh tan cong vao switch.

Ddo LéHoang - VnPro




BAIVIET CHUYEN DE dan ~L i

VLAN Attack va Spoofing Attack trén Switch

1.VLAN Attack

Pau tién ta nghién ciu vé khai niém dia chi MAC. Dia
chi MAC (Media Access Control) 13 kiéu dia chi vat li, dac
trung cho mét thiét bi hoidc mét nhém cac thiét bi trong
mang LAN. Dia chi nay dugc dung dé nhan dién cac thiét
bi gitip cho cac géi tin |dp 2 c6 thé dén ding dich.

Mét dia chi MAC bao gém 6 byte va thuding dudc viét
dudi dang hexa, v&i céc thiét bi cda Cisco, dia chi nay
dugc viét dudi dang s& hexa, vi du: 0000.0C12.FFFF la
mét dia chi MAC hop 1&. D& dam bao dia chi MAC ciia mét
thiét bi la duy nhat, cac nha san xuat can phai ghi dia chi
dé 1&én ROM cia thiét bi phan cing va dinh danh cda nha
san xuat sé dugc xac dinh bai 3 byte dau OUI (Organiza-
tionally Unique Identifier).

Bia chi MAC dudc phan lam 3 loai

+ Unicast: day la loai dia chi dung dé dai dién cho mét
thiét bi duy nhat.

+ Multicast: day 1a loai dia chi dai dién cho mét nhém cac
thiét bi trong mang LAN. Bia chi dudc dung trong
trudng hdp mét ting dung ¢ thé mudn trao déi voi
mét nhém céc thiét bi. Bing cach gui di mét ban tin cd
dia chi multicast; tt cd cac thiét bi trong nhom déu
nhén va x li géi tin trong khi cic thiét bi con lai trong
mang sé bd qua. Giao thic IP ciing hé trg truyén multi-
cast. Khi mét géi tin IP multicast duge truyén qua mot
mang LAN, dia chi MAC multicast tuong (ing vdi dia chi
IP s& la 0100.5exxx.xxxx.

+ Broadcast: dia chi nay dai dién cho tat ca cac thiét bi
trong cing mdt mang LAN. Diéu dé cing <o nghia la
néu moét géi tin <6 dia chi MAC la FFFFFFFRFFFF dugc
gui di thi tit ca cic thiét bi trong mang LAN déu phai
thu nhén va x li. Khi ma cac dia chi MAC nay,nhat la cac
dia chi broadcast dugc gi di ngap khap cc porttrong
mang (ca ké trén cac Vlan) dan dén day hiéu suat cla
CPU I&n gan dén 100%, lam giam di hiéu nang sl dung
ctia CPU trén Switch

EBroadcast

Ercadcast

Pé kiém soat “Storm” ta c6 thé sit dung cac chiic ning
dugc cdu hinh san trén cac dong Switch cta Cisco bang
cac dong lénh véi ol phap nhu sau:

+ Switch(config-if J#storm-control{{broadcast|multicast-
|unicast} level {level [level low] |bps bps [bps-low]|pps
pps [pps-low]H{{action {shutdown|trap}}

+ Switch(config-ifJ#storm-control broadcast level 75.5

+ Switch(config-if J#storm-control multicast level pps
2k 1k

+ Switch(config-if J#storm-control action shutdown

2.Spoofing Attack

Ngay nay, phan Ién user thuc hién request ip qua dhcp
server. DHCP server nhan dudc request cla client va
response request bao gém (ip, subnet mac, getway, dns)
guti tgi client.

Tuy nhién, néu hacker két ndi 1 dhep server gia vao
mang, va thuc hién response dhcp request cho client.
Néu trong mé hinh mang cé 2 con dhep, thi con nao gan
client hon sé response gai tin dhcp request cla client
trudc. & day dhcp server sé tra 10i géi tin request cia
ngudi dang tre vi né gan client hon.

Muc dich cdia tan céng dhcp snoofing la lam thay ddi
céu tric cha géi dhep respon c@ia dhep server that. DHCP
gia sé tra 18i cac thong s6 ip va gateway c6 thé la gateway
cla attacker dé khi ngudi diing request dhcp thanh céng,
moi traffic déu di qua may clia hacker ,hacker cé thé bat
tat ca cac traffic qua nd, ngoai ra cdn gay hén loan mang.

Tinh ndng DHCP snooping trén switch cisco cé thé
dudc st dung d€ chdng lai tdn cong dhep server spoof-
ing. V&i gidi phap nay, SW Cisco dugc cdu hinh trén 2
trang thai port, | trusted va untrusted. Néu port & trang
thai trusted, né cho phép nhén dhcp response, con néu &
trang thai untrust thi né ko cho phép nhén dhcp
response. Va néu port & trang thai untrusted né ko cho
phép nhan dhcp response, va néu 1 dhep response dudc
thuc hiénv va untrusted port thi port sé bi disable.

Rogue DHEP, lJ

Atlackar < =P r

Cau hinh DHCP Snooping

+ Switch(config)#ip dhcp snooping

+ Switch(config)#ip dhcp snooping information option

+ Switch(config)#ip dhcp snooping trust

+ Switch({config)#ip dhcp snooping limit rate [rate]

+ Switch(config)#ip dhcp snooping vlan number [number]

Bao Lé Hoang - VnPro
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CUNG HOC TIENG ANH

TAT TAN TAT VE GIGI TU TIENG ANH

1. Binh nghia

Gidr tir |4 tir loai chi s lign quan gida cc tirloai trong cum i, trong cdu. Mhing
tir thuing di sau gidi trla tan ngd (Object), Verb+ ing, Cum danh tir .. Vidu:

« | went into the room.
« | was sitting in the room at that time.

Ta théy r5, & vi du a, "the room" | tan ngi cla giéi tir "into". & vi du b, "the
room” |a tan ngl cOa gidi tl "in"Cha y: Cac ban phai luén phan bigt trang tir va
qidi tis, vi thudng khi mét tir c6 hai chiic néng dé (visa 13 trang t va gidi tiy.
Bigu khac nhau co ban la Trang tir thl khéng o6 tan nglr theo sau.

. Céch sir dung giéi tir trong tiéng Anh

€6 the néi viec ding cac gidi tir khang phai d& vi méi nudc ob cach ding gidi
tirddc bigt; vay ta phai rat cha y dén né ngay ti lic méi hoc mén ngoai ngl do
néi chung va tiéng Anh ndi riéng. Trong tiéng Anh, ngui ta khéng the dit ra
cac quy ludt vé cac phép dang gidi tr mang tinh ¢ dinh che mébi gigl tir dé -
cing mit gidi tir, khi di vai tir loal khac nhau thi tao ra nghia khac nhau. Vay
chiing ta nén hoc thudc m&i khi gdp phéi va hoc ngay tir lic ban dau.

3.V trf clia giéd iy

a) SauTO BE, trutsc danh tir

+ THE BOOK IS OM THE TABLE. = Quyén séch & trén ban.

+ IWILL STUDY IN AUSTRALIA FOR 2 YEARS. = T8i sé& hoc & Uc trong 2 nam.

b} Sau déng tir: C& thé lién sau déng ti, <& thé bi 1 tir khdc chen gidta déng tirva
gid 1.

+ | LIVE IN HO CHI MINH CITY = Tai sdng & thanh pha HE Chi Minh.

+ TAKE OFF YOUR HAT! C&i nén cla ban ral

+ IHAVE AN AIR- CONDITIONER, BUT | ONLY TURN IT ONIN SUMMER. =Ti & mdy
lanh, nhung t&i chi bat né 1&n vao maa hé.

) Sau tinh tir:

+ I'M NOT WORRIED ABOUT LIVING IN A FOREIGN COUNTRY. =Tai khéng lo 13ng
v viec s8ngd nudc ngoal.

+ HEIS NOT ANGRYWITH YOU. = Anh &y khéing gian ban.

4. Mat 58 sal ldm thudng gép khi sd dyng giGi ta

a) Suy luén tir céch dung da gép trudc dé.
W du: Trude dé ta gép: worry about: lo ldng vé L&n sau gép chir: disscuss
(thdo luén v&) the |3 ta suy ra ti cau trén ma dién about vao, the 13 sai.

b} Khang nhan ra [3 giai tir thay d&i vi thiy cting mét danh tir:
W duTrude dé ta gép: in the morning The 14 khigép: ___ acold winter morning,
thdy morning nén chon ngay in == sai (dung ra phdi ding on)

) Biti€ng Viet nh hudng: Tigng Viet néi: lich su véi ai nén khi gép: polite (lich su)
li&n duing ngay with (w&i) => sal (dang ra phdi dung to)

5. Hinh thac cda gidi tir

a) Gidgi tir don (simple prepositions): La gidi ti cd mat chi in, at, on, for, from, to,
under, over, with ...

b) Gidi tir déi (doubleprepositions): La gidi tir duac tao ra biing cach hop 2 gidi tir
don lai: Into, onto, upon, without, within, underneath, throughout, from
among...

- Bx: The boy runs into the room (th&ng bé chay vao trong phang)
- B He fell onto the road (anh ta t& xudng duding)
- Ex: I chose her from among the girls (t6i chon c& dy tir trong s8 céc cd gai)

Gidi tit kép (compound prepositions): La gidl tir dugc tao thanh béng tigp déu
ngl a hodc be: About, among, across, amidst, above, against, Before, behind,
beside, beyond, beneath, between, below...

d) Gidi tir do phén tir (participle prepositions): According to (tiy theo), during
(trong khodng), owing to (do &), pending (trong khi) , saving = save = except
(ngoai trln, notwithstanding (méc du) , past (hon, qua) considering (xét theo)
concerning/ regarding ftouching (vé vin dé vé), excepting = except (ngoal tri)

- Ex: She Is very intelligent, considering her age. (xét theo tudi thl o dy rét
théng minh)

e) Cum tir dugc dung nhu gidi tir: Gidi 1 loal nay bao gém ca mét cum tix
- Because of (bdi vi)
- By means of (do, béng cach)
- In spite of (mac da)
- In opposition to (d&i nghich vai)
- On account of (bdi vi)
- In the place of (thay vi)
- In the event of (néu ma)

[ =]
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Ex: In the event of my not coming, you can come home.(néu ma ti khéng dén thi
anh o vé)
- Witha view to (vdi y dinh dé)

Ex: | learn English with the view of going abroad.(t8i hoc TA vdi ¥ dinh di nuéc
ngoai)- For the shake of (v1)_Ex: | write this lesson for the shake of your progress.
(ta1 vigt bai nay vi su ti€n bd clia cac ban)

- On behalf of (thay mét cho)

Ex: On behalf of the students in the class, | wish you goed health (thay mat cho tat
cé hoc sinh cda Iop, em xin chic o8 dugc déi dao sic khde)

- In view of (xét vE)
Ex: In view of age, | am not very old. (xét w& m&t tudi tic, t5i chua gia 13m)

- With reference to (v& van dé, lign he t6i)_Ex: | send this book to you with
reference to my study.(t5i dua ban quyén sach nay ¢ lign hé dén viec hoc cla
t81) 6) Gidi tir tré hinh: Day 1 nhém giéi tir dugtc &n trong hinh thie khac: At 7
o'dock (o' = ofj: Lac 7 giti

6. Céic loal gidi tirthuéng gép
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1) Gidi tir chi thad gian:
- At:vao lac (thuéng di vai gid)
- On:vao (thuéng di vai ngay)
- In: vao (thuing di vai thang, nam, maa, the ky)
- Before: trudc - After: sau
- During: {trong khodng) (di vai danh t chi théi gian)
2) Gidi tir chi nod chén:
- Atz tai (dung cho noi chén nhd nhu truéing hoc, san bay...)
l_ In: trong (chi & bén trong) , & (nai chén lén thanh phé, tinh ,qudc gia, chau
uc...)
- On,above over: trén
- On: & trén nhung chi tigp xic b& mat.
3) Gid tir chi sy chuyén dich:
-To, into, onto: dén
+to: chi hudng tigp cén t&i ngudi,vat.dia diém.
+into: ti€p cén va vao bén trong vatdia diém do
+onto: tiép cin va ti€p xac b& métd phia ngodi ciing cdia vatdia didm
- From: chi nguén g&c xudt xir Ex: | come from vietnamese
- Acrass: ngang qua Ex: He swims across the river. (anh ta boi ngang qua sdng)
- Along: doc theo- Round around,about: quanh
4) Gidi tir chi thé cach:
-With: wai
-Without: khéng, khéng cd
- According to: theo
- In spite of: m3cdi
- Instead of: thay vi
5) Gidi tir chi muc dich:
-To: dé
- In order to: d€
- For: dvm, dsm cho- Ex: Let me do it for you: dé t61 [am né diim cho ban.
-50 as to: dé
6) Gidi tir chi nguyén do:

-Thanks to: nhé & - Ex: Thanks to your help, | passed the exam (nhé su giap d&
cla ban ma toi thi dau).

- Through: do, vi- Bz Don't die through ignorance (dimg chét vi thigu hiéu
bigt).

- Because of: béi vl - Owing to: nh& & do &- Ex: Owing to the drought.crops are
short (vi han han nén mia mang that bat)

- By means of: nhé;, bing phuang tién
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1. Suy nghi tich cuc : 2.Trung thuec
Higu duoc siic manh oisa X Hity trunig thiec i | wdn ncl vl
A I tich o, udn nhin nhidn win clia minh su'that, cho di
théy oo hil & mgl tah hudng ci thié khign ho tin thudng.

A nlsi don ¥ va 1 chir,
b g nhisu e o iy

chi vi thidu su giza tilp
il sép v nhin wén,

Biét khi nao nén 42 che nhan vién
Tk |y cang i, Riwiing o<
dadn kidm soat ting ly

5.Tao cam hifng
Tao cim hiing cho caz nhan
viém oda minh, khiénho cd
then fhlek hunt va dam mé
il cdng visc wa cing ty.

&, Chinh dién doi ngi
Gk ch tat ci mai ngus
dakn két, Sdng kg vi

I miac tiéu dist han

Q

7.Gilfcan bang

Con nguicl kam vigc higuw qusd
nhiit khi hg bigt cin bing
10 Chngy vIRC VA CUHC Song

8.Tin tudng = -4
TS iy st i Beiting 061 Wk 9. Khuyén khich p.trién
nhin wién s& khidn cic nhian KhnyEn khich nhén vidn

vikn cdm thify b tin hon. phit trién ban than, ho 58

1rd nién higu qui hon,

10. Khen ngoi

T hishi 512 bide an ctia ban, 11.Co van
cho dii nhifng vige im ola [ Thayvi ra lénh cha nhan vign phai
by wign |2 30 alié * - Lam gL, hay em mdu hodc hudng ddn

cho nhén vién cach Lim viée i,

12. Cong bng
Wi2e thign vicha 1 canhan nao 4o 58 khign
che e mguss kide mat tinh thin,

tham chi cam thiy ganh tl

8
MOT NGUOI SEP TUYET VOI CUNG

13. THUGNG XUYEN CHIA SE
NHUNG DIEU TUYET VOI

Luén chia sé nhiing difu tuywét wai ban biét cho nhan vién ada ban,
nhuinfographic nay ching han, idu 34 gidp cho s8p vis nhan vién
hidu nbac hom v Bm viee dat két gud cao han, khién cac nhan vién
Idn wéuva gan bd v cing ty.
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