56 52 )

12/2016

= | = == R

IBANKTIN GGV

BPuoc phdt hanh béi Céng Ty TNHH Tu Vén va Dich Vu Chuyén Viét 2
.

VNPRO HAN HOAN CHAO MUNG THANH VIEN MO
Giai phap bao vé trudc st
p p CUATU SACH CCLABPRO: “CCNP LABPRO SWITCH"
CUOC tan Cong mang Thdng 11/2016 VnPro m
chinh thiic dén chao thanh
Ngédn chdn mé déc xdm nhap hé théng la vdn dé khéng vien mdi cia td sdch
thé gidi quyét tron ven. Do vdy, cdn phdl c6 cdch tiép cdn CCLabPro: “CCNP LabPro
nhdm phdt hién dugc cdc mél de doa tiém tang va ngdn Switch” Quyén sdch nhuloi
chdn ching. ’ L
khdng dinh st ménh coa
Ma déc (malware) hign nay c6 kha nang che ddu, &n minh VnPro d6i véi cong déng
va vUgt qua cac bién phap phéng thi truyén thdng. Dol an : ;
ninh théng tin ludn phai déi mat véi nhidu thach thuc wi ‘3':]1::}1'.'9' :é” ;:;]D ”fa h}i; e
nhiing cdng cu bao mat ma ho duoc trang bi khéng di kha nhung cong dan co ng. i
nang kiém soat ciing nhu phét hién va loai bo cac méi de nghiép va trinh dé ddng
doa tru6c khi ma doc gay ra thiét hai cho hé thdng cdp quéc t&” [Trang 07]
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o
Chuong trinh uu dai cac khoa hoc: »
Lép sdng, chiéu:
* Tang do thun, tang sach L
W * Gidm 5% khi déng nhém (trén 2 ngui)
on” : g - afe
B EETAT IR, o Lép t6i:
Spur hpe- necipoy e a‘fﬂjaar:-csw Epe- S *TANG KHOA HOC “BAO MAT MANG DOANH NGHIEP CAN BAN”
2z, > cj;j: .m‘i:- <hd=... <hd> <h5""'. 2 ; ( *trl'u d-'éim?'Pd&ﬂhchoSinh Vien
rahibro * Uy dai lén dén 20% HP danh cha Hacvién ci
3 ap?—'”?s el J“"”” ‘3""""'“” v Uu ddi danh cho kixdch hang doanh nghiép.
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[Trang 11] (
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Sdng kién thiét bi vien thbng nguén moé
~ w4 - o %
Facebook sé khién Cisco, Huawei, Alcatel lo lang

Vira qua Facebook cho ra mdt mot bo switch quang hoc mang tén Voyager chuyén ding trong cdc ha tdng mang, data
center ciing nhu' nha mang. Thiét bi nay lém nhiém vu gldl md va truyén tin hiéu quang hoc vél toc d6 cao trong khi gid thanh
ré vi duoc Facebook mé thiét ké nén badt ki al ciing c6 thé tham gia sdn xudt. Nhung day chi la mét phdn nhé trong ké hoach
OpenCellular ciia Facebook nhdm tao ra mét hé sinh thdl khéng ddy ma nguén md, va khi du' dn nay phdt trién di Iém thl n6 sé
Iém mdt nguén thu cia cdc cong ty dang kiém rat nhiéu tién tir mdng kinh doanh tri gid 500 ti USD nay, vi du nhur Cisco,

Huawel, Alcatel-Lucent... [Trang 03]
TNTUCsUKENKHAC
07. Tin tie cong nghé 09. Challenge LAB
06. Ta sach LabPro 12. Bai viét chuyén dé
08. Géc giang vién & Hoc vién VnPro 13. Cung hoc tiéng Anh
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Hoan tat tuyén cap quang APG bang thong 54 Th/s
chay qua Viét Nam

Nha thau NEC (Nhat Bdn) vira tuyén bé da hoan tdt viéc xdy dung tuyén cdp quang
ngam duéi bién APG (Asia-Pacific Gateway) chay qua cdc nuéc Nhéat Ban, Trung
Quéc, Han Quéc, Singapore, Malaysia, Thdi Lan va Viét Nam. Ddy ciing chinh la
tuyén cdp quang duoc ki vong giup mang Internet Viét Nam giam bét su' phu thuéc
vao tuyén cdp AAG hién nay.
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Theo ZDNet, tuyén cap quang APG vira hoan thanh sé cé kha nang cung cap bang théng tdi 54
Th/s. Néu so sanh véi cap quang AAG vén chi c¢é bang thong 2,88 Th/s, cap quang APG sé gilp
ngudi ding cé téc dé Internet nhanh hon khoang gan 20 lan.

"NEC rat vinh du khi duoc chon la nha thau thi céng tuyén cap quang APG", Shunichiro Tejima,
Phé Chu tich ciia NEC cho biét. APG la tuyén cap quang dai 10.900 km va duoc ki vong sé mé ra
cudc dua méi trong linh vuc két néi Internet tai Chau A-Thai Binh Duong. VNPT va Viettel |a hai nha
mang Viét Nam tham gia dau tu va dugc quyén st dung cap quang APG.

Trudc dé, vao nam 2012, tuyén cap quang APG da dugc thiac day nhé vao mét khoan tién dau tu
cta Facebook. Pai dién ctia hang cho biét: "Tuyén cap quang mdi sé gitup cho su phat trién clia
chuing t6i & khu vuc Nam A va gitp cung cap trai nghiém tét hon cho ngudi ding & nhiéu nudéc nhu
An B, Indonesia, Malaysia, Philippines, Hong Kong va Singapore”. Du 4n APG sau dé da nhan duoc
su quan tam cta nhiéu doanh nghiép vién théng I6n ctia chau A nhu NTT Docomo (Nhat Ban),
China Telecom (Trung Quéc) hay KT (Han Quéc).

Sau khi duogc di vao hoat déng, cdp quang APG sé giup Viét Nam két ndi Internet cuc nhanh véi
cac trung tam kinh té hang dau trong khu vuc nhu Trung Quéc, Nhat Ban va Han Quéc. Ngoai ra,
APG con gidp tang dang ké kha nang du phéng cho cac kénh két néi Internet quéc té hién tai ctia
Viét Nam.

Theo théng tin trong nudc, ca VNPT va Viettel déu cé ké hoach trién khai viéc két néi Internet vdi
tuyén cdp quang APG ngay sau khi duoc xady dung xong trong nam 2016. Hi vong, véi tuyén cap
quang APG mdi, toc dé két néi Internet cia ngudi dung tai Viét Nam sé duoc tang lén dang ké va
giam bat su phu thuéc vao tuyén cap quang AAG thudng xuyén gap 16i.

Theo VNReview.vn

%P’ﬁd’
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Sdng kién thiét bi vién théng nguén mé
Facebook sé khién Cisco, Huawei, Alcatel lo lang

Vra qua Facebook cho ra mat mét bé switch quang hoc mang tén Voyager chuyén dung trong
cac ha tdng mang, data center cing nhu nha mang. Thiét bi nay lam nhiém vu gidi ma va truyén tin
hiéu quang hoc véi téc dé cao trong khi gia thanh ré vi duoc Facebook mé thiét ké nén bat ki ai
cling c6 thé tham gia san xuat. Nhung day chi la mét phan nho trong ké hoach OpenCellular ctia
Facebook nham tao ra mét hé sinh thai khéng day ma nguén mé, va khi du an nay phat trién du
I&n thi né sé lam mat ngudn thu cla cac céng ty dang kiém rat nhiéu tién tir mang kinh doanh tri
gia 500 ti USD nay, vi du nhu Cisco, Huawei, Alcatel-Lucent...

Trudc day Facebook tirng thanh céng véi ké hoach Open Compute Project (OCP) mé thiét ké cua
cac server va phan ctiing may tinh gitp cac céng ty khac cé duoc cung kién tric dién todn nhu
nhing gi Facebook dang st dung dé van hanh mang xa héi khéng 16 ciia minh. OCP ra d&i 5 nam
trudc vdi sutham gia cta Facebook, NVIDIA, Intel, Microsoft, IBM, AT&T. Apple da tirng mét lan tir
chéi gia nhap OCP, va cé tin dén rang toan bd doi ngll vé mang clia cong ty da bé viéc chi trong
tuan dé (sau dé Apple ciing da vao OCP).

Nhém cuu nhan vién Apple néi trén lap ra mét startup tén SnapRoute, diing dau |a Jason Forrest-
er, véi muc tiéu cung cap phan mém mang ma nguén md dua trén nhitng gi ho da lam & Apple.
Hién phan mém cta SnapRoute ciing dang dugc sir dung cho bé switch Facebook Voyager mdéi.
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Théng qua OCP, Facebook da phat minh nhiéu thi ti server, 6 luu tri, cac rack chira server, va gid
la thiét bi mang, déng thai tao cam hiing cho cad mét hé sinh thai khéi nghiép xoay quanh. Du an
c6 thé mét ngay nao dé lat dé ngdi théng tri clia cdc cong ty lam thiét bi mang néi tiéng nhu Cisco.

NGi riéng vé du an OpenCellular, viéc lam cia Facebook sé gay tén hai téi nhitng don vi cung cap
giai phap vién théng lén nhu Huawei, Alcatel-Lucent, Ciena, Cisco, Fujitsu, Juniper Networks. Cac
déi téc chia Facebook da bat dau thir nghiém Voyager trong nhiing data center cia ho. Facebook
cling ra mat thém mét trung tam thac day khéi nghiép vé vién théng & Seoul, Han Quéc, thanh
phé néi tiéng vi cadc cdng nghé mang hién dai. Cing véi nha mang SK Telecom, Facebook muén
khuyén khich ngugi ta lam startup vé vién théng. Tham gia vao lién minh Telecom Infrastructure
Project ctia Facebook con c6 nhitng céng ty khac nhu Bell, Telstra, Accenture, Canonical, HP véi s6
thanh vién lén tai 300.

Nguén: Business Insider

VinPro
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DAO TAO MANG CISCO TAI VNPRO

CISCO CISCO
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Chuong trinh vu dai cac khoa hoc:
Lép sdng, chiéu:
*Tang do thun, tdng sdch
* Giam 5% khi dong nhém (trén 2 ngudi)
Lop toi:

*TANG KHOA HOC “BAO MAT MANG DOANH NGHIEP CAN BAN”
( * Uu dai 30% HP danh cho Sinh Vién

* Uu dailén dén 20% HP danh cho Hoc vién cil.

* Uu dai danh cho khdch hang doanh nghiép.
*Tdng Balo, gido trinh khi ddng ky hoc.

Cam két loi ich khi hoc tai VnPro

' « Gido trinh gidng day chudn quéc té va LabPro tiéng Viét.

Thuc hanh >70% thdi luong chuong trinh va truc tiép 100%
trén thiét bi chinh hang, hién dai. (> 100 gi¢' lab)

Bugc thuc hanh mién phi ngoai gid.
Chiing chi VnPro dugic céng nhén trén toan quéc.

Thi dédu quéc té sau khi hoan tdt khéa hoc.

%Pﬂ'@@

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com
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La trung tém duy nhdt trong ca nuéc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro dugc cap nhdt,
ndng cdp thuéng xuyén theo chudn gido trinh quéc té

GENA
REUTING & SUATCHIMS:
LABPRG

CCNA Routing CCDA Huéng din hoe CCNA
& Switching Gla: 250.000VND Routing & Switching
Gia: 150,000 VND Gla: 180.000 VNE
i g A

BN THI ROUTE
THOMG 23 H

CCNP LABEPRO ROUTE  CCNP LABPROSWITCH  CCNP LABPRO TSHOOT On thi Route On thi Switch
Gid: 120.000 VNE Gld: 120.000 VNE Gid: 120.000 VNE Gla: 90.000 VND Gla: 100.000 VNE
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On thi Tshoot CCNPLABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO 1SCW CCSP LABEPRO
Gla: 80.000 VND Gid: 95.000 VNE Gla: 70,000 VNB Gld: 120.000 VND SNAF & SNAA
Gid: 120.000 VNE

gt ¥ R

L

CLSR LABRRD
" SNRS I CCIE ROUTING
F | & SW

CCSP LABPRO CCSP LABPRO CCNA SEC LABPRO CCIE R&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VNE Gld: 150.000 VND Gid: 90.000 VND
Gld: 90.000 VND Gla: 140.000 VNE

Chwaong trinh vu dai sach: Ap dung chinh sach la giam 10% khi dat sach online
* Khi mua sach LabPro online. Link mua sach online:http://www.vnpro.vn/sach-labpro/
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GOC GIANG VIEN & HOC VIEN VNPRO

VNPRO HAN HOAN CHAO MUNG THANH VIEN MOI
CUATU SACH CCLABPRO: “CCNP LABPRO SWITCH”

Thdng 11/2016 VnPro chinh thirc dén chao thanh vién mdi cua tu sdach CCLabPro: “CCNP LabPro
Switch”. Quyén sdch nhu Iéi khang dinh s&r ménh cia VnPro déi vdi céng déng “Mang dén cho xa
héi nhirng céng dén cé nghé nghiép va trinh dé dang cdp quéc té”.

\{Prﬂ "\

Quyén sach dugc viét lai mdi hoan toan béi
chinh nhing déi ngd chuyén gia, gidng vién Py
ctia VnPro. Quyén sach 13 tinh hoa chat loc ti & Pang ky mua sach
nhiing kién thiic cét 16i, nhitng kinh nghiém o '
thuc tién dugc dic két thanh. Pong thai

quyén sach ciing ké thita nhitng kién thic tinh Pé biét thém théng tin chi tiét vui long lién hé:
tdy nhét cia nhing quyén sach trudc dé dé TRUNG TAMTIN HOC VNPRO
tao nén mot quyén sach LabPro Switch hoan Dia chi: 149/1D Ung Van Khiém, P25, Q.Binh Thanh, Tp.H Chi Minh
chinh chinh thiic ra mét cbéng déng quan tri Bién Thoai: 083 5124 257 | Email: vnpro@vnpre.org
mang. Website: www.ynprovn
Fanpage: www.facebook.com/\V'nPro

Véi “CCNP LabPro Switch” con dudng chinh * L& Uyén: tranleuyen@vnpro.org - 0903 834 636
phuc CCNP cia cac ban sé rong m& hon bao * Thanh Tram: thanhtram@vnpro.org - 0949 246 289
gid hét. * My Trang: mytrang @vnpro.org - 0964 464 377

Bé Phdén Marketing - Phong Kinh Doanh
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NETWORKING
HIEN TRANG VA XU HUONG

NOI DUNG

* Tinh hinh nganh Network hién nay

* Cac xu hwong moi trong tuong lai

MIEN PHI THAM DU’ (dz bao gom nude uong)

08h30, ngay 17/12/2016 CAFE UPNGUQT
269 Nguyén Trong Tuyén, P10, Q. Phii Nhugn

Lién hé:
Thanh Trim - 0949 246 829

ot Overt o

L e L
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CHALLENGE LAB

Huéng dan Upgrade SIP Firmware cho Cisco 7965 IP Phone

Voice-Gateway

tVIEmG

STy

e

Yéu cau

1. Cau hinh ca bén trén CME.

2. Upgrade SIP Firmware cho Cisco 7965 IP Phone.
Thuc hién

Yéu cau 1. Cau hinh co bén trén CME.

hostname CME
interface f0/0
description Ket noi toi switch PoE
ip address 192.168.1.1 255.255.255.0
no shutdewn
exit
fine vty 0 4
privilege level 15
no legin
exec-timeout 00
exit
fine console 0
logging synchronous
exec-timeout 00
exit
no ip domain-lookup
no service timestamps log
no service timestamps debug
ip dhep excluded-address 192.168.1.1
ip dhcp pool Voice
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
option 150 ip 192.168.1.1
exit
exit
clock set 12:00:00 12 Nov 2016
configure terminal

Yéu cdu 2. Upgrade SIP Firmware cho Cisco 7965 IP Phone.
Cdc bude upgrade SIP Firmware cho Cisco 7965 IP Phone.
- Bugic 1. Tdi SIP Firmware mdi nhdt cho 7965 Phone.

- Bugic 2. Chuyén .ZIP file thanh .TAR file.

- Buéc 3. Tién hdnh Import 7965 SIP Firmware vdo bé nhé Flash
cua CME.

- Budc 4. Cau hinh théng tin SIP Firmware trén TFTP Server va
CME.

nPro
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- Bubc 5. Tién hanh Upgrade SIP Firmware trén Cisco 7965 IP
Phone.

Bude 1. Tai SIP Eirmware méi nhdt cho 7965 Phone.

-https://software.cisco.com/download/release.htmi?md-
fid=281346596&softwareid=282074288&release=9.4(2)SR2&rel
ind=AVAILABL E&rellifecycle=&reltype=Ilatest

- Firmware cé duéi la .cop.sgn thudng dugc st dung trén CUCM.
- Firmware ¢é dudi la .zip duoc sirdung trén CME.
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Buéc 2. Chuyén ZIP file thanh TAR file.

Chuy8n cmterm-7945_7965-sip.9-4-25R2-2zip thanh dinh dang
cmterm-7945_7965-5ip.9-4-25R2-2.tar béng chuang trinh ArcCon-
vert.

Buéc 3. Tién hanh Import 7965 SIP Firmware vao bd nhé Flash cla
CME.

Gidi nén cmterm-7945_7965-sip.9-4-25R2-2tar vao thu muc
7965_SIP_Firmware trén bd nhdé Flash cia CME.

CME(config)¥ ip ftp username cisco

CME(config)¥ ip ftp password cisco

CME# archive tar /xtract ftp://192.168.1.2/cm-
term-7945_7965-5ip.9-4-25R2-2 tar flash:7965_SIP_Firmware
CMER

CMEs

Loading cmterm-7945_7965-5ip.9-4-2SR2-2.tar
extracting apps45.9-4-2E522 sbn
bytes)HINIRIINAN

extracting cnu45.9-4-2E522.5bn (581773 bytes)!!
extracting cvm45sip.9-4-2E522.5bn (2691631 bytes) I
extracting dsp45.9-4-2E522.sbn (364495 bytes)!!
extracting jar45sip.9-4-2E522.sbn (1893534 bytes)!IiIN
extracting 5IP45.9-4-25R2-25.loads (667 bytes)

extracting term45.default loads (667 bytes)

extracting termé5.default.loads (667 bytes)

[OK - 10179584/4096 bytes]

(4638228

CME#

Buéic 4. C4u hinh thong tin SIP Firmware trén TFTP Server va CME.
Ta khéng thé upgrade truc tidp SIP load tirmét s6 SCCP load <@, doi
khi ta cdn phai upgrade phién ban 5CCP load chidng han nhu
upgrade tir SCCP 5x/7.x thanh SCCP 8.x hodc cac version méi hon
mdi ¢6 thé upgrade thanh SIP firmware trén IP Phone.




I dan .«

Cau hinh TFTP Server trén CME.

CME{coniig)# titp-server flashy/7965_SIP_Frmware/apps45.9-4-2E522.5bn
CME{config)# tftp-server flashy/7965_SIP_Firmware/cnu45.9-4-2E522.sbrt
CME(config)# tftp-server flashy/7965_SIP_Frmware/cvm45sip.9-4-2E522.sbn
CME(config)# tftp-server flashy/7965_SIP_Firmwiare/dsp45.9-4-2E522.sbn
CME(config)# titp-server flash:/7965_SIP_Firmware/jard5sip.9-4-2E522.5bn
CME{config)# titp-server flashy/7965_SIP_Firmware/SIP45.9-4-25R2-25 load
CME{config)# titp-server flashy/7965_SIP_Firmware/term45.default.loads
CME(config)# tftp-server flashy/7965_SIP_Rirmware/terméS.default. loads

Cdu hinh DHCP Option 150 tro vé IP cia TFTP Server.

Ip dhep excluded-address 192.168.1.1
Ip dhep pool Voice
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
option 150ip 192.168.1.1
exit

Khal bao théng tin 7965 Phone SIP Firmware trén CME dé huéng
dan IP Phone tal vé.

no ephone 1

telephony-service
no create cni-files
exit

Khal bao SIP firmware load mudn upgrade.

voice register global
mode cme
source-address 192.168.1.1 port 5060
max-dn 144
max-pool 42
load 7545 51P45.9-4-25R2-25
load 7965 51P45.9-4-25R2-25
tftp-path flash:
create profile
exit

voice register dn 1
number 2001
exit

voice register pool 1
id mac b000.b4d9.a3b1
type 7965
number 1dn 1
dtmi-relay sip-notify
codecg71 Tulaw
no vad
apply-config
exit

voice register global
create profile
exit

Buéc 5. Tién hanh Upgrade SIP Firmware trén Cisco 7965 IP Phone.

P& 7965 Phone tién hanh Load SIP Firmware viia cdu hinh vé, ta c6
thé ti#n hanh Factory Reset 7965 nhu sau.

-Thao tac 1. Unplug cap ngudn power cable trén 7965 Phone rdisau
dé cdm lai plug in.

- Thao tac 2. Trong khi Phone dang khéi déng powering up, trudc
khi dan Speaker button nhip nhdy (flashes on & off) ta nhan gilr

(press & hold) # key.

- Thao tac 3. Tiép tuc nhan gilr hold # cho dén khi méi line button
(phia bén phai LCD screen) sang 1&n lugt tir trén xudng dudi (flashes
on & off) theo thi tu mau cam (orange colour).

- Thao tac 4. Tha phim # key va nhan |dn luot 123456789%04

C6 thé kiém tra Firmware Verslon bang cach nhan nut Setting
button > Model Information.

CME# show voice register pool phone-load
Pool  Device Name Current-Version
1 SEPBODOB4D9A3BT Cisco-CP7965G/94.2
CME#

Previous-Version

VnPro
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Giai phap bao vé trudc cudc tan cong mang

Ngédin chédn mé déc xdm nhdp hé théng la védn dé khéng thé
gidl quyét tron ven. Do vdy, cdn phdl cé cdch tiép cdn nhdm
phdt hién duoc cdc mél de doa tiém tang va ngdin chdn chidng.

Ma déc (malware) hién nay cé khd nding che déu, dn minh va
vugt qua cde bién phdp phong thad truyén théng. D6l an ninh
théng tin luén phdil déi mdt vél nhiéu thdch thirc vinhitng céng
cu bdo mdt ma ho duge trang bl khéng di khd néng kiém sodt
cting nhu phdt hién va loal bé cdc méi de doa trudec khi mé déc
gdy ra thiét hai cho hé théng.
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Théng ké cho thdy cac 8 chuc dang tiing ngay phai déi mat
vdi nhiing dot tdn cong &m thadm va lién tuc. Doanh nghiép bi
tdn céng mang, mat cdp dir ligu luén 3 van dé néng. Hacker
trén toan ciu da va dang tao ra nhimng loai ma dac tinh vi, lay
nhiém vao hé thdng bang nhidu co ché khac nhau. Nhing
cong cu bdo mat hién dai thuéng quan sat dirliéu, tap tin ngay
khi ma déc xam nhap vao hé thdng mang, nhung lai cung cdp
rit han ché& théong tin vé& hoat déng ctia nhing mdi de doa
dang tim cach vugt qua hé théng phong thi. VI vay, cic cudc
tén cong cé cha dich thuéng dé dang vugt qua nhiing cong cu
phong tha truyén théng nhu Firewall, IPS...

Nhu da dé cap, viéc ngan chdn ma doc xam nhap vao hé
thdng la van dé khong thé gidi quyét tron ven. Do vay, cdn phai
¢ nhing cach tiép can nhdm phat hién dugc cac méi de doa
tiém tang va ngdn chin trudc khi ching gay thiat hai.

Trong phén nay ching ta s& xem xét hai gidi phap dién hinh:
AMP cua Cisco va MATD cua Intel.

1. Advanced Malware Protection cha Cisco

Cisco 1a mét trong nhidng nha tién phong trong viéc dua ra
giai phap giup doanh nghiép theo doéi dugc moi hoat déng
dang dién ra trong hé thédng mang, tir dé cé kha nang cha
dang tng phé truéc nhimg dot tdn cong cla hacker.

Advanced Malware Protection (AMP) 12 gidi phap bdo mat
cho phép xir Iy ma déc & cac giai doan phat tan hay dang 4n
minh trong hé théng. Gidi phap mang lai kha nang kiém sodt,
nhanh chéng phat hign, cich ly va triét tiéu cic méi de doa
bing ma déc ngay ca khi ching da vugt qua duoc lép tuéing
Ira phéng tha hay cac hé théng AntiVirus truyén théng hién
nay. AMP la mét cong cu khong thé thidu cho cong tac diéu tra
cac su cd an ninh mang ¢ lién quan t61 ma doc. Giai phap AMP
khéng nhiing mang lai hiéu qué vé mat chi phi ma con gay anh
huéng téi thidu d&n kha nang van hanh clia hé thdng.
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Bdo mat 12 mot chudl qua trinh kiém tra

AMP la gidi phap dugc tich hop thong tin, kha nang phan
tich va phong chdng ma doc hign dai. Ha thdng sé duoc bdo vé
mét cach toan dién va lién tuc: trudc khi, trong khi va sau khi
nhing cudc tdn cong da vugt qua dugc I6p bao mat truyén
théng nhu tuéng Ika, antivirus.

- Truéc khi bl tdn cong. AMP s dung thong tin vé cadc mdi
de doa trén toan ciu dugc thu thap tu Cisco's Collective Securi-
ty Intelligence, Talos Security Intelligence and Research Group,
va AMP Threat Grid d& ngan chan nhing cuéc tdn céing bang
ma doc da dugce bidt dén trudc dé hay da dugc céng bd trén
thé gidgi, ciing cé phong thi clng nhu chéng lai nhing madi de
doa tiém tang.

- Trong khi bl tin céng. AMP st dung nhiing théng tin c6
dugtc tir nhiing cudc tn céng da bidt (signature), két hop véi
cdng nghé AMP Threat Grid véi kha nang tu dong phan tich ma
ddc dé xac dinh va ngédn chan nhing tap tin nghi ngd, nguy
hiém dang cé gidng xam nhap vao hé théng mang.

=+ Sau khi tin tic da thuc hién dugc xam nhép. AMP khéng
chi kiém tra, giam sat tai théi diém bitdn céng ma van tiép tuc
theo dbi va phan tich toan bd hoat déng, dudng di cta dirliéu
du dugce coi trude dé la "sach’, tim kiém ddu higu cda nhing
hanh vi nguy hiém. Khi phat hién mét tap tin c6 chira ma doc
hai, AMP cung cdp cho nha quan tri cic thong tin truc quan vé
hoat déng trong mang, trong ting thiét bi ddu cudi cila ma
doc, AMP cing cho phép tng phé nhanh va gidi quyst su cd
théng qua giao dién web don gian. Nhiing tinh nang nay cho
phép doi an ninh co thé quan Iy va kiém soat sau bén trong hé
thdng, nhanh chéng phét hién tdn céng, xac dinh pham vi lay
lan va c6 1ap ma déc truée khi chung gay ra thigt hai dang ké
hon cho ha théng.

=

e

Phén tich & theo dai lién tuc moi hanh vi trong hé théng

Héu hét cac hé théng chéng ma déc ndm trén mang hoac
trén thiét bj ddu cudi chi kiém soat dif liéu khi chung di vao hé
théng. Nhung ma déc ngay nay rat tinh vi va cé kha nang vuot
qua nhing phét hién ban du nha vao ky thuat 4n minh nhu
ma hoa hay sif dung nhiing giao thuc chua tiing dugc biét tai.
Khéng thé ngan chdn nhing thid ma ban khang thé thiy, dé la
nguyén nhan chinh dan dén nhiéu hé thdng that thl trudc
nhiing cudc tdn céng. Bdi an ninh khéng thdy dugc mdi de doa
va khéng hé hay biét vé su tén tai clia ma déc. Vi vay, ho khéng
thé tién hanh bién phéap cach ly va ngan chin. Théng thudng,
ma déc chi bi phat hién sau mét thai gian dai hodc sau khi
hacker da dat dugc muc tiéu danh cip dir liéu va gay ra thiét
hai cho hé théng.

AMP rnang lai gia tri khac biét trong phuong thic va nhan
thifc vé bao mat, dé |1a phuong phap phéng ngifa, ngan chéan
ngay ca khi hé théng phét hién ma doc khéng phat huy higu
qua 100%. AMP tiép tuc phan tich céc tap tin, di liéu ngay ca
ddi vdi cac tap tin dugc coi la “lanh tinh" . Vai cic tap tin nay,
AMP cung hé théng hé trg thu thip théng tin va phén tich ma
déc trén dam may tiép tuc theo déi, phan tich va ghi lai toan bé
hoat déng cta nhing tap tin, giao tiép gida cac thiét bi diu
cudi va trén mang nham nhanh chéng phat hién nhiing mai de
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doa dang 4n minh. Ngay khi c6 cac két qua phan tich méi vé
ma doc duoc cap nhat tir ddm may AMP sé dua ra cdnh bao
cting nhu cung cdp ddy dd théng tin dua trén hanh vi cia méi
de doa, tu dd ngudi quan tri mang cé thé tu minh trd I&1 nhang
cdu héi quan trong sau:

« Ma doc dén tirdau?

+ Ma ddc xam nhap vao hé théng nao déu tién, bang cach

nao?

+ Ma doc da téc dong vao nhing phan ving nao cla hé

thdng va nhing ha thdng da bi lay nhidm?

+ Ma déc dava dang lam gi?

« Lam thé nao ngan chan va loai bé chang?

Dua trén nhimg thong tin nay, déi ngd an ninh ¢6 thé nhanh
-:hc-ng ndm bét duoc diéu gl dang xay ra va tién hanh nhing
bién phap ky thuat dé cach ly hodc ngan chan ma doc tiép tuc
xam hai d&n hé thdng cling nhu céc thiét bi ddu cubi nhu PC,
server. V&i kha nang lién tuc kiém tra, gidm séat, danh dau lai
toan bé luu lugng mang ra vao hé thdng, ciing nhu théng tin
cac tap tin dugc luu trir va thuc thi tai nhimg thigt bi diu cudi
nao, AMP cé thé ngin chin dugc nhiing dgt tdn céng, cing
nhu 14 céng cu dac luc cho cong tac diéu tra su cd sau cac dot
tdn cong c6 st dung ma doc.

2. McAfee Advanced Threat Defense cua Intel

Viéc ddu tu va trién khai cac giai phap bdo mat mdéi theo nhu
céu da trér thanh ndi A&c mdng dai dng cla hiu hét cac 18 chuc
hién nay. H& théng bdo mat tré nén phuc tap, cac chic nang
trung ldp da gay khé khan trong viéc bao vé, phét hién va xa ly
su'cd an ninh. Bén canh d, chi phf ddu tu mdéi cling nhu bao trl
cho toan bo hé théng bao mat ting lén mot cach dang ké.

Tir nhitng van dé trén, Intel Security dua ra chién lugc xay
dung hé théng bdo mat “Threat Defense LifeCycle” trén nén
tang kién truc Enterprise Security Connected. VGi kién tric nay,
cac san phdm bdo mat duoc két ndi véi nhau dé chia sé thong
tin vé cac mdi nguy hai, déng théi dugc tich hop dé tu déng
héa cac tac vu phét hign, x0 Iy su 8 va bao vé hé thdng CNTT
nhanh va hiéu qua hon.

McAfee Advanced Threat Defense (MATD) dugc thiét k& dé
phat hién ma déc tang hinh, zero-day. N6 st dung mdt céch
hiéu qua cac ngudn théng tin: chir ky dé phat hign virus, dich
vu dénh gid muc dé uy tin, va md phdng théi gian thuc, théng
qua dé nhanh chéng xac dinh va ngdn chin ma déc.

Viéc phét higén ma déc la quan trong, nhung dé chi la mot
phan cla mot gidi phap hiéu qua. Do dé, mé& rong tdm bao vé
tir hé théng mang dén hé thiét bi cudi |4 cdn thiét, dé khéng
chi nhan dang dugc ma doc ma con bao vé chdng lai cac mdi
nguy hai tir né. Mét trong nhing diém cét 161 cGa an ninh tich
hgp hé thdng |4 kha ndng chia sé théng tin gilta cac co s& ha
tdng v&inhau dé cung cap kha nang bao mat manh méa hon.

Giai phap cha McAfee da thay ddi hanh vi“phét hign" truyén
thdng béng cich k&t ndi kha nang phan tich ma doc vai cac hé
thdng phéng tha, tir mang vanh dai dén cac thidt bi ddu cudi,
va chia sé thang tin v& méi de doa da dugc phan tich vai toan
bd méi trudng CNTT.

4%

McAfee tap trung vao ba y&u té quan trong dé gidi quyst
van dé ma doc la: tim mdi de doa (Find), déng bang no (Freeze),
va khic phuc (Fix).

Find: Khi cac gidi phap Endpoint Security, Web Filtering,
MNetwork IPS khéng thé xac dinh chac chdn 100% mot tap tin
dang ngé 13 ma doc, chung chuyén théng tin nay cho MATD, va
MATD sé phan tich tap tin trong mdt moi truéng do hoa, tuong
déng vai hé thdng thuc. MATD khéng chi nhin vao ma thuc thi,
ma con nhin nhing ma khéng hoat déng.

Freeze:Viéc tich hgp chat ché gitta cac gidi phap cla McAfee
cho phép chia sé& két qua phan tich cila MATD véi Endpoint
Security, Web Gateway va Network IPS... Tudé gitp cacthanh
phén nay c6 thé chil dong phat higén va ngan chan tap tin déng
ngérdo MATD da dan nhan ma déc. Network Security Platform
tham chi cé thé cé lap hé théng da bi lay nhiém dé ngan chan
ma doc lay lan.

Fix: C6 thé sir dung Real Time v&i ePO dé khic phuc bét ky
thiét hai gay ra bdi ma ddc. Real Time sé dat “cau héi” cho cac
thiét bi ddu cudi trong mang va sau dé hanh dong theo cau“tra
16" nhan dugc. Dua trén két qua phan tich cia MATD, cé thé
nhanh chéng phat higén hé théng bi nhiém. Sau dé, Real Time
tu dong loai bd cac tap tin lién quan va cédc hanh dong da dugc
khdi tao bdi ma doc.

S010MALWARE!
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Cac thanh phan ciia MATD

MATD dé dang tich hop vai cac gidi phap bdo mat khac cha
McAfee nhu McAfee Network Security Platform, Web Gateway,
Endpoint Protection. MATD két hop nhiéu kha nang phat hién
phdn mém dac hai & nhiéu Iép khac nhau:

» McAfee Antivirus cung cdp chir ky dé nhanh chéng phét
hién cic phdn mém déc hai da dugc bist.

- McAfee Global Threat Intelligence theo dbi nhiing hanh vi
bét binh thuémg va xac dinh danh tiéng cac trang web doc
dé san pham bao mat McAfee cé thé chan truy cap.

- Real-Time Emulation Engine: md phéng viéc thuc thi cia
mot file va ghi lai két qua hanh vi, két qua phan tich tuong
tng vdi thai gian thuc.

- Dynamic analysis: la cdng nghé chay ma ddc trong mét
méi truémg an toan (méi trudng ao, ducgc goi la sandbox)
dé quan sat hanh vi ctia ma doc.

- Full Static Analysis: la cong nghe lien quan dén viéc gidi ma
thuc t& va phan tich ma doc dé xac dinh né sé thl,lt thinhu
thé nao.

Céch tiép can theo nhiéu lép dugc thiét ké dé dam bao bat
ctt khi ndo ma déc dugc loc ra béi nhiéu I6p ma khong mat
thém théi gian va ngudn luc dé phan tich. Cach tiép can nay
nhdm dé phan tich nhanh hon va bao vé t6t hon.

Thay vi trién khai rigng 1& cic giai phap, MATD quan tri tap
trung ciing vdi su tich hop lién mach véi cac san phdm khac
cla McAfee, dugc thidt k& mat cach thdng nhat dé don gidn
hdéa viéc quan tri va gidm chi phi van hanh trong khi téi da héa
kha nang bao vé.

Theo PC World VN
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CUNG HOCTIENG ANH

10 TU TIENG ANH DE GAY NHAM LAN

Cang vdi phat am va ngir phdp, mét trong nhiing thdch thir lén

nhdt che nhitng ngudi hoctiéng Anh la tirvung. Ban cé thé khéng @b
phdi dénh vét véi nhitng tirmdi khi néi, nhung khi viét ching ra, i
kha ndng doc ctia ban sé dugc ddanh gid. %r

Diila mét ngén ngir hay va tuyét vai (xem chin Iy do tai sao tiéng O‘Q*
Anh tré nén phé bién), day ciing khéng phdi la ngén ngir dé doc C - . :

nhdt. Cdc phdtdm va é hdp nhitng cdch két hop edc chiredila ling =
khéng phdi liic néo ciing la déu hiéu cho cach viét — do dé ban -
cling dimg thac mdc tai sao nhiing ngudi hoc (va cd ngudi néi '

tiéng Anh ban xu!) @éi khi phdéi vat va mdiviét dugce diing.

Chiing téi tdp hop muéi tir tiéng Anh khé nhdt va ciing dua ra nhilg goi y glip ban khéng viét sai ching. Chic may mdn!

1. Necessary
Pau dédu that! Ti nay cé hai chc”, hai chir”s" hay lai mét trong hai truémg hop d67 XUy cau hdi héc bua nay bang cach tudng tugng
réng ban dang mac mot chiéc do phéng cé mot sleeve (tay do). Mac nhu thé c6 dé khong? Tat nhién 1 khéng réi — vi mot céi do cdn
phai cé mot collar (¢ 4o, chi ¢!) va hai sleeve (tay do, chirs!)

2. Stationary VA Statlonery
Hai tr nay hoan toan khéc nghia nhau:"Stationary” ¢6 nghia 1a khong dich chuyén, trong khi "stationery” dung dé chi cac vat dung
van phdng nhu but chi, tdy, gidy, va phong bl. Nhung lam thé nao dé nhé dugc tir nao chi cdi ndo. LAy ERY, phdn cudi cha tirstatio-
nery’, theo manh mdi: Gi&r hay nhd réng chir‘e” 14 cla ti erasers va enlopers — hai thanh phén rat théng dung trong cac stationery
(vat dung van phong)!

3.Separate
Khi doc tir nay, cé vé cling giéng nhu ti “seperate” Tuy nhién, vidt theo cach nay la sai, sai, va sail Gid dé khong méc 1ai 161 nay nla,
hay nghi v& mét con chudt céng béo va déy 16ng. BPay la mdt hinh dnh ban khéng thé quén dugc trong mét théi gian! Hay nha:
there’s a rat in"separate”.

4. Affect VA Effect
Hai tir déng am nay phat am gidng nhau nhung cé cach viét va/hodc nghia khac nhau - gay rdt nhiéu tranh ci trong cac bai viét
khdp toan cdu! Lam thé& nao dé nhé dugc can phai dung tir nao? Hay ldy chir cai ddu cla ting tir lam ggi ¥ cho ban. “Affect” bit dau
bang chir"a” va chi mat action, trong khi dé "effect” bit ddu bing chir’e” va chi tac déng khi end (két thiic)

5.Embarrassed
Ban xdu hé khi khéng viét dugc tir nay? Ban khéng phai la ngudi duy nhat dau! Bay 1a moét trudng hop hai chir cai gay nhdm ldn khac.
Trong truéng hop nay, ching ta cdn nhé hai chir'r” va’s” D& tap nhd, hay tuéng tugng mét cau bé xdu hé vl giong ca khing khiép
cha chi minh va nghivé cau:"He goes really red when his sister sings!” (Cau bé dé biing mat khi nghe chi gai hat.)

6. ComplimentVA Complement
Compliment 4 l&ri khen mét ngudi néi vé mot ngudi khac, trong khi dé complement 12 mét diéu gl d6 bd sung hodc hoan thién cho
mat thir khac (vi du, ba 1A mdt mén &n bé sung cho rugu). D& nhé tir nao dung cho cai nao, hay nhin vao chir cai & gita: Nguoc véi
compliment la insult (nhuc ma). Trong khi d6, complement lai ¢6 tdc dung enhance cho mét thir khac.

7. Accommodation
0, lai mdt tir dé nhdm I4n béi hai chix cii niral D& nhé phai dung hai cip chir cai trong tir nay, hiy tu hinh dung ra ban dang nhan
mdt phéng khach san cao cdp cé hai giuging ngu lén. Cudi ciing, accommodation tét nhat sé ¢6 hai cap giuéng.

8.Rhythm
Vang, rhythm (giai diéu). Tl phat &m khé nay khéng cé nguyan dm va cé nhiéu am “h” han binh thugng. Ban khong phai la nguéi
duy nhét cho ring tirnay khé nhin va khé nhé. Gid ban hay tuéng tuong mét san nhay toan cac vi cong dang nhay h&t minh va doc
rit déng dac cau néi dé nhé:"Rhythm helps your two hips move!” (Giai diéu khi€n cho héng ban khéng gilr yén duoc).

9. Dessert vA Desert
“Dessert” rit giting vdi“desert” ddi véi hau hét nhimng ngudi hoc ti€ng Anh — v véi cd mét vai ngudi néi tiéng Anh ban xt Tir nao cé
hai chir"s"? Hay chup anh ban dang say mé mdt chiéc banh s ¢é la 16ng 13y, nhiing 14t chudi, hay loai keo nao ban thich. Ban mudn
c6 thém nira khéng. Chiing toi cling tudng thél Hay sdn sang dé thém mét chir"s" nita: Khi ndi dén dessert (mén trang miéng), chiing
téi luén mudn mot chat nida.

10. Dllemma

Vi tdt ca nhing ngudi phat am tir dilemmas, chi cdn hoc mét [dn! Théng thudng, moi ngudi sé bd qua chi“m” thir hai khi phat am
tir khé nay. Ghi nhé didu nay va ding bé qua diéu dé bang cach nhé cau"Emma cé dilemma”
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Nhiing cau chuyén
Péclait Nguai biét
vé GIANG SINH

Cang gdn dén Gidng sinh, moi ngudi cang
hdo hirc, chd doi nhung rét it ngudi biét vé
nhiing cdu chuyén déc la vé Gidng sinh nay.

Mé& ddu nhiing cau chuyén dac la it nguﬁﬂ biét vé Gidng
sinh la su xudt hién ctia éng gia Noel. Truyén thuyét Bdc Au
néi ﬁé’ng i vi thdn Odin hung dir nhung khéng nhiéu ngudi
biét rdng thdn Odin chinh Ia hinh tugng thdn thoai tao cdm
hiing xudt hién cla éng gia Noel. Theo thdn thoai dan gian
Pagan, thdn Odin luén chi huy chuyén di sdn vao mdi dip 1&
Yule, dip 1& ca cdc bé lac Pagan tueng ting vdi Gidng Sinh. BE
ddp lai tdm léng cla nhiing dira tré ngoan, thdn Odin sé dé lai
nhiing mén qua, dé choi, bdnh keo ma nhimg dira tré mong
muén vao nhiing chiéc dng da.

Hdu hét cdc con tudn léc cﬂa dng gia Noel cé tén rdt nam
tinh nhu Blitzen, Comet, Cup.ld Tuy nhién, su thuc thi tudn
Iéc duc sé rung gac vao dip Gidng sinh, vi w;iynh&ng con tudn
1¢ kéo xe truot tuyét cia éng gia Noel la cé kha néing khéng
phdi la tudn léc duc, nd cd thé la tudn I6c cdi hodc tudn ibc
duc bj thién.

Thém mét cdu chuyén tha vi
" nitavénhing con tudn léc. Cdc
nha khoa hoc Na Uy da dua ra
 gid thuyét réng hinh dnh
nhimg con tudn I6c mai dé la
cd that va cé Ié chiéc mai dé
nhu ca chua la két qud cda viéc
chiing bi nhiém ky sinh trong
hé théng hé hdp, tuong tu nhu
con ngudi khi mdic cdm cam.

“lingle Bells" la bai hdt Gidng sinh tdt
cd chiing ta déu cd it nhdt mét Idn nghe
thdy trong ddi. Tdn sudt xudt hién coa
néday ddic trén séng phdt thanh, truyén
. hinh, cdc trung tdm mua sdm, thiép
nhac... Tuy nhién, cé thé ban khéng hé
biét rdng "lingle Bells" ban ddu cé moét
cdi tén khdc la "One Horse Open Sleigh”
d¢ va 6 lién quan dén & Phuc sinh. Theo

" thdi gian, tiéu dé va I bai hdt dugc
thay déi va trd thanh bai hdt déc quyén

Cd thé ban khéng biét, ba mau sdc truyén thdng ctia Gidng sinh la
mau xanh Id cdy, dé, va vang. Mau xanh Id cay tirlau da ia bidu tuong
clia cudc séng va su tdi sinh. Mdu dé tugng trung che mdu cda Chiia
Kité, va vang tuong trung cho dnh sdng tam linh cdng nhu su' giau
6, hung vueng, sung tic.

Bai hdt dédu tién duoc ghi dm trong khéng gian ia bai "Jewel in the
Night', cé néi dung vé Gidng sinh, duge mdét phi hanh gia o tén la
Chris Hadfield sdng tdc va gui téi gia dinh, ban bé trén Trdi dat. N6
duoc tdi Ién Youtube vao dém Gidng sinh 2012 va nhidu nguéi néi
diia réng néu ngudi ngodi hanh tinh ghé tham Trdi ddt mimg Gidng
sinh, ddy sé la bai hdt ddu tién ho duoc nghe.

S v

Cdy théng ddu tién trén thé gidi dugc trang tri Ia béi Martin
Luther, nguéi sdng Idp ra dao Tin lanh. Theonhtmg cdu chuyénké lai,
khi Luther di dao trong rimg thi bt chgt 6ng ngudc nhin bdu tréd, VEi
gdec nhin tif dudi 1én, nhiing vi sao nhu dugc gdn lén dinh cdy théng,
téa ra thirdnh sdng ky diéu. Ngay Idp tic, 6ng quyét dinh mang mét
cdy théng nhd vé nha va ddt nhirng ngon nén Ién canh cdy dé trang
tri. Tir 6, y tuéing vé viéc trang tri cdy théng Gidng Sinh dd ra déi va
ngay mét bién hda, cdi tién véi nhiing chudi dén nhdp nhdy, quad

chdu sdng béng dep 16ng Idy.
/ ®
VnPro
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