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Duoc phdt hanh béi Céng Ty TNHH Tu Vén va Dich Vu Chuyén Viét :
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7 van dé bao mat can

10 v 0o BANNEN
LUA CHON KHOA HOC
Nam 2016 dg?)( sdng{ b‘c?fﬂnfr-frng‘ vu rc”iii': céng n
k- outetadd ll CCNAX TRUCTUYEN

blogger déi mdt véi rii ro khé luéng, ma déc
ransomware bung phar tong tién khap noi,

nhu’ng cdo buéc vé viéc cd nhén st dung email TAI VN PRO
riéng trong cong viéc gdy mat anh ninh quoc gia,
va tdn céng mang lam sai léch két qua bdu c
téng théng My mdi day. Khong c6 biéu hién gi cho
thdy biic tranh bdo mat 2017 sé sdng lén.

lutu tam trong nam 2017

[Trang 07]
’ | &8

Chuong trinh uu dai cdc khéa hoc: ™

. ) i, o Lép sdng, chiéu:
Tham chi, theo nhiéu chuyén gia bdo mat, tinh *Tding Ao Thun
hinh ndm nay con téi té hon véi nhiéu dién bién an *Tding Gido Trinh.

ninh mang phuc tap, tt nhing méanh & phi ky
thuat (social engineering) dudc hacker khai thac
triét d€ cho t&i nhing cach thic tiém nhiém
malware mai tinh vi hon, khai thac 16 hong truy cap
cd s& di liéu dé bi ton thuong, lgi dung céng nghé
di déng xadm nhap vao hé théng clia cac t6 chic,
doanh nghiép va ngudi dung muc tiéu.

Lép t6i: J
a. Uu dai 30% HP danh cho Sinh Vién y
b. Uu dai Ién dén 20% HP danh cho Hoc vién cd.
c. Uu dai danh cho khdch hang doanh nghiép.
d. Tdng Balo, gido trinh.

[Trang 11]

Hau hét cac phan mém
bao mat Ién déu bi

o CIA vuot qua

Wl nrocsuxenkiac N

01. Tin tic cdng nghé 09. Challenge LAB
06. Ta sach LabPro 12. Baiviét chuyén dé
08. Géc gidng vién & Hoc vién VnPro 132. Cung hoc tiéng Anh
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TINTUC CONG NGHE

Buffalo tung router khong day
ho tro truyén phat 4K

Chuyén gia thiét bi sé Buffalo vira qua da giéi thiéu bé dinh tuyén khéng déy méi
c6 tén ma "WXR - 1900DHP 3', ho tro truyén phdt néi dung cé dé phén giai 4K, du
kién khéi bdn cuéi thdng 3/2017 tai Nhdt Ban véi gid 18.700 JPY (tuong duong 162
USD).
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Router tuong thich cau hinh Wi-Fi IEEE 802.11a/b /g /n/ ac, cung 3 dng-ten
theo tiéu chuan 11ac, thiét bi hia hen cung cap dudng truyén téc do cao cuc ky
én dinh vdi cac thiét bi di dong hoadc khéng day. Bén canh dé, tinh nang "tu
ddng chéng nhiéu séng" giup thiét bi han ché su can thiép cha tin hiéu tirnhiing
dé dién ti khac, chang han nhu 16 vi séng.

Cung véi "QoS cai tién", router hoan toan c6 kha nang truyén phat tin hiéu
video 4K. Hién & Nhat, chi cé dich vu VOD Hikari TV cung cap dé phan giai thoi
thuong nay. Nhung, véi mét dudng truyén manh, ngudi dung van sé co thé tan
hudng cac diém anh Ultra HD trén Netflix hay YouTube trong tuong lai gan.
Ngoai ra, véi céng USB, router c6 thé dugc ndi véi mét USB DAC dé chuyén am
thanh chat lugng cao lén cac NAS ciing nhu choi nhac hi-res 192 kHz / 24 bit.
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P dan Cis O
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Trai tim cua router la mét vi xt ly 16i kép ¢6 clock-rate 1GHz, van hanh cung 2
chip giao tiép & bang tan 5GHz va 2.4GHz. Thiét bi c6 kha nang diéu bién théng
tin (module) chuan 256 QAM va truyén tai tin hiéu & téc do lén téi 1.300 Mbps
trén band 5GHz hoac lén t&i 600Mbps trén band 2.4GHz. Thém nira, router cung
cap tinh nang "chuyén bang tan", giip ngudi dung linh hoat chuyén déi qua lai
hai bang tan mai khi tac nghén.

Vé kha nang két néi, may c6 4 cong Ethernet (4x 1.000 Mbps) va 1 c6ng Internet
(1x 1.000 Mbps). Pién nang tiéu thu trung binh khoang 23,9 W. Théng sé kich c&
va can nang lan luot la 41 x 185 x 185mm va 560g.

Theo buffalo
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TIN TUC CONG NGHE

Hau hét cac phan mém bao mat lon
déu bi CIA vuot qua

WikiLeaks gan ddy da tung ra hang loat tai liéu cta CIA, trong
do c6 dé cap dén viéc mét loat cdc phdn mém diét Virus va cdc
sdn phdm bdo mat cé6 thé bi CIA khai thdc hodc dé dang vuot
qua.

VinPro =
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Cdc sdn phdm nay bao gém:

« Comodo

+ Avast

+ F-Secure

« Zemana Antilogger

« Zone Alarm

« Trend Micro

« Symantec

+ Rising

+ Panda Security

« Norton

+ Malwarebytes Anti-Malware

« EMET (Enhanced Mitigation Experience Toolkit)

+ Microsoft Security Essentials

« McAfee

+ Kaspersky

« GDATA

« ESET

« ClamAvV

« Bitdefender

+ Avira

« AVG

Chung ta c6 thé nhan ra dugc rat nhiéu trong s6 dé. Danh sach nay ciing bao gém luén ca
phan mém diét virus “Security Essentials” clia Microsoft duoc tich hop san vao Windows

Defenders trong ca Windows 8 va Windows 10, ciing nhu EMET, c6ng cu bao mat chdong khai
thac théng tin (cht yéu danh cho khach hang doanh nghiép).

Nhém bdo mat ctia Project Zero thudc Google ciing tim ra rang phan mém diét virus doi khi
lai 14 nhitng phan mém dé tén hai nhat trén hé théng clia ban. Khéng chi bdi vi mét sé cac
céng ty thiéu can than trong khi code ma phan I6n la bdi ho dung nhiing ky thuat tuong tu
nhau dé “khién ngudi dung an toan hon” khién kha nang tén thuong hé théng clia ngudi
dung tré nén Ién hon.

Diéu quan trong nhéat dé gilt ban than an toan d6 chinh la can phai can than vé phan mém
cai dat trén hé théng, st dung tai khoan mac dinh |a tai khoan han ché quyén truy cap, nang
cap hé diéu hanh thudng xuyén. Nhitng diéu nay sé giup ching ta bét di cac van dé vé bi tan
cong hoac malware.

Theo tomshardware
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DAO TAO MANG CISCO TAI VNPRO

CIsco
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Chuong trinh uu dai cdac khoa hoc: ™
Lép sdng, chiéu:
*Tang Ao Thun.
*Tang Gido Trinh.
Lép téi:
a. Uu dai 30% HP danh cho Sinh Vién
b. Uu dai Ién dén 20% HP danh cho Hoc vién ca.

¢. Uu dai danh cho khdch hang doanh nghiép.
d. Tang Balo, gido trinh.

Gido trinh gidng day chuan quéc té va LabPro tiéng Viét.

' Cam két loi ich khi hoc tai VnPro

Thuc hanh >70% thdi lugng chuong trinh va truc tiép 100%
trén thiét bi chinh héng, hién dai. (>100 gid lab)

Dugc thuc hanh mién phi ngodi gio.

Chdng chi VnPro dugc céng nhdn trén toan quéc.
Thi dédu quéc té sau khi hoan tat khéa hoc.

InPro
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oo AP dan Cis CC

La trung tam duy nhdt trong cd nudc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdp nhat,
ndng cdp thudng xuyén theo chudn gido trinh quéc té

e CTEETTIED

CCNA HUGNG DAN
ROUTING & SWITCHING HOC VA THI ECBA

LABPRO

CCNA Routing CCDA Huéng dan hoc CCNA
& Switching Gia: 250.000 VND Routing & Switching
Gia: 150.000 VND Gia: 180.000 VND

CCNP LABPRO ROUTE  CCNPLABPROSWITCH  CCNP LABPRO TSHOOT On thi Route On thi Switch
Gia: 120.000 VND Gia: 120.000 VNP Gia: 120.000 VNP Gia: 90.000 VND Gia: 100.000 VNP

T —Ee— T

e
C' Vi CCNP LABPRO

T ———

On thi Tshoot CCNP LABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gia: 80.000 VNP Gia: 95.000 VNP Gia: 70.000 VNP Gia: 120.000 VNP SNAF & SNAA
Gia: 120.000 VNP

PRI

CCIE ROUTING
& SWI

CCSP LABPRO CCSP LABPRO CCNA SEC LABPRO CCIE R&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VNP Gia: 150.000 VNP Gia: 90.000 VNB
Gia: 90.000 VNP Gia: 140.000 VNP

Chuong trinh vu dai sach: Ap dung chinh sach la giam 10% khi dat sach online
* Khi mua sach LabPro online. Link mua sach online:http://www.vnpro.vn/sach-labpro/ N
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GOC GIANG VIEN & HOC VIEN VNPRO

10 LY DO BAN NEN LUA CHON
KHOA HOC CCNAX TRUC TUYEN TAI VNPRO

Ban & xa nhung ban muén hoc CCNAX tai VnPro?

® Ban muén nang cao kién thiic chuyén mén nhung
khong co thai gian?

® Ban muén hoc Online nhung van dam bao day du
kién thic va thuc hanh nhu thuc t€?

e Sau day la 10 ly do ban nén lua chon khoa hoc
CCNAX Online tai VnPro!

1.VnPro la Trung Tam uy tin véi hon 14 nam kinh
nghiém vé dao tao quan tri mang Cisco.

e V&i hon 14 nam kinh nghiém trong linh vuc quan
tri mang Cisco, VnPro ludn di dau trong viéc Ung
dung céng nghé vao céng tac giang day nham
mang lai chét lugng dao tao tot nhat danh cho hoc
vién.

2. Déi ngii giang vién giau kinh nghiém thuc té,

dugc dao tao nghiép vu su pham chuyén nghiép.

e V&i d6i ngl gidng vién la nhiing chuyén gia cao
cép dau nganh, da va dang lam viéc cho céc tap
doan, céng ty céng nghé hang dau tai Viét Nam.
V&i nhiing kinh nghiém thuc t€ két hop vai ky
nang su pham dugc dao tao bai béan, déi ngl
giang vién ctia VnPro luén san sang truyén lai ngon
[ila dam mé cho hoc vién.

3. Chuong trinh dao tao bai ban, duoc thiét ké
riéng cho khéa hoc truc tuyén pht hop véi nhiéu
déi tuong khac nhau.

e Bang kinh nghiém thuc té clia déi ngt gidng vién
két hop vdi gido trinh chuén cta Cisco, VnPro cho
ra ddi chuang trinh CCNAX Online phu hop véi
tinh hinh hinh thuc té ctia Viét Nam. DU sinh vién,
hay ngudi di lam déu co thé tiép thu mét cach tét
va nhanh nhat.

4. Hoc truc tuyén, thuc hanh truc tuyén, kién thic

thuc té.

o TU cac bai gidng truc tuyén, dén viéc sir dung céng
cu LabOnline PRO dé thuc hanh hoc vién sé dé
dang ndm bét kién thdc dugc truyén tai ti gidng
vién moét cach tét nhat.

inPro
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5.Phan mém dao tao Online chuyén nghiép va cé
ban quyén.

® Phan mém dao tao Online tai VnPro dudc gidi
cébng nghé danh gid la phan mém tét nhét cho
cong viéc dao tao gidng day online hién nay.

6. Tuong tac truc ti€p vdi gidng vién nhu trén I&p hoc

thuc té.

® V&i phan mém dao tao Online tai VnPro hoc vién c6 thé
tuong tac vdi gidng vién nhu trén Idp hoc that. Hoc vién
c6 thé dé dang gio tay dé trao déi riéng vdi gidng vién
hojc trao d8i chung vdi ca I16p khi can thiét.

7.Trao d&ivalam viéc nhém véi cac thanh vién ctia l6p

dé dang.

® Hoc vién cé thé trac ddi riéng theo tiing nhom véi su
huéng dén ctia gidng vién. Viéc trao déi nhém nay sé
gitp cho hoc vién dé dang lam cac bai tap I6n tir gidng
vién dua xuéng nham tiép thu tét nhat kién thuc tir bai
hoc mang lai.

8. Hoc truc ti€p trén SmartPhone.

® \/Gi Uing dung trén AppStore va ca Android, hoc vién cé
thé hoc online ngay trén chiéc SmartPhone ctia minh
ma khéng cén phai lic nao cling mang theo laptop.

9. Linh hoat vé thai gian va dia diém hoc

e Vico thé hoc bang SmartPhone va xem lai todn bé budi
hoc qua cac video clia VnPro nén gilp cho viéc hoc tap
clia hoc vién trd nén linh hoat hon na. Khéng con bi
gidi han bai khéng gian va thdi gian du la quan café, &
nha, cong ty, hay tham chi ban dang & trén xe 6 t&. Chi
cin c6 mang internet va 1 chiéc Smartphone 13 cé thé
hoc CCNAX.

10. Dugc VnPro cap chiing chi hoan thanh khéa hoc.

e Hoc vién sé dudc cip chiing chi hoan thanh khoa hoc
sau khi vuot qua duoc tét cd cac bai Test. Chiing chi do
VnPro cép luén dugc cac nha tuyén dung danh gia rat
cao.

Bé phén Marketing — Phéng Kinh Doanh




VNPRO TRIEN KHAI PAO TAO NANG CAO
NGHIEP VU SU PHAM CHO DOI NGU GIANG VIEN

Bén canh sttménh dao tao va cung cap déi ngiinhan luc IT chuyén nghiép cho cac doanh nghiép,
VnPro con chu trong vao viéc xay dung doi ngii giang vién cé nang luc cung chung tay thuc hién
cong tdc ké thira. Vira qua ngay 18/03/2017, VnPro da khai giang I6p dao tao nghiép vu supham
cho déi ngii gidng vién.

Budi dao tao nay nhdm muc dich nang cao chat lugng giang vién viia cé kién thitc chuyén sau vé chuyén
mén, vira ¢ ky nang su pham tét. Tiéu chi chia I8p gidng vién nang cao chat lugng dich vy, ciing nhu la tim
ki€ém nhitng ngudi c6 dam mé vé quan tri mang vSi mong muén chia sé vdi cdng déng. Péng thdi tim kiém
nguén luc nhan su nhdm md réng va phat trién VnPro trong tuong lai. L&p gidng vién cé su gép mat clia cac
chuyén vién, chuyén gia trong linh vuc quan tri mang da va dang lam viéc tai cac cong ty tap doan I6n & Tp.
Ho Chi Minh.

%Prn i

Lép dao tao nghiép vu su'pham tai VnPro vira qua

Déi ngli gidng vién mai ngoai viéc tham gia cac I8p hudng dan nham nang cao ky nang trinh bay va su
pham, con phaéi thudng xuyén tham gia tai cac I8p vdi vai trd tro gidang nham tich IGy kinh nghiém that ky
trudc khi chinh thiic giang day tai VnPro.

Bé phén Marketing - Phéng Kinh Doanh

nPro
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CHALLENGE LAB

Cau hinh Auto Registration
va Auto Assign

-

£0/0
192.168.1.1/24

Yéu cau:

1. Cau hinh co ban trén cac thiét bi.

2. C4u hinh tinh nang Auto Registration trén CME c&p s6 DN mét cach tu déng cho cac SoftPhone hoac
HardPhone.

Thuc hién:

Yéu cau 1. Cau hinh co ban trén cac thiét bi.

C4u hinh co ban trén CME.

hostname R1 ip dhcp excluded-address 192.168.1.254
interface f0/0 ip dhcp excluded-address 192.168.1.1
no shutdown network 192.168.1.0 255.255.255.0
exit default-route 192.168.1.1
line viy'0 4 option 150 ip 192.168.1.1
privilege level 15 diis SEETRBEE
no login _ T
it exit
line console 0
logging synchronous Cau hinh co ban trén Switch.
exit

hostname Sw1

interface vlan 1
ip address 192.168.1.254 255.255.255.0
no shutdown

® exit

no ip domain-lookup

/
YinPro
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[ ip default-gateway 192.168.1.1 - Sau khi cac CiscoPhone da register ti CME, ta

line vty 04 tién hanh khéo sat file cdu hinh running-config
privilege level 15 sé thay 2 cau hinh ephone sau tu déng dugc tao
no login ra.
exit .
line console 0 ephone 1
logging synchronous device-security-mode none
exit mac-address 782B.CBDC.9205
no ip domain-lookup type CIPC
button 1:1

interface range f1/0/1-48 |
switchport mode access

switchport access vlan 1 epht':)ne 2 _

spanning-tree portfast device-security-mode none

N 24 mac-address 0000.AAAA.1001

: type CIPC
button 1:2
Yéu cau 2. Cau hinh tinh nang Auto Registration
;ﬁgpihgﬁeca};;:kitld?}?z::m Bfddng cha e Kiém tra cac phone dang tién hanh dang ky vsi
' ' CME.

Auto-Registration dugc kich hoat mac dinh trén o
CME. R1# show ephone attempted-registrations
- Cd&c  Phone thuc hién tién trinh

autoregistration method thudng két néi téi

CME dé 13y XMLDefault.cnf.xml file vé.

telephony-service
ip source-address 192.168.1.1 port 2000
auto-reg-ephone
max-ephone 42
max-dn 144
auto assign 1to 2
restart all
exit

ephone-dn 1
number 1001
label BQK(1001)
name BQK1001
exit

ephone-dn 2
number 1002
label BQK(1002)
name BQK1002
exit
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BAI VIET CHUYEN PE

7 van dé bao mat can luu tam trong nam 2017

Ném 2016 day séng bdi nhitng vu tdn cong DDoS Ién chua ting 6
tir “déi quan ma” loT, 16 héng bdao mat trén WordPress de doa hang
triéu blogger déi mat véi rii ro khé luéng, ma déc ransomware biing
phadt téng tién khap noi, nhiing cdo budc vé viéc cd nhéan sirdung email
riéng trong céng viéc gdy mdt anh ninh quéc gia, va tan céng mang
lam sai léch két qua bdu cirténg théng My méi day. Khéng 6 biéu hién
gi cho thdy birc tranh bao mat 2017 sé sdng Ién.

Thém chi, theo nhiéu chuyén gia bdo mat, tinh hinh ndm nay con t4i té
hon vdi nhiéu dién bién an ninh mang phic tap, tif nhiig manh 1&i phi ky
thujt (social engineering) dudc hacker khai théc triét dé cho tdi nhiing
cach thic tiém nhim malware mdi tinh vi hon, khai thac 16 héng truy cap
cd s& dit liéu dé bi ton thudng, lgi dung céng nghé di ddng xdm nhap vao
hé théng clia cic t& chuc, doanh nghiép va ngudi diing muc tiéu.

Dudi day |4 7 diém nhan trong biic tranh bio mat 2017 theo nhén dinh
ctia cac chuyén gia.

Tang cudng qudn ly mat khdu

Mét khau tir 13u da dugc xem 13 khéng thé thiéu dé xac thuc quyén
truy cap hé théng théng tin nhay cdm, du vy trén thuc t& nhan thic vé
diéu nay nhiéu khi con qua lola.

Théi quen st dung méat khiu don gian, dé doan hojc duy tri qué lau,
tham chi dé nguyén mét khiu méc dinh truy cap thiét bi vin kha phé
bién. Theo khdo sat hién trang an ninh cic camera IP tai Viét Nam trong
quy lIl/2016 clia céng ty an ninh mang Bkav, c6 tdi 76% thiét bj van dang
dung tai khodn va mét khdu méc dinh cla nha san xudt, tao diéu kién cho
ké xAu dé dang truy cap, chiém quyén diéu khién thiét bi.

Tap chi cédng nghé Computerworld dan 18i CEO Matt Dircks clia céng
ty bdo mat Borngar & Scott Millis, cho rang cdc doanh nghiép da nhan
thic dugc ho dé bj tén thudng ra sao nén ngay cang quan tdm han dén
cac dich vu quan ly méat khiu. Day s& 1a xu hudng clia ndm nay.

Cudc tAn cdng DDoS dién ra cudi thang 10/2016 nham vao nha cung
cap dich vu tén mién Dyn gay anh hudng hang loat dich vy Internet tai
My 13 18i canh bdo vé& nguy cd mét an toan théng tin (ATTT) tir nhiing thiét
bi loT (Internet of Things) chi dudc bdo v& bang mét khiu mac dinh. Cudc
tén céng dugc cho 1a do ma ddc Mirai lay nhiém rat nhiéu thiét b loT va
tao ra mang botnet réng I&n. Trudc dé, vao thang 9, cudc tn céng tudng
ty vao cdng ty cung cp dich vy hosting OVH clia Phap dat miic béng
théng ky luc 1én tdi 1 Terabit/gidy.

Khéng chi camera IP ma router gia dinh va thiét bi két ndi Internet khac
@& nguyén mat khdu méc dinh khéng phai 1a chuyén hiém. Nhiéu chuyén
gia bdo méat cdnh bao, théi quen diing mét khiu y&u cling dit cac co s&
ha tdng trong yéu dugc van hanh bdi cdc hé théng CNTT (nhu 1CS/Scada)
thanh muc tiéu d& bi hacker ha guc tir xa.

St dung bd quan ly mét khu dang tin cay 13 cach t6t nhit dé tao ra
mat khdu manh ngdu nhién, luu trd an toan, tién diing va dinh ky d&i mat
khau sé& khién hacker nan long trong viéc do tim, bé khda.

Gidm sdt chdt ddc quyén

Chuyén gia bdo méat Matt Dircks cho biét, hacker luén muén danh
quyén truy cap cap cao thdng qua muyc tiéu chiém doat tai khoan ngudi
dung dédc quyén nhu quan trj vién, chuyén vién [T cao cap, CEO va nha
cung cap. Vi thé, viéc cac t6 chifc chi chi trong trién khai cac gidi phap
cdng nghé bdo mét cho hé thdng, Ung dung va d liéu quan trong clia ho
la chua da.

Tai buéi héi thdo Ngay ATTT Viét Nam 2016 dién ra hém 17/11 tai
TPHCM, céc chuyén gia cdnh bao cong tac phong thi chi dua vao cong
nghé chua du dé déi phd véi cdc méi de doa ngay nay, khi ma hacker
théng minh han, tdn cdng cé chi dich va deo bam dai didng hon vdi
nhiing ma déc tinh vi, phuong thifc tn cdng lién tuc dudc cdi tién.

“Nhiéu cudc tin cdng mang nham vao yéu t& con ngudi vi dé thanh
cong han, lai ¢é chi phi thap, thadm chi cd thé thué dich vu tan céng gia
thap", Stefanus Natahusada, chuyén gia tu van bao mét clia Kaspersky cho
biét.

Ong Vi Trong Budng - Gidm d&c Trung tém Ung ctiu khin cip maéy
tinh Viét Nam - VNCERT ciing nhin nhan, nhiéu lanh dao ¢é quyén truy cap
cao nhung lai hanh x thiéu chuyén nghiép 1a co héi d@é hacker Igi dung
khai thac tan céng.

Theo 6ng Dircks, trong ndm 2017 nay, c&c t& chiic s& phai nhén thic |3
b&o v& hé thdng khéng a0 ma con phéi kiém soat chit ché nhing ngudi
dung déc quyén, khéng cho phép ho truy cap tdi nhiing gi khéng can
thiét, va 6 nhitng canh béo kip thdi khi ho truy cap vugt ra ngoai khu vuc
dugc phép.

Con ngudi vén dugc xem 1 mat xich yéu nhét trong hé théng phéng
thti an ninh mang, va cdc chuyén gia van thuding nhan manh tdm quan
trong clia cbng tac dao tao kién thic bdo mat, ndng cao nhin thiic cla
ngudi ding.

Dic biét trong ky nguyén di ddng lay ting dung (app) lam trung tam,
rét nhiéu (ng dung ddi quyén truy cdp dit liéu quan trong va théng tin ca
nhan nhay cdm, va vi mudn nang cao trai nghiém khi st dung thiét bj ca
nhan nén ngudi diing dé chap thuén, tao ca hdi cho ma déc lay nhigém va
trao quyén 18n cho ké tén céng.

Thém nia, ngudi dling thuding tin tudng vao cic nha cung cip dich vu
va yén tam dugc bao vé bdi cc chudng trinh phong chéng ma déc cai
trén thiét bi. Niém tin d6 theo nhiéu chuyén gia I3 hét sic nguy hiém
trong béi canh thiéu hut chuyén vién bio méat, nhan luc trong linh di
ddng thigu ki ndng vé an ninh mang va hacker thi ngay cang théng minh,
ma doc ngay cang doc hon.

Tinh trang d6 16i cho nhau vé trach nhiém bo méat

Gia tdng nhanh chéng dd loai thiét bi loT ciing chinh 13 co héi dé cac
loai malware phét tac khd kiém soat. Biéu déng lo ngai 1a nhidu thiét bj loT
thiéu tinh ndng bdo mét, tham chi cé thé chi dudc bao vé bing tén va mat
kh&u méc dinh, nhu phat hién gén day vai rit nhiéu camera IP. Trong khi
dd, bd phan CNTT thudng chi ¢é tréch nhiém vdi may tinh va hé théng
mang ndi bd, nhidng thiét bi loT mdi nhiéu khi khéng ré thudc pham vi
tréch nhiém cla ai, nghia 1 tiém an méat an ninh, ATTT rat Idn.

Al chiu trdch nhiém bao dam an ninh ATTT, va cac |16 héng bdo mat
cho thiét bj loT? T hon nifa, néu cé san pham k&t n&i mang ndi bd ma
chua dugc vé & hédng thi sao? DT liéu tu dong déng bé 1&n méy thi ai sé
chiu trédch nhiém vé& ATTT cho cac thiét bi dng bd khac: nha san xudt
thiét bj IoT, nha cung cap dich vu bao mat, bd phan CNTT, hay ngudi dung
cudi? Rat nhiéu cau hai dit ra ma khéng dé cé ciu trd 18 rd rang. Nghia |3
khé qui trach nhiém khi syt ¢ bao mat xdy ra, clng khéng rd ai s& 1a ngudi
gidi quyét? Nhiing phéan Uing tiéu cuc s& 1a hdu qua tir co ché phén quyén
khéng rd rang.

Ong Dircks cho réng cac CSO, CISO hay tham chi la CIO déu dang ngdi
trén ghé néng vé hinh vdi trach nhigm néng né vé bio méat. Ho phai c6
tréch nhiém gdp phén xdy dung chinh sach ATTT vdi cac qui dinh va bién
phép bdo dam ATTT cho té chic. Thuc thi thi thudc vé bd phan CNTT. Van
dé dat ra vdi cac dan vi la truyén théng phéi théng sudt gidia bd phan
CNTT va céc lanh dao @ ho hiéu ré nhidng nguy cd tiém &n, nhu céu va
kinh phi dau tu, Iua chon gidi phap bdo mat, va nhitng khé khan, thach
thidc ma té chiic phai ddi mat.



Ransomware sé vugt tdm kiém sodt

Tén céng téng tién bang ma dbc ransomware da thanh xu hudng chid
dao tao ra hoat ddng kinh doanh béo bd cho gidi tdi pham mang. Béo céo
tinh hinh an ninh mang ndm 2016 clia Symantec cho biét, ndm qua trung
binh mé&i ngay cé han 4.000 cudc tan cdng cla ma ddc ransomware, ting
3009 so vdi nam trudc.

Chia s& tai Ngay ATTT Viét Nam 2016, 6ng Vo B4 Thang - Giam déc
Trung tdm Dao tao Quéan trj va An ninh mang Athena, cho hay, 56 lugng
ransomware mdi khéng nhitng tdng nhanh ma sinh ra rét nhiéu bién thé,
cuc ky khé dé&i phé. Bidu dang sd 13 rat d& dé tao ra ransomware tif ma
ngudn ban dau tai vé tir Internet.

Theo Scott Millis — Gidm déc cdng nghé clia cdng ty bdo mat thiét bj
va di déng Cyber adAPT, hdu hét cic ky thuat phong vé hién nay nhu
tudng Ita, chuong trinh antivirus hay ngan chin xém nhap dé gidm thiéu
cac méi nguy hai 13 khéng dd dé chéng lai cic cudce tin céng mang kiéu
mdi. Thuc t&, ti nhing vy rd rf A liéu vita qua, nhu 1 ty tai khodn Yahoo
bi danh cédp théng tin, cho théy viéc phat hién va déi phéd phai dugc cai
thién.

Va khi hacker tang cudng dung manh 18i phi ki thuét (social engineer-
ing), cling nhut Igi dung méi truding mang xa héi dé danh cap dir liéu nhay
cam cla nhiing ngudi cé vai trd quan trong vdi té chifc doanh nghiép, thi
viéc ting cudng hudn luyén vé bao mat mét cach toan dién cho ngudi
diing cang phéi dugc dé cao.

Céc chuyén gia bdo mat cdnh bao rang, doanh nghiép sé& phai déi mat
vdi tinh trang tdn cdng ransomware ngay cang gia tang, rdi ro khé ludng
c6 thé xay ra bt c(t lic nao néu chinh séch cling nhu céng nghé vé bao
mét khéng dudc cai thign. Nhat 13 cé nhiéu loai ransomware c6 thé nam
phuc san rat lau trong hé théng trudc khi hacker phat déng tAn céng nén
cang khé phat higén. Thém n(a, theo éng Millis, nhitng gidi phap nhu laas,
SaaS va thiét bj loT mdi trién khai ngay cang nhiéu khién céng cudc bao
vé hé thdng théng tin cia doanh nghiép cang gép khé.

Thai gian phat hién khéng may cai thién

Thai gian phat hign mét cudce tin cong thanh céng sé khéng may cai
thién trong n&m nay. C6 nhing truding hgp nan nhan cé thé mét téi hang
ndm mdi biét minh da bj tan céng, ganh chiu thiét hai rat lén.

Theo éng Millis, thai gian nhan biét 15u nhu vay 13 do céng téc phat
hién hoat déng tén céng chua dugc quan tdm ding muic. Cac cong ty,
nha san xuit va ngudi diing ca nhan déu tim cach tranh xa nhing nguén
ldy nhiém malware trén mang, cac céng nghé phéng thi tap trung vao
ngén chin su xam nhép tif ngoai vao, va nhan dién malware theo kiéu
nhu mét cude chay dua vi trang ma hacker ludn dan trudc.

Céc céng nghé phan Ung va khd nang khac phuc su ¢ dudc cai thién,
nan nhan cé thé cé 1ap va stfa chiia huhéng nhanh chéng. Nhung, van dé
I3 nhitng céng nghé nay khéng gitp gidm thiéu thdi gian nhan biét, trir
khi ma doc dugc khdm phé tinh cd, theo nhén dinh cla éng Millis. Ong
cing cho rang viéc st dung cic tap tin log clia thiét bi két ndi mang cd
thé gitp phét hién sdm manh maéi liéu mét cudc tdn cdng da tién hanh
thit hay thanh céng réi, nhung van dé la di liéu luu trir qua Idn va nhiéu
thé loal 1 mét trd ngai khéng hé nhé cho phuong thiic nay.

Hé théng phat hién sdm va quén ly theo su kién (Security Incident and
Event Management - SIEM) dem dén kha nang phéat hién tan cdng theo
hanh vi, nhitng k&t néi dang ngd tf trong hé thdng ra bén ngoai, bidu
hién bt thudng cla nhing sy kién... Tuy nhién, viéc xdy dung SIEM ngay
cang tén kém, han nda luu lugng truyén trén mang ngay cang “khang’,
phan 16n con dudc ma héa nén khd ndng phéat hién sdm céc cudc tan
cbng mang van con xa so vdi mong ddi, theo béo céo cla Chi hdi ATTT
phia Nam tai Ngay ATTT Viét Nam 2016.

danCIi5CQ
Gia tdng tén céng qua ngé di déng

Theo mét bao cdo mdi day clia Ponemon Institute, thiét hai kinh t& do
x&m pham d liéu di déng gay ra cho mot doanh nghiép én cé thé Ién
dén 26 triéu USD, va 67% t6 chuic tham gia khao sat trd |6 da bi xam pham
d liéu do nhan vién st dung thiét bi di déng ca nhan truy cap théng tin
nhay cam va bi mat cda céng ty.

Thuc t& 13 ngusi diing thai nay thudng xuyén di chuyén véi thiét bi di
dong luén bén minh, gay *khé" cho cac gidi phap bdo mat thong thudng.
Thém nifa, vigc ngudi dung chi déng Iua chon thiét bi cho muc dich ca
nhan 1&n céng viéc clng 13 ca hdi @& hacker tan dung khai thac nhiéu ké
hdé. Véi thiét bi di déng, ngudi ding thudng uu tién ting cudng trai
nghiém hon 1a quan tdm nhiéu cho viéc gitt gin ATTT. Cac t chuic, doanh
nghiép sé& phai d&i mat vdi thach thic ngay cang phic tap cho viéc thuc
thi cac chién lugc bdo mét clia ho.

Thanh toan di déng dudc chap nhan khap nai clng sé 13 muc tiéu cla
hacker. Cac gidi phap mdi mé nhu selfie d& thanh toadn clia MasterCard va
True Key cla Intel d& déng nhap nhanh dich vu truc tuyén &di héi ngudi
dung can hiéu ring viéc bao v& d liéu sinh trac hoc clia ban than ciing
phéi hét siic can trong nhu vdi dif lidu & nhan va tai chinh khac.

Truy cap cac mang Wi-Fi cong cdng khéng hé an toan, va cac chuyén
gia bdo mat thudng khuyén nghi ngudi dung khéng nén thuc hién céc
giao dich ngan hang truc tuyén vdi mang Wi-Fi cdng cdng. Vi thé, cac nha
cung cép dich vu Wi-Fi céng cong |8 ra nén cé thém cdnh bdo ngudi
dung, ki€u nhu: truy cap mang céng cdng |3 khéng an toan va théng tin
truyén trén mang cé thé bj k& xau doc 1én, thu thap va chuyén cho bén
thit ba khai thac truc Igi ti viéc danh cip tai san, danh tinh hay théng tin
c& nhan clia ngudi duing, 6ng Millis ggi y.

=g

IoT ciing la Internet ciia cdc méi de doa

Céc 16 héng va tan cong théng qua thiét bi loT sé gia ting va lam téng
nhu cu chuén hda cho mot loat bién phép bao mét. Tai héi nghj hacker
Def Con ndm nay da céng bd 47 18 hdng bio méat méi &nh hudng téi 23
thiét bi clia 21 nha san xuat.

Nhing dgt tin cdng DDoS trén dién réng mdi day bdi mang botnet
Mirai tao ra tif cac thiét bi loT khéng an toan I3 18i cdnh tinh cho bét ky t6
chitc, doanh nghiép nao.

Thiét bi loT dang lan tda nhanh trong ddi séng vdi khd nang k&t néi
manh mé va ngay cang théng minh hon, trong dé cé nhiéu loai thiét bj
dién tl tiéu diing, nha va xe hai két ndi. Tuy nhién, khéng phai thiét bj két
ndi Internet ndo clng théng minh. Thuc t&, nhiéu thiét bi loT thidu kha
nang bao mat, hoéc cd nhung lai thudng bi bé qua khéng dudc kich hoat
khi st dung, va s6 thiét bj nhu vay trén Internet khéng phaila it. Ching dé
bi hacker lgi dung lam cau ndi tAn céng cd chi dich vao céc hé théng, dic
biét nguy hiém néu d6 1a nhiting hé théng diéu khién casd ha ting trong
yéu, nhu udi dién, hé théng dudng sat, giao théng cdng cdng. Tham chi
cé nhiing hé théng diéu khién nhu vy con chia rat nhiéu thiét bi véi
cdng nghé tir nhiing ndm 1950 — 1960, hau nhut khéng con dam bao an
toan.

Cang nhu smartphone trudc day,
thiét bi loT mdi & giai doan khdi dau va
dang cd xu hudng blng phat, lai chua
nhén dudc su quan tam ding muc vé
bao mat, chli yéu dang dugc tép trung
khai thac nhing chic ndng phong ph
clia ching. Nhiing van dé phuc tap vé
bdo mat ma thiét bi di déng cé nhan
dang d&i mat clng |3 tuong lai ddi vdi
loT — ching h&u nhu rat d& bj tén
thudng. B4 13 diéu cac t6 chirc, doanh
nghiép va moi cd nhan can ghi nhd
trong ky nguyén Internet van vat.
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CUNG HOC TIENG ANH

Lién tifva cach sirdung
1. Lién tir két hgp (coordinating conjunctions)

- Diing loai lién tir ndy @& néi nhiing cac tif loai ho&c cum tit/ nhém
t cling mét loai, hodc nhitng ménh @é ngang hang nhau (tinh tir
vdi tinh tlr, danh t vai danh tlr..)

- GSm cé: for, and, nor, but, or, yet
<Vidu:
She is a good and loyal wife.

Use your credit cards frequently and you'll soon find yourself deep in
debt.

He is intelligent but very lazy.

She says she does not love me, yet | still love her.
We have to work hard, or we will fail the exam.

He will surely succeed, for (because) he works hard.

That is not what | meant to say, nor should you interpret my statement
as an admission of guilt.

«Chuy: khi diing lién tit két hgp dé néi hai ménh dé, ching ta thém dau
phéy sau ménh dé thi nhat trudc lién tir

Ulysses wants to play for UConn, but he has had trouble meeting the
academic requirements.

[since

@@
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2.Tudng lién ti (correlative conjunctions)

« Mot vai lién tif thuding két hop vdi cac tif khéc dé tao thanh cac tuong
lién ti. Chung thudng dudc st dung theo cip dé lién két céc cum tir
hodc ménh dé cé chiic ning tuong ducng nhau vé mat nglt phap

+ Gém cd: both . .. and...(vla....vifa...), not only . .. but also... (khéng
chi...ma con...), not. .. but, either .. . or (hodc .hoéc.), neither . .. nor
(khéng....cing khéng...), whether . . . or, as . .. as, no sooner....
than...(vita mdi... thi...)

«Vidu:

They learn both English and French.

He drinks neither wine nor beer.

| like playing not only tennis but also football.

| don't have either books or notebooks.

| can't make up my mind whether to buy some new summer clothes
now or wait until the prices go down.

3. Lién ti phu thudc (subordinating conjunctions)

+ Loai lign ti phu thudc néi k&t cdc nhém tlf, cum ti hodc ménh dé cd
chifc ndng khéc nhau - ménh @& phu véi ménh dé chinh trong ciu.
« Vi du nhu cac lién tir sau va nghia kém theo clia chidng:

As

1. Bdi vi: As he is my friend, | will help him.

2. Khi: We watched as the plane took off.

After: sau khi

After the train left, we went home.

Although/ though: méc du

Although it was after midnight, we did not feel tired.

Before: trudc khi

| arrived before the stores were open.

Because: bdivi

We had to wait, because we arrived early.

For: bai vi
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He is happy, for he enjoys his work.

If: néu, gid nhu

If she is here, we will see her.

Lest: sg rang

| watched closely, lest he make a mistake.

Cha y: st dung déng tif nguyén thé trong ménh dé “lest”
Providing/ provided: mién |&

All will be well, providing you are careful.

Since

1.TU khi: | have been here since the sun rose.

2. Bai vi: Since you are here, you can help me.

Sof so that

1. Bai vay: [t was raining, so we did not go out.

2.D& (= in order that): | am saving money so | can buy a bicycle.
Supposing (= if)

Supposing that happens, what will you do?

Than: so vdi

He is taller than you are.

Unless: trit khi

Unless he helps us, we cannot succeed.

Until/ till: cho dén khi

| will wait until | hear from you.

Whereas

1. Bai vi: Whereas this is a public building, it is open to everyone.
2.Trong khi (ngudc lai): He is short, whereas you are tall.
Whether: hay khéng

| do not know whether she was invited.

While

1. Khi: While it was snowing, we played cards.

2. Trong khi (ngugc lai): He is rich, while his friend is pocr.

3. Mé&c di: While | am not an expert, | will do my best.

As if = in a similar way

She talks as if she knows everything.

Aslong as

1. Néu: As long as we cooperate, we can finish the work easily.
2. Khi: He has lived there as long as | have known him.

As soon as: ngay khi

Write to me as soon as you can.

As though = in a similar way

It looks as though there will be a storm.

In case: Trong trudng hap...

Take a sweater in case it gets cold.

Or else = otherwise: néu khéng thi

Please be careful, or else you may have an accident.

So as to = in order to: &

| hurried so as to be on time.

Chu y: Ngoai lién tir, ching ta cé thé s&r dung cac trang tir lién két nhu
therefore, otherwise, nevertheless, thus, hence, furthermore,
consequently...

Vi du:

We wanted to arrive on time; however, we were delayed by traffic.
| was nervous; therefore, | could not do my best.

We should consult them; otherwise, they may be upset.

4. Phan biét cach sit dung clia mét sé lién tir va gidi tir ¢ cling nghia.

[Lién tir Gigi tir
Ibecause because of
although despite
while during

- Su khac biét gilia chiang la: [ién tlr + mét ménh dé, trong khi dé gidi tir
+ mét danh tit ho&c ngl danh tir

—Vidu:

They were upset because of the delay

They were upset because they were delayed.

Despite the rain, we enjoyed ourselves.
Although it rained, we enjoyed ourselves.

We stayed indoors during the storm.
We stayed indoors while the storm raged.
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1. Théan thién

Mim cudi chao tt ca cadc déng nghiép khi gdp nhau sé
tao cho ban cay cau thién cdm dau tién. Hinh anh than
thién dé mén ctia ban sé ghi ddu trong nhiing lan gidi clia
thang may chd khi dong nghiép dang héi ha chay dén,
n[ufat dum tép tai liéu danh roi hay dua mét céi kep téc khi
can...

2.Thét long khen nggi, déng vién dung lic

Ong ba minh thudng néi “I&i n6i khéng mat tién mua”
nhung I&i n6i cé thé “mua” cho ban su ing hé va su thing
tién va hon cé la nhiing ngudi ban noi lam viéc. Ai cling c6
nhiing nang luc ndi trdi ngoai cdng viéc ctia ho. Néu ban
biét cd A ca vong cé hay va dé nghi cé hat trong Tiéc cudi
nam céng ty, c6 B ndu dn ngon dé nhd lam banh kem sinh
nhéat céng ty hay c6 C vé dep dé nhd trang tri Noel van
phong ...thi ban da gidp ho tod sang. Ho sé nhd mai diéu
d6 va sé tim dip dé khen nggi lai ban.

Cong viéc khéng phai ltc nao cling xudi chéo mat mai.
Néu mét ngay déng nghiép bi khién trach, hay chia sé
bang mét cai siét chat tay hodc ngdi lang nghe théat chia
sé. Ban dang la ngudi ban d6ng hanh dang yéu nhat trong
nhiing gidy phut buén buc nhét cta ho dé.

3. Khong né ha viéc khé

M6t khach hang xuat hién dot ngdt va siing sé tai sanh
chd céng ty noi ban lam doi gap SEp? Tat ca nhan vién déu
hét suic e ngai néu céng ty ban khéng c6 phong cham soc
khach hang? Hay dung kién thuc va kinh nghiém xu ly
than phién khiéu nai va “xung phong” tién ra sanh trudc
dé to ré thién chi. Chdc chdn day |a thir thach vé cing khé
khan nhung ciing la cg hdi cho ban rén luyén ky nang giao
tiép. Moi ngudi sé danh gia cao viéc ban da ddm nhén
nhiing viéc khé vé minh.

4. Hang hai giup do

3 Cong ty Dau tu Xay dung B., anh Kién luén nhiét tinh
gitp moi ngudi in sao cac file ban vé dén mdc nhiéu ddi
tac con nghi anh |a nhan vién IT ma khéng biét anh 14 ky
su giam sat coéng trinh. Anh da dugc déng nghiép mén
tang chuc danh trg ly IT va cling nhanh chéng théng tién

Ién phu trach moét toa thap trong du an vi nang luc lam
viéc nhém va gianh dugc thién cdm cla cac sép khi can
nhac vi tri thing tién cho cac ky su dang & vi tri ngang
bang. Hay luén chia canh tay ra khi cé thé, ban sé& nhan
dugc nhiéu canh tay vao lic minh can su trg gitip dé 1én
dinh thanh cong.

9 bi quyét DAC NHAN TAM & cong s&

5. Chao dén déng nghiép méi

Ngay d4u tién dilam viéc & ché mdi, ai cling can mét su
chao dén va su huéng dan tan tinh cta déng nghiép. C6
gido I6p mét in ddu dam trong tam tri ta nhu thé nao thi
ngudi ban diu tién & noi méi cling khién ta &m ap nhu
thé.Vay ta cing héy luén la ngudi ban than ai dau tién cua
nhiing déng nghiép mdi. Ban hady néi 16i chao ming va
néi rang ban san ld6ng huéng dan néu ho c6 thac mac ban
dau. Hay giup ho biét ché an trua gan nhét, gitip ho nhan
biét cac déng nghiép khac ciing nhu cach sir dung cac
trang thiét bi trong van phong, ban sé cé ché duing chac
chan trong long ho.

6. Uy tin, lich thiép

Néu ban mugn dé dung cta déng nghiép nhu kim
bam, kéo cat gidy, tai liéu tham khao...hdy trd ding hen
béi khi ho cdn ma khéng cé thi ban vé tinh da quat cho
than trong I6 gian dif cia ho bung chay. Ban hua giup ho
tim noi cung cdp dich vu nhung khéng lam thi 14n sau ho
sé khong dam giao triing cho ac nQa.

Van phong la mét xa hoi thu nhé nén ban hay ung xu
chting muc lich thiép nhu & noi céng cdéng. Nhitng tu thé
nga ngén, néi chuyén dién thoai 6n a0, hi mii &mT hay hat
to khi nghe Ipod ..s& khién déng nghiép kho chiu tranh xa
ngudi thiéu tén trong khéng gian chung.
7.Tich cuc ldng nghe

Mét trong nhimg bi quyét trong nghé thuat giao tiépla
ky nang lang nghe. Nhiing ngudi ban hang gidi nhat 1a
nhiing ngudi biét 1ang nghe dé hiéu nhu ciu ciu va dap
ting nhu cdu khach hang dugc hiéu qua nhat. Lic ban
nghe Ia ltc ban hiéu dugc déng nghiép duoc tét nhat.
Néu gap rac réi, ban hay nghe tir ngudi déi thoai, nhiéu
khi chi 1a chuy&n hiéu Iam va ta khéng mat théi gian dé
giai quyét hay giadn di cho nhiing chuyén khéng hé tén
tai.

8. Em diu nhung hiéu qua trong cach gép y déng nghiép

Trong céng viéc, nhing chuyén bat déng y kién hay
ing xr 1a diéu luén tén tai. Van dé la ching ta Gng xu trén
tinh than tén trong lan nhau. Hay dung chiéc banh
Sandwich trong giao tiép d€ phat biéu y kién dé xay dung
déng nghiép nhé. Lam sao dé budc ra tr sau cudc ndi
chuyén, ngudi déng nghiép ctia ching ta rat kinh nghiém
ti nhirng sai lam ma khéng mat di thién cdm danh cho ta.
9.9999

Vang, im l&ng |a vang déi véi nhitng cau chuyén riéng
tuma déng nghiép chia sé cho ta. Nhiéu khi“ban ning ba
Tam” thic ddy ta manh mé néi ra nhung hay nghi dén
nguyén tac sé 9 nay dé gili lai méi quan hé bang vang cua
ta véi déng nghiép. /
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Tén khéa hoc Ngay khai giin Hloe Théi gian
o By g -4 phi/khéa =4
CHUUNG ITRINH CCNA
8:30 — 11:30AM 3.700.000
03/04 e
2:00 — 5:00PM 3.700.000
| AKS 8:30 — 11:30AM 3.700.000
. AKI10 11/04 4=5_7 2:00 — 5:00PM 3.700.000
AS 6:30 — 9;:30PM 7.400.000
A7 15/04 Thir 7 Sang -+ Chiéu 7.400.000
CCNAX R 152 gir
AKO Beicod peniod 8:30 — 11:30AM 3.700.000
AKI11 18/04 BsS 7 2:00 — 5:00PM 3.700.000
A9 6:30 — 9:30PM 7.400.000
AK12 2—4—6 8:30 — 11:30AM 3.700.000
il 4
AS 29 630 — 9:30PM 7.400.000
AKI13 R 8:30 — 11:30AM 3.700.000
SR 27/04 3-:
All 630 — 9:30PM 7.400.000
AO3 11/04 3_5_7 6:30 — 0:30PM 2.000.000
AOS CCNAX Online 22/04 Ther 7 Sang + Chiédu 2.000.000 72 gio
AO4 28/04 O 6:30 — 9:30PM 2.000.000
AS3 CCHa Secuxity 18/04 3 i 6:30 — 9:30PM 5.900.000 72 gits
| (640-554)
AWV3 CN N 18/04 3—-5-7 6:30 — 9:30PM 7.400.000 100 gior
Pi-a 0s/04 A 630 — 9-30PM ] 900 000
PI-K1 2:30 ~ 11:30AM 5.000.000
| 18/04 3-5-7 -
Pl-5 ROUTE 530 — 9. 30PVvL &, 900, 000 120 giﬁ‘
P1-7 COQ=3019 15/04 Thir 7 Sang +Chiéu 8.900.000
P1-K3 8:30 — 11:30AM 5.900.000
27/04 3 gy
P1-7 6:30 — 9:30PM 8.900.000
PO-1 ROUTE Online 21/04 Sm i 2:00 — 5:00PM 5,500,000 72 gio
P2-K 1 2:30  11:30AM 5.000.000
04/04 S S
P2-3 6:30 — 9:30PM 8.900.000
SWITCH P —— 120 gior
P2-K3 b pliiyind 8:30 — 11:30AM 5.900.000
6:30 — 9:30PM 8.900.000
22/04 Tha 7 Sang +~Chidu 2.000.000
TSHOOT Y ;
Pkl 18/04 3-5-7 6:30 — 9:30PM 8.900.000 120 gi&r
CHUONG TRINH CCIE WRITTEN
CHETE AWV TN 18/04 I 6:30 — 9:30PM 12.500.000 120 gior
(Version 5)

KHOA HOC CHUYEN PE

FIREFWATLIL Sang + Chiéu 5.900.000

I.¢\Uyén ai Mobile:/0903/834/636
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