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Duoc phdt hanh béi Céng Ty TNHH Tu Vén va Dich Vu Chuyén Viét a

1

D " VNPRO TRAO HOC BONG KHUYEN HOC

Chuong trinh uu déi cdc khéa hoc: » CHO HOC VIEN XUAT SAC TRONG THANG 10/2017
Lop sdng, chiéu: .

*Tang Gido Trinh.
*Uu ddi 5% khi déng ky nhém 2 hoc vién.
*Tang Ao Thun.
Lép téi:
*Uu dai 30% HP danh cho Sinh Vién.
*Uu dai lén dén 20% HP danh cho Hoc vién cil.
*Uu dai danh cho khdch hang doanh nghiép.
*Tdng Balo, gido trinh.

Thay Puc Phuong trao hoc béng cho

Y Y ° o jr rd Ly r
Lo hong Wi-Fi lon nhat tu truoc anh Nguyén Phuc Huy Hoang 16p 17A100
g o n? 2 [Trang 07]
den nay nguy hiem ra sao? :
L6 héng trong giao thuc WPA2 khién hacker cé thé l .::“ T ﬂ
chen ngang két néi gitia thiét bj va diém truy cdp Wi-Fi, 0001 thannnsant R 11y,
anh huéng dén mang Wi-Fi toan cau. T

Mét béo cao méi day chira 16 héng clia mang Wi-Fi, cé
thé gay nguy hai cho toan bé céc thiét bi két ndi, tir méay '
tinh, dién thoai cho dén nhiing thiét bi loT. 1
Phuong thuic khai thac 16 héng, tén goi KRACK, ¢ thé

chen ngang két néi gilta thiét bi va giao thic bdo méat i 1 h |
clia diém truy cap Wi-Fi. 5T | :
Dudi day la nhiing thong tin quan trong ban cén biét: | T i 11 1]

Piéu gi xay ra? L T .

Mot nha nghién ctu ngudi Bi tén la Mathy Vanhoef g
phét hién ra van dé trong céc doan code clia WPA2, giao ||ttt T et
thiic gitp k&t néi mang Wi-Fi va céc thiét bi théng dung. Lttt T .¢

L6 héng nay cé thé gitp hacker xam nhap moi dudng LLLAA 1T Lt o
truyén két ndi Internet vao va ra khoi laptop, dién thoai, ! T Lttt | Lo |
thiét bi théng minh va bat c thi gi c6 két néi Wi-Fi. [Trang 03]
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Canh bao bién thé méi cua ma doc Mirai
nham dén thiét bi loT tai Viét Nam
Nhiing thiét bi loT nhu Router Wifi, Camera IP... trong cdc gia dinh Viét Nam dang nam

trong "tdm ngdm" ctia ma déc Mirai, 15 triéu mdy tinh bi nhiém virus trong 3 thdng gan
day la nhirng diém nhdn vé an ninh mang trong quy Ill nam 2017.

-

.data: 008000000085 147ED public passwords

.data:00000006005147E0 passwords dq offset a1234567890 ; DATA XREF: Star
.data:000800008085147E8 ; StartThelLelz+AB
.data:00000000005147E0 ; ""1234567898"
.data:00000000005147E8 dq offset aTelnet ; "telnet™
.data:00000000005147F0 dq offset aUnpt ; "wvnpt”
.data:000080806005147F8 dq offset aAntslqg ; "antslqg”
.data:0000000000514800 dq offset aSupport ; "support”
.data:0000000060514808 dq offset unk_410a64
.data:0000000006514818 dq offset aRoot ; "root”
.data:p00000008808514818 dq of fset azyad1234 ; "zyad1234"
.data:00006008065148286 dq offset unk_418a64

Bién thé cia ma déc Mirai dén Viét Nam
Phan tich mot bién thé mdi ctia Mirai cac chuyén gia Bkav phét hién hacker dang nhdm muc
tiéu dén Viét Nam. Mirai la dong ma déc da tan cong hang loat thiét bi loT trén thé gidi, thdng qua
viéc do mat khdu mac dinh tir nha san xuét dé lay nhiém. Trong bién thé mai Bkav phan tich, danh
sach mat khu dugc ma doc st dung dé tdn cong xudt hién thoéng tin tai khoan mac dinh clia nha
mang tai Viét Nam.

Su bung né cta loT khién van dé an ninh trén cac thiét bi nhu Router Wifi, Camera IP. .. tréthanh
cht dé néng trong thdi gian gan day. K&t qua nghién clu ctia Bkav ndm 2016 cling cho thay cé
hon 5,6 triéu router trén khap thé gidi cé 16 hdng, riéng tai Viéet Nam con sé nay la 300 nghin,
tuong duong véi 300 nghin hé théng mang dang trong tinh trang b ngd. Sau khi tdn cong, kiém
soat thiét bi loT, hacker cé thé huy ddng céc thiét bi nay trd thanh botnet trong céc cudc tn cong
tlr chdi dich vu DDoS hoac kiém soat toan bo truy cap clia ngudi dung trong mang, thuc hién cac
hinh thirc tdn cong MitM, Phishing dé &n cap tai khoan ngan hang, mang xa hoi, email...

Ong Ng6 Tudn Anh, Phé Chu tich phu trdch An ninh mang cla Bkav, khuyén céo:"Bé phong
trdnh nguy co bj truy cap trdi phép, ngudi st dung can phai kiém tra, thay déi mat khdu quan tri
cac thiét bi loT dong thdi tat tinh ndng cho phép truy cap thiét bi tr mang Internet bén ngoai khi
khong strdung. Vé phia nha cung cép dich vy, thiét bi cling can théng béo viéc phai thay d6i mat
khau mac dinh cho khach hang sau khi l&p dat va dua thiét bi vao st dung”

Ngoai ra, theo thong ké tir hé théng gidm sét virus cia Bkav, s6 luong mdy tinh bi nhiém virus
tai Viét Nam trong quy I1I/2017 van & muc rat cao, lén tdi 15 triéu lugt may. Trong dé, con dudng
lay nhiém virus chinh van la qua USB, chiém téi han 50%.

VnPro
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Ly gidi cho viéc USB van dang la ngudn lay nhiém virus nhiéu nhat, cac chuyén gia Bkav phan
tich, mdc du USB la phuong tién phd bién dé sao luu, trao déi dir liéu gitra cadc may tinh, nhung y
thuic vé sir dung USB an toan van chua duoc céi thién nhiéu. Clng theo thong ké clia Bkav trong
nam 2016, cé t6i 83% USB tlng bi nhiém virus trong nam.

DPé han ché viéc lay nhiém cua virus lay lan qua USB clng nhu tu bao vé dir liéu cia ban than,
ngudi dung c& nhan can trang bi phan mém diét virus thudng truc dé quét USB trude khi strdung,
han ché sir dung USB trén cac may la. V&i cac co quan doanh nghiép, can trang bi gidi phap kiém
soat chinh séch an ninh déng bo, trong d6 cé kiém soét, phan quyén st dung USB theo nhu cau
va do quan trong cua tung may.

Theo VnReview
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TIN TUC CONG NGHE

Lo hong Wi-Fi I6n nhat tir truéc dén nay nguy hiém ra sao?

L6 héng trong giao thiic WPA2 khién hacker c6 thé chen ngang két néi giira thiét bi va
diém truy cap Wi-Fi, dnh huéng dén mang Wi-Fi toan cau.

Mét béo cdo mdi day chi ra 16 héng clia mang Wi-Fi, cé thé gay nguy hai cho toan bé cac thiét bi két néi, ti
may tinh, dién thoai cho d&n nhing thiét bi loT.

Phuong thic khai thac 16 héng, tén goi KRACK, cé thé chen ngang két néi gira thiét bi va giao thic bdo mat
clia diém truy cap Wi-Fi.
Dudi day la nhig théng tin quan trong ban cén biét:
Diéu gixayra?

Mét nha nghién clu ngudi Bi tén [a Mathy Vanhoef phét hién ra van dé trong cac doan code clia WPA2, giao
thic gidp két n6i mang Wi-Fi va cac thiét bi théng dung.

L6 héng nay cé thé gitp hacker xdm nhap moi dudng truyén két néi Internet vao va ra khoi laptop, dién thoai,
thiét bi théng minh va bat c thi gi c6 két néi Wi-Fi.

KRACK c6 nghia la gi?
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NG la viét tat cda “Key Reinstallation Attack’, lién quan dén tha thudt giup mé ra dudng truyén Internet cho
hacker, budc thiét bi phdi lién tuc gui théng tin nhay cdm dé dinh danh ban théan trudce khi thiét Iap két néi
Internet.

N6 t6i té dén dau?

Tin vui cho ngudi dung hacker can phai & gan thiét bi dé thuc hién tan céng bang phuong phép nay. Diéu nay
lam gidm nguy co vé viec mét ngudi cé thé tan cdng nhiéu thiét bi cling lic tai nhiéu dia diém. Tuy nhién, diém
té hai la moi thiét bi s dung Wi-Fi déu c6 nguy co bi tan cong.

VnPro
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Céach tot nhat dé bao vé minh la gi?

Diéu quan trong nhét [a ban can nang cap phan mém thiét bi khi cé ban va.

DPai mat khau Wi-Fi c6 tac dung gi khéng?

D6i mét khau chi la mét trong nhiing phuong phép téng cudng bdo méat nhung day dudc xem la budc kém
quan trong nhat chéng lai KRACK. Ngay ca khi d&i mat khau, hacker van cé thé st dung KRACK d€ xam nhép.

Khi nao c6 ban va?

Ngudi duing Windows da dugc bdo vé néu ho cai dat phién ban cép nhat hém thi 3 tuan trude (10/10). Apple
ndi dang tao ban vé cho i0S, MacOS, WatchOS va TVOS, co thé phét hanh trong vai tuan téi.

Google thi khang dinh ho da phat hién ra van dé va ra mét bat c ban va can thiét nao trong vai tuan. Cac nha
s&n xudt router nhu Linksys hay Netgear déu da nhan thic dugc van dé va bat dau lam viéc.

Co6 nén mua router mai?

Chua can thiét. Néu ban st dung router cti va khéng
nghi nha sén xudt sé cung cdp ban vd cho né, ban cé
thé Ién ké hoach mua router mdi.

Lién minh Wi-Fi cho biét ho s& yéu cau nha san
xuat phai cong bé viéc router mdi khong bi anh
huéng bdi KRACK nhung nhiing chiéc router dang
bén ra hién tai chua dugc kiém dinh. Diéu quan
trong nhét van la cdp nhét phan mém cho dién
thoai, may tinh va cac thiét bi két ndi Internet khac.

Nhiing thiét bi chua nang cap cta nguai khac
¢6 anh hudng dén t6i?

Ngay ca khi da cai ban va cho dién thoai va router
clia minh, ban véan c6 thé bi &nh hudng néu két néi
dién thoai véi mét chiéc router chua dudc ndng cap
phan mém khac.

Vanhoef cho hay router khé bi tan céng hon so véi
dién thoai hay thiét bi khac. Cach an toan nhatvan la
han ché stt dung Wi-Fi tr IGc nay.

Mang Wi-Fi céng cong thi sao?

Wi-Fi céng cdng chua bao gid an toan. Théng
thudng, di liéu truy cap trén mang Wi-Fi & cac quan
cafe khéng bao gig duoc ma héa, déng nghia
hacker c6 thé sir dung moét thiét bj ré tién dé “cau”dir
liéu truy cép cta ban. Diéu ma KRACK thuc hién
chinh la bién moi mang Wi-Fi tr& nén kém an toan
nhu Wi-Fi céng céng.

Tat Wi-Fi, dung mang 3G/4G c6 an toan?

Mang di déng (3G/4G) khong bi anh hudng bai

KRACK. Do d9, viéc tat Wi-Fi sé bao vé ban.

WA E

HTTPS c6 gap nguy hiém?

Nhiéu website — bat dau véi HTTPS - cung cap
thém mét I8p ma héa cho két néi Internet ctia ban.
KRACK khéng phé bé dugc I6p mé hoa nay.

Tuy nhién, Vanhoef noi chi HTTPS khéng da an
toan dé bao vé dit liéu clia ban néu hacker st dung
KRACK dé doc d liéu luan chuyén. Sau nhiéu lan
thuc hién, hacker c6 thé tim ra céch pha v& [ép ma
héa nay.

Téi c6 thé dung VPN dé bao vé minh khéng?

C6, mang riéng &o (VPN) méa hoa toan b di liéu
két néi tir thiét bi d@&n mang Internet. N6 la dich vu
hau hét ngudi dung st dung khi can két néi tdi
mang may tinh & nai lam viéc khi khéng c6 mat tai
d6. N6 tao ra mét dudng ham an toan cho di liéu
clia ban ma khéng ai theo déi dugc. Tuy nhién,
khéng phai moi mang VPN déu c6 khad nang bao
mat nhu nhau.

nPro
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Chuong trinh uu dai cdc khéa hoc:
Lép sdng, chiéu:
*Tang Gido Trinh.
* Uu dai 5% khi dang ky nhém 2 hoc vién.
*Tang Ao Thun.
Lép téi:
* Uu dai 30% HP danh cho Sinh Vién.
* Uu dai lén dén 20% HP danh cho Hoc vién cii.
* Uu dai danh cho khdch hang doanh nghiép.
*Tang Balo, gido trinh.

Cam két loi ich khi hoc tai VnPro

Gido trinh gidng day chudn quéc té va LabPro tiéng Viét.

Thuc hanh >70% thdi lugng chuong trinh va truc tiép 100%
trén thiét bi chinh héang, hién dai. (>100 gi& lab)

Dugc thuc hanh mién phi ngoai gio.
Chdng chi VnPro dugc céng nhdn trén toan quéc.
Thi ddu quéc té sau khi hoan tdt khéa hoc.
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SACH LABPRO

La trung tam duy nhdt trong cd nudc phdt hanh hon 20 quyén
sdch mang LabPro tiéng Viét. Gido trinh VnPro duoc cdp nhat,
ndng cdp thuong xuyén theo chudn gido trinh quéc té

I CCEECTRD

CCNA HUONG DAN HUONG DANHOC
ROUTING & SWITCHING HOC VA THI ECBA CCNA®

LABRRO ‘& SWITCHING

o = | i_ ! - = l"l

CCNA Routing CCDA Huéng dan hoc CCNA
& Switching Gia: 250.000 VND Routing & Switching
Gia: 150.000 VND Gia: 180.000 VNP

CCNP LABPROROUTE  CCNPLABPROSWITCH  CCNP LABPRO TSHOOT On thi Route On thi Switch
Gia: 120.000 VND Gia: 120.000 VND Gia: 120.000 VNP Gia: 90.000 VNP Gia: 100.000 VNP

e S

CCNP LABPRO

SR TSHYOT
frong 24h

CE5P LAHEA)

On thi Tshoot CCNP LABPRO BSCI CCNP LABPRO BCMSN CCNP LABPRO ISCW CCSP LABPRO
Gia: 80.000 VNP Gia: 95.000 VNP Gia: 70.000 VNP Gia: 120.000 VNP SNAF & SNAA
Gia: 120.000 VNP

W0 i 00 TEIOREE ONl

CCIE ROUTING
& SWITCHING

CCSP LABPRO CCSP LABPRO CCNA SEC LABPRO CCIE R&S CWNA
IPS & CSMARS SNRS Gia: 150.000 VNP Gia: 150.000 VNP Gia: 90.000 VNP
Gia: 90.000 VNP Gia: 140.000 VND

Chuong trinh vu dai sach: Ap dung chinh sach la giam 10% khi dat sach online
* Khi mua sach LabPro online. Link mua sach online:http://www.vnpro.vn/sach-labpro/ ﬂ Pﬁ
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GOC GIANG VIEN & HOC VIEN VNPRO

VNPRO TRAO HOC BONG KHUYEN HOC
CHO HOC VIEN XUAT SAC TRONG THANG 10/2017

%Pro

.

Thay Bdc Phuong

anh Nguyén Phuéc Huy Hodng

l &, | trao hoc béng cho
M 16p 17A100

Thay Trung Hiéu trao hoc béng
hoc vién xuét sic Idp 17P235
cho ban Ha Quang Nhon

%me”
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VnPro trao hoc béng cho
anh Ta Ngoc Hung
16p 17P234

%Prd

Thay Thanh Phong trao hoc béng
hoc vién xuét sic Idp A98
cho ban Vé Duy Hiéu

Thay Béng Khé trac hoc béng
hoc vién xuét sdc Iép AK100
cho ban Lé Binh Nguyén

Phong Pr-Marketing VnPro

VnPro
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CHALLENGE LAB

Giam sat cac thiét bi két noi vao ha tang mang
bang cong cu IP Device Tracking va EPIC EM

10.215.11.6/29
¥ £0/1

0.215 153 ;P}’O
WAL 20 10.215.11.154/30
£0/1

£0/0
£0/0.10 (VIAN 10) 10.215.11.129/29
£0/0.20 (VIAN 20) 10.215.11.137/29

terface VLAN 20: 10.215.11.138/29

Danh séch IP cac thiét bi:

R1:10.215.11.154

R2:10.215.11.153

Sw1:10.215.11.138

APIC EM Server: dudc cai dit trén PC3 c6 thé giao tiép téi
céc thiét bi trén hé théng

Cac budc thuc hién:

Budc 1. Cau hinh co ban trén cac thiét bi.

Budc 2. Kich hoat tinh nang IPDT (IP Device Tracking)
trén Swi.

Budc 3. Sir dung APIC EM gidm sét cac thiét bi trén ha
tdng mang.

Budc 3.1. Khai bao théng tin telnet/ssh, SNMP phuc vu
cho quéa trinh “Discovery” cac Network Device trén ha
tdng mang.

Budc 3.2. Tinh nang “Discovery” cho phép tu déng do
tim cdc thiét bi théng qua théng tin Telnet, SNMP va dua
vao chuang trinh quén ly APIC EM.

Budc 3.3. Tinh nang Device Inventory théng ké danh
sach cac thiét bi ma APIC EM quét duoc.

Budc 3.4. Tinh nang Host Inventory cho phép thu thap
théng tin cac thiét bi dau cudi két néi t&i Switch.

Budc 3.5.Tinh ndng Topology cho phép APIC tu déng vé
so d6 hé théng mang.

Budc 3.6. HS tro khic phuc su ¢b bang tinh ndng “Path

Trace”

Thuc hién:
Budc 1. C4u hinh co ban trén cac thiét bi.
Cau hinh co ban trén Router R1.

hostname R1
interface f0/0
no shutdown
exit
interface f0/0.10
encapsulation dotlq 10
ip address 10.215.11.129 255.255.255.248
no shutdown
exit
interface f0/0.20
encapsulation dotlq 20
ip address 10.215.11.137 255.255.255.248
no shutdown
exit
interface fO/1
ip address 10.215.11.154 255.255.255.252
no shutdown
exit
ip route 0.0.0.00.0.0.010.215.71.153
enable password bgk
usemame bak privilege 15 password bgk
linevty 04
privilege level 15
login local
exit
line console 0
logging synchronous
exec-timeout 0 0
exit
cdp run
no ip domain-lookup
no service timestamps debug
no service timestamps log
snmp-server community bgk rw

snmp-server community bgk ro

ip dhep excluded-address 10.215.11.129
ip dhcp excluded-address 10.215.11.137 10.215.11.138
ip dhcp pool VOICE
network 10.215.11.128 255.255.255.248
default-router 10.215.11.129
option 150ip 10.215.11.129
exit
ip dhcp pool DATA
network 10.215.11.136 255.255.255.248
default-router 10.215.11.137
exit

exit
clock set 12:00:00 20 Sept 2017
configure terminal
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telephony-service
ip source-address 10.215.11.129 port 2000
max-dn 144
max-ephones 42
no auto-reg-ephone
enf-file perphone
exit
ephone-dn 1 dual-line
number 1001
exit
ephone-dn 2 dual-line
number 1002
exit
ephone-dn 3 dual-line
number 1003
exit
ephone 1
mac-address fcfb.fbcb.5919
type 7942
button 1:1
restart
exit
ephone 2
mac-address 001d.a23e.a48f
type 7942
button 1:2
restart
exit
ephone 3
mac-address 0000.aaaa.1003
type CIPC
button 1:3
restart
exit
telephony-service
create cnf-files
exit

CAu hinh co ban trén Router R2.

hostname R2
interface f0/0
ip address 10.215.11.153 255.255.255.252
no shutdown
exit
interface f0/1
ip address 10.215.11.6 255.255.255.248
no shutdown
exit
ip route 0.0.0.00.0.0.010.215.71.1
iproute 10.215.11.128 255.255.255.248 10.215.11.154
iproute 10.215.11.136 255.255.255.248 10.215.11.154
enable password bgk
username bak privilege 15 password bgk
linevty 04
privilege level 15
login local
exit
line console 0
logging synchronous
exec-timeout 00
exit
cdp run
no ip domain-lookup
no service timestamps debug
no service timestamps log
snmp-server community bgk rw
snmp-server community bgk ro

CAu hinh co ban trén Router Swi.

hostname Sw1
vian 10
vlan 20
exit
interface vian 20
ip address 10.215.11.138 255.255.255.248
no shutdown
exit
interface range f1/0/1, f1/0/2
switchport mode access
switchport access vian 20
switchport voice vian 10
spanning-tree portfast
no shutdown
exit
interface range f1/0/3
switchport mode access
switchport access vian 20
spanning-tree portfast
no shutdown
exit
interface range f1/0/24
switchport trunk encapsulation dotlq
switchport mode trunk
spanning-tree portfast trunk
no shutdown
exit
ip default-gateway 10.215.11.137
no ip routing
enable password bgk
username bak privilege 15 password bgk
linevty 04
privilege level 15
login local
exit
line console 0
logging synchronous
exec-timeout 00
exit
cdp run
no ip domain-lookup
no service timestamps debug
no service timestamps log
snmp-server community bgk rw
snmp-server community bgk ro

Budc 2. Kich hoat tinh nang IPDT (IP Device Tracking) trén

Swi.

- ip device tracking: kich hoat tinh nang IPDT trén switch.

- ip device tracking maximum 2: cho phép interface cap
nhat t&i da 2 entry théng tin cla thiét bj két ndi trén
interface dudc kich hoat.

| Swl(config)# ip device tracking

Swi(config)#
interface f1/0/24
ip device tracking maximum 3
exit
interface range f1,/0/1, f1/0/2, f1/0/3
ip device tracking maximum 2
exit

®

VnPro
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Swl# show ip device tracking all c;)
IP Deviee Tracking = Enabled i B wo S
IP Device Tracking Frobe Count = 3 N
1P Device Tracking Frobe Interval = 30 L — I
IP Deviee Tracking Frobe Delay Interval = 0 = rr— -
X x

IF Lddress MAC Bddress Vlan Interface STATE -
10,215, 11130 001d.a?3e.248f 10 FastEtharnetl /0,2 ACTIVE = - s
10.215.11.131  feofb.fbeb.5915% 10 FastBEthernetl/0/1 ACTIVE = K A el rpnm e
10,215,11.13%  24b6.£408.1924 20 FastEthernetl/0/3 ACTIVE
10.215.11.137  0017.35bc.€ell 20 FastEthernetl/0/24 ACTIVE o SAMPiE Nand S it
Total number interfaces ensbled: 4 ]l = - | b v fon v "
Enzhled interfaces:

Fal/0/1, Fal/0/2, Fal/0/3, Fal/0/24 [
Swld
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Budc 3. St dung APIC EM gidm sat cc thiét bi trén ha tang
mang.
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CHALLENGE LAB

Budc 3.4. Tinh ndng Host Inventory cho phép thu thap
théng tin cac thiét bi dau cudi két néi t&i Switch.

Tinh ndng Host Inventory thu thap théng tin tat ca céc
thiét bi két néitéi Sw (10.215.11.138), trén Sw1 ta can kich
hoat tinh nang IP Device Tracking.

B o e Clesr Fisers
0001788 e 10 W26 11187 WIRED WNEILIE FarEine et 128

w Dt S ety WASHAN  OWRED  H01E13 FasEinarmatt 2 SEPONIDAZIEASF

o || emoriea WS WRED 031511138 FasEinen o0 SEFOI0aRE100Y

= || reemnne WIS WRED 107151113 (X T— SEPFOFEFBCESS (S

L] 10 per pagy v 4 Hosty 1of

Budc 3.5. Tinh nang Topology cho phép APIC tu déng vé
56 d6 hé théng mang.

Tinh ndng tu ddng phac hoaTopology hé théng mang dua
trén théng tin CDP. SNMP thu thap dugc tir cac thiét bi.
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Tinh nang Layers cho phép quan sat Topology dudi dang

Layer 2 hodc Layer 3.
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Budc 3.6. H6 trg khic phuc su ¢é bang tinh ndng "Path
Trace”.

Thuc hién Path Trace tU PC3 (10.215.11.139) t&i Internet
(8.8.8.8).

danCisCco

Tu PC3 (10215.11.139) thudc VLAN 20 tién hanh “Path
Trace"tdi Phone 1002 (10.215.11.130) thudc VLAN 10.

é.vkil"a’:i:-u»sa suflromos®
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CUNG HOC TIENG ANH

Top 3 phuong phap hoc tiéng Anh tét nhat

1. Phuong phap Eng Breaking
Bang cach thuc tiép can tiéng Anh giao tiép mdi, Eng Breaking mang lai mét khéi lugng kién thiic nén tang, di kém cac tirvung thigt thuc (tu

léng, thanh ng() ma ngudi ban ngi thuc su stt dung trong giao tiép hang ngay.

Eng Breaking st dung 3 ky thuat: nghe ngdm, néi dudi, phan xa da chidu. M&i mot ki thuat sé gidp ban gidi quyét mét van dé riéng:

- Ky thuat nghe ngam gidp tiét kiém 71% thai gian luyén nghe tiéng Anh. Ban s& nhan ra dugc phat am chudn cac tir thong qua ki thuat nay.

- K§rthuat néi dudi gitp luyén tai nhay, miéng déo va néi tiéng Anh tréi chdy chi sau 1 thang. Sau khi nghe ngam kj thuat nay sé gitip ban c6
dugc phat am chudn Anh-My nhu ngui ban ngr.

- K§ thuat phan xa 3 chiéu cho phép ban luyén giao tiép cling trg Iy do ngudi My hang ngay.
Sau nay, ban vin c6 thé &p dung 3 phuang phéap nay vao viéc hoc tiéng Anh clia minh. Bay 1a nhithg phuong phap hoc tap khoa hoc va
rét dé 4p dung déi véi ban cling nhu nhitng ngudi hoc tiéng Anh khac.
Eng Breaking cé ddy dt b dia kém gido trinh, k& hoach hanh déng, muc tiéu, phiéu bao hanh. Véi cac giong ndi tu nhién, ddy cudn hut
cuing cac email hé trg hang ngay sé tao dong Iuc, hung tha hoc tap cho ban.
N&i dung cac bai hoc clia Eng Breaking rat thiét thuc va gan gii vai doi séng hang ngay clia ching ta. Ban sé& hoc duge cach néi nhiing cau
tudng chiing nhu rdt don gidn nhung ban lai khéng biét cach dién dat sao cho vira dung viia tu nhién.
Mdi bai hoc clia Eng Breaking khéng chi cé héi thoai, ma ban can dugc nghe cac doan Story dugc ké lai dudi 3 thesi thi: qua khir don, hign
tai don, tuang lai don. B&n canh d6, ban con dugc luyén tra 18 cac cau hdi sau mdi bai Story dé tap phan xa giao tiép tréi chay.
Phuong phap hoc tiéng Anh Eng Breaking phtt hgp cho moi d&i tugng ti ngudi méi hoc tiéng Anh cho dén ngudi kém khoan giao tiép.

2. Phuong phap Effortless English

Effortless English 1a phuong phap tu hoc ti€éng anh 18y y tudng ti cach tiép can ngén nglr clia mot dua tré do tién si AJ. Hoge (ngudii M§) sang
lap ra, dugc dp dung rat phé bién & 25 quéc gia véi hang trigéu ngudi theo hoc. Effortless English day hoc vién cach st dung co thé, ddu 6c va
phuong phap hoc tiéng Anh.

Ban chat clia phuong phap nay ndm & 7 quy tic quan trong. 7 quy tic nay dugc AJ. Hoge duc két dugc sau nhiéu nam nghién ciu va da dugc
nhiéu ngudi kiém chiing thanh cong:
- Quytic 1: Don't Study Indivisual Word — Hoc cum tir, khéng hoc ting tir don 18,
- Quy tic 2: Don't study Grammar Rules — Khéng hoc cac quy tac nglr phap.
- Quy tc 3: Learn with your ears, not your eyes — Hoc bang tai, khéng phai bing mét.
- Quy tic 4: Deeply learning — Hoc sau, nh¢ 1au.
- Quy tAc 5: Learn with Point Of View mini Story — Hoc ngtt phap qua nhitng cau hdi & cac thl khac nhau str dung nhitng doan hoi dap ngan.
- Quytic6: Learn Real English — Hoc ti€ng Anh thuc té,
- Quy tic 7: Listen and Answer — Nghe va trd [&i.

Phuong phap nay tap trung vao ki nang nghe la chinh. Khi giéi ki nang nghe thl dé la nén tang giip ngudi hoc vuon xa va hoc tiéng Anh
giao tiép mét cach toan dign. Ban khong can phai ghi nha bat cithir gl, chi cdn nghe, thu gian, trd 18 cac cau hdi khi dugc nhic nhé.

Muc tiéu cla Effortless [a gitip d& ngudi hoc tién bd nhanh va néi ra mét cach dé dang ma khéng can phai dich, hodc cdm thy gugng ép,
cang thang khi noi.

Ngoai ra, Effortless English khéng chi gitip ban cai thién kha nang giao tiép tiéng Anh, ma con day ban cach thanh cong hon trong cudc séng
cd nhan.

Nhugc diém I6n nhit clia effortless English |2 khéng dé cho ngudi mdi bat dau tiép can vai Tiéng Anh. Ban phai cé nén tang va kha nang tu
hoc t6t mai c6 thé thanh cong.

3. Phuong phap Pimsleur

Phuang phép Pimsleur la khéa hoc ngén ngl giao tiép phé bién nhit trén thé gidi. Ban cé thé hoc 40 ngdn ngtikhac khau théng qua phuong
phap Pimsleur. C6 dén 14 phién ban véi cac khéa hoc ngén ngif khac nhau cho chuong tinh hoc tiéng Anh. Trong vong 30 nam qua da c6 hon
25 triéu ngudi sf dung phuong phap Pimsleur.

Vi phuong phap Pimsleur, ban s& hoc ngdn nglr mdi gidng nhutrd em hoc ti€ng me dé. Ban hoc bang cach nghe va néi nhiing tir phé théng
nhdt, nhiing cum tirva cau dugc st dung trong giao tiép hang ngay, khéng can dung sach gido khoa. Phuong phap Pimsleur st dung ki thuat
nhd lai theo khodng thai gian nhat dinh @€ gidip ban cé thé nha duge lau hon. Phuong phap nay dac biét thich hgp cho nhitng ngusi mai hoc
Tiéng Anh.

Tuy nhién, phuong phéap Pimsleur cling c6 nhugc diém: vl cac tir 1ap lai nhu vay rdt dé& gay nham chan. Ngoai ra, theo nhu cac nha phé binh
danh gia th phuong phap nay ciing khéng gidp ngudi hoc tiép thu mét vén tir vung phong phu. Gidng nhu Effortless English, ngudi hoc phai
c6 nd lyc va quyét tdm rat I6n mai ¢é thé hoan thanh bai mai ngay.

Két luan

Trén day 12 top 3 phuang phép hoc ti€ng Anh c6 thé xem la t6t nhat hign nay. M&i phuong phap déu cé uu, nhugce diém rigng, ban hay tham
khdo va chon phuang phap ma ban thay 13 pht hgp nhét véi minh. Hoc tiéng Anh 1a mét viéc 1au dai, ddi hdi mét sy quyét tam cao. DU chon
c&ch hoc nao thl ban cling can phai kién t theo dudi dén cung.

nPro

Website: http://www.vnpro.vn; Forum: http://www.vnpro.org; Network channel: http://www.dancisco.com




Vi sao hacker thich mdc do triim dau, ngéi trong bong t6i???
Théi trang ctia hacker thuéng giéng nhau véa hdu hét bi dnh hudng béi phim anh hay cdc phuong tién truyén théng.

Hacker dugc phan ra thanh 2 nhém dua theo céch thiic hoat déng clia ho: hacker "m trang” chuyén phat hién 16 héng
bdo mat dé bao vé ngudi dung va hacker "ma den" chuyén st dung kha nang tdn céng mang clia minh vao muc dich xau.
C6 mét nhém hacker khac dude goi la "mi xam" ndm gila ranh gidi clia "ma den" va "mi trdng’, tdc thudng cé xu hudng
vifa bdo vé ngudi dung, vira danh cap dit liéu cho muc dich khéng chinh dang. Tuy nhién, tat ca khi xuat hién déu co diém
chung: mac o den cé mii trum dau va ngdi trong bong t6i cling véi may vi tinh, it nhat 1a theo nhitng buic anh tiing dugc
dang tai trén Internet.

Hinh tugng hacker thudng thay

Tuy nhién, hinh &nh nay khéng phai dén bay gio mai xuat hién. Theo chuyén gia an ninh mang Marc Rogers - Giam d6¢
bé phan an ninh théng tin ctia Cloudflare va la ngusi ding dau héi nghi hacker 16n nhét thé gidi Defcon - phong cach
nay tling c6 mat t&r dau nhitng nam 90 ctia thé ky trudc.

Theo Rogers, trong thap nién 80 va dau nhiing nam 90, hacker trong giéng nhu mot "cyberpunks”. Trong mét an ban
nam 1993 cla tap chi Mondo 2000, "cyberpunks" la nhitng ngudi mang giay cao got, mac 4o khoéa da va gang tay trum
kin cac ngodn tay.

Dén nam 1995, khi bé phim "Hackers" dugc trinh chigu, khuén méau thdi trang ctia tin tac dan thay déi. "Cyberpunks
khéng phaila hinh tugng thai trang xau xi trong mat hacker, nhung bé phim da khién ho bat chudc nhiéu thi, tir dé khién
chidng trd nén tuci mdéi han', Rogers nhan dinh.

Defcon da tén tai trong khodng hon 2 thap ky (tir thang 6-1993) va Rogers da chiing kién nhiéu su thay déi vé thai trang
clia hacker. "Van con dé do khoéc da, giay dép, ang.. Nhung sau d6, mot s6 ngudi con xuét hién vai mai téc nhudém, van
truot. Ho la tuyp ngudi da xem b phim Hackers, mudn trd thanh hacker, lay hinh dnh tir d6 va mot s6 lam ching trd nén
tuci méi hon', Rogers cho biét.

Trong nhiing nam gan day, khi xu hudng hacker "ma den" nhiéu hon, dac biét la nhiing t&i pham mang chuyén danh
cap tai khodn ngan hang, 4o choang cé ma trum ddu bat ddu dugc st dung do muén "cé nhiéu hinh tugng hon”. Theo
CNN, nguyén nhan dén tir cac phuong tién thong tin dai ching va cd mang xa hoi.

"Mac du hacker thudng nhao bang cac phuong tién truyén théng, nhung chinh ho lai bi tdc dong bdi phong cach thai
trang dudc hién thij trén dé. Déi khi, 4o den trim dau lai trd thanh 'déng phuc' clia médt nhém hacker”, Brian Bartholomew,
nha nghién cdu bdo mét cao cap clia Kaspersky Lab, cho biét.

Bartholomew cho rang, bd phim Mr.Robot minh hoa ré nhat phong cach nay. Trong phim, Elliot - nhan vat chinh, mot
hacker 29 tudi - thudng xuyén mac do choang den.

Ngoai ra, con mét phong cach niia, d6 1a séng trong béng t6i va ddi mat na den kin mat. Rogers cho rang, phong cach
nay nham tang thém "su bi hiém’, lam cho hacker "cé vé dang sg" hon.

Rogers du doén nhiing khuén méu trén cé thé sé tiép tuc thay déi trong tuong lai va cac phuong tién théng tin, mang
xa hoi la yéu 16 tac dong nhiéu nhat.
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Tén khéa hoc Ngay khai giang

8:30 — 11:30AM 3.700.000

2:00 — 5:00PM 3.700.000
6:30 — 9:30PM 7.400.000

8:30 - 11:30AM 3.700.000
2:00 — 5:00PM 3.700.000
6:30 — 9:30PM 7.400.000

(CZS)IS% 8:30 — 11:30AM 3.700.000
6:30 — 9:30PM 7.400.000

8:30 — 11:30AM 3.700.000

6:30 — 9:30PM 7.400.000
8:30 — 11:30AM 3.700.000
6:30 — 9:30PM 7.400.000
6:30 — 9:30PM 2.900.000
6:30 — 9:30PM 2.900.000

CCNAX Online

CCNA Security omr e
10200 6:30 — 9:30PM 5.900.000

CCNA

Collaboration 6:30 — 9:30PM 7.400.000

01/11 2—4-6 6:30 — 9:30PM 8.900.000
8:30 — 11:30AM 5.900.000

ROUTE 14/11
(300-101) 6:30 — 9:30PM 8.900.000

25/11 ¥ Sdng + Chiéu 8.900.000
01/11 —4 — 6:30 — 9:30PM 8.900.000

SWITCH

2:00 — 5:00PM 5.900.000
(300-115) 21/11

6:30 — 9:30PM 8.900.000

TSHOOT ; :
(300 135) 27/11 2—-4-6 6:30 — 9:30PM §.900.000

CHUONG TRINH CCIE WRITTEN
CCIE WRITTEN 27/11 2—-4—-6 6:30 — 9:30PM 12.500.000

KHOA HQC CHUYEN PE

FIREWALL Tha 7 Sdng + Chiéu 5.900.000
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